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Abstract

Objectives: To detect suspicious fraudulent activities in Ethereum wallet
transactions using a graph-based machine learning and anomaly detection
techniques. Method: From the Ethereum transaction graph, graph structure
signals, timing cues, and node level attributes, have been analyzed using
unsupervised models like Isolation Forest, Local Outlier Factor, and One-Class
SVM to flag irregular wallet patterns. Finally, based on the transaction tracing
pattern, illicit transactions are figure out for forensics actions. Findings: This
work successfully found some suspicious Ethereum wallet behaviors by mixing
graph analytics with unsupervised anomaly detection techniques. Graph-based
signals such as PageRank, clustering coefficient, transaction frequency and
entropy, boosted the capture of strange transaction behaviors that point out
as suspicious operation. Isolation Forest did well at isolating the most extreme
outliers, while LOF and One-Class SVM highlighted wallets with odd local
density, plus a clear behavioral mismatch observed. Overall, the framework
worked with the Ethereum transaction dataset from Kaggle, where wallet
addresses. Out of 4000 transaction history, top 20 are figure out as may be
fraudulent transaction based on their behaviors. Novelty: The study integrates
graph analytics, blockchain forensics, and unsupervised machine learning
to detect anomalous Ethereum wallet behavior without requiring labeled
cryptocurrency fraud datasets. Here, only 0.5 percent Ethereum transaction
are categorized as suspicious on this study.

Keywords: Blockchain Tracing; Cryptocurrency Transactions; Ethereum;
Fraud Detection; Graph Neural Network (GNN)
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1 Introduction

Cryptocurrency has come up as one of the most major innovations in the world of modern digital finance, second after
Bitcoin V. Tt is a distributed ledger technology and can be referred to as a distributed database since it exists over a computer
network @, In traditional financial systems, monitoring and detecting suspicious behaviors in transactions happening between
two or more accounts was not possible. Today, technology has become the hotspot for many criminals to perform fraud
transactions. This is because of the pseudonymity only in block chain network®). Due to these illicit activities, the detection
and prevention of fraudulent activities is now becoming a necessity task. For the solution of this kind of nuance abnormal
transactional flows, there is a need to adapt advanced analytical frameworks.

The graph-based analysis is one impactful solution for detection of illicit activities in the blockchain environment®. Graph
theoretic methods®, such as centrality, clustering coeflicient, in degree, and out degree, page rank, and k-core number offer
key insights into the structure of blockchain transactions. Unsupervised learning has been used in‘® for detecting malicious
wallets because there is no labelled data. This study is mainly concerned with Ethereum blockchain owning to its complicated
structure, its use of smart contracts, DeFi token exchange, and Non-Fungible Tokens Market Places, additionally implementing
graph-based analysis in classification will be utilized.

Traditional financial institutions operate with cash, bank accounts, and other paper-based procedures. However, in global
trading, e-commerce, and online services outpace traditional transactions. Cryptocurrencies, such as Bitcoin or Ethereum, are
digital tokens and decentralized system that verifies transactions through networks rather than traditional institutions. The
decentralization, transparency, and inclusion make it possible to conduct business more efficiently in the era of automatization
and connectivity.

The objectives of this study are to:

1. Design and implement a model for detecting fraudulent Ethereum transactions and anomaly detection.
2. Identify abnormal behavior of Ethereum wallets based on graph theory and their structural features.

The concept of blockchain was proposed by Satoshi Nakamoto in the year 2008 ). Digital transactions can take place without
the presence of a trusted third party with the aid of blockchain technology. In this representation, nodes with most power
produce the longest chain and thus become immune to any attacks®). In 2013, Vitalik Buterin proposed Ethereum ), which is
now become the second largest digital transaction, extending blockchain capabilities by building a blockchain with a built-in
Turing-complete programming language capable of executing smart contracts.

Ouyang et al. (2024), in their study'?) applied a Graph Convolutional Networks (GCN) in the Elliptic dataset for anti-
money laundering compliance in Bitcoin to see whether a graph deep learning model handles millions of transactions within
bitcoin’s unique Unspent Transaction Output (UTXO) structure, thus the integration of graph deep learning into blockchain
analytics required large labeled datasets for training. Along with UTXO and GCN (Ouyang), Nadia et al. in '), used another
Transaction Subgraph Networks (TSGN) to capture complex multi hoping structural behavior which was similar with Chen and
Crisostomo. Another unique method, called parecium was used in'? as a biased random walk algorithm, which is a method
to detect scam behaviors on Ethereum. From this above study, it may understand that no deep learning models are required
to capture its behavioral patterns, only graph traversal techniques are required. Also, there is a lack of focus on graph-based
anomaly detection.

1.1 Supervised Methods

Supervised models are those models that use labelled dataset to train the model to detect illicit behavior. GNN in fraud detection
is Temporal Transaction Aggregation Graph Network (TTAGN) by H. Kanajashi!® and Liu Papan et al., ). This integrates
GNN with temporal and structural properties to capture transfer activities through time and consumes memory resources and
has a simple architecture.

1.2 Unsupervised Methods

Unsupervised methods are those methods that do not require labeled data. Tiyani et al. (2023) introduced Anti Benford
Subgraphs which is an unsupervised anomaly detection approach. In the next year, Wang (2022) described how to tackle
transaction data irregularities using Bagging Multi-edge Graph Convolutional Network (BM-GCN) !, Since fraud detection
in Ethereum data lacks on having an unlabeled dataset so in this study unsupervised approach has been used.
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1.3 Research Gap

From the above review, upon observation, many pros and cons have been open-up. Few of the major lacking are noted below:

1. The deep analysis of structural wallet behavior with the help of graph theory is not much focused in the existing blockchain
studies.

2. Real-world labelled fraud data is hard to obtain and is very limited. This restricts the deployment of supervised approaches
in detecting fraud in cryptocurrency.

3. Several approaches mentioned in the papers focus only on transaction amounts and frequencies and often ignore the
importance of wallet interaction patterns.

4. For identifying suspicious wallet behavior, the use of graph-based anomaly detection methods is limited when it comes
to Ethereum, which has different and unique transaction characteristics.

5. In Ethereum networks, for node-level anomaly detection lack of comprehensive feature engineering can be seen that
combines statistical, temporal, and topological features.

In this paper, we tried to mitigate these pitfalls and reduce the mentioned research gaps using graph-based analytical method.

2 Methodology

The complete process of this study is confined with four sub-tasks: data collection, data pre-processing, features engineering
and anomaly detection. Collected transactions are represented as a graph structure where wallet addresses are denoted as node
and the transactions are denoted by arch. Traversing this graph,

transaction behavior studied by mentioned parameters and suspected as fraud or illicit upon observations.

2.1 Date Collection

Dataset consisting of Ethereum transaction records (Ethereum Transactions for Fraud Detection. (first_order_df.csv)) has been
collected from Kaggle database. This dataset consists of raw transactions that is used to analyze suspicious activity that
contains the following columns- Transaction Hash (Tx Hash), block number (Block Height), timestamp, sender and receiver
addresses (From/To), transferred value (ETH), and execution status (is Error, where, 0 = success and 1 = failure). The
dataset is used for detecting abnormal patterns such as unusual transaction flows or high-frequency activity, forming the basis
for graph-based anomaly detection and fraud analysis (Figure 1). Role of each header is discussed below:

TxHash: Transaction Hashis a unique, 66-character cryptographic string value serves as the permanent digital fingerprint
for that specific transaction. There are 102149 unique values (as per Kaggle dataset).

BlockHeight: The Block Height is a sequential block number transaction that is grouped, recorded and permanently
validated by the network validators.

TimeStamp: Time Stamp is written in Unix epoch time format which time-series and behavioral mapping it is essential.

From: The sender’s Ethereum address. With the help of this column models can calculate node’s incoming degrees.

To: The receiver’s Ethereum address.

Value: The amount of Ether transferred in the transaction.

Is Error: Indicates whether the transaction is a binary 0 for no error, and 1 for error, Transaction failed.

2.2 Data Preprocessing

Data preprocessing cleans and structures raw data by removing duplicates, inconsistencies in temporal information, and
incomplete or missing attribute values and entry fields, irrelevant information. To overcome these challenges, a rigorous
preprocessing framework is designed and implemented through a specialized class named Ethereum Preprocessor class.

The data preprocessing pipeline consists of five consecutive steps.

2.3 Schema Enforcement

In the very first step the presence of all required columns that is Tx Hash, From, To, Value, Time Stamp, and is Error is verified.
The Ethereum wallet addresses (From/To) are normalized converting to lowercase since Ethereum addresses are case-insensitive
leading or trailing. Whitespaces of the wallet addresses are stripped. This ensures the same wallet address indicates to a single
canonical node in the transaction graph, even if represented in check summed EIP-55 format or lowercase.
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Fig 1. Ethereum graph network (designed by Lie Wang)

Now, each normalized sender and receiver wallet addresses (From/To) are validated against the standard Ethereum
hexadecimal structure (0x followed by 40 hexadecimal characters):

Vz(Ja— f,A—F,0—9]{40})$

Wallet Addresses that fail conform to this pattern or missing vital keys are discarded from the dataset. This step prevents the
introduction to phantom nodes in the Ethereum transaction graph that can distort centrality and degree-based features.

Type coercions are applied after address validation.

Value field: Cast to numeric (float) type. Non-numeric values are coerced to NaN.

Time Stamp field: Converted from Unix timestamp, representing seconds since 1970-01-01T00:00:00Z, to datetime format.

Is Error field: Cast to a binary integer type(0/1).Rows with missing values or NaN values in critical columns like TxHash,
From, To, Value, or Time Stamp are dropped as incomplete transaction records are not reliable in graph construction. Table 1
lists the Temporal and Value Distribution Feature.

2.4 Features Engineering

The following three modular classes are used for feature engineering:

« For basic transaction statistics, Node Feature Engineer class
o For temporal and distribution features, Temporal Value Feature Engineer class
 For graph topology features, Graph Topology Feature Engineer class

Basic Transaction Statistics (Node Feature Engineer): The feature helps capture how active a wallet behaves. A combination of
large max and low average transaction amounts can point to some sort of irregularity may be a scam, phishing, or Ponzi scheme
wallet.

2.5 Temporal and Value Distribution Features (Temporal Value Feature Engineer)

Temporal and Value Distribution Features has been described in Table 1:

2.6 Anomaly Detection

The detection of suspicious wallets for illicit addresses is extremely scarce, often incomplete, and hard to collect. The goal of
the system is to flag addresses which deviate significantly from the majority of the normal behavior patterns without any prior
label. Among all, three models have been used in this work, as stated below:

2.7 Isolation Forest

The model isolates outliers that are structurally isolated from the majority of the data using random decision splits. In a tree,
ensemble of size n, the anomaly score s(x, n) for a point x is based on the average path length E[h(x)] over all trees is as given:

_ Elh(z)]
s(z,n) =27 "en]
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where,

o h(x)= path Length of point x in an isolation tree.
e ¢(n)=2H(n—1)—

Table 1. Temporal and Value Distribution Feature

Features Name Represent

Count of out_tx_count Total number of transactions sent

transaction in_tx count Total number of transactions received

Total out_total_value Total ETH sent

Transac- in_total_value Total ETH received

;(1:1;@1, out_avg_value Average outgoing ETH value

maxi- in_avg_value Average incoming ETH value

mum, and out_max_value Maximum outgoing ETH value

minimum  in_max_value Maximum incoming ETH value

t.ransac— out_min_value Minimum outgoing ETH value

::lzes in_min_value Minimum incoming ETH value
out_unique_counterparties Number of distinct outgoing addresses transacted with

Number in_unique_counterparties ~ Number of distinct incoming addresses transacted from

of unique . out_error_ratio Proportion of outgoing transactions with errors

g%%l}erp artlesin_error_ratio Proportion of incoming transactions with errors

Fatio Of_ in_error_ratio Proportion of incoming transactions with errors

IaIsdaCctIolrs

% is the average path length of an unsuccessful search in a Binary Search Tree.

o H(i) = Ini+y (Euler’s constant)

Interpretation.

s~~1 highly anomalous,

s~0.5 normal,

§<<0.5 very normal.

Here, a threshold at the 99th percentile of IF scores, approximately 0.149. It is used to identify the top 1% of addresses (score
> 0.149) highly suspicious candidates for manual investigation.

2.8 Local Outlier Factor (LOF)

Outliers are the points that have sparsity than their neighbors. Local Outlier Factor gets the anomaly score by comparing the
local reachability density of a point to the average local reachability density of its k nearest neighbors.

2.9 Precision @K

Precession of the model is measured with the formula for is as given below:

Let:

» Top, = setof Kaddresseswiththehighestanomalyscores.

o Malicious.,,, tirmea = Subset of Top, that are manually verified as fraudulent/scams

|T'op,, (| Malicious
K

confi'rmed'

PrecisionQK =

With this setup, 4k (approx..) transactions has been downloaded and converted into a graph structure, and based on the features
(Table 1), analyzed the transaction path as described in the following section.
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3 Results and Discussion

From the 4k data set (downloaded from Kaggle), for each node indegree and outdegree values are calculated based on
Ethereum transmitted and received from/to another node. Ethereum value is also accounted to categorize transaction cluster.
Some transactions are found very irregulars, sorted them and consider only top 20 transaction for analysis (Figure 2). Using
unsupervised machine learning algorithm (Node2Vac), one class SVM have been calculated. A One-Class Support Vector
Machine (One-Class SVM) is an unsupervised anomaly detection algorithm. It learns the boundary of normal data and
identifies points that lie outside this boundary as anomalies. For Ethereum transaction analysis, One-Class SVM can be used
to identify suspicious wallets or abnormal transaction patterns without requiring labeled fraud data.

Top 28 addresses and their Etherscan / behaviour labels:
address one-class svm (ocsvm)_score
8x81c8l18cf17c4f811del7fc238e17cab3f6a49686 e.082026

8xc5a3c84%a88f7ccb83c48326b491121dafd785b5 e.882017
8x4febde85f4835e79b91e7b85a222848d126841Fa8 e.881993
8xc5alb86bfeb48cbld5846227c88ddaf77816Fb82 2.881963
8x574388f6ab%aad12b151e8dBcb8856234d915964 2.081388
8x38ff284347761611d74621885c3884e8ac971c09 g.881565
8x34ach2f48a618b5881c342120815%ectd92e7alc e.881519
8xdceet27bbda518eb758f511bt1d629ec12652a82 e.881277
8x79aa79116c24a715b5eb1287at8a16281458c895 e.881271
8x1494483137159bb8dc545d11963fdt797ealecab e.081238
8xb649787891364e5529ce7bcfbad63211eb758745 e.081064
Bx4ebb65966c5T23416af5ad74f68eele7873aB26e e.088947
Bxbe37a38a42117ae86cblbf4dfad56e8bcdb78148 e.088933
8xf6375f270b2b7b1849d486cb7225abff7d78af34 g .088356
8x3blf6d7881a459f88aB82583852c4118%ale0688C g2.0883838
8x22208abd2c871bb61ed42cabdobd6c94a27a926c52 g .088795
8x313932bB3c888df52c8al5e561dc@244edlbceBl g.08a8776
8xb59558265F83578da3baddaBbdcB3424cdec2495 e.88e776
8x284febdable53tab45887186087d7abac308l3ed e.88e776
8x8ce881betl128aa3392bb75132bal579%d2bthcod e.88e776

Fig 2. Transaction patten analysis using Node2Vac algorithm

No significant transactions have been observed in this dataset as the lowest OCSVM score closes to zero but positive (not
negative). Although these scores are approx. to zero, they are far apart from +1 and considered as suspicious. Accordingly, their
Local Outlier Factor (LOF) have been analyzed. LOF features of the same data set are depicted in Figure 3.

Here, Euclidian distance has been counted among nodes and computed marginally stable transactions'®). As the LOF
approaches 2 or more, it seems to be suspicious or fraudulent (outlier). From the analysis, LOF score of transaction 1 is
unexpectedly rising (6 points) from the next higher value. The normal ranges spans 10052-17383, with uniform deviation
within all 19 transactions whereas 20™ transaction (top row in Figure 3) deviation is remarkable.

Finally, precision of the model is observed with different values of K (multiples of five) and measured the value of three
model parameter (Table 2). A brief comparison among all three adopted models, isolation forest, LOF, and One-classed SVM
is given in Table 2.
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Top 28 addresses and their Etherscan / behaviour labels:
address local outlier factor (lof) score

8xcb515d988e72dd@e3703d285F4c8208cfBdd592d 72829.1581432
8xbab5bce4de51138c@979b9265d682a2e33ca2ce 17383 .588528
Bx098ci59d724e02678fcaBeab7243c218:7081bdo 17261.658428
Bxa2d58bd1Beebee27fd318dc4ab95e7c7589dela9 14192 .713881
Bx7667ee7d212344c3d4e3c88b57da22ed4Bec56b18 13999 .463291
Bx524e43741fb1228d%ae332bd54deeeb51c58be3c 13886.168353
Bxde6etadlfece34782c8ff0c479561b86Fa81cbi4 13882 .586367
Bx6151382ded3471e6856864cb39123ac877c1982b 13875.285718
8x486d22d2d7656e2beed3bd7fabbefd4ff1c85Fcs 13852.179158
Bx66655cdat96cd552da82874811e78685Ffeebeld 13814 .766478
Bx6e286936b8211985a63725b8%bdcbe7229664ch8 13814.723877
Bxdea52cch51a7a60e6d43366950C246853d1at626 13767 .858381
Bxda7fffeef23c75abf7b089417e8d5733af35c867 13765 .962699
Bx2e69734771a8d36558e8e54cT8a71568a564558¢3 13295 .988328
Bx6a7b5ecBad7030ac8T848be27266a11eb5e8b168 12897 .721495
Bx0474260840f62848dc43c7bcB2adlebbdd276bc2f laee7.2433a7
Bx015414ecd2514bba6tde3618578bas164eleb3ad 18479 .528114
Bx02f6c826a533c268121499¢c919624d923b78d3f7 168486 .836778
8x2b12d1d318c6df937c8c56b7alal3debeatb3is20ac 168485.148936
8x4b2e978d8563c56534ab4+791308e8932a429258 18852 .343965

Fig 3. LOF value of suspicious transactions

Table 2. Parametric variation of Precision with value of K in multiples of 5
Value of K Isolation Forest (IF) LOF OCSVM

5 0.5956 0.4107 0.5998
10 0.2988 0.2959 0.4780
15 0.3334 0.3207 0.3200
20 0.4447 0.45000  0.2607

From the above experimental results, it analyses that with minimum value of K, IF score approaches higher values
corresponding to LOF and OCSVM. Anomaly can be detected (suspected) based on variation of these three parameters
variation. In our experiments, from the to 20 suspicious transaction, only top 2 transaction can be brought under consideration
of further analysis. As compared to previous models (Becao & Chen), where multilayer topological graph structure has been
used to study suspicious behaviors, we provide a novel architecture of a homogeneous graph structure through which suspected
transaction can be isolated for further review. Our model verified a transaction with multiple dimensions like time, amount and
depth of tree for link analysis. Further it can be utilized to detect the original source of fraudulent transaction which have not
observed in earlier models. In addition, a Features Gated temporal graph learning (FG-EGCN) method, proposed by Han et.
al.1”) for illicit Bitcoin transaction detection and investigation can be used to address many practical challenges in transaction.
FG-EGCN combines temporal graph encoding with a residual feature branch and a feature-gated fusion mechanism, introduces
a focal-loss-based optimization to improve understanding of rare illicit transactions.
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4 Conclusion

This study presents a novel graph-based machine learning approach with the following pipeline: data preprocessing,
feature engineering, temporal splitting, and unsupervised anomaly detection. Isolation Forest and LOF got similar value at
Pricision@20 i.e 44%. However, the Precision@5 is 59% for Isolation Forest and 40% at Precision@5. This means that the
prediction done by the Isolation Forest is more reliable. Precision@5 for OCSVM 59% but by Pricision@20 it drops sharply
to 25%, worst among the three. Thus, Isolation Forest is the most balanced and practical model followed by LOF, however
OCSVM is unsuitable for unsupervised anomaly detection. Further, it has been revealed that based on graph nature, one
cannot determine perfectly a fraudulent transaction, instead it may come to closure monitoring for considering as a suspicious
nature. There needs more sophisticated analysis to fine the original source and destination addresses which are played suspicious
behavior. This study only analysis graph features to detected suspicious transaction, however, for taking precaution measure,
next level enhancement in the algorithm would be required.
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