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Abstract

Objectives: To investigate High Performance Computing (HPC) techniques
for communication ciphers. To explore machine cipher classification using
encrypted image data and ML for 4G & 5G cipher classification based on
ciphertext analysis. Methods: Employed MPI and CUDA + MPI models to
assess the strength of ciphers, classified machine ciphers with image data, and
applied ML for identification communication cipher classification. Findings:
Communication ciphers are resistant to exhaustive key search attacks using
HPC. Applied various classification and clustering models on machine ciphers
using encrypted image data collected from online, and got the test accuracy
up to 93.9%. ML methodologies for classification of 4G and 5G mobile
communication ciphers achieved a test accuracy up to 79.2%. Novelty:
Strength analysis of various Cryptographic algorithms belonging to Classical,
Machine & Mobile communication. Classification of Some machine ciphers &
Mobile communication ciphers using HPC solely based on ciphertext analysis
contributing novel insights into communication cipher security.

Keywords: High Performance Computing; Clustering; Classification; Mobile
Communication Ciphers

1 Introduction

Robust cryptographic solutions are gaining significance due to the growing importance
of digital connectivity and the sophistication of cyber threats. Due to HPC’s incredible
processing power and parallel computing capabilities, researchers and professionals
are now able to bypass old computational limits and take on complicated issues. As
well stated by Sukhpal Singh Gill et al., HPC systems may complete jobs by allocating
concurrent resources and using a variety of resources online, using a pooled set of
resources (1)

Ju-Won Park et al, tried to enhance the gains of HPC systems by working on
input/output (I/O) performance degradation as a result of higher storage latency and
intricate parallel I/O architecture for data access in distributed storage systems ). Jiwoo
Bang et al., have done cluster evaluation in which the test dataset was split up into
3 clusters: cluster 1 is primarily made up of small jobs with operations on standard I/O
units; Cluster 2 is made up of middle-sized parallel jobs that are mostly read-only; and
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Cluster 3 is made up of large parallel jobs that are heavily write-intensive. This clustering of the jobs demonstrated that
achieving high I/O throughput requires the use of a parallel I/O library like MPI IO as well as substantial number of parallel
cores®. Ajeet Singh et al., have experimented on cryptanalysis of Mono-alphabetic, Poly-alphabetic & Round-reduced modern
SIMON ciphers and also displayed the revolutionary role that neural networks play in helping cryptanalysts identify cipher
vulnerabilities by feeding these networks data that highlights inherent flaws together with matching encryption keys®. This
paper explores the utilization of the MPI model and the combined CUDA + MPI model for accelerating cryptanalysis for
crypto-algorithm strength validation, especially for 4G & 5G mobile communication ciphers to test the security of sensitive
data transmission.

In addition to parallel computing paradigms, this paper also investigates the realm of ML in the domain of cipher analysis and
classification. Ju-Won Park et al., investigated four classification methods and used application-specific I/O patterns to identify
different apps with an accuracy of above 90% ). Lily Schleider et al., conducted an analysis of the clustering performance by
various feature representations, using multiple distance measures and their combinations on the original and feature spaces®.
S. Ramraj & G. Usha have assessed the effectiveness of the Support Vector Machine (SVM) in categorizing network packets
according to the kind of application & the kind of data that is communicated within an application where the F1 score of the
SVM classifier for encrypted network packets from Virtual Private Networks (VPN) and the WhatsApp mobile application
is 0.9, This work tried the classification and clustering of machine ciphers using data obtained from online simulators,
providing valuable insights into the cryptographic landscape. A significant aspect of this study also involves the application
of ML methodologies for the classification of 4G and 5G mobile communication ciphers for 20k plaintext for each selected
cipher which has not been done before this work. By analyzing ciphertext data obtained from encrypted communications,
predictive models are developed that can discern the underlying cryptographic algorithms employed in modern communication
protocols ®.

1.1 Cryptographic Algorithms

Cryptographic algorithms are the backbone of secure communication in the digital age. Table 1 presents the Cryptographic
algorithms used in this work.

Table 1. Cryptographic algorithms used in this work

Cipher Type Algorithm
Classical Ciphers Hill
SIGABA (10
Eni
Machine Ciphers rigma
KL-7
Fialka
RC4
AES
Modern Ciphers . L .
Mobile Communication Ciphers Zuc®
SNOW
1.2 Cryptanalysis

Cryptanalysis is the study of analyzing and decoding cryptographic systems to find weaknesses and crack the codes to obtain
illegal access to protected data. Table 2 shows techniques covered in this work.

2 Methodology

2.1 Cryptanalysis using High Performance Computing

2.1.1 MPI model

The MPI model is the process of using MPI libraries for parallel programming applications, allowing multiple processes to run
concurrently and communicate with each other by passing messages. Every process has a memory area, and message forwarding
facilitates communication between processes. One of the Strength parameters of cryptographic algorithms (or ciphers) lies in
their secret key and current computational power, which they can withstand. The Brute-force attack is a better way of checking
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Table 2. Cryptanalysis techniques used in the work

Description

Method
CUDA
HPC
MPI
Clustering K-means
techniques 1314
Hierarchical
KNN
Naive Bayes
Classification techniques
Logistic Regression
ML
Decision tree
Support vector
Machine

Random forest

Gram frequencies

Entropy

Features (*) Long repeat

Index of coinci-
dence

No. of unique char-
acters

Di-graphic IoC

TE-IDF

. Elbow method
Miscellaneous

Silhouette score

A parallel programming language ie., PPL that builds upon
languages like C, giving developers a comfortable platform for
transferring tasks to GPU

A programming paradigm to develop parallelly executable pro-
grams that give users access to the processing power of numerous
CPUs

An algorithm that divides data into K clusters iteratively according
to similarity by minimizing the centroids of each cluster.

Forms a hierarchy of clusters using top-down divisive or bottom-up
agglomerative methods.

An approach that designates a class label to an input by a majority
vote of its k nearest neighbors.

Calculates the likelihood of every class based on the data and picks
class with the highest probability.

Regression-based model that finds the probability that a specific
input is a member of a particular class.

A tree-based model to divide the data into subgroups recursively.
Supervised learning algorithm that finds which hyperplane in
feature space best divides classes.

A technique that builds many decision trees during training and
outputs the mean forecast of each tree.

Frequencies of n-grams in a given text or dataset.

It quantifies the average amount of information produced by a
random variable.

It identifies repeated sequences within the ciphertext, which may
indicate patterns in the underlying plaintext.

It measures the likelihood that two randomly selected characters in
the ciphertext match.

It counts the distinct characters present in the ciphertext.

It extends the IoC to pairs of characters, providing a more detailed
analysis of ciphertext.

TF = No. of occurrences of a word in selected text / total no. of
words in selected text IDF =log (total no. of documents / documents
containing) TF-IDF = TF * IDF

To figure out a dataset’s ideal number of clusters (K) for K-means
clustering, (1112)

It measures how similar an object is to its own cluster (cohesion)
compared to other clusters (separation) 11

it. This attack can be performed by effectively dividing the task into embarrassingly independent parts, which is the best case
for MPI. When the program initializes MPI, it retrieves the rank and size of the MPI communicator. Then, MPI finalizes after
each sub-task returns to the master task to maintain consistency. Non-blocking communication is used, which significantly
improves performance in this case.

2.1.2 CUDA + MPI model

A popular method for parallel computing, particularly in high-performance computing (HPC) settings, is to combine CUDA
with MPI. The NVIDIA GPU parallel computing platform, programming paradigm CUDA, and distributed computing
standard MPI enable communication and synchronization between processes. The work is distributed between MPI processes,
distributed data across processes, and CUDA within each method is used to perform parallel computations. When needed,
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synchronize data between MPI processes using MPI communication functions. Combining CUDA and MPI requires careful
synchronization and data management to ensure the correctness and efficiency of the parallel program.

2.2 Machine Learning-based Cryptanalysis

2.2.1 Data collection / Corpus generation
For machine ciphers data, the Ciphertext in the image format (byte code) is collected from online (https://cryptii.com/). Then,
converted image to machine encoded format through optical character recognition by using Pytessecract software. The machine
encoded format is then saved as a .csv file.

For mobile communication ciphers data, 20000 ciphertext are collected from each AES, ZUC and Snow ciphers thereby,
60000 in total.

2.2.2 Text Featurization

An emphasis on feature extraction from the ciphertext can aid in analysis because of this randomness. The general features used
in classifying ciphers are Entropy-based analysis, Long repeat, Index of coincidence, number of unique characters, Di-graphic
IoC, etc. And in machine learning, we often deal with the data sets having one or more levels. Sometimes we need to convert
the labels to numerical format so that machine learning algorithms give some better results. One such method is label encoding
where, it converts categorial variables to numerical numbers. For example, (low, mid, high) can be converted to (0,1,2).

2.2.3 Clustering
The clustering techniques like K-means and hierarchical clustering methods are applied. Then we see some performance
characteristics of the clustering to tell how well the clustering has done.

2.2.4 (Classification
Here along with the vector format of text we implement other features for the classification of text. The models like KNN,
Logistic Regression, Random Forest, SVM, decision tree and Naive Bayes are used.

3 Results and Discussion

3.1 Cryptanalysis using High Performance Computing

A High-Performance computer with CPU + GPU nodes of 100 TFLOPS of sustained HP LINPACK performance along with
100TB usable high-performance storage is used to evaluate the models’ performance in relation to the ciphers.

3.1.1 MPI model on Hill cipher (Classical cipher)

The analysis of Hill cipher is performed using MPI-Programming by generating all probable plain text for matrices of large
sizes on a High-Performance Computing Device. A distributed parallel processing application is developed on novel multi-
core architecture that uses cipher-text only attack to generate all possible outputs. The work load is distributed using master
node to worker nodes.

Table 3. Analysis of HILL cipher using MPI

Matrix size  Cores Time

2x2 1(single-PC) 4 hours 21 mins

3x3 1(single-PC) Crashed after 18 hours
4x4 1(single-PC) Crashed

2x2 4 (Multi-core) 2 hours 17 mins

3x3 4 (Multi-core) 9 hours 3 mins

4x4 4 (Multi-core) 26 hours 13 mins

2x2 15 (Multi-core) 20 mins

3x3 15 (Multi-core) 2 hours 12 mins

4x4 15 (Multi-core) 9 hours
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The duty of the master node for this case study is to distribute the overall workload equally to all sub-nodes, send the matrix
with which the Key matrix needs to be multiplied (which is all possible matrices by using the given offset value), receive the
data after the multiplication and prints it out onto a text file. The Duty of the worker node for this case study is to calculate the
determinant of the matrix, receive the data from the master node, multiply it with the key node, stores the result into a variable
and send back the resultant data to the master node. To utilize multiple nodes simultaneously, a PBS shell script is used. The
cryptanalysis of various lengths of ciphers and their respective time to decipher all possible plaintext using MPI model is shown
in Table 3.

3.1.2 CUDA + MPI model on SIGABA, AES, ZUC & SNOW ciphers

This is the first HPC based attack with CUDA+MPI on SIGABA cipher. The Key space of a physical SSIGABA machine with
a fixed mechanical rotor is no more than 2°>¢. For a known cipher rotor initial setting and a fixed order of cipher & control
rotor, the key space will reduce to 2°*. For cryptanalysis, SIGABA ciphertext of 250-character is used. This is first comparative
strength analysis of 4G & 5G Mobile communication Ciphers using CUDA+MPI model on HPC. AES using a 128-bit key that
needs ten rounds, with each round requiring 16 bytes of round key data, a 128-bit key version of SNOW & a 128-bit key version
of ZUC are the mobile communication (4G & 5G) ciphers used in this analysis. A brute-force attack is performed on these
ciphers by setting the key in such a way that, it is found after & close to 2°° iterations. To utilize multiple nodes simultaneously,
a PBS shell script is used. The time taken for the attack on all 4 ciphers is shown in Table 4.

Table 4. Analysis of SIGABA, AES, ZUC & SNOW ciphers using CUDA + MPI

Cipher Key strength(in power  Exhausted No of compute Resources Total no of Timetaken (in
of 2i.e., 2X) key space nodes used used per node  resources used days.hours)
SIGABA 95.6 3.6
AES 128 5 1CPU &2 10 CPU &0 GPU 5.4
~2 10
SNOW 128 GPU 12.1
ZUC 128 15.7

Considering the computational power of HPC machine used in this work (100TFLOPS) and the current HPC machines
across the globe (Current world’s fastest HPC-FRONTIER, Oak Ridge National Laboratory, US, with an approximate speed of
1 EFLOPYS), it is safe to say that mobile communication ciphers are not at risk from exhaustive key search attacks.

3.2 Machine Learning-based Cryptanalysis

The following Classification and Clustering techniques have not applied on the following ciphers before this work.

3.2.1 Clustering of machine ciphers data

Clustering of image data for various distance measures was previously performed by Ajeet Singh et. al.®). Figures 1 and 2 &
Figure 3. show the results of the clustering models, K Means and Hierarchical clustering after extracting various features from
the data generated from image ciphertext of 3 machine Ciphers i.e., Enigma, Fialka, KL-7. For finding optimal hyper parameter,
silhouette score is used for hierarchical clustering and Elbow method is used for K-means clustering. The features used in this
procedure include n-gram frequency (where, n = {1,2,3}) and TF-IDE

3.2.2 Classification of machine ciphers data

Ju-Won Park et al., have used various features related to I/O operations like totalFile, totalOpenReq, seqWritePct, runtime,
etc., using five different feature selection methods®. Table 5 shows, results of the various classification models after extracting
features from the data generated from image ciphertext of 3 machine ciphers. The optimal hyper parameter is found in each
case after experimenting with several values. The features used in this procedure are n-gram frequency (where, n = {1,2,3}) and
TE-IDE. Out of 5 classification algorithms used, Logistic Regression offered highest accuracy upto 93.9% while Naive Bayes
offered lowest upto 62.4%.

3.2.3 Classification of mobile communication ciphers data

S. Ramraj & G. Usha has tried classification of Watsapp media (image/text) content using various machine learning models”.
V. Nalla et al., previous work has 10000 ciphertext of all three ciphers as input data but here 20000 ciphertext of the three ciphers
are generated as data!®). The results of the various classification models after extracting features from the data generated from
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Fig 1. Results of the clustering models after extracting TF-IDF feature from machine cipher data

20000 ciphertext of each of the three mobile communication ciphers — AES, SNOW and ZUC are shown here. The optimal
hyper parameter is found in each case after experimenting with several values. Table 6 shows performance metrics of Entropy-
based analysis in which, out of 4 classification algorithms used, KNN offered highest accuracy of 78.3% while SVM offered
lowest of 66.7%. Table 7 shows performance metrics of Long Repeat, Index of Coincidence, Number of Unique Characters and
Di-graphic IoC in which, out of 4 classification algorithms used, KNN offered highest accuracy of 79.2% while SVM offered
lowest of 66.7%. Table 8 shows the performance metrics of combination of both above procedures i.e., Entropy, Long Repeat,
Index of Coincidence, Number of Unique Characters and Di-graphic IoC in which, out of 4 classification algorithms used, KNN
offered highest accuracy of 75.8% while SVM offered lowest of 66.6%.

The Elbow Methed
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Fig 2. Results of the various clustering models after extracting 2-gram frequency feature from machine cipher data

As an extension to this work, these algorithms resistance can be analyzed on upscaled HPCs with higher performance!”.
More features can be added to classification algorithms to improve accuracy. The complex neural deep learning model and
GAN model may be explored to improve the accuracy!®). One can also investigate MUs capacity to generate computationally
effective stand-in models of real-world applications, obviating the need for more costly simulation methods altogether !). These
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Fig 3. Results of the various clustering models after extracting 1-gram frequency feature from machine cipher data

Table 5. Various classification models after extracting features from machine cipher data

Classification Model  Text Feature Hyper parameter Depth (K) Training accuracy  Testing accuracy

KNN 1 gram 9 77.2 74.8
KNN 2 gram 7 80.3 80.6
KNN 3 gram 5 80.5 80.9
KNN TF-IDF 4 88.1 87.2
Naive Bayes 1 gram 60 77.4 76.9
Naive Bayes 2 gram 50 80.5 81.2
Naive Bayes 3 gram 20 62.5 62.4
Naive Bayes TF-IDF 0 80.3 80.1
Logistic Regression 1 gram 2 100 93.8
Logistic Regression 2 gram 1 100 93.9
Logistic Regression TF-IDF 1 94.4 88.3
Decision Tree 1 gram 5 97.0 87.7
Decision Tree 2 gram 8 100 88.8
Decision Tree 3 gram 3 95.1 80.4
Decision Tree TE-IDF 4 95.2 93.6
SVM 1 gram 5 87.1 87.2
SVM 2 gram 4 87.2 88.2
SVM 3 gram 3 89.0 87.6
SVM TF-IDF 19 74.8 69.0

Table 6. Performance metrics of Entropy-based analysis

Classification  Training Testing  Precision Recall Fl-score

Technique Acct- T abel-1 Label- Label- Label- Label- Label-3 Label- Label- Label-3
Accuracy racy 2 3 1 2 1 2

KNN 78.3 67.6 1.00 0.51 0.52 1.00 0.52 0.51 1.00 0.52 0.51

Decision Tree 70.5 66.6 1.00 0.50 0.51 1.00 0.71 0.30 1.00 0.59 0.38

Random For- 70.4 66.5 1.00 0.50 0.50 1.00 0.52 0.48 1.00 0.51 0.49

est

SVM 66.7 66.6 1.00 0.50 0.51 1.00 0.90 0.10 1.00 0.64 0.17
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Table 7. Performance metrics of Features only

Classification Training  Testing Precision Recall F1-score

Technique Accu- Label-1 Label-2  Label- Label-1 Label- Label- Label- Label- Label-
Accuracy racy 3 2 3 1 2 3

KNN 79.2 66.3 1.00 0.49 0.50 1.00 0.51 0.48 1.00 0.50 0.49

Decision Tree 70.67 67.4 1.00 0.48 0.48 1.00 0.47 0.48 1.00 0.48 0.48

Random Forest 70.67 67.0 1.00 0.50 0.51 1.00 0.58 0.43 1.00 0.54 0.47

SVM 66.7 66.7 1.00 0.00 0.50 1.00 0.00 1.00 1.00 0.00 0.67

Table 8. Performance metrics in combination of Entropy and features

Classification Training Testing  Precision Recall F1-score

Technique Acct-  “Tabel-1 Label-  Label-  Label- Label-2  Label-3 Label-  Label-  Label-
Accuracy racy 3 1 1 2 3

KNN 75.8 66.8 1.00 0.50 0.50 1.00 0.50 0.51 1.00 0.50 0.51

Decision 86.9 66.8 1.00 0.48 0.49 1.00 0.47 0.49 1.00 0.48 0.49

Tree

Random 86.8 66.8 1.00 0.50 0.50 1.00 0.50 0.51 1.00 0.50 0.51

Forest

SVM 66.6 66.4 1.00 0.41 0.50 1.00 0.02 0.97 1.00 0.04 0.66

ML techniques may be tried for classification of newly designed resource-constraint ciphers like Espresso, m-Crypton, grain
: (2021)
ciphers .

4 Conclusion

This study explored the strength of cryptographic applications using HPC techniques, focusing on the MPI model and the
CUDA + MPI model. The MPI model is applied exclusively to the Hill cipher (for key sizes of 2x2, 3x3 & 4x4). The CUDA
+ MPI model is implemented for the SIGABA cipher & Mobile communication ciphers with 60K plaintext data which was
not done before this work. Considering the power of current HPC machines across the globe, it is safe to say that mobile
communication ciphers have no danger from exhaustive key search attacks. The investigation of the various classification and
clustering models on popular machine ciphers is done using encrypted image data collected from online with test accuracy up
t0 93.9%. This work shows the effect of ML techniques in cryptanalysis even though the analysis on machine ciphers which are
seldom used in current era.

Finally, the study explored machine learning methodologies for the classification of 4G and 5G mobile communication
ciphers solely based on ciphertext analysis with test accuracy up to 79.2%. More data from the algorithms (> 1 million per
algorithm) might improve the accuracy of classification. Ananth R & Ramaiah N have analyzed various stream ciphers on
multiple parameters which may be used for classification and/or clustering them, as a future work .
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