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Abstract
Background: An effective protection of the large volume of health data and
Electronic Health History (EHHs) is a significant challenge in cloud. Physicians
need patient’s medical records, including multimedia big data analytics to
diagnose patient. Online EHH allows patients to efficiently manage their
health records. This can be efficiently achieved by using cloud computing
to store EHH. Objectives: The research aims to preserve patients’ privacy
by efficiently protecting their sensitive EHH in cloud storage by developing
a multi-layered encryption framework. Methods: EHHs are encrypted using
Fully Homomorphic Encryption (FHE) and Fernet encryption method before
being stored in the cloud environment. The proposed system in this work is
divided into three modules such as EHH storage after NLP; Key management
and authentication; and data storage on the AmazonWeb Services (AWS) cloud.
Findings: EHH Encryption framework: e-Healthsec using Fernet and FHE which
provides multi-layer security for sensitive EHHs.The comparative analysis of
performancemetrics such as bandwidth,memory usage and level of protection
through different encryption techniques determines the Quality of Service
(QoS). Novelty and applications: A novel EHH Framework - e-Healthsec that
leverages the influence of NLP and text mining with EHH Encryption algorithm
to protect sensitive health records.Thusenablesthe healthcare practitioners to
control access to patient records while processing and analyzing critical data.
Keywords: Electronic Health History; Cloud Computing; Fernet; Natural
Language Processing (NLP); Fully Homomorphic Encryption (FHE)

1 Introduction
India’s healthcare system confronts major hurdles, owing to inadequate usage of
technology and fragmented patient data. Patients frequently see many doctors from
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diverse disciplines, necessitating that each doctor have access to a complete medical history, which is challenging to obtain
and manage. This lack of integrated medical information can result in missed diagnosis and potential risks to patient safety.
The existing healthcare system frequently results in inefficient and potentially harmful practices, such as incorrect medicine
prescriptions. Cloud computing provides a solution by providing safe data storage, management, and analysis, hence increasing
the overall efficiency of healthcare services (1).

Big data in healthcare refers to large amounts of complex medical data that cannot be managed using typical software or
equipment. Transferring patient information, such as test results and medical histories, to healthcare professionals over the
internet is insecure. Cloud technologies address this by securely storing all patient records, allowing for simple access across
many hospitals without the need to transport physical paperwork. Big data analytics can revolutionize healthcare by enhancing
decision-making, patient outcomes, and operational efficiency (2).

As data volumes grow, large data storage becomes increasingly important, with cloud storage making data available from
anywhere. Cloud computing, which provides benefits such as cost-effectiveness, scalability, and storage, is driving enterprises to
migrate from local to remote cloud servers for data management (3). Healthcare cloud systems facilitate communication among
service providers, clinics, and patients, but they confront substantial problems such as security, privacy, and regulatory concerns.
To address these problems, novel ways are required to protect the security and privacy of electronic health records (4,5).

Storing medical data on the cloud computing platform permits users to store their data conveniently. Personal data is first
encoded by the user and directed to cloud storage.The encoded data is reorganized by the cloud platform after being stripped of
important newdata. Encoded cloud data is typicallymanaged by a third party (6,7). Subsequently, the integrity, privacy, and safety
of health record data are less secure than private storing systems. Consequently, it is significant to ensure that unauthorized third
parties can access or modify encoded cloud data. Cloud platforms may use cryptographic methods with private keys generated
by third parties wherever third parties are responsible for cloud storage. Another problem is that unauthorized users can search
data, resulting in data leakage to strangers.

This research delivers a protected data access scheme that provides greater security and integrity when storing and sharing
sensitive health care data in the cloud. This system consists of three different cloud platform techniques to enhance the security,
privacy, and integrity of users’ personal data.

The main objectives of this research are:
This research aims to provide an enhanced security for cloud computing platforms where encrypted data is changed without

the original data awareness and authorized users recover and decode the data. This is a privacy mechanism that maintains the
privacy of sensitive data over the user’s verification process.

This work provides a brief overview of protecting confidential healthcare big data on cloud.The usage of big data is attracting
attention to the architecture and technology will continue to help us cope with the rapid growth of data in the healthcare
applications. This research focus on the novel design and development of intelligent and safe healthcare information system
using NLP (spell check, capitalisation, tokenisation and POS tagging and notability detection) with a novel EHH encryption.
Large amounts of data from themedical history can be handled using advanced security techniques.Thenovelty is in training the
best data safety layers and storage practices to maintain privacy and security. The data are stored in cloud with EHH encryption
algorithm to access the medical history anywhere. A proposed three-layer model seems to be a more efficient big data system
for diagnosing diseases and determining patients’ health histories as needed. Finally, comparative analysis of QoS parameters
such as bandwidth, memory usage and level of protection for proposed EHH with the existing system determine the best fit
model for securing the medical history of patients.

Raghavendra Ganiga et al., (8)examined the issues and solutions for secure electronic health records (EHR) in cloud
computing systems. The authors suggest a security paradigm tailored to protecting sensitive patient data hosted in the cloud.
But there is no comprehensive method that incorporates all required security measures in the context of EHR systems. Pushkar
Dubey (9) focused on how AWS can support remote medical monitoring by providing scalable infrastructure, secure data
management, and advanced analytics. It might highlight the advantages of leveraging AWS to better patient care and healthcare
delivery, as well as address important industry concerns and opportunities. But there is a lack of advanced security mechanism
in this work. S. Neela et al., (10)deals about allowing permissions to limit admission to data. Second, it provides a user-centric
method to proactively avoid unpredicted user actions on the AWS cloud. This exhibits some degree of resistance at complex
levels as it cannot deal with active threats, including new and future threats.

Taranjot Singh (11)examined the Amazon Web Services (AWS)’s impact on the cloud computing sector, taking into account
its influence on enterprises, technological innovation, and cloud technology adoption. The vendor lock-in, cost management,
security challenges are not clearly stated in this work. Abhijit Maliet al., (12) focused on many security features provided by
AWS, how these features assist enterprises in protecting their data and systems in the cloud, and best practices for maintaining
robust security in AWS environments.The work describe broad AWS security features and best practices, but it may not go
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in-depth into the specific, sophisticated threats that are emerging in cloud systems. P Ramesh Naiduet al., (13) proposed the
multi-tiered framework design effectively prevents cyber attacks and safeguards patients’ medical data. The work lacks in data
preprocessing which is significant to protect data in cloud. Elias Hossain et al., (14)provide a thorough evaluation of the role
of Natural Language Processing (NLP) in electronic health records (EHRs) for healthcare decision making. It demonstrates
how NLP may extract useful information from unstructured clinical data to help with diagnosis, therapy planning, and patient
monitoring. The review reveals important obstacles, including data quality, privacy concerns, and integration issues. The work
fails to provide a solution to data security.

Gong et al., (15)work includes a detailed assessment of realistic solutions in fully homomorphic encryption (FHE), as well as
an analysis of various acceleration approaches. It investigates the issues of optimizing FHE for practical usage, such as compute
efficiency and latency reduction. The issues in using FHE in cloud environment are not properly addressed. L. d. S. Dourado et
al., (16) assesses the performance of big data applications across many cloud providers. It investigates the efficiency, scalability,
and resource management capabilities of cloud platforms for large-scale data processing workloads. The analysis reveals which
cloud providers perform best for big data applications, allowing enterprises to make more informed decisions regarding their
cloud infrastructure. This work lacks to state the encryption mechanism for sensitive healthcare data. Billa Hemanth Venkatesh
et al., (17)present a cloud-based Personal Health Record (PHR) management system integrated with a medical recommender
system. To improve data security, researchers could look into novel encryption algorithms, privacy-preserving technologies and
advanced access control mechanisms. Thanh Ngoc Nguyen et al., (18)present an examination of authentication and encryption
algorithms for data security in cloud computing. It covers several cryptographic techniques, such as symmetric and asymmetric
encryption algorithms, and discusses how they might be used to secure cloud data. A proper encryption technique has notbeen
suggested with implementation. Ali S. (19) highlights the significance of deep learning algorithms for detecting schizophrenia
using EEG data and proposes a novel paradigm that could have a significant influence on clinical practice and mental health
research. Kaur J et al., (20) address these issues and ensure the security and rapid retrieval of healthcare information, this paper
proposes a framework that combines a dual-channel blockchain architecture with two robust cryptographic algorithms, namely
Rivest-Shamir-Adleman (RSA) and Advanced Encryption Standard (AES).Wenhua Z et al., (21) develops a foundation for
assuring secure and efficient patient data access control within telehealth systems and established securitymodel as a dependable
and efficient solution in the dynamic environment of telemedicine. In conclusion, while numerous studies provide significant
insights into the security and administration of healthcare data in cloud systems, several gaps remain, particularly in terms of
complete security mechanisms, modern encryption techniques, and tackling growing risks in cloud environments. Additional
research and development of secure cloud architectures targeted to healthcare demands is required. The proposed work aims
to develop a multi-layer encryption framework that combines Fully Homomorphic Encryption (FHE) and Fernet encryption,
addressing the gaps identified in previous studies.

2 Methodology
The proposed architecture diagram of the Electronic Health History (EHH) Encryption framework (e-Healthsec) is shown in
Figure 1. In this model, users transmit, and store encrypted data in the cloud. Both provide safe data storage as well as data
security during transmission. The information is handled by cloud computing service providers, but it is not readily accessible
in plain text.

Fig 1. Proposed EHH Encryption Framework : e-Healthsec
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2.1 Data Preprocessing

EHH encryption mechanism allows users or reliable third parties to work with ciphertext information directly in place of
the original information. The user can get the arithmetic result to decode to get the proper data. For example, in a medical
information system, EHH are stored in a cloud server in an encrypted state. When addressing possible safety issues, health
departments need to be aware of some areas of specific disease and age distribution. Encrypted EHH data can be provided to
expert data processing facilities. The specific information can then be obtained during decryption.

Dataset
The Patient information contains medical, demographic, and over-all data from the record. About 7,000 patients were treated
for heart, cancer and tumour diseases. These records comprise particulars about patients namely name, age, gender, family
history of illness, laboratory test results, physical examinations by physicians, and screening results. Severity disease changes
into acute, chronic, and chronic conditions. Most patients wanted to identify their health status and get prescriptions from
an isolated place. Therefore, the data should be stored on the cloud platform. Security and privacy are challenges as patient
data is sensitive and non-sensitive. It uses identity encryption together with FHE and Fernet to overcome security and privacy
problems. Figure 2 shows the sample dataset consisting of medical history of 23-year-old patients stored as text file. Table 1
shows the sample Dataset consisting of Medical History of Patients. (Source: https://www.kaggle.com)

Fig 2. Sample Dataset Consisting of Medical History of a 23-year-old Patient
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Table 1. Sample Dataset Consisting of Medical History of Patients
Patient
ID

Name Age Gender Diagnosis Date
of
Diag-
nosis

Treatments Medications Allergies Lab
Results

Last
Visit
Date

Emergency
Contact

P001 John
Doe

45 Male Type 2
Diabetes

2022-
01-15

Insulin,
Lifestyle
Changes

Metformin,
Insulin

None Blood
Sugar:
150
mg/dL

2023-
12-10

Jane Doe
(wife)

P002 Mary
Smith

60 Female Hyperten-
sion,
Arthritis

2021-
06-22

Blood Pres-
sure Meds,
Exercise

Lisinopril,
Ibuprofen

Penicillin Blood
Pressure:
140/90
mmHg

2023-
11-20

Bill
Smith
(hus-
band)

P003 Alice
Brown

33 Female Asthma 2023-
02-11

Inhaler,
Avoid
Triggers

Albuterol Pollen,
Dust

Peak
Flow:
80% of
normal

2023-
12-05

Charles
Brown
(brother)

P004 Michael
Lee

52 Male Coronary
Artery
Disease

2020-
09-10

Cardiac
Surgery,
Medication

Aspirin,
Statins

Shellfish Cholesterol:
240
mg/dL

2023-
12-01

Mary Lee
(wife)

P005 Sarah
White

29 Female Migraine 2023-
03-25

Pain relief,
Rest

Sumatriptan,
Ibuprofen

None MRI:
Normal

2023-
12-12

David
White
(father)

2.2 Natural Language Processing

NLP in cloud healthcare has the potential to transform the sector by increasing healthcare accessible, improving patient
outcomes, and providing healthcare professionals with sophisticated data-driven insights (5,22).This comprises of the subsequent
steps: spellchecking, capitalization, tokenization, and positional tagging and Named Entity Recognition (NER).

A. The spellcheck
Spellchecking is the automatic detection and correction of misspelled words in a given text. In healthcare, this is critical since
medical texts (e.g., electronic health records, prescriptions, and clinical notes) contain specialist terminology that must be
correctly written. Spelling errors in clinical paperwork might cause confusion or misinterpretation of medical terms, drug
names, or therapies. A well configured spellchecking system can verify that patient records are correct. NLP tools must handle
domain-specific terminology such as drug names, disease names, and medical procedures. NLP algorithms trained on medical
lexicons are better able to detect and repair domain-specific spelling problems.

This query words are first checked for existence in the English dictionary. There is no need to check the spelling in this
instance. If not, try coming up with some ideas by changing, replacing, or adding new letters to the term. From this list of
possibilities, the term with the shortest processing distance is chosen.

Entry:What is blod cancr?
Output:What is blood cancer?

B. Capitalization
Capitalization is the process of accurately capitalizing specific words in text, notably the initial word of a phrase and
proper nouns. To distinguish between common language and proper medical words, medical records and notes must follow
capitalization norms (for example, ”cancer” could refer to a diagnosis, but ”cancer” could refer to general usage). Capitalization
helps to arrange the content and improves clarity. Capitalization can also aid distinguish between common and proper nouns,
allowing for more accurate identification of ailments, treatments, and specialists.

In general, if the query syntax is correct, using Natural Language Toolkit (NLTK) makes the query easier to understand.
Words that are significant words or proper nouns should be capitalized for correct syntax. An online corpus of disease names
is used to do this. Capitalize the ngram and alter the query, if the query ngram fits the name of the disease.

Entry: What is skin cancer?
Output: What is Skin Cancer?
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Other NLP tasks, such as Part-of-Speech tagging, Notability Detection rely on tokenization to extract structured data from
unstructured medical literature.

C. Tokenization and POS tagging
Tokenization is the act of dividing text into smaller parts, such as words or phrases, called tokens. It assists NLP systems in
determining the structure of the text and preparing it for future analysis. Tokenization in medical texts enables the system to
decipher clinical notes into specific words, keywords, or concepts. For example, ”The patient was prescribed ibuprofen for fever”
might be tokenized as [’the’, ’patient’, ’was’, ’prescribed’, ’ibuprofen’, ’for’, ’fever’]. POS tagging is the process of determining the
grammatical categories (or parts of speech) of certain tokens. For example, in the line ”A doctor prescribed aspirin,” ”doctor” is
a noun, but ”prescribed” is a verb.

Tokenization tries to get a single entity from the query, and POS tagging attempts to tag each word with the similar tag.
Entry: Lung Cancer Tokenization is: [”what”,”is”,”skin”,”cancer”]
Posttagging: [(”what”,”WH”),(”is”,”VBZ”),(”skin”,”NNP”),(”cancer”,”NNP”)]

D. Notability Detection
Notability detection in NLP is very crucial in healthcare since it entails finding significant entities such as medical conditions,
treatments, pharmaceuticals, healthcare experts, and organizations with a major impact on health-related texts. The purpose
is to discover essential entities that influence diagnosis, treatment, or healthcare decisions as mentioned in medical records,
clinical studies, research articles, or even healthcare forums.

Noun entity recognition is done in three ways:
1) Use NLTK noun entity recognition
2) Use chunking dissimilar post tags organized and
3) Use noun if no noun entity is found
Entry: Whatislungcancer
Output: [”lung cancer”]
This work mainly uses the Fully Homomorphic Encryption (FHE) algorithm and Fernet encryption algorithm for two-layer

security to protect EHHs.

2.3 Fully Homomorphic Encryption (FHE) Algorithm

The FHE algorithm is the standard and most trusted algorithm in cryptography, especially for text encryption, where keys
are generated, and 128 bits are reduced to 16/32/64 bits for fast processing and balanced reading of blocks (23,24). Rather than
encrypting the source content, homomorphic encryption encodes previously encrypted data and returns the result in plain
form. Ciphertext can be subjected to advanced mathematical processes while retaining its cryptographic properties.

The following stages were used to construct the FHE algorithm in the proposed work.

2.3.1 Encryption and Decryption
Steps for Encryption

Step 1: Key generation: Firstly set-of-spherical keys are gained from the Cipher key
Step 2: Loading of the array is implemented upon the plaintext / block array
Step 3: Next, the number one spherical – secrets introduced to the initialized array
Step 4: Next, country manipulation of 9 rounds is completed
Step 5:The 10th array manipulation spherical is completed earlier acquisition of cipher text
Step 6: Finally, the array received is copied through the received ciphered - text / encrypted information.
Thus, the encryption is performed in which the 128bits collection is transformed as 16bytes for FHE because it plays nicely

as 16 bytes.
Steps for Decryption
For the decryption the inverse capabilities are performed
Step 1: Initial decryption spherical is completed
Step 2: Nine-complete decryption rounds are followed
Step 3: Finally, the Xor Round key is completed to decrypt the cipher text
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FHE Encryption Algorithm for encrypting Healthcare dataset

FHE Decryption Algorithm for decrypting Healthcare dataset
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Thus, the set of rules is advanced and implemented upon the datasets to teach and check the accuracy of the advanced
encoding and interpreting rounds in FHE. It is easier to construct a dependable security-based symmetric FHE since it has
greater (longer) key lengths.

2.4 FERNET Encryption Algorithm

The Fernet algorithm is a symmetric encryption scheme that ensures data secrecy and integrity. It is part of Python’s
cryptography package and is designed to be easy and secure, making it appropriate for scenarios requiring straightforward
and dependable encryption. Fernet uses plaintext for encryption and decryption in a manner similar to the FHE algorithm (25).
It offers rotation of keys produced by ”MultiFernet”.

2.4.1 Encryption and Decryption
The encryption key of Fernet follows three steps

Step1: Generates a key
Step2: Assign a key value to the selected variable
Step3: Convert plaintext to ciphertext
The plaintext is the output received from the FHE algorithm. To decrypt the encrypted text, Fernet performs the ciphertext-

to-plaintext conversion as an inverse function, and the output is displayed as a ”string” value of bytes.
Reasons for Adopting FHE and Fernet
Although there are various symmetric and asymmetric encryption and decryption algorithms, FHE is the most extensively

used and standardized algorithm provides users with keys that are more secure than others (26,27). The advantages using Fernet
includes signature stamps, timestamps, random assignment of a ”salt value” for security, key generation by a secure mechanism,
and the adoption of secure algorithms such as Advanced Encryption Standard (AES), Data Encryption Standard (DES), Rivest,
Shamir, Adleman (RSA), 3DES provides high-level encryption that makes key less data manipulation impossible.

Therefore, by combining FHE and Fernet, this work aims at advanced encryption and decryption of text as input to NLP-
based encoder/decoder models, something that has not been attempted before in existing research

2.5 Get Ciphertext

EHH encryption techniques built on ciphertext recovery schemes can directly retrieve ciphertext information (7). It ensures
query privacy and improves search efficiency and also allows adding and multiplying search information without varying the
equivalent plaintext. Figure 3 illustrates proposed symmetric EHH encryption, where the key is produced by a user-defined
derived key generation function using the source code.

In EHH symmetric encryption (e-Healthsec), as shown in Figure 3, the key is generated using a user-defined derived key
generation function using the source code.
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”Generated Fernetkey=phJnZmXUMoe57l20jdwY7NbDmdsaCQCWAq8lc6dtEvQ=”
The key is a plaintext password with 128-bit encryption. In this layer, the trained first-layer dataset is Fernet-encoded and

applied to the data input text. Once the data is encrypted, it is passed to EHH encryption whereas second level of encryption
occurs as shown in below EHH Encryption algorithm e-Healthsec.

Fig 3. Proposed Symmetric EHH Encryption (e-Healthsec)

2.6 AWS Cloud Implementation

The text file is collected after NLP then it is saved in local drive initially. The medical history data is stored as S3 bucket. The
setup for the cloud storage of EHH model is demonstrated in Figure 4. It comprises of upload and downloads options. We have
interfaces for both upload and download. When we click ”upload,” the file is encrypted, and the data is saved in a bucket as S3.
This file will be in an encrypted format. Following this procedure, the content will be downloaded in encrypted format as seen
in Figure 5.
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Fig 4. Local Cloud Setup API

Fig 5. S3 files stored as encrypted

When using the download option, the same S3 file will be decrypted and stored in original format. Private key is used to
encrypt all public information. Key is created and stored in local after loading every time.

3 Results and Discussion
The final proposed system comprises of the AWS cloud implementation, performance metrics such as level of protection,
memory usage and bandwidth. Figure 6 displays the file’s contents.

The home page for the cloud console is shown in Figure 7.
Figure 8 shows the S3 cloud bucket storage in Vsecure private bucket. It creates the secure private big data. The entire file

will be uploaded directly in this bucket. For more security, isolated user is created. This user can have access to this S3 bucket.
We have access and secret key through IAM user. The access key and secret key is shown in Figure 9.
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Fig 6. Content of the EHH File

Fig 7. Cloud Console Home Page
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Fig 8. Creative VSecure Cloud S3 Bucket Storage

Fig 9. Access Key and Secret Key

Figure 10 illustrates the summary of the limited edition of S3 bucket. Through IAM, we created users, roles, group assign
and tag the setup individually.

Fig 10. Summary of the S3 Bucket

Figure 11 shows the memory usage of different encryption algorithms for FHE and proposed EHH encryption algorithm(e-
Healthsec) using PYFHEL. The unit measured in terms in kilobytes (KB).
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Fig 11. Memory Usage of Proposed Framework

Figure 12 shows the throughput comparison betweenDES, AES, RSA, 3DES, FHE, Fernet and EHH encryption algorithm(e-
Healthsec). The time taken is measured in terms of number of bytes /sec.

Fig 12.Throughput Comparison of Encryption algorithms

The file is running at different size susing AES, DES, FHE, RSA, 3DES and proposed EHH encryption algorithm (e-
Healthsec). An overall examination of these processes is evaluated based on parameters such as execution time, memory
relative to implementation, and throughput. Python is cast-off to create a conventional comparison model EHH. The proposed
encryption strategy aims to determine which of the aforementioned encryption techniques is the fastest and most secure. This
allows users to modify the encryption algorithm that best suits the type of information being encrypted. The results show that
the proposedEHHsystem(e-Healthsec) of algorithms raises the productivity of encryption algorithms by firmly encrypting data
in short period of time. Time-Based Analysis and Evaluation of Encryption and Decryption analysis shows that e-Healthsec is
faster than all other algorithms, and the system outperforms all other algorithms. This works numerous times faster than Key
generation must be finished before encrypting data. This method is implemented with the cooperation of the patients and the
cloud service provider. Compared to prior encryption processes, the EHH encryption (e-Healthsec) process takes 10-15% less
time to encrypt files. The inverse of encryption time is known as decryption time. This is the premeditated time it takes for the
decryption algorithm to create the original text from the encrypted text. By analyzing the decoding time, the hybrid system of
algorithms performs better than all other algorithms. Figure 13 shows the comparison of encryption times for AES, DES, FHE,
and Proposed EHH encryption algorithm (e-Healthsec).
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Fig 13. Comparison of Encryption time of AES, DES, FHE, and Proposed EHH Algorithm (e-Healthsec)

4 Conclusion
As the demands of healthcare big data grow, sustaining the integrity of the big data, cloud and its users turn out to be a top
significance. Despite the fact that there are several cloud security measures accessible, multi-layer encryption methods are
required to assure the cloud storage security of medical data histories.

With the increased usage of big data to store large amounts of data, security and confidentiality have become key challenges.
This paper suggests developing an encryption model that combines the effect of NLP and text mining with the EHH data
encryption algorithm (e-Healthsec) to protect the part of data in documents that need protection. This approach encrypts
attributes into the text itself, which speeds up its processing. A comparison of the performance of the AES, DES, Fernet, FHE,
and suggested EHH encryption algorithm (e-Healthsec) reveals that the new technique surpasses existing methods in terms
of memory usage, throughput, and encryption time. Compared to previous efforts, this technology performs EHH encryption
and decryption in 10-15% of lesser time. Healthcare oorganizations can provide strong data security by implementing EHH
encryption framework – e-Healthsec which uses the Fernet encryption for data confidentiality and homomorphic encryption
for secure computing. This combination is particularly useful in privacy-sensitive environments, such as healthcare, where
confidentiality and secure processing of sensitive data are crucial. The key advantage of this proposed system is that it saves
confidential medical histories on the cloud, which will be useful in an emergency.

Future Work

In the future, the industry based on cloud computing will be greatly hindered, and the challenge remains that users will lose
data and information stored in the cloud. According to this research’s findings, cloud design and taxonomiesmake it simpler for
outsiders to access the cloud and steal sensitive data; as a result, the author believes that modifying the approach to architecture
is the best way to address this problem. Likewise, users should choose remote access with two levels of encryption to safeguard
their data.
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