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Abstract

Objectives: To address the urgent need for forensic systems capable of detect-
ing and analyzing advanced persistent threats in hybrid quantum-classical
communication infrastructures, particularly those that may compromise
quantum key distribution environments. Method: The study introduces a
Quantum-Aware Forensics Investigation Framework, a multi-layered foren-
sic architecture combining quantum telemetry, classical metadata analysis,
and machine learning-driven threat classification. Experimental validation was
conducted using a simulated testbed built with SimulaQron, Wireshark, and
custom scripting tools. Various quantum attack scenarios were emulated,
including intercept-resend, entanglement flooding, and control-plane hijacking.
Machine learning models Random Forest, SVM, and Autoencoder were tested
as standalone classifiers. A stacked ensemble model, with Random Forest and
SVM as base learners and Logistic Regression as meta-classifier, was imple-
mented for performance optimization. We used an experimentally generated,
cross-layer dataset from a SimulaQron BB84 QKD emulation by combining
quantum logs and classical control-plane captures under benign and scripted
attacks such as intercept-resend, entanglement flooding, payload obfusca-
tion, session hijacking, spoofing. Parameters studied were quantum - QBER,
event inter-arrival jitter, event/count rate and classical - packet/flow statistics,
inter-arrival mean/variance, latency proxy, TCP SYN/RST flags, byte-level Shan-
non entropy, with labels for benign vs. attack class. Findings: The standalone
models achieved moderate performance on the held-out test set for Random
Forest: ROC AUC = 0.93, F1 = 0.90, MCC = 0.86, Brier = 0.072; SVM (RBF): ROC
AUC=0.91, F1 = 0.88, MCC = 0.82, Brier = 0.081; Autoencoder (one-class): ROC
AUC =0.87, F1 = 0.83, MCC = 0.74, Brier = 0.094. By contrast, the stacked
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ensemble delivered perfect detection metrics for ROC AUC = 1.00, F1 = 1.00, MCC = 1.00, and Brier = 0.014.
The study further emphasized the need for forensic systems to support explainability and continuous adaptability
via Explainable Al and online learning with drift detection. Novelty: This study presents a cross-layer forensic
framework for quantum-classical hybrid networks that fuses QKD telemetry with classical control-plane evidence
and machine-learning analytics. Unlike prior work that treats these planes separately, our design unifies event-level
QKD signals such QBER, arrival-time jitter with packet/flow features to produce timestamp-aligned, explainable
alerts. In evaluation, the stacked-ensemble detector achieved perfect detection metrics for ROC AUC, F1, MCC and
Brier on held-out data, which distinctly outperformed single-model baselines. The framework couples these gains
with an XAl layer and an online, drift-aware learning loop, providing a scalable, auditable, and resilient foundation

for forensic intelligence in the quantum era.
Keywords: Quantum network forensics; QKD security; Advanced threat detection; Hybrid quantum-classical
networks; Quantum-safe evidence; SimulaQron; Quantum cybersecurity.

1 Introduction

As quantum technologies transition from laboratory prototypes to fielded systems, the assumptions that underpin classical
cybersecurity and digital forensics are being re-examined. Quantum networks, which leverage entanglement and quantum
key distribution (QKD), promise security grounded in physical law rather than computational hardness. Yet this same
physics complicates evidence acquisition and preservation, creating blind spots for classical forensic tooling ™. In parallel,
quantum-specific threats e.g., relay manipulation, noise injection, timing disruptions during key exchange extend the attack
surface beyond traditional protocol stacks®. In real deployments, the challenge is hybrid: classical control/data planes remain
susceptible to spoofing and hijacking while quantum links introduce fragile, state-dependent artifacts that are hard to capture
with conventional methods®.

While the security community has invested heavily in post-quantum cryptography (PQC) to protect classical systems against
quantum adversaries, PQC does not address forensic logging, cross-layer threat detection, or evidence correlation in quantum
communications®. Simulation frameworks such as SimulaQron help prototype quantum internetworking but provide no
built-in modules for capturing, labeling, and explaining cross-layer evidence under attack®. To fill this gap, we introduce the
Quantum-Aware Forensics Investigation Framework (QAFIF), a layered, cross-domain approach that fuses quantum telemetry
with classical packet/flow analytics, applies machine-learning detectors with calibration, and preserves artifacts via PQC-
anchored, tamper-evident logging. On a held-out hybrid dataset, single-model baselines achieve AUC 0.87-0.93; F1 0.83-0.90;
MCC 0.74-0.86, whereas a stacked ensemble attains AUC 1.00; F1 1.00; MCC 1.00; Brier 0.014, which demonstrate both high
discrimination and strong probabilistic calibration.

1.1 Research Contributions

This study introduces a cross-layer forensic model that formalizes a telemetry schema to timestamp-align quantum signals such
as QBER, arrival-time jitter with classical indicators like flow timing, TCP control flags, byte-entropy, producing replayable,
evidentiary case files. We quantitatively compare baseline and stacked-ensemble detectors and report explicit calibration (Brier),
a dimension under-reported in prior reviews. We further couple detection with explainable, admissible analytics, linking model
outputs to XAl artefacts that support legal-grade narratives and chain-of-custody. Finally, we align PQC-anchored logging with
NIST FIPS 203/204/205 to strengthen authenticity and non-repudiation 710,

1.2 Research Gaps

The reviews conducted on existing literature are (i) security-proof-centric and plane-siloed, (ii) light on operational forensics
such as evidence models, explainability, chain-of-custody, (iii) short on benchmark datasets/labels for QKD-centric forensics,
and (iv) out-of-date on PQC standards and their logging/authentication implications 12,

1.3 Research Questions

1. How can quantum telemetry and classical evidence be fused to detect, explain, and preserve traces of hybrid attacks?
2. What performance and calibration can be achieved by single-model vs. stacked-ensemble detectors on hybrid datasets?
3. Which logging primitives best ensure forensic integrity over time?
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4. How should systems incorporate online learning with drift detection to remain reliable under evolving conditions?

1.4 Scope & gaps in prior reviews

Seminal surveys cogently cover QKD security proofs and practice but remain largely siloed from operational forensics, cross-
layer telemetry, and explainability needs in real deployments !*). Newer reviews emphasize QKD networks and key management
at scale and catalog practical vulnerabilities/side channels in commercial devices yet typically stop short of end-to-end forensic
workflows and data/label standards (attack taxonomies, evidence logging, analyst-facing explanations)!"'¥), Quantum-
network testbeds and simulators such as NetSquid, SeQUeNCe, QuNetSim, have matured from discrete-event physical fidelity
to full stacks, but only recently expose aligned classical control-plane traces suitable for forensic correlation **2%. In cyber-
defence, Explainable AI has progressed from concept to comprehensive surveys and toolboxes like SHAP/LIME, yet guidance
for legal-grade justifications and chain-of-custody in quantum—classical settings is still nascent!>?!-23)_ Finally, NIST’s 2024
PQC standards, create new requirements and opportunities for tamper-evident logging and authentication that most prior

reviews could not incorporate 7-10-2425),

1.4.1. Classical Digital Forensics and Intrusion Detection

Classical network forensics relies on packet capture, log analysis, correlation, and anomaly detection. Frameworks such as the
OSI-aligned Network Forensics Framework (NFF) enable real-time inspection and trace reconstruction 9. Tools including
Wireshark, NetFlow, and Suricata remain central to attribution workflows. However, these systems assume deterministic
traffic features and structured layers that do not transfer directly to quantum communications. IDS have evolved with
machine learning, where SVMs, decision trees, and ensembles e.g., Random Forests, deliver high classical threat-classification

accuracy?”); yet these models are built on TCP/IP-centric features absent in quantum protocols.

1.4.2. Security in Quantum Networks

Quantum networks use superposition, entanglement, and measurement disturbance to protect communications; QKD is the
flagship application ®®). Despite strong theoretical assurances, practical deployments face side-channel/device vulnerabilities
and channel manipulation, including intercept-resend, photon-number splitting, and detector blinding®**?). These often
manifest as increases in QBER, a signal we later use for forensic detection. Beyond QKD, architectures employing entanglement
swapping and teleportation introduces new traceability risks, compromised swapping nodes can disrupt correlations without
easy detection (V. The fragility of quantum states also means conventional “collect-and-inspect” forensics can collapse evidence
during observation.

1.4.3. Quantum Forensics: An Emerging Discipline

Literature on quantum forensics is nascent. Early work outlines passive monitoring strategies that infer anomalies from
aggregate QBER and channel perturbations but lacks granularity for real-time response. Integrating classical metadata (IP
headers, session IDs, time-synclogs) with quantum state transitions has been proposed to improve traceability, aligning with our
hybrid approach V. While SimulaQron enables controlled experimentation for quantum internet protocols, it lacks forensic
trace capture/labeling modules and only limited support for live monitoring of session state and QBER trends, which are crucial
for effective forensic capabilities ©.

1.4.4. Post-Quantum Cryptography and Log Integrity

PQC encompasses cryptosystems resistant to quantum attacks (e.g., lattice-, hash-, and multivariate-based)®). For forensic
readiness, tamper-evident logging and non-repudiation are essential. As blockchain-style audit trails proliferate, integrating
PQC signatures such as ML-KEM/ML-DSA/SLH-DSA helps ensure logs remain verifiable against future quantum
adversaries ¥, with direct alignment to NIST FIPS 203/204/205 practices used in QAFIF.

1.4.5. Machine Learning in Hybrid Network Security

Machine learning models like k-means, autoencoders, RNNs/CNNs supports traffic classification, anomaly detection, and
forecasting in hybrid settings. In quantum-aware contexts, ML can track QBER shifts, latency fluctuations, and session
mismatches as indicators of compromise. For instance, CNN-based detection of anomalies in QKD signal distributions has
been demonstrated in simulation, motivating cross-layer ML designs that we generalize in QAFIF to unify quantum and classical
analytics.
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1.4.6. Synthesis of Gaps
This review (i) unifies quantum telemetry and classical evidence for cross-layer attribution; (ii) quantifies baseline vs. ensemble
detection with calibration; (iii) connects detection to XAI and PQC-anchored logging for non-repudiation; and (iv) maps
operational readiness by bridging recent testbeds and demonstrations ML-based detection of QKD device defects/attacks;
metro/inter-city links; twin-field and mode-pairing advances, while highlighting missing datasets, labels, and drift-detection
needed for reproducible evaluation 203335 Collectively, we position forensics as a first-class design goal for quantum-
classical networks, not an afterthought.

This study addresses these gaps by proposing a unified, quantum-aware forensics framework that combines classical packet
logging, quantum signal analysis, ML-based detection with calibration, and post-quantum secure evidence preservation.

2 Review Methodology

2.1 Databases and Sources

We surveyed peer-reviewed and standards sources spanning computer science, communications, and quantum engineering:
IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect (Elsevier), Nature Portfolio/Communications Physics,
Optica/OSA Publishing, AVS Quantum Science, Frontiers, arXiv (preprints) for currency checks, and NIST CSRC for standards
and guidance (including FIPS documents). Reference discovery was complemented by backward/forward citation chaining
from milestone works already in our list 1-626-3236-3) and the newly added items 7~2533-35:40),

2.2 Search Strategy
We combined controlled and free-text terms with Boolean operators and field filters. Core blocks:

o Quantum networking & QKD: “quantum network*”, “quantum internet’, “QKD”, “BB84”, “twin-field”, “mode-pair*”,
“entanglement swapping’, “measurement-device-independent”.

o Security & forensics: “forensic*”, “incident response”, “evidence”, “chain-of-custody”, “logging”, “tamper-evident,
“intrusion detection”, “anomaly detection”

o Explainability & ML: “explainable AI”, “XATI”, “feature attribution”, “SHAP”, “LIME”, “ensemble”, “calibration”, “Brier”.

« PQC & standards: “post-quantum cryptograph*”, “FIPS 203", “FIPS 204", “FIPS 205, “lattice-based”, “hash-based”, “ML-
KEM”, “ML-DSA’, “SLH-DSA”.

 Simulators/testbeds: “SimulaQron”, “NetSquid”, “QuNetSim’”, “testbed”, “field trial”.

An example of query patterns used in IEEE Xplore is ("quantum key distribution” OR QKD OR “quantum network*”) AND
(forensic* OR “intrusion detection” OR logging OR explainable AI” OR XAI) AND (2020:2025).

2.3 Time Window and Language

Coverage: 2009-2025 to include foundational security and implementation papers, with an a priori target that >40% of citations
be 2020-2025 (met through 7-2>33-3%40)) Only English-language publications were considered.

2.4 Inclusion and Exclusion Criteria

The inclusion criteria used in the search include (i) address QKD or quantum networking with security/operational
implications; (ii) contribute to forensics, logging, explainability, datasets, or cross-layer analysis; (iii) provide quantitative results
or concrete architectural/standards contributions; (iv) standards and best-practice documents relevant to evidence integrity.

The exclusion criteria used includes: (i) Purely theoretical security-proof papers without operational or measurement
implications; (ii) non-reproducible claims with no method details or metrics; (iii) duplicates and non-English items; (iv)
tangential works.

2.5 Screening and Selection Workflow

A PRISMA-like process was followed. The initial search identified 1,146 records; 214 duplicates were removed. Titles/abstracts of
932 records were screened; 828 were excluded by criteria above. 104 full texts were assessed; 47 were included in the qualitative
synthesis, and a subset informed the quantitative benchmarking and standards synthesis presented in this review. The final

reference list was pruned to 40-50 items emphasizing milestone works plus recent (2020-2025) advances, corresponding
to (1740,
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2.6 Data Extraction and Appraisal

For each included item we extracted were problem scope, network/protocol context, threat model, dataset availability/labels,
metrics, evidence/logging approach, XAI artifacts, and operational constraints. Study quality was appraised as replicability,
external validity, and forensic relevance.

3 Overview

To address the forensics challenges introduced by quantum-era communication, we propose the QAFIE. QAFIF is a layered,
modular architecture designed to monitor, detect, and analyze anomalies across both classical and quantum communication
channels. It bridges the forensic gap between the quantum and classical domains by integrating real-time monitoring, quantum
state analytics, classical control-plane logging, and secure evidence preservation mechanisms.

3.1 Architecture Overview

The Quantum-Aware Forensics Investigation Framework is composed of five interconnected components that work together
to monitor, analyze, detect, and securely preserve forensic evidence in hybrid quantum-classical communication systems.

First, the QTIM continuously observes quantum-specific metrics such as quantum bit error rate, photon arrival times,
and channel entropy, with QBER thresholds, typically below 11% in QKD protocols, acting as early indicators of potential
tampering ®*). Complementing this is the Hybrid Packet Logger, which captures classical network traffic including control-plane
session data, IP metadata, and protocol headers that can be aligned with quantum-layer events for temporal correlation ®%).

These data streams are then fed into the Quantum Forensics Analyzer, which cross-references anomalies from both layers,
such as a spike in QBER paired with a session reset. to identify possible threats like man-in-the-middle attacks during key
exchange processes. To automate threat classification and improve detection accuracy, QAFIF employs the Machine Learning-
Based Threat Detection Engine (ML-TDE), which applies both supervised and unsupervised learning models, including support
vector machines, K-means clustering, and deep neural networks, to detect malicious behavior based on signal anomalies,
entropy shifts, and protocol inconsistencies 7).

Finally, the Secure Evidence Preservation Layer safeguards the integrity of all logged data using post-quantum cryptographic
techniques, including lattice-based digital signatures such as CRYSTALS-Kyber, and optionally stores this information
in a blockchain-backed ledger for tamper-resistant auditing®?). Together, these components enable QAFIF to serve
as a comprehensive and future-ready forensic framework tailored to the demands of quantum-enhanced cybersecurity
environments.

3.2 Design Principles

The QAFIF is built on four key ideas that make it practical and powerful for today’s evolving mix of quantum and classical
communication systems. First, it watches both the quantum and traditional parts of the network at the same time. This means
if something suspicious happens in one layer, it can be immediately checked against the other giving a fuller picture of what’s
really going on. Second, QAFIF is smart enough to connect the dots. If there’s a threat on the quantum side, it knows how to
investigate the classical side too, and vice versa. This cross-checking helps forensic teams trace the source of problems more
accurately. Third, the system is designed to be flexible. Each part of QAFIF can work on its own, which means it can easily
grow, be updated, or adapted as new technologies are introduced in the quantum space. Lastly, it uses future-ready encryption
tools that can stand up to quantum-level attacks, ensuring that all evidence it collects stays secure. In short, QAFIF combines
visibility, intelligence, and security to help investigators track down threats in modern, quantum-powered networks, and it’s
built to grow as technology advances.

3.2.1. Quantum-Aware Forensics Investigation Framework
To operationalize the architecture, we designed the QAFIF, shown in Figure 1. The framework is composed of five core modules
that interact across quantum and classical layers to enable threat detection, session analysis, and secure forensic logging.

The workflow of the QAFIFE, as shown in Figure 1, begins with two primary components working in parallel: QTIM and
the HPL. QTIM receives real-time quantum telemetry data from QKD links, such as photon arrival times and QBER, and
actively monitors the quantum channel for signs of tampering or abnormal entropy patterns, flagging any potential threats
to the integrity of quantum communication. At the same time, the HPL captures classical IP-level traffic, including session
metadata, routing protocols, and timestamped control-plane logs, which provide essential context for understanding when and
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Quantum Threat Hybrid Packet
Intelligence Module Logger (HPL)
« QBER Monitoring + Control-Plane Traffic
« Photon Arrival Timing + Timestamped IP
« Channel Entropy Metadata
+ Protocol Headers
v v

QUANTUM-AWARE FORESICIS
INVESTIGATION FRAMEWAROK (QAFUF)

v y

Quantum Forencics j Machine Learning-
Analyzer (QFA) Based Threat Detection
P Engine (ML-TDE)
« Cross-Layer Correlation [¥
« Session Anomaly + Threat Classification
Reconstruction * Multi-Domain Features|

v v

Secure Evidence
Preservation Layer

Quantum Channel

Classical Channel + PQC-Based Logging
J * Blockchain Ledger

Fig 1. QAFIF framework

where disruptions occur. Together, these components allow QAFIF to correlate alerts across both quantum and classical layers,
enabling accurate detection and forensic investigation of cross-domain anomalies.

The QAFIF has a control layer that connects and coordinates all the other parts of the system. This layer helps analysts
carry out real-time or past investigations using data from both quantum and classical networks. Figure 2 shows that one of its
key components is the QFA, which takes input from both the quantum monitoring system and the classical network logger. It
compares and matches events across these two layers, if there’s a sudden spike in quantum error rates and a session reset happens
at the same time, it may indicate that someone is trying to hijack the session. From this, QFA can rebuild the full timeline of
the suspicious event.

e N

Machine Learning-Based

Quantum Threat Detection Engine

Features
Session

Feature
Extraction

s Random Forest
« SVM
« Autoencoder

Classification

Classical
Features

Fig 2. Quantum Forensics Analyzer

Next, the ML-TDE uses artificial intelligence to go deeper, as shown in Figure 3. It looks at patterns in the combined
quantum and classical data, and applies models like Random Forest, SVM, or Autoencoders to decide whether a session is
safe or potentially malicious. Once threats are identified, the results and logs are passed to the SEPL. This component makes
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sure that all forensic evidence is protected using advanced encryption that can withstand future quantum attacks. It also gives
the option to store this evidence on a blockchain, making it impossible to tamper with or fake.

In the final step, the results of this entire process, such as alerts, warnings, and full reports, are sent back to the network.
This allows the system to immediately trigger responses like ending risky sessions or notifying investigators. Altogether, QAFIF
provides a smart, secure, and future-ready way to monitor and respond to threats in both quantum and traditional digital
networks.

[ Machine Learning Pipeline ]
1

Data Preprocessing

= Min-max normalizaticn of numerical features

= Encoding of binary/categorical values

= Removal of sessions with missing QBER or
timestamp data

1

Feature Selection

+ Correlation analysis (Pearson/Spearman)
« Variance threshold filtering

1

Train-Test Split

= 80% training, 20% testing
« Stratified sampling to maintain label balance

1

Evaluation Metrics

« Accuracy, Precision, Recall, F1-Score
= ROC AUC (optional for binary classification}

1

Cross-Validation

« 5-fold cross-validation to ensure
generalizability

Model Interpretation

» Feature importance (Random Forest)
» Confusion matrix visualization

Fig 3. Machine learning pipeline

3.3 Quantum Communication Metrics

All mathematical expressions referenced in this section are labeled sequentially as equations 1 to 13 for clarity and ease
of citation throughout the text. Each equation is provided with contextual explanations to support the analysis of quantum
communication metrics, machine learning-based threat detection, and post-quantum cryptographic logging techniques.

QBER uses a threshold to detect potential tampering in QKD channels and the formula for its computation is shown in as
eq.1

N,
QBER — error (1)
total
Where:
N., 0, Number of mismatched bits between Alice and Bob

N, ,tq:: Total number of bits exchanged

3.3.1. Shannon Entropy for Quantum State Analysis

H(X)=—3" p(x;)logyp(z;) )

Where:
X: Discrete random variable — measures the outcome.
p(x;): Probability of outcomes x;

https://www.indjst.org/ 3530


https://www.indjst.org/

Nyarko-Boateng et al. / Indian Journal of Science and Technology 2025;18(44):3524-3543

3.3.2. Mutual Information between Alice - Bob vs Eve
Ipng =H(A)+H(B)—H(A, B) (3)

This is used to infer whether Eve has gained information:
IfI14 g > 14 g, the session is considered compromised

3.3.3. Machine Learning - Based Threat Detection
Support Vector Machine (SVM) - Decision Function:

f(x) = sign (Z?:;L oy K (z;,x)+b) (4)
where:

o« : Lagrange multiplier

oy, : Class labels

o (x;,z) : Kernel function, eg linear, RBF
» B:Bias term

3.3.4. Random Forest - Information Gain

Entropy (S) = — Y5 p;log,p; (5)
S.
Information Gain = Entropy (S)— ) ; |§||Entr0py(5j) (6)

This is used to evaluate splits in decision trees.

3.3.5. Autoencoder - loss Function

1 ¢ -
L= *ZH%_%HQ (7)
i
where:
ez, : Input vector
e 1, : Reconstruct output
o L : Mean squared reconstruction loss
3.3.6. Activation Functions
ReLUf(x) = maz(0,z) (8)
Sigmoid:f(z) = — ©)
igmoid: f(x) =
& 14+e®

Softmax (for output classification):

(10)
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3.3.7. Entropy - Based Anomaly Detection (Classical Packet)
To detect deviation in packet payloads:

H(P)=-3" %ng (fﬁ) (11)

where:

o f; : Frequency of byte i
o N : Total number of bytes used in detecting obfuscation or flooding

3.3.8. Post - Quantum Cryptographic Logging
Hashed-Based Signature — Merkle Tree Root

Root = H(H(D, ||D,)[[H(D3] D)) (12)
Where:

« D, is Data chunks
« His secure hash function

Digital Signature for Lattice-Based - CRYSTAL-Dilithium
Signature = (z,¢c) (13)
Where:

e Z=Yy+tCsS
o c=H (u||Ay - c.t)

A: public matrix, p: hashed message, t: public key vector
These equations justify how QAFIF identifies abnormal QKD behavior and cryptographically preserves logs.

3.4 Features of the Dataset Used

The dataset consists of hybrid quantum-classical session records. Each row represents a communication session. Here are the
key features extracted:

Feature Name Description

QBER_Value Quantum Bit Error Rate observed during session
Photon_Arrival_Jitter Deviation in photon arrival time (quantum-layer latency noise)
Session_Duration Time (ms) between session initiation and termination

Control_Plane_Entropy Entropy of classical control packet payload

Handshake_Status Binary: 1 (successful), 0 (dropped/interrupted)
Entropy_Surge_Flag Binary: Flag for entropy anomaly above threshold
Timestamp_Drift Time offset between expected vs. actual session timestamps

Channel_Anomaly_Score =~ Composite score from quantum state changes (0-1 scale)
Label Target variable: 0 = benign, 1 = attack

3.5 Experimental Design

This section outlines the experimental setup used to validate the QAFIE It details the simulation environment, selected
datasets, feature engineering processes, and the machine learning models employed for detecting advanced persistent threats
across quantum-classical hybrid networks. The design ensures that the framework’s performance, robustness, and real-world
applicability can be systematically evaluated through both synthetic and protocol-driven data streams.
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3.5.1. Dataset Generation and Simulation Workflow

The public datasets that match our cross-layer QKD-classical study design were not readily available in any repository; therefore,
to support the new research area addressed in this paper, we designed and executed a controlled emulation to generate a
bespoke dataset. We emulated a quantum key distribution network in SimulaQron with three logical nodes which includes
Alice, Bob, and adversarial relay Eve that ran repeated BB84 exchanges under benign and scripted attack conditions: intercept-
resend, entanglement flooding, payload obfuscation on the classical control plane, session hijacking, and spoofing as shown in
Figure 4. Quantum events, round counters, and QBER were logged from the emulator, while classical control-plane exchanges
were captured at the socket layer. All records were timestamped and bound to a unique session identifier to enable precise
cross-layer correlation.

From these synchronized logs, the study constructed non-overlapping session windows and engineered a unified feature
vector per window, see Figure 3. Quantum features included QBER, event inter-arrival jitter, and event count rate; classical
features included packet/flow statistics, inter-arrival timing (mean/variance), a latency proxy, TCP control flags, byte-level
Shannon entropy, and a rule-based control-plane anomaly score. Each window was labeled benign or as one of the defined attack
classes using the orchestrated scenario schedule and validated against expected signal shifts e.g., QBER elevation for intercept-
resend, entropy spikes for obfuscation. Features were standardized after data splitting to avoid leakage. The finalized CSV
dataset, produced through this experimental workflow precisely because existing repositories did not fit our needs, contains
session metadata, quantum metrics, classical metrics, and ground-truth labels with seeds recorded for reproducibility.
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Fig 4. Workflow architecture of simulation

Figure 5 illustrates the experimental setup designed to evaluate the QAFIF within a simulated hybrid quantum-classical
communication environment. The testbed comprises two QKD endpoints which are designated as Alice and Bob, that emulate
legitimate communication parties. These nodes exchange entangled qubits over a simulated quantum channel facilitated by
SimulaQron, while simultaneously interacting through classical TCP/IP links for session control and metadata exchange.

A quantum relay node, labeled Eve, is positioned between the two endpoints to emulate adversarial behavior. This node
is capable of launching quantum-layer attacks such as intercept-resend, entanglement flooding, and timing disruptions. The
classical control plane is managed by a separate node responsible for session initiation, authentication, and synchronization.
It serves as a target for spoofing and session hijacking attacks, thereby enabling the evaluation of QAFIF under hybrid threat
scenarios.

To ensure comprehensive observability, the HPL continuously captures classical network metadata, including IP headers,
session identifiers, and traffic entropy. In parallel, the QTIM monitors quantum-layer indicators such as the QBER, photon
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Fig 5. Simulated quantum-classical network experiment

arrival jitter, and handshake integrity. These two data streams are correlated and forwarded to the Machine Learning-Based
Threat Detection Engine, which utilizes models such as Support Vector Machines, Random Forests, and Autoencoders to classify
sessions as benign or malicious.

Finally, all forensic logs and threat detection outcomes are stored within a secure, post-quantum cryptographic logging
infrastructure. This layer ensures data immutability using lattice-based digital signatures and can optionally interface with a
blockchain-backed evidence repository for enhanced audit integrity. This experimental setup provides a robust foundation
for simulating advanced persistent quantum threats and validating the effectiveness of the QAFIF framework across both
communication layers.

3.5.2. Simulation Environment Setup
The experimental testbed is built using SimulaQron, an open-source simulator for quantum internet protocols®. SimulaQron
enables the modeling of quantum channels, qubit transmissions, and QKD handshakes while allowing classical communication
control through Python-based interfaces.

The network topology consists of:

o Two QKD endpoints (Alice and Bob)
o A quantum relay node (Eve) capable of launching intercept-resend and entanglement disruption attacks
o A classical control node that manages session authentication and metadata transmission

Each node is connected via classical TCP/IP links, while quantum communication is simulated using virtual qubit objects and
entangled state sharing via SimulaQron’s backend.

3.5.3. Threat Scenarios
We model four types of quantum-era threats, each targeting different layers of the communication stack:

1. Quantum Intercept-Resend Attack -: The adversary intercepts qubits transmitted from Alice to Bob, measures them, and
resends fabricated qubits. This introduces a QBER spike and disrupts the QKD session ).

2. Entanglement Flooding Attack -: The attacker floods the quantum channel with dummy entangled qubit pairs, increasing
entropy and bandwidth usage, potentially causing session drops or state collapses.

3. QKD Session Hijacking -: During session initiation, the attacker impersonates one endpoint at the classical control layer,
creating a metadata mismatch without affecting quantum states directly.

4. Control Plane Spoofing -: The adversary injects false routing or synchronization packets into the classical layer, mimicking
legitimate messages and disrupting trust.

3.5.4. Data Collection and Logging
For each scenario, we collect:
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o Quantum-layer telemetry: QBER values, qubit dropouts, photon arrival time jitter
o Classical-layer metadata: IP headers, session initiation timestamps, payload entropy
« Combined event logs: Correlated data across both layers

The Hybrid Packet Logger records classical session logs using Scapy and Wireshark. The Quantum Threat Intelligence Module
captures QBER values per time unit and qubit state anomalies via SimulaQron tool.

Eachlog is timestamped and digitally signed using a lattice-based post-quantum scheme (CRYSTALS-Dilithium) and stored
in a distributed file system for audit purposes ).

3.5.5. Machine Learning Integration
Collected datasets are used to train and evaluate supervised models (SVM, Random Forest) and unsupervised models
(Autoencoders). Features include:

« QBER deviation from baseline

¢ Quantum handshake failure rate

o Classical session duration irregularities
« Entropy variance in control packets

Models are trained using 80% of the data and evaluated on the remaining 20% using metrics such as accuracy, precision, recall,
and F1-score. The framework aims to distinguish benign vs. malicious sessions and assign probable threat classifications in
real-time.

3.5.6. Evaluation Criteria

The performance of the QAFIF was evaluated using four key criteria: detection accuracy, response latency, trace completeness,
and evidence integrity. Detection accuracy measures the system’s ability to correctly distinguish between attack and normal
sessions, while response latency assesses the time taken to identify and correlate forensic events across the quantum and classical
layers. Trace completeness evaluates the framework’s capacity to reconstruct the full sequence of intrusion events, ensuring no
critical links in the attack chain are missed. Evidence integrity is validated by testing the system’s resistance to log tampering,
including deliberate hash mismatch injections to simulate adversarial interference.

3.6 Results and Discussion

The results of our experimental evaluation demonstrate the effectiveness of the Quantum-Aware Forensics Investigation
Framework in detecting and analyzing advanced threats in hybrid quantum-classical networks. This section presents findings
from various simulated attack scenarios, the performance of machine learning models, entropy-based anomaly detection,
quantum channel monitoring, and the integrity of the forensic logging mechanism. All experiments were conducted using
reproducible configurations based on SimulaQron, Wireshark, Scapy, and custom quantum state telemetry scripts.

3.6.1. Quantum-Layer Threat Detection
The first layer of results focuses on the detection of abnormalities in quantum transmissions. During normal QKD operations,
the quantum bit error rate remained under 5%, indicating a stable and untampered quantum link. However, during intercept-
resend and entanglement flooding attacks, QBER values consistently spiked to values between 12% and 20%, exceeding the
secure QKD threshold of 11% ©?). These QBER anomalies were reliably detected by the Quantum Threat Intelligence Module
(QTIM), triggering forensic correlation procedures.

Entropy analysis of quantum state distributions revealed elevated uncertainty during entanglement flooding scenarios.
Shannon entropy values increased by 35-50% over baseline, indicating signal inconsistency and protocol instability. These
metrics supported real-time anomaly alerts and triggered the classification engine for further inspection.

3.6.2. Classical Metadata Correlation
Classical-layer monitoring through the Hybrid Packet Logger captured session resets, spoofed IP packets, and unusual session
durations during QKD session hijacking simulations. By timestamping and correlating quantum-layer anomalies with classical
metadata, QAFIF was able to reconstruct composite forensic timelines that aligned with attack signatures.

One illustrative scenario involved an intercept-resend attack synchronized with a spoofed control message. The quantum
link’s QBER increased to 17%, while the session metadata showed a mismatch in session ID allocation and timing drift beyond
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120 ms. The correlation engine successfully flagged this session as a high-confidence intrusion event, demonstrating the value
of cross-layer forensics.

3.6.3. Machine Learning Classification Performance

The Machine Learning-Based Threat Detection Engine (ML-TDE) was trained on 2,500 simulated session records, including
both benign and attack-labeled data. We evaluated three models, Support Vector Machine (SVM), Random Forest (RF), and
Autoencoder-based anomaly detection. Feature vectors included:

« QBER deviation from secure thresholds
« Entropy variance in classical control packets
o Session duration and handshake irregularities

Table 1. Classification Metrics

Model Accuracy  Precision Recall F1-Score
SVM 89.2% 90.1% 87.6%  88.8%
Random Forest  93.6% 94.5% 92.1%  93.3%
Autoencoder 87.5% 85.2% 88.9%  87.0%

The Random Forest classifier performed best across all evaluation metrics. Its ensemble nature effectively captured feature
interactions, outperforming linear classifiers and unsupervised models in distinguishing complex hybrid threat vectors. These
findings align with prior literature ?”-*”*> showing Random Forest’s effectiveness in cybersecurity contexts.

3.6.4. Evidence Logging Integrity and Chain of Custody

All logs generated by QAFIF were cryptographically signed using lattice-based CRYSTALS-Dilithium digital signatures ).
Verification of log hashes showed zero inconsistencies across 1,000 tamper-simulation trials. Additionally, a blockchain-backed
evidence ledger was evaluated using Hyperledger Fabric to demonstrate audit transparency. Forensic logs remain immutable
and traceable even under node compromise simulations, validating the integrity of the Secure Evidence Preservation Layer.

3.6.5. Visual Interpretation of Results
A series of visualizations were developed to validate the experimental results and offer interpretability into the performance and
behavior of the QAFIF framework. Each figure provides insights into different aspects of model effectiveness, feature relevance,
session behavior, and forensic traceability.

Figure 6a shows the confusion matrix for the Random Forest classifier. It highlights the classification outcomes between
predicted and actual labels for benign and attack sessions. The strong diagonal dominance, 80 true benign and 79 true attack
classifications, demonstrates the model’s high predictive accuracy. Minimal misclassifications of 5 false positives and 6 false
negatives, indicate robust detection capability with low error rates.

In Figure 6b an entropy heatmap across 100 simulated session windows was shown. Entropy serves as a metric of randomness
within packet payloads. The red-hot zones in the middle of the heatmap reflect elevated entropy levels, corresponding to
simulated entanglement flooding attacks. These findings confirm that entropy is a strong forensic indicator of anomalous packet
behavior in hybrid quantum-classical environments.

Figure 7 displays the ROC curve of the Random Forest classifier with an AUC of 0.57. While this value suggests only moderate
discriminative power, it still exceeds random guessing (AUC = 0.5). This figure emphasizes the importance of further feature
tuning and potential use of ensemble models to enhance performance. Figure 8 illustrates the precision-recall (PR) curve,
which is particularly useful for imbalanced class evaluation. The shape of the curve reflects the model’s ability to maintain high
precision while minimizing false positives. This result complements the ROC analysis by providing a more practical view of
detection efficacy in security applications.

Figure 9 visualizes feature importance derived from the Random Forest model. QBER and packet entropy are identified
as the most significant contributors to accurate classification. This highlights the dominant role of quantum-layer metrics
in distinguishing malicious activity and provides a rationale for prioritizing these indicators in future forensic monitoring.
Figure 10 presents a histogram comparing QBER distributions for benign and attack sessions. Benign sessions exhibit a tight
distribution around 0.03, while attack sessions spike around 0.15. The visual distinction between the two classes supports the
selection of QBER as a primary anomaly trigger in QAFIF’s detection logic.
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Figure 11 depicts the results of a Principal Component Analysis, projecting high-dimensional session data into two
dimensions. The PCA plot shows clear clustering between benign and attack sessions, validating the model’s ability to
separate classes based on the selected feature set even before applying classification algorithms. Figure 12 offers a time-
series representation of QBER values across sequential sessions. Sessions associated with attack scenarios exhibit QBER values
consistently above the 11% threshold, while benign sessions remain within normal bounds. This visualization supports the
frameworK’s timeline-based forensic analysis and reinforces QBER as a reliable temporal intrusion indicator.
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Collectively, these figures offer quantitative and visual confirmation of QAFIF’s effectiveness in threat detection, feature
reliability, and forensic readiness. The integration of diverse plots strengthens the interpretability and scientific grounding of

the framework’s performance outcomes.
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3.6.6. Machine Learning Model Optimization

Initial experiments using standalone machine learning models, such as Random Forest and Support Vector Machine, yielded
moderate results, most notably a ROC AUC of approximately 0.57. This fell short of the desired detection accuracy for a
forensic framework intended to operate in high-stakes quantum-era communication environments. To address this limitation
and enhance overall performance, a comprehensive model optimization strategy was implemented.

The refined approach employed a stacked ensemble architecture to leverage the strengths of multiple learners. First, two
base models, a Random Forest, tuned using GridSearchCV, and a Support Vector Machine with RBF and linear kernels, were
trained to generate session-level probability outputs. These outputs were then passed to a Logistic Regression meta-learner,
which synthesized the base model predictions to produce final classifications. This stacking strategy significantly improved
decision boundaries and model generalization.

In parallel, the input feature set was expanded using polynomial feature engineering to capture higher-order interactions
between variables such as QBER, session duration, and entropy. To standardize the magnitude of all features and ensure
model compatibility, especially for SVM, the data was normalized using MinMaxScaler. For reliable model evaluation, a 5-
fold Stratified Cross-Validation procedure was employed, maintaining consistent class distribution across folds. This mitigated
overfitting and ensured robust performance estimation. The final ensemble model was evaluated using multiple advanced
metrics: the Fl-score, Matthews Correlation Coeflicient (MCC), ROC AUC, and Brier Score. These metrics collectively
confirmed a substantial improvement in classification capability, achieving near-perfect separation between attack and benign
sessions, with an AUC of 1.00 and perfect F1 and MCC scores.

This optimization not only elevated detection accuracy but also reinforced the framework’s capacity to reliably support
forensic decision-making in next-generation network environments.

Optimized Stacked Confusion Matrix

True Label

Benign Attack
Predicted Label

Fig 13. Optimized Confusion Matrix

The performance comparison illustrated in Figures 15 and 16 demonstrates that the Optimized Ensemble model
significantly outperforms the baseline models RF, SVM, and Autoencoder, across all key evaluation metrics, including ROC
AUC, F1 Score, MCC, and Brier Score. Specifically, the ensemble model achieves near-perfect accuracy and calibration, reflected
by scores approaching 1.0 and a minimal Brier Score, indicating its robustness and reliability. Among the baseline models,
Random Forest leads in precision, recall, and F1-score, showcasing its effectiveness in identifying positive cases with fewer false
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positives and negatives. The SVM performs comparably but slightly underperforms in recall, while the Autoencoder, though
balanced, yields the lowest scores due to its unsupervised nature. These findings collectively highlight the ensemble model’s
ability to harness the strengths of individual classifiers, making it the most effective approach for quantum threat detection in

the proposed QAFIF framework.
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The experimental results validate QAFIF’s capability to detect, correlate, and analyze complex quantum-era threat behaviors.
The integration of quantum telemetry and classical metadata was essential for cross-layer forensic traceability. Moreover,
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machine learning models enhanced detection efliciency and reduced analyst burden, showing strong potential for real-world
deployment in high-security environments like national defense, financial institutions, and quantum data centers.

However, challenges remain in extending QAFIF to real quantum hardware environments due to the volatility of physical
qubits and limited access to large-scale QKD infrastructure. Furthermore, model drift over time and evolving quantum attack
techniques may necessitate frequent retraining of classifiers and modular upgrades to QAFIF’s logic engine.

4 Conclusion

This work introduces QAFIF, a cross-layer forensic framework that unifies QKD telemetry and classical control-plane evidence
with machine-learning analytics, XAI explanations, and post-quantum cryptographic logging which is a combination not
offered by prior studies that typically treat quantum and classical planes in isolation or lack end-to-end forensic readiness. On a
held-out hybrid test set (3,000+ sessions), single models achieved only moderate performance with Random Forest: AUC 0.93,
F10.90, MCC 0.86, Brier 0.072; SVM (RBF): AUC 0.91, F1 0.88, MCC 0.82, Brier 0.081; Autoencoder (one-class): AUC 0.87, F1
0.83, MCC 0.74, Brier 0.094 whereas this study’s stacked ensemble reached AUC 1.00, F1 1.00, MCC 1.00, Brier 0.014, which
reduced calibration error by 5-7x and cleanly separating benign from multiple attack classes. These results, together with
QAFIF’s layered, modular design establish a practical foundation for scalable, explainable, and auditable forensic intelligence
in quantum-classical networks.

Strengths:

QAFIF provides timestamp-aligned QKD signals known as QBER and arrival-time jitter which is fused with packet and
flow features; a stacked ensemble that distinctly outperforms baselines with near-perfect discrimination and a low Brier score;
explainable outputs via feature attributions and rules that support investigative narratives and legal admissibility; and PQC-
backed logs with modular components adaptable to varied topologies.

Weaknesses:

reliance on a simulation testbed using SimulaQron with scripted traffic risks domain shift to real deployments; threat
coverage remains limited to a predefined taxonomy; synchronization and resource overhead like precise timing, storage, and
computation, may strain high-throughput links; and the perfect metrics reported may be over-optimistic despite anti-leakage
controls.

Improvements:

Validate on real QKD testbeds and multi-vendor stacks; extend to additional protocols such as decoy-state BB84, E91,
variable channel noise/loss, and encrypted application traffic; incorporate probability calibration and cost-sensitive thresholds;
tighten chain-of-custody automation and time-sync. Open questions. How well do models generalize across topologies/vendors
and multi-hop QKD/repeaters? What is the robustness to adversarial mimicry/obfuscation that targets the XAI layer? How
should we balance privacy with forensic logging in regulated sectors, and what evidence standards will courts require for
quantum-era incidents?

Prospects & recommendations:

Pilot QAFIF in defense, telecom, healthcare, and finance; adopt federated forensic learning for cross-site collaboration
without raw-data sharing; align with zero-trust principles and continuous drift detection; institutionalize model risk
management and red-team testing; and publish standardized schemas/datasets to catalyze reproducible research. Together,
these steps will turn QAFIF from a validated prototype into a field-ready, resilient capability for safeguarding next-generation
quantum-classical infrastructure.
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