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Abstract

Objectives: The main objective of this study was to develop a novel and
intelligent framework by integrating the Generative Adversarial Network
(GAN) based data augmentation technique with ensembled Radial Basis
Functions Networks (RBFNNs). The goal was to address the challenges
of scarcity of training data and false positive cases and efficiently detect
zero-day intrusion attacks in real-time with higher precision and accuracy.
Methods: This study has proposed a novel framework for developing an
IDS model, which was designed by integrating an ensemble of Radial Basis
Function Neural Networks (RBFNNs) with Generative Adversarial Network
(GAN) based data augmentation. This model was trained and tested with
popular benchmark real-world datasets, augmented with GAN-based synthetic
data, and outperformed traditional classification models. Findings: The
proposed model achieved an accuracy of 98.7% and under 1.2% false
positive rate (FPR) for zero-day attack detection, and demonstrated superior
performance, as compared to standalone classifiers like Random Forest, SVM,
CNN, and standard RBFNN. Novelty: The results suggested that ensembled
learning along with generative data augmentation can help in building
adaptable, intelligent and resilient IDS systems.

Keywords: Zero-day attack; Cloud Security; Resilient IDS; Ensemble Learning;
GAN Data Augmentation

1 Introduction

Cloud computing has been most relevant solution for many enterprises due to its
flexibility, scalability, out of the box security features, and cost-effectiveness. The use
of virtual machines, serverless services, globally available and distributed databases,
generate huge amount of network traffics in the cloud system. This transformation often
challenges traditional security models, due to misconfigurations, dynamic workloads,
and evolving threat vectors in cloud networks. Attackers exploit the dynamic and
flexible features of cloud services to introduce attack vectors using various intrusion
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techniques. Zero-day attacks are specifically dangerous as they are difficult to detect and most of the times remain undetected
until they cause a significant damage. Traditional signature-based IDS(") often fail to detect these attacks, as the signature of
these new attacks are not available in the attack-signature databases.

Use of Machine Learning (ML) and Deep Learning (DL) techniques® have played significant roles in detecting anomalies
that differ from normal behaviors to detect network intrusions in cloud computing environments. Their ability to process and
analyze, complex and huge volume of data, with their models trained on wide varieties of datasets, help in building efficient
and robust IDS systems. RBFNNs have been popular candidates for their simple structure, lightweight and ability to quickly
learn complex datasets. The use of GAN models® helps in generating synthetic real-world data which can be augmented with
existing datasets to enhance the representation of data samples meant for training purpose.

In this research work we have proposed to use an ensemble of RBFNNs which will be individually trained and produce an
aggregated output to improve the detection accuracy. A conditional GAN (cGAN) module was used to enhance the training
dataset to balance the data representation with realistic and rare synthetic data, that would help in building more intelligent and
adaptable IDS for zero-day attack detection. The overall system was designed to improve the detection performance accuracy
with low FPRs. Following is the summary of this research work:

« A novel hybrid framework combining ensemble RBFNN and GAN-based data augmentation for robust and accurate
zero-day attack detection.

o A generative augmentation strategy that addresses the class imbalance problem by synthesizing realistic zero-day attack
samples.

« An ensemble learning design that enhances generalization and mitigates overfitting in high-dimensional cloud network
traffic data.

o Experimental validation on real-world datasets, that demonstrated superior performance compared to existing methods.

Zero-day attacks have been a challenging concern in the modern application systems deployed in cloud computing networks.
Traditional IDS most of the time fail to detect these kinds of attacks due to their unpredictability natures in dynamic and flexible
cloud infrastructures. Also, the scarcity of training data to train the systems to be adaptable to such kind of threats have become
major concerns. In this section we have done a comprehensive review of related works already done by researchers in the past.

1.1 Traditional Intrusion Detection Systems (IDS)

Traditional IDSs are broadly classified as signature-based, and anomaly-based systems. Signature-based IDSs®) are developed
using a database of know and established attack signatures. While these IDSs effectively help in detecting the established
attacks, they often fail to detect zero-day attacks with emerging and new threat types. Anomaly-based IDSs on the other hand
are based on a baseline normal behavioral pattern. They are implemented as statistical model, rule-based, or threshold-based
behavioral matching systems. Any deviation from normal baseline behavior is detected as potential threat. Singh, K. P. et al.®),
have conducted a performance assessment of open-source based IDSs for small and medium enterprises, and evaluated the
performance against established benchmark standards, followed by evaluation of commercially available products. An anomaly-
based intrusion system was proposed by Kishore, C. R. et al.®, to detect and prevent attacks in IoT type environments. Using
feature engineering approach based on trust factors, they have tried to improve accuracy and FPR. of their proposed model.
Many such work have been carried out on anomaly-based IDS,®, which focused on improving accuracy and low false
positives.

Recently hybrid approaches® using combination of signature-based and anomaly-based IDSs are also explored to improve
detection performance. Priya, L. et al. (') have proposed a hybrid IDS system to detect and prevent vulnerabilities in software-
defined-network-based system. However, lack of intelligence required to adopt the evolving nature of emerging threats like
zero-day attacks remain as major concerns.

This research work proposes a model to be intelligent enough to detect zero-day attack threats, beyond signature-based and
rule-set-based approaches.

1.2 Machine Learning-Based Intrusion Detection

Machine Learning (ML) based intrusion detection systems have been regarded as enhanced versions for static IDS methods.
They can learn complex traffic patterns and adopt well to detect threats with model training and tuning. Pujari, M. et al.'!
have studied various classification algorithms on contemporary datasets which included modern day network attack scenarios
under adversarial settings. A quantum-inspired least-squared SVM (LS-SVM) classifier-based network intrusion system was
proposed with an exclusive feature selection algorithm to improve detection accuracy'?. Farnaaz, N. et al.'®) have worked
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on a Random Forest classifier-based intrusion detection model and have presented results showing low false alarm with high
detection accuracy. A K-Nearest Neighbor (KNN) classifier-based intrusion detection model '*) was used to effectively detect
anomalies in the system call frequencies that were used to describe behavior of the program. However, traditional ML-based
IDSs while useful, still struggle with zero-day attack patterns due to introduction of new and unknown vulnerabilities and
network behaviors.

1.3 Neural Networks and RBFNN in Security

Deep Learning (DL) techniques have shown greater promises in building intrusion detection systems, because of their ability to
process and handle complex and high volume of data. DL models like Convolutional Neural Networks (CNNs) and Recurrence
Neural Networks (RNNs) are very useful for detecting spatial and temporal patterns in network traffic data. However, they
are computationally intensive and not suitable for a light-weight system to detect attacks in real-time. RBFNN are seen as
alternatives, because of their lightweight, fast converging, and good approximation properties. Many research works using
RBFNN have been done (%, 19, (17) to develop IDSs with improved accuracy and low false positive rates. RBFNN-based models
usually degrade in performance when trained with imbalanced and incomplete data and fail to detect zero-day attacks.

1.4 Generative Adversarial Networks (GANs) for Data Augmentation

Generative Adversarial Networks (GANs) !® have revolutionized data augmentation for domains with scarce labelled data.
It uses two neural networks to facilitate high quality data generation. The generator module helps in generating realistic
synthetic data to improve the representation of data, while the discriminator distinguishes between real and fake data samples.
Conditional GAN (cGAN) ) are developed by introducing additional conditional layers to control the generation of data to
improve the data quality. Al-Ajlan M et al. ?*) have reviewed the application of GAN for various signature-based, anomaly-based
and hybrid IDSs for their robustness, and found significant improvement in addressing class imbalance issues. The framework
proposed in this research work uses GAN based data augmentation to address data imbalance in training data, by generating
synthetic but realistic unseen attack vector samples.

1.5 Ensemble Learning for Intrusion Detection

Ensemble learning V), ??),23) technique combines multiple models, in order to improve the prediction accuracy and robustness.
Techniques such as bagging, boosting, and stacking have been widely adopted in IDS research. Random Forests are a classic
example of ensemble bagging, while AdaBoost represents boosting strategies. These methods reduce model variance and
enhance generalization.

In the context of deep learning, ensembles of neural networks have also been explored. Thockchom, N. et al.?*) have
introduced an ensemble learning-based IDS model that blends lightweight classifiers with a stochastic gradient descent meta-
classifier, enhancing detection accuracy across both binary and multiclass scenarios. Evaluated on multiple benchmark datasets,
their method incorporates Chi-square-based feature selection and demonstrates strong resilience to imbalanced data - a key
step towards more reliable threat mitigation.

Ensemble learning with RBFNN is less explored, particularly in cyber security. Some researchers have proposed modular
neural network ensembles to detect distributed denial-of-service (DDoS) attacks >, where different RBENNs specialize in
specific traffic patterns. The combination improves detection accuracy and fault tolerance.

Our proposed framework builds upon this idea by training an ensemble of RBFNNs on different random subspaces of
the augmented dataset. This design enhances model diversity and reduces overfitting, enabling more accurate zero-day attack
detection.

1.6 Summary and Research Gap

Existing IDS solutions based on traditional rule-based or statistical methods are insufficient for detecting zero-day attacks, due
to lack of real-world zero-day data to train the models. While ML and DL models provide improved detection capabilities,
they require rich and balanced datasets to be effective. RBFNNS, despite their advantages, have not been extensively studied in
ensemble settings or combined with generative data augmentation.

Prior works often relied on static attack filters and missed contextual security insights related to governance in cloud
networks. Also, anomaly-based IDSs experience comparatively higher false positives. Moreover, while GANs have shown
promise in synthetic data generation for cybersecurity, their application is often limited to improving minority class detection
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without integration into a complete detection framework. There remains a gap in leveraging GAN-augmented datasets to train
robust ensemble models like RBFNNG specifically for the zero-day detection problem in cloud networks.

Our research addressed the above-mentioned gap by proposing a hybrid framework that integrates GAN-based
augmentation with ensemble RBFNNS, offering a scalable, real-time, and highly accurate solution for zero-day attack detection.

2 Methodology
2.1 Proposed Model

The proposed IDS model was designed to integrate generative adversarial network (GAN) based data augmentation and an
ensemble of RBFNNSs. Figure 1, shows the architecture diagram of the proposed IDS model.

UNSW-NB15 Data
CICIDS2017 Data

Synthetic Attack 3 A Rare / Zero-day
Data Dataset Attack
cGAN cGAN
A 4
)
Data Preprocessing

A4

Training Data (80%) Test Data (20%)

Model Training Model Evaluation
» Ensemble RBFNNs |«

A
Detection

Fig 1. Proposed IDS Model for Zero-Day Attack

The overall pipeline is composed of six key stages: data preprocessing, feature selection, synthetic data generation, ensemble
model construction, training and testing, and performance evaluation.

2.1.1. Data Collection and Preprocessing
To simulate real-world cloud network conditions, we utilized a benchmark dataset such as Canadian Institute for Cyber security
data (CICIDS2017), and UNSW-NBI15 dataset created in the Cyber Range Lab of the Australian Centre for Cyber Security

(ACCS) for network intrusion, which included a mix of known and simulated zero-day attack types. Data preprocessing
involved:

« Cleaning: Removing null or duplicate records and fixing malformed entries.
o Normalization: Applying Z-score normalization to bring numerical features into a common scale.
o Encoding: Using one-hot encoding for categorical fields such as protocol types, services etc.
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This ensured consistent input for both the GAN and RBFNN models and helped mitigate bias due to scale differences.

2.1.2. Feature Selection

We have applied Recursive Feature Elimination (RFE) and Mutual Information Gain to identify the most significant features
influencing attack classification. Reducing the dimensionality not only improved model interpretability but also decreased
training time and enhanced generalization. The final selected features were those that maximized discriminative power between
normal, known attacks, and potential zero-day behaviors.

2.1.3. Generative Adversarial Data Augmentation

To address the class imbalance and scarcity of zero-day attack samples, we introduced a Conditional Generative Adversarial
Network (cGAN) trained on minority class samples (i.e., zero-day and rare attacks). The generator created realistic synthetic
attack samples conditioned on class labels, while the discriminator ensured authenticity. Figure 2, shows the application of
cGAN to generate synthetic data for zero-day-attack data or rare attack data.

Real and
Synthetic

Data
» Discriminator (cGAN) ——  »| RBFNN Classifier

Real Training

Data

Additional
Labels (One-

hot-encoded) Sygtlj[etic
ata

L———>» Generator (cGAN)

Noise 4|—)

Fig 2. Synthetic Data Augmentation with cGAN

This step effectively augmented the training set with high-quality, diverse attack patterns that may not have appeared during
data collection, enabling better generalization for the RBFNN ensemble.

2.1.4. Ensemble RBFNN Construction
The core detection engine is built using an Ensemble of RBFNNs, where each base RBFNN is trained on a bootstrapped subset
of the augmented dataset. Key aspects include:

o Random Subspace Training: Each RBFNN was trained on a unique subset of features to promote model diversity.

o Local Gaussian Kernels: Hidden layers used radial basis functions on training data clusters, allowing sensitive response
to anomalies.

o Voting Mechanism: The ensemble used a majority-voting scheme based on confidence scores for final predictions.

This ensemble strategy enhanced robustness and reduced overfitting, especially critical for unseen attack detection. Following
figure 3, shows the ensemble RBFNN architecture for zero-day attack detection.

2.1.5. Model Training and Testing

During the experiment, we have used 80% of available datasets to train the model. The training dataset were augmented with
realistic synthetic data to improve the data representation with unknown and rare samples. Each base RBFNN model was
individually trained with a different subset of training data and were integrated into an ensemble. The aggregated output of
ensemble was analyzed with remaining 20% of test data to evaluate the trained ensemble RBFNNs model for its detection
performance accuracy.
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Fig 3. Ensemble RBFNN Architecture for Zero-Day attack detection

2.1.6. Performance Evaluation

Evaluation parameters such as, accuracy, precision, recall, F1-score, and AUC etc. were used to measure the performance of the
proposed model. Additionally false positive rate (FPR) and detection rate (DR) were used to understand the zero-day attack
detection performance. Comparisons were made between the proposed model and the standard traditional classifier models,
such as SVN, Random Forest (RF), CNN, and standalone RBFNN to validate the efficiency in detecting the zero-day attacks.

2.2 Methods

The framework for our proposed model used a conditional GAN (cGAN) to generate realistic synthetic data for advanced and
controlled data augmentation, to improve the representation of data with unknown and rare attack samples. RBFNN-based
ensemble learning was used to improve model performance with a better aggregated output. Each base RBFNN used Gaussian
Kernel in its hidden layer and were independently trained with a subset of training data augmented with realistic synthetic data
generated by cGAN module. The output of the ensemble used majority voting method to determine final predictions.

3 Results and Discussion

The environment of experimentation, datasets taken, and findings along with the comparative evaluation with prior state-of-
the-art models are discussed as follows.

3.1 Experimental Settings

Our experiments were conducted by leveraging widely used cloud and network intrusion datasets, such as CICIDS2017 dataset,
and UNSW-NB15 dataset.

All experiments were conducted on a system with an Intel Core i7 processor, with 32GB RAM, 2 Physical Core, 4 Logical
Core, and using Python programming language libraries such as, Tensor Flow, Keras, Scikit-learn etc.

The datasets were divided into 80% training, 20% testing sets. Synthetic attack data were generated using Conditional GANs
and included in the training phase to simulate rare and zero-day attack scenarios.
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3.2 Dataset Description

o CICIDS2017: This dataset contained both benign and various attack types such as DDoS, Port Scan, and Web Attacks.

For zero-day simulation, certain attack types were withheld during training and introduced only during testing.

« UNSW-NBI15: This included a comprehensive collection of normal and malicious activities. Attack categories like Exploits,
Analysis, and Shell code were used to simulate unknown threats during evaluation.

Distribution of Network Activity in Training Set 80% (CICIDS2017)
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Number of Instances

Standard metrics such as Precision, Accuracy, Recall, Area Under Curve (AUC), F1-Score, and False Positive Rate (FPR) etc.
were considered for performance evaluation. These metrics gave a well-rounded view of classification performance, especially
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in imbalanced data scenarios common to intrusion detection. Table 1 below depicts the Performance Metrics on CICIDS2017
and UNSW-NBI15 datasets including confidence intervals (CI) to convey statistical reliability of the results.

Table 1. Performance Metrics on CICIDS2017 and UNSW-NB15

Dataset Accu- Preci- Recall% F1-Score%  Area Under Curve False Positive Rate
racy% sion% (AUC)% (FPR)%
CICIDS2017 97.8 96.5 98.2 97.3 98.7 1.8
+/-0.3 +/-0.4 +/-0.2 +/-0.3 +/-0.2 +/-0.2
UNSW- 96.3 94.8 95.8 95.3 97.2 2.3
NB14 +/- 0.5 +/- 0.6 +/-0.3 +/- 0.4 +/- 0.5 +/-0.3

3.3 Comparative Baseline Evaluation

Below Table 2, show the details that compares performance metrics including confidence intervals across the two datasets,
CICIDS2017 and UNSW-NB15. CICIDS2017 slightly outperforms UNSW-NB15 across all metrics, which can be attributed
to its better-defined attack behaviors and less noise. The ensemble RBFNN model was benchmarked against standard
machine learning classifiers. The proposed model demonstrated superior generalization and robustness compared to traditional
classifiers.

Table 2. Comparative Baseline Evaluation Result

Dataset Model Accu- Preci- Recall% F1- Area Under Curve
racy% sion% Score% (AUC)%
Support Vector Machine (SVM) 894 96.5 98.2 97.3 98.7
+/-0.3 +/- 0.4 +/-0.2 +/-0.3 +/-0.2
CICIDS201-Random Forest (RF) 91.6 95.6 97.3 96.4 97.5
+/- 0.3 +/- 0.4 +/-0.2 +/- 0.3 +/-0.2
Convolutional Neural Network 94.8 95.8 96.8 95.3 96.2
(CNN) +/- 0.3 +/-0.4 +/-0.2 +/-0.3 +/-0.2
Standalone RBFFN 95.7 96.6 97.2 954 96.3
+/-0.3 +/-0.4 +/-0.2 +/-0.3 +/-0.2
Proposed RBFNN Ensemble 97.8 98.7 95.1 97.7 97.7
+/-0.3 +/- 0.4 +/-0.2 +/-0.3 +/-0.2
Support Vector Machine (SVM) 85.1 94.8 95.8 95.3 97.2
+/-0.5 +/-0.6 +/-0.3 +/-0.4 +/-0.5
UNSW- Random Forest (RF) 88.3 90.3 90.8 91.5 93.8
NBl14 +/-0.5 +-0.6 +-0.3 +/-0.4 +-0.5
Convolutional Neural Network 92.4 95.4 96.3 96.8 97.2
(CNN) +/-0.5 +/- 0.6 +/-0.3 +/-0.4 +/-0.5
Standalone RBFFN 94.4 94.7 95.6 95.8 96.2
+/-0.5 +/- 0.6 +/-0.3 +/-0.4 +/-0.5
Proposed RBFNN Ensemble 96.3 96.1 95.8 96.6 97.1
+/-0.5 +/- 0.6 +/-0.3 +/-0.4 +/- 0.5

3.4 Ablation Study

Table 3 below, shows the details ablation study using the CICIDS2017 dataset, to access the contribution of each component in
the pipeline of the proposed framework.

The results clearly show that cGAN augmentation improves the accuracy, while ensemble increases generalization and
improves F1-score as compared to single classifiers.
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Table 3. Performance Comparison

Model Preci- Recall F1- Observations

sion Score
Standalone baseline RBFEN (Single 94.22% 95.24% 95.16% Suffers from minority class under representation, and lower
Classifier, No Augmentation) detection of new or rare attack types
Baseline + Ensemble Learning (No 94.86% 95.30% 95.21% Improves accuracy, but still limited by data imbalance
Augmentation)
Baseline + cGAN Augmentation (Single 94.88% 96.43% 95.27% Boosts rare-class recall, but some overfitting to synthetic
RBENN Classifier) samples
Proposed RBFNN Ensemble + cGAN 95.14% 97.71% 97.72% Achieves overall better performance by combining diversity
(Full model) in data

3.5 Zero-Day Attack Detection

When evaluated specifically on zero-day attacks (unseen during training) following were the results observed on both the
datasets.

o CICIDS2017: Detection rate of 95.1%.
o« UNSW-NBI15: Detection rate of 93.4%.

This showcased the effectiveness of using GANs for synthetic attack generation, allowing the model to learn diverse threat
behaviours and generalize well.

The novelty of the proposed model is a hybrid of GAN and ensemble RBFNN architecture, that incorporates the feature of
synthetic but realistic attack sample generation to train the model. This model outperformed traditional ML classifiers in terms
of precision, recall, accuracy, F1-score etc., in detecting previously unknow attack types in real-time.

3.6 Computational Cost

While the cGAN with ensembled RBFNNs approach provides significant improvement in detecting zero-day-attacks, at the
same time the computation overhead needs to be carefully considered. The iterative adversarial optimization between the
generator and the discriminator of the cGAN component incurs significant training cost. Trade-off needs to be made for
real-time and resource constrained deployments. Lighter versions of GAN with reduced parameters and complexity without
significantly sacrificing generation quality need to be explored. Transfer learning approach for models to adapt to new attack
types may be considered to reduce cost. Combining cGAN with computationally cheaper augmentation methods and separating
data generation from ensembled pipeline and running it on a distributed system could optimize cost.

3.7 Data Generation Quality Metrics

To ensure the quality of synthetic data generated by cGAN, data quality metrics such as distribution overlap, gain in precision,
and gain in F1-score were used to establish the robustness of augmented dataset. Table 4 below outlines the objective metrics
and their interpretations.

Table 4. Data Quality Metrics

Metric Observed Benchmark/ Baseline  Interpretation

Value
Distribution Overlap 0.12 <0.15 High distribution overlap between synthetic and real

data.

Precision Gain (with cGAN +0.7% Baseline model Synthetic data provides measurable improvement in
augmentation) without cGAN classification accuracy.
F1-Score Gain (with cGAN +0.2% Baseline model Enhanced discriminative ability in distinguishing attacks
augmentation) without cGAN and normal traffic.
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3.8 Security Considerations

It is important to note that GANs and deep learning models in general are not immune to adversarial threats. Malicious attacks
could manipulate and influence training and inference data that can lead to misclassification and can compromise dataset.
Preprocessing of datasets to detect and filter suspicious inputs before they reach the model, and applying privacy-preserving
noise to limit data leakage would ensure conceptual robustness. Incorporating adversarial techniques during training would
help in improving resiliency and reliability.

3.9 Scalability and Inference Latency

The training phase of cGAN augmented ensembled model is computationally intensive. Inference-time performance is critical
for real-time monitoring. The integrated ensembled classifier was observed to process approximately 350 samples per second
on a CPU only configuration, and average per sample classification latency was around 10.32 milliseconds. With additional
processing units (CPUs), the model can scale linearly. Despite high training cost, the current implementation can be deployed
as a viable, high-throughput, and real-time detection system in large-scale cloud environment.

4 Limitations of Proposed Solution

While the proposed ensemble RBFNN model with GAN-based data augmentation achieved high accuracy and generalization
in detecting zero-day attacks, it presented certain limitations. First, the computational cost of GAN training, even when pre-
processed offline, remained relatively high, especially in CPU-only environments. This can impact scalability for real-time
applications in large-scale cloud deployments. Second, the quality of synthetic data generated by GANs may vary, potentially
introducing noise or artifacts that affect model stability. Third, feature engineering was primarily manual, which may miss
deeper temporal, or contextual patterns present in network traffic.

5 Conclusion and Future works

This research focused and contributed towards a resilient approach to design a zero-day-aware anomaly-based intrusion
detection system. The model demonstrated the benefit of integrating an advanced data augmentation technique, cGAN with an
ensemble of RBFNNS s for a more intelligent, adoptive, and efficient IDS to detect zero-day attacks, beyond signature-based, and
static rule-sets-based approaches. The proposed method achieved 97.8% accuracy and 2.30% FPR with CICIDS2017 dataset.
One of the unique contributions of this study was conditional GAN-based threat synthesis for zero-day attack coverage.
The model performance showed the results with significantly low FPR and high detection rate. While the training time of
GANSs remain computationally intensive, performance may be degraded, if the synthetic data is not close enough to real-
world attack patterns. One of the open questions in this study is, how the model would respond when the GAN itself is under
attack. The future work will focus on a lightweight, transformer-based architecture. Additionally federated learning will enable
decentralized processing across multiple cloud nodes to improve the scalability. Adoptive loss functions will be explored to
improve stability of GAN module.
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