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Abstract

Objective: To detect forensic image forgery, fusion of SIFT-PCA, SURF-PCA,
ORB, ORB-PCA and Interval Type-2 Fuzzy Logic (IT2FL) model is proposed.
Method: The CASIA 2.0 standard dataset is applied for evaluating the pro-
posed method. The proposed method is the combined version of several
existing methods such as ORB, SURF-PCA, SIFT-PCA and ORB-PCA. The com-
bined outcome was achieved by using the IT2FLS. Interval type-2 fuzzy logic
has been implemented in MATLAB fuzzy logic toolbox. Mamdani type-2 fuzzy
inference system has been used. Findings: The suggested model and the cur-
rent approaches are compared. The average specificity for various techniques
is 65.5205%, whereas the proposed model has 75.7%; the average precision
for various techniques is 72.33075%, whereas the proposed model has 77.9%;
and the average accuracy for various techniques is 70.293%, whereas the
proposed model has 78.8%. Novelty: There are notable differences between
the results obtained from different image forgery detection methods. A single
image is subjected to several procedures since no one method can effectively
manage all image madifications, including blurring, intensity variation, and
noise addition. To address this issue, many researchers were proposed Type-1
fuzzy logic approach for image forgery detection. Type-2 fuzzy logic performs
better than type-1 fuzzy logic to control higher level of uncertainty. Thus, an
interval type-2 fuzzy logic-based cloning detection system is proposed in this
study. Experimental results show that the detection system combines many
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forgery detection techniques to obtain a single accuracy rate. The suggested method produces a better outcome
than the mean value of outcomes obtained from different methods. Also, the proposed method performs well
than the several existing methods.

Keywords: Image Forgery Detection; Interval Type-2 Fuzzy Logic; Fuzzy Inference System; Triangular Membership
Function; Fuzzy Logic Toolbox; Decision-Making; Image Forensic Research

1 Introduction

Digital cameras and high-resolution smart phones have changed photography and made it an important component of daily
life. Because of the widespread use of cell phones as cameras, a variety of algorithms and techniques have been developed
to improve image quality and user experience”,?). But the reliability and validity of digital photos have also come under
investigation as a result of this technological development. It’s interesting to note that in spite of with the increased availability
of mobile photography; many users remain unable to produce results of high quality. In order to fill the knowledge gap between
theory and practice, innovative approaches to this problem have been created, such as augmented reality (AR)-based smart
phone photography apps?. Also, methods using deep learning have been employed to improve images recorded by cameras
with limited capabilities, that may improve the standards of mobile photography overall ). As digital images have come to be
used as evidence in different industries, it is critical to verify their validity. Methods for photo forensics have been developed
to confirm digital photos and detect manipulation ®). These approaches identify signs of manipulation by using the benefit of
geometric, statistical, and physical regularities in the imaging pipeline. Robust methods for authentication are likely to grow
more essential as digital photography develops further as a way to ensure the validity of visual evidence in technical, legal, and
media contexts .

Copy-move forgery®), is a kind of image manipulation which is cloned these days, as one of the most common and
challenging tampering technique. This is a technique of copying a section of part of the image and moving it to a different
location in the image, usefully to cover or double features®,”),®. This approach is extremely challenging to detect since the
pasted region has characteristics similar to that of the other parts of the image(®,”). It is interesting to note that despite its
widespread popularity, there are different methods for detecting copy-move forgery. The block-based techniques, such as with
DWT (6) or DCT® or Discrete Cosine Transform (DCT) (), are well working for smooth areas but may be computationally
demanding®, !9, Meanwhile, key-point-based methods such as SIFT are faster and more stable for geometrical deformation,
but they cannot work well in a smooth region !V, !?), To tackle such issues, the hybrid methods which integrated the block-
based and the key-point-based algorithms are proposed by scholars. For example, a method of Fourier-Mellin Transform feature
for smooth regions and SIFT feature for textured regions, has been proved to be efficient on different types of copy-move
forgery scenarios '), Additionally, deep learning approaches, such as Convolutional Neural Networks!® (CNN) combined
with Convolutional Long Short-Term Memory (ConvLSTM) networks, have demonstrated high accuracy in forgery detection
across multiple datasets?).

Digital picture forgeries are easily identified using either an active or passive strategy!¥). Digital signatures and
watermarking ' are examples of active approaches that depend on previously encoded information. Passive techniques, on
the other hand, have gained adoption since they do not need any setup and can be used on more types of images. These blind
methods, referred to as passive detection techniques, are independent of any existing information in the image®. To detect
tampering, these methods analyze a number of the image’s inherent characteristics. Copy-move forgery, which is copying
and pasting part of an image somewhere else in the same image, is one of the most prevalent forms of image modification
because it is so simple to use!”,(®. To detect copy-move!®) forgeries, a variety of passive methods have been developed.
These include block-based ') methods, key-point-based approaches, and more recently, deep learning-based methods. Block-
based !”) methods split the image into overlapping blocks and compare features, while key-point-based approaches use local
interest points for detection '®). Smaller VGG Net and Mobile Net V2, two deep learning models that achieve a balance between
accuracy and computational efficiency, have shown encouraging results in forgery detection™®,” In conclusion, passive
methods offer a more flexible approach to image authentication, while active forgery detection methods have limitations in
usage. In the face of more difficult forgery techniques, researchers are investigating a number of methods to increase detection
efficiency and accuracy as the field develops.

To meet the challenges posed by progressively complex image modification techniques, image forensics undergone
significant changes. Modern forgeries often require multiple processing tools, requiring a more comprehensive approach
than traditional methods that focused on detecting single manipulation techniques®?,!¥). Deep learning techniques®?
have gained prominence in image forgery identification ®? because of their capability to automatically extract features and
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achieve high accuracy!®, @), For instance, the MobileNetV2-based model proposed in'>) demonstrates an 84% True Positive
Rate in detecting copy-move forgeries, even when subjected to multiple post-processing attacks?¥,13 such as brightness
changes, blurring, and geometric transformations. However, as each technique responses differently to image tampering,
applying multiple forgery detection tools develops a new challenge ®¥,?>. To address this, researchers have developed deeper
approaches. For example, the GPNet proposed in?® combines Transformer and CNN architectures to build global context
while preserving low-level details, outperforming existing advanced manipulation detection and localization approaches %,

The complexity of the analyzed images does affect how effective image forgery detection techniques are, and merely
combining individual outputs might not yield the best results. In the context provided, this challenge is addressed in a number
of papers using various approaches. By combining accelerated KAZE (A-KAZE) and speeded up robust features (SURF) ?”) to
generate descriptive features, the approach described in?”). Similarly to this,!?) offers a copy-move forgery detection system
based on A-KAZE and SURF, establishing low response thresholds to obtain sufficient information in smooth regions?.
Remarkably, while fuzzy theory is not openly mentioned in the provided papers, some approaches align with its principles of
handling uncertainty and imprecision. As an example, ®® introduces GP-Net, which combines Transformer and CNN together
to establish global connections and capture details with precision. Like the application of fuzzy theory, this method might be
viewed as a way of handling the complex nature and uncertainty of image forgery detection. To sum up, even though the
papers mentioned do not specifically address fuzzy theory, they offer a number of strategies to increase the precision and
resilience of forgery detection against complicated image manipulations. The difficulties brought on by image complexity
and post-processing methods are proposed to be addressed by these strategies, which include feature fusion, multi-scale
feature learning, and combining various detection techniques. To further improve forgery detection capabilities, future studies
may investigate the combination of fuzzy theory with these current methods. In existing literature type-1 fuzzy logic approaches
were proposed to detect and analyze image forgery. Membership values use in type-1 fuzzy logic are crisp while in type-2
fuzzy logic fuzzy membership values are uses. So, type-2 fuzzy logic performs better than type-1 fuzzy logic to analyze complex
problems. This higher level of uncertainty handling capability of type-2 fuzzy logic gives more precise outcome in image forensic
research.

It has been observed that the outcome obtained from different techniques have significant variations and arises the
complication in decision making process. To address this issue, the effectiveness of the forgery detection system by employing
SIFT-PCA, SURF-PCA, ORB, and ORB-PCA methods are evaluated, and a fuzzy-based system to obtain more precise outcomes
have been created. The organization of the paper is structured as follows: The fundamental principles of fuzzy logic and
operational methodologies are given in Section 2. In section 3, details the proposed approach and algorithmic process, including
an explanation of the type-2 fuzzy logic based working procedure. Finally, in section 4 findings are presented and validated with
the previous results.

2 Methodology

The proposed approach combines several existing techniques: SIFT-PCA, SURF-PCA, ORB, and ORB-PCA. The initial stage
involves pre-processing, which is responsible for extracting essential data for future steps. This data contains feature vectors
from images obtained through each tool, which are then transformed into decision values using a fuzzy-based classifier. These
decision values are used for fusion dependent on an interval type-2 fuzzy logic system. The final stage involves the analysis of
results and the formulation of conclusive decisions. The structure for fusion of forgery detection tools is illustrated in Figure 1.

2.1 Rule Creation and Unification

Now, let’s examine the method for transforming the decision values into inputs for the forgery detection tool fusion process.
All decision values are expressed as detection rates and need to be normalized to meet IT2FLS requirements. This involves
converting them to numbers within the range of [0 1]. The primary objective is to derive probability values from the IT2FLS-
based classifier’s decision outputs. Three linguistic variables L (Low), M (Medium) and H (High) have been used. To achieve
this, we employ a Gaussian membership function, which is defined as follows:

—(t—k)?

palt) = 207 “’

Where k is the mean and o is the standard deviation.
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Fig 1. Proposed Model of Forgery Detection System

The architecture of the proposed fuzzy-based forgery classification system is illustrated in Figure 1. A weight value is
computed based on the difference between the original duplicated region and the detected duplicate region. This weight serves
as the input to the proposed fuzzy classifier. The set of fuzzy rules used for classification is summarized in Table 1.

2.2 Fuzzification and De-Fuzzification

Fuzzification refers to the method of transforming crisp values into degrees of membership within a fuzzy set. Triangular
membership functions for both input and output variables have been used. If-then rules are defined for performing operation.
For defuzzification Centre of area (COA) method have been used.

 Japalw)ds
COA = Tra@dr (1)

Figure 2 illustrates the creation of Fuzzy Inference System (FIS) variables, fuzzy rule base are shown in figure 3, IT2FLS outputs
are shown in figure 4, 5, 6 and the 3D output is shown in figure 7.

Specificity and Precision are essential in achieving the final outcome. To move forward, we will establish the following
definitions.

True Positive (TP): The image is identified as forged, and it is indeed a forged image.

False Positive (FP): The image is identified as authentic, but it is actually a forged image.

True Negative (TN): The image is identified as authentic, and it is genuinely an authentic image.

False Negative (FN): The image is identified as forged, but it is actually an authentic image.

Mathematically,

Total TP Images

Total TP Images + Total FN Images
Total TP Images

Total number of forged images in test sample

Total TN Images
Total TN Images + Total FP Images

Total TN Images

Total number of authenticate images in test sample

Precision =

Specificity =
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Table 1. Rule set of proposed forgery classification system

SIFT-PCA SURF-PCA ORB ORB-PCA Decision
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Fuzzy Inference System (FIS) Plot | Membership Function (MF) Editor | Rule Editor

System: Image Forgery Dectection by IT2FLS....

Active |Design
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J Image Forgery Dec.

Mamdani Type-2

=]

PROPERTY EDITOR: OUTPUT

Name

Range

[m2rLs

|[01nn]

Number of MFs: 3

Evenly Distribute MFs

Name Type Upper Lower |Lower
Parameters Scale Lag
SYSTEM BROWSER L Sigmoid |[0.5493 55] 1 02
~ |24 Image Forgery Dectection by IT2FLS M Sigmoid |[0.5493 65] 1 02
~ Z Inputs H Sigmoid |[0.5493 75] 1 02
» SIFT-FCA Mamdani
» SURF-PCA Type 2
» ORB
» ORB-PCA
+ & Outputs IT2FLS (3 MFs)
» IT2FLS
b 2= Rules
g;ﬁs‘?eﬁ‘ﬁ% %éwlggr)gery Dectection by IT2FLS....: 4 input, 1 output, 27 rules
Fig 2. Designing Fuzzy Inference System Variables
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System: Image Forgery Dectection by IT2FLS....

[ﬂdd All Possible Hules] [ElearP.II Hules]

Rule Weight | Name
1 IT SIFT-PCAI= L and SURF-PCAIz L and ORE is L and ORB-PCA s Lth. .. 1| rulet -
2 |l 8IFT-PCAs M and SURF-FCAis M and ORE is M and ORB-PCAIs M. . 1| rule2
3 |If SIFT-PCAis H and SURF-PCA is HIGH and ORE is H and ORB-PCA. .. 1 [rule3
4 |If 3IFT-PCAIs Land SURF-FCAIzLand ORE is L and ORB-PCAIZ M1t . 1| ruled
5 |IWSIFT-PCAI= Land SURF-FCAIz L and ORE i= M and ORB-PCAIs Lt . 1| rules
& |IfSIFT-PCAI= Land SURF-FCAI=z M and ORE iz Land ORB-PCAIs Lt . 1| ruled
7 | SIFT-PCAis M and SURF-PCAis Land ORE is L and ORB-PCAis L1t 1| rule?
g |IF3IFT-PCAIs Land SURF-FCAI= L and ORE iz L and ORB-PCAIzs HIG. . 1| ruled
9 |IWSIFT-PCAI= Land SURF-PCAIz L and ORE is H and ORB-PCAIsLt . 1| ruleg
10 [If SIFT-PCA Iz Land SURF-PCAIs HIGH and ORE is L and ORB-PCAIz. 1| rule10
11 [ SIFT-PCAis H and SURF-PCAis Land ORE is L and ORE-PCAis Lt . 1 {rule1i
12 [IfSIFT-FCA Iz M and SURF-PCAIs M and ORE is M and ORE-PCAIE L . 1| rule12
13 |[IfSIFT-PCAIz M and SURF-PCAIs M and ORB is L and ORB-PCAIz M . 1 rule13
14 |If SIFT-PCA Iz M and SURF-PCAIs Land ORE is M and ORB-PCAIz M __. 1| rule14
15 [ SIFT-PCAis L and SURF-PCAis M and ORE is M and ORE-PCAiz M _.. 1{rule1s
16 [If SIFT-FCAIz M and SURF-PCAIs M and ORE is M and ORE-PCAIE H... 1| rule1a
17 [IfSIFT-FCA Iz M and SURF-PCAIs M and ORE is H and ORB-PCAIs M. N
18 [IfSIFT-PCAIz M and SURF-PCAIs HIGH and ORE is M and ORB-PCA . 1| rule1s
19 [If SIFT-PCAIs H and SURF-PCA s M and ORE is M and ORB-PCAIs M. 1|rule1d

Fig 3. Fuzzy Rules

3 Results and Discussion

The suggested method is implemented on the CASIA 2.0 [https://www.kaggle.com/datasets/divg07/casia-20-image-tampering-
detection-dataset] standard dataset. This dataset includes 7,492 genuine and 5,123 altered color images, with dimensions
ranging from 240x 160 to 900x600 pixels. MATLAB R2023a (9.14.0.2206163) software, equipped with 4GB of RAM and an
Intel Core i3 processor, was utilized. To implement interval type-2 fuzzy logic, we employed the MATLAB fuzzy logic toolbox.

Ultimately, the IT2FLS classifier’s key points matching operation was executed to detect copy-move forgery.

The efficiency of the suggested method is evaluated by examining features such as specificity, precision, and accuracy. This

method is verified on a set of 100 images from the CASIA 2.0 dataset. Table 2 displays the results of the comparison.

The statistical significance testing of proposed technique is performed in the following steps:

Heren =5, X =70.293, g = 78.8, s = 50.754
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System: Image Forgery Dectection by IT2FLS....

Input values |[53.124 58.21 63.124 7.6

SIFT-PCA =331 SURFPCA = 38.2 ORE =63.1 ORE-PCA =876 IM2FLS =737
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Fig 4. Output Specificity by IT2FLS
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System: Image Forgery Dectection by IT2FLS....
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Fig 5. Output Precision by IT2FLS
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System: Image Forgery Dectection by IT2FLS....

Input values | [63.61 63.652 65.463 80.4

SIFT-PCA =B85 SURF-PCA = 63.T ORE =68.5
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Fig 6. Output Accuracy by IT2FLS

Table 2. Comparative Results of Proposed Approach

Techniques Specificity Precision  Accuracy
SIFT-PCA 53.124 70.246 68.610
SURF-PCA  58.210 59.326 63.682
ORB 63.124 73.241 68.468
ORB-PCA 87.624 86.510 80.412
Average 65.5205 72.33075  70.293
IT2FLS 75.7 77.9 78.8

Step 1: Null Hypothesis (H): px = 78.8 [Accuracy obtained from IT2FLS]

Step 2: Alternate Hypothesis (H; ): i # 78.8
X

Step 3: Test Statistics: Under Hy, test statistics is given by, ¢,.,,; = ——-2
X— _
Therefore t,,; = ——r0 = 70-293°78-8 — _().3352
v Vi
Ity = 0.3352

Step 4: Level of Significance («): Assume 5%= 0.05
Therefore, degree of freedomdy =n—1=5—-1=4

Itrap] = 2.776

Step 5: Comparison and Decision: Since [t; 4| > |t cal

Since it is not significant, so null hypothesis (H) is accepted and alternate hypothesis (H; ) is rejected.

In Table 2, specificity, precision and accuracy obtained from IT2FLS are higher than the average specificity, precision and
accuracy obtained from different methods. In table 3, performance of proposed method is compared with previous results
obtained from different methods and it is observed that the proposed method gives more accurate result than most of the

existing methods.
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System: Image Forgery Dectection by IT2FLS....

Axes: X [SIFT—F‘GA v] Y [DHB v] i [szFLs v]

Mesh Points: X | 15|ﬂ Y | 1512

Reference Inputs- | [NaN 50 MaN 50] |

IT2FLS

40

20
ORB 0 0 SIFT-PCA

Fig 7. 3D Output

Table 3. Comparison of Performance with Previous Results

Techniques Accuracy
Rossler et al. 28) (29 72.2%
Nguyen et al. 28), G0 53 30
Li and Lyu@®),GD 75.5%

Wau et al. 28),(32) 76.65%
Peng et al. 2% 88.4%
IT2FLS 78.8%
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4 Conclusion

This study presents a novel approach utilizing block and IT2FLS methodologies to detect image forgery. The IT2FLS is employed
to combine various algorithms and obtain a unified output. The outcome obtained from IT2FLS is higher than the average
outcome obtained from different techniques. It has been observed that the outputs generated from different image forgery
detection techniques have differences, so the decision-making process becomes complicated. To address this complication, the
fusion of interval type-2 fuzzy logic with existing image forgery detection techniques presents an appropriate combination for
obtaining a combined outcome. The proposed method is compared with some existing methods. There are some limitations
of type-2 fuzzy logic as it works well for generalized image forgery detection, but it is not suitable for localization of forged
image compared to other recent methods. In the future, combining Interval Type-2 Fuzzy Logic Systems (IT2FLS) with other
soft computing methods like Intuitionistic Fuzzy Logic (IFL) can provide significant developments in image forgery detection
and localization. Although the footprint of uncertainty is a useful tool for modeling uncertainty in IT2FLS, IFL provides an
additional level of precision by including into account degrees of membership, non-membership, and hesitation. In regions
of the image that are unclear or of poor quality, this combination enables more sophisticated decision-making, improving the
systenn’s ability to distinguish between tampered and real areas. Future hybrid models can attain improved accuracy, adaptability
to noise, and more reliable localization of forged regions by utilizing the advantages of both frameworks.
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