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Abstract

Objectives: The objective of this study is to create a deep learning-based
trust evaluation mechanism that can detect blackhole incidents and investigate
how faulty node positions impact I0T network performance. Methods: Six
LoWPAN networks competing with the RPL protocol were simulated on IPv6
with Contiki OS and the Cooja simulator. Contiki is a light-weight operating
system suitable for low-power devices. The standard simulator Cooja is widely
used for RPL implementations, which allows testing and simulating networks
for loT devices. We simulated three models incorporating both internal and
external hostile nodes. Using a deep learning-based Multilayer Perceptron
(MLP) trust evaluation system, black hole assaults were detected through
network metrics implementation, packet delivery ratio, latency, throughput,
and power utilization. Findings: Our results emphasize the critical importance
of implementing effective security mechanisms into use to locate and reduce
internal black hole attacks. 10T systems need these mechanisms to maintain
energy efficiency, network reliability, and overall integrity, especially in cases
where reliability is crucial. Our research findings support the enhancement
of security in RPL-based loT systems and help researchers mitigate threats in
an effective way. Novelty: This study presents significant outcomes, including
Packet Delivery Ratio (PDR) of 94.44% and throughput of 87,406.38 bps,
comparable to scenario S-1I, which achieved a PDR of 69.23% and a throughput
of 2,463.33 bps using a deep learning-based trust system concurrently with
loT network performance, particularly in the presence of core and outward
blackhole occurrences.
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1 Introduction

Driven largely by expansions in information and communication technology, the swift entry of the digital era has resulted in a
growing need for improved operational services. Considered a disruptive discovery, IoT significantly enhances many sides
of human life, including business operations, customer support, and decision-making processes ). While many industries
benefit from the IoT’s quick development recently, healthcare stands out for consuming IoMT (Internet of Medical Things)
innovations. Embedded medical devices, wearables for geriatric monitoring, clinical equipment associated with the internet,
remote operations in hospital rooms, and remote vital monitoring, including blood pressure and heart rate, constitute part
of the IoMT. Although the IoMT ecosystem is extremely advantageous, it is vulnerable to hacking due to the wide scope and
absence of security safeguards ®.

The vulnerabilities in the oM T healthcare environment could also have a similar effect on the other IoT systems. Though IoT
offers certain advantages, the security concerns pose a noteworthy risk. IoT devices are particularly vulnerable to several types of
attacks due to inherent limits: restricted memory, processing capabilities, and small battery limits. Research conducted in 2020
reveals blackhole assaults as a particularly concerning threat in which evil nodes trash all arriving packets, therefore upsetting
routing mechanisms and jeopardizing network connectivity. Such incidents not only make vulnerable data transmission truthful
but also lower overall network performance, which underlines the critical need for effective security procedures®.

The research gaps found in the literature ®) are summarized as follows:

o Lack of trust evaluation mechanism exhibited in deep learning-based IoT security approach.

« Detecting and isolating malicious nodes using existing trust assessments is not effective.

« Implementation of heavy cryptographic protocols is not suitable for low-power and memory-constrained devices.
o The limited integration of direct and indirect trust scores results in a low threat detection rate.

This article details Deep Learning-based Trust (DLT) assessment technique designed to identify and manage black hole
breakouts in Internet of Things environments. The suggested system employs a comprehensive trust evaluation procedure
combining advice from other network entities with direct observations to handle existing security issues.

The Deep Learning-based Multilayer Perceptron (MLP) method increases the integrity and reliability of nodes in the
network. This is accomplished by effectively recognizing and neutralizing black hole assaults. We have closely investigated
certain performance metrics like latency, delivery, and exposure percentage. Important mathematical modeling and simulation-
based studies have been conducted. The results fully show that, in comparison to other methods, the DLT mechanism
significantly raises the security of these exchanges. The performance metrics derived from the proposed model indicate that
the Packet Delivery Ratio (PDR) of 94.44% is higher than that of the KmeanT model, which had a PDR of 82.5%, as noted in
reference ®). Also, great success enables one to assist [oT technology in maintaining its secure expansion and multiplication. The
paper’s structure continues: Section 2, research methods, introduces technique, setup, and scenarios. The third part describes
the outcomes and debate. Conclusions exist in the fourth part.

1.1 loT Architecture Perspective

The IoT architectural approximation calls the elements and their collaborations, allowing real-world things to relate with virtual
reality. Although other models exist, a typical architectural framework notes four important layers: insight, network, function,
and contract layers (.

Perception Layer Network Layer Application Layer

s < > < >
Perception Nodes Network Technologies Healthcare, Energy etc.
Weak Firmware -
N
Weak authentication e S I e Comp t:

Insecure Ecosystem

Poor passwords Insecure Software

Lack of Encryption

Vulnerabilities

Fig 1. IoT Architecture and Vulnerabilities
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Firstly, Figure 1 shows the accountability of perception in gathering information from the physical world, while observation
layer forms the spine of IoT. Secondly, the simulated environment receives data from network layer derived from perception
layer. Thirdly, the application layer derives the needed functionality and insights by using the data acquired from the network
layer. Data visualization, real-time monitoring, control actions, and decision-making grounded on gathered data define key
characteristics of the application layer. Numerous vulnerabilities exist when transitioning between different layers, as depicted
in Figure 1.

1.2 RPL

Most IoT applications depend on infrastructure that is cost-effective with long operational times. Low Power and Lossy
Networks (LLNs) delivers required speed, cost-effectiveness. However, Routing Protocol for Low-Power and Lossy Networks
(RPL) lacks the security method required to distribute keys equally among nodes. This makes the RPL prone to vulnerabilities.
For example, a malicious node that uses RPLs auxiliary devices to target smart devices and compromise the grid. The black hole
assault example Vehicular Ad-hoc Networks (VANET), as discussed in”), comprises a malicious vehicle intercepting the data
and dropping the packets to disrupt communication.

1.3 RPL Attacks

RPL attacks are sporadically regarded as groups: resource, traffic, and network topology-oriented assaults ®, which are further
classified in Table 1 as follows:

Table 1. RPL Attack Types ®)

RPL Attacks Types Impact
Hello Flooding Massive network traffic is generated.
Resource- . .
based Increased Rank Interruption of routing topology
Version Number Drains the node’s power resources
Traffic-based Sybil Weakens the network performance
Decreased Rank Increasing the network traffic

Selective Forwarding  Dislocation of the network

Network DIO The network will break down.

topology- Warm hole Exhaust network resources

based Black hole Packets are dropped without reaching their destination
Sink hole Disrupts the network communication path

1.4 Impact of Black hole Attacks

An infected sensor device deceptively claims to have the fastest path to the target. Also, dropping the data packets by rerouting
them will result in a black hole assault . This attack can seriously affect data integrity and disrupt network operations. Because
of their resource-constrained character and reliance on multi-hop communication, blackhole attacks especially pose a threat in
Wireless Sensor Networks (WSN). The case study example mentioned in(”, a black hole assault, and the WSN generally suffer
in network performance. Rates of packet delivery diminish, latency rises, and the network’s throughput. The countermeasure
for this attack is to detect and isolate the malicious node.
Related Works

Recent literature articles under evaluation cover trust management, hybrid Intrusion Detection Systems (IDS), extending
Machine Learning (ML), Deep Learning (DL), and cybersecurity, mostly black hole threats, and are compiled in the below
Table 2 and Table 3, which exhibit research gaps such as the use of traditional cryptographic methods, lacking trust and deep
learning integration, no malicious node placement analysis, and performance indicators not covered completely. The proposed
work has addressed these identified gaps by implementing a novel DL trust evaluation mechanism to detect black holes in the
IoT healthcare environment.

https://www.indjst.org/ 2583


https://www.indjst.org/

Shameer & Rutravigneshwaran / Indian Journal of Science and Technology 2025;18(32):2581-2593

Table 2. Summary of recent literature work (2025-2024)

Cita- Methodology Disadvantages Proposed Work Key Findings
tion
a0, Enhanced Support Attack detection accuracy is Cross-layer attack detection. High throughput and less
2025  Vector Machine missing. packet loss.
an, Primary Component  Latency is exhibited. Complex DL model Bi-directional Long Effectively mitigates
2025  Analysis threats are not considered. short-term memory cyberattacks in the IoMT.
a2, Zero trust-enabled Computation Complexity. Mechanism to access adjacent Risk-Based Access Control
2025  trust evaluation nodes trust. Engine.
(13 DDoS, KNN Identifying types of DDoS SMOTPE’s use fills dataset gaps and ~ Hybrid algorithm to detect
2024 attacks. improves performance. DDoS attacks.
a4, Multilayer No Trust evaluation mechanism. ~ Deep learning-based detection Improved security using
2024  perceptron framework. the MLP model.
as), Machine learning Doesn't cover IoT protocols. Parallel combination of CNN. Novel Cooperative
2024  pipeline approach to IDS.
ae), Delta Threshold Trust calculations are not Optimized Reporting Module High BHA detection rate.
2024  model optimized.
an, Deep learning, Limited memory and processing ~ Hybrid IDS approach with ML Enhanced network
2024  Performance metrics  power. and DL. security.
Table 3. Summary of Earlier Research and Proposed Work (2023-2019)
Cita- Methodology Disadvantages Proposed Work Key Findings
tion

(18 syBLOCK
2023

(19 SSOPNN

No proof of concept.

Improves Network Security
in LLNs.

Feature selection technique

Isolates and lessens black holes.

Enhanced SSOPNN-based threat

2023 Limited attack types in the with Pearson’s correlation. detection.
dataset.
@0, K-means and No Comparative Analysis. KmCtrust model for IoBT. Improved network security in IoBT.
2023 Trust
Management
@D Quantitative Less focus on experiment. Innovative framework to Attack mapping and action resolution.
2022 Analysis detect RPL spells.

@2, Distributed

Inspection of cross-layer

Two-step verification

Lightweight black hole detection

2022  Timer-based security is not exhibited. model. mechanism.

detection
23), Random Forest Trust, orchestration issues Security framework for Critical security and trust issues are dealt.
2021 exist. Fog-IoT systems.
@9 Risk Performance metrics are not ~ Framework for secure WSN  Cyberattack detection and mitigation
2020  identification assessed. and IoT. techniques.
Pro- DL, ML, Trust Testing under large network  Innovative DLT techniques Precise malicious node detection, network
posed Evaluation environment is needed and trust mechanisms. security. Reduced latency and error rates.

SSOPNN: Squirrel Search Optimized Probabilistic Neural Network, IoBT: Internet of Battle Things, KNN: k-Nearest Neighbors, DDos: Distributed Denial of
Service, CNN: Convolutional Neural Network
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2 Methodology

Deep learning’s increased flexibility to varied data characteristics allows it to perform better with larger datasets. IoT systems
produce significant amounts of data, and the attacks aimed at them have various characteristics that are not easily discernible
using linear models. Figure 2 shows the simulation length recorded using Cooja plugins; log files were examined for many
routing techniques to extract characteristics. The suggested method uses pre-processed datasets that include vital components
like node ID, temporal data, packet length, energy metrics, performance metrics, and total packets sent and received, which
helps in training the system. By analyzing these characteristics, a learning algorithm builds a strong detection system capable
of identifying hostile nodes and disturbances and achieves network security. Algorithm 1 shows an approach to ascertain and
separate blackhole spells in an IoT network.

Algorithm 1: Proposed DLTrust Algorithm

: Data Preparation:

: Import dataset (dataset.csv) and shuffle rows

: Split into X (features) and Y (labels)

: Feature Selection:

: Train Randomized Decision Trees, drop insignificant features
: Trust Evaluation:

: Initialize trust scores for all nodes

: for each node do

: Compute Packet Forwarding Score (PFS):

O 0 N1 QN Ul i W N

Packet Forwarded

PFS =
s Total Packets Received

10: Compute Confidence Level (CL):
CL = o x Recent Behavior + (1 — «r) x Historical Behavior
11: Update Trust Score (TS):
TS =wy x PFS+wy xCL

12: if TS < Threshold then

13: Mark node as untrustworthy

14: end if

15: end for

16: Dataset Splitting: Partition into training (X, ., > Y train) and testing sets
(Xtest, Ytest)

17: Deep Learning Model:

18: Define and configure a sequential model

19: Set optimizer (AdaDelta) and compile with MSE loss function

20: Train the model using X

21: Save model and weights

22: Prediction and Trust Re-Evaluation:

23: Load prediction dataset (df .. 4;.+)> extract and scale X

24: for each node indf ,,.. 4.+ do

25: Recalculate PFS and CL

26: Update trust scores and exclude untrustworthy nodes

27: end for

28: Classification and Output:

29: Perform classification and present results

30: End the function

train

predict
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Figure 3 shows the flow of proposed methodology normalizes PFES value from 0 to 1. CL is the weighted average of how
nodes behave and how they interact with each other over time. The weights for TS are w1=0.4 and w2=0.6. The threshold value
is 0.7. Trusted nodes have values over 0.7, whereas partially trusted nodes have values below 5. TS is less than 0.5 for black hole
nodes ).

DODAG
Simulated
Dataset

h 4

Select
Pre-Feature

Extract
Features

WireShark >

Data
Reconciliation

Preprocessed
Dataset

Deep Learning

| Select » Learning
| Features |« Algorithm

Fig 2. BHA detection Methodology

IoT BHA
Detection
Model

A

Experimental Analysis:

2.1 Simulation Setup

The simulation parameters used in this experiment are inspired by reference topology; the scenarios conducted by means of
Contiki and Cooja simulator have specific objectives. Procedures of the experimental evaluation process are as follows:

First, create a topology.

In the second step, at a designated point, create a malevolent node to initiate the attack.

In the third step, use the topologies in the simulator and record RPL protocol data.

Create the output of the Collect View for the chosen set of measurements in Step 4.

Follow steps 3 and 4 for every assessed attack scenario.

Sixth step: project and assess the result of every attack.

The proposed three scenarios for this attack: 100% of nodes inside the sink node’s radio range and 50% external. We establish
a reference topology without malicious nodes or attacker nodes in the first scenario. In the second case, an assailant node is
placed indoors within radio range of the root node. In the third scenario, nodes are placed outdoors in a range. Nodes 12 and
13 launch an attack on nodes 4, 5, 6, 7, and 8, causing them to lose all their packets.

2.1.1. Scenario-I (5-1)
Figure 4 represents devoid of blackhole assaults, involved one sink node, eleven sender nodes, and no malicious nodes. Figure 5
illustrates nodes like 2.2 and 10.10 have superior energy efficiency, maybe because of reduced routing or data forwarding. By
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Fig 3. Proposed Algorithm Flowchart

forwarding more packets to adjacent nodes, nodes 9.9 and 10.10 use more power and increase the graph’s radio and listen cycle.

A trust-aware system may signal these nodes for closer monitoring due to high energy utilization, which may imply malicious
behavior like Black Hole or Wormhole assaults.

Fig 4. No Malicious Nodes

2.1.2. Scenario-Il (5-11)

Figure 6 and Figure 7 display mockup results for the black hole attacks, which included two malevolent nodes inside the range,
eleven sender nodes, and one sink node. Temperature, power depletion, packet delivery, and end-to-end latency ratio were all
determined to be subpar in this scenario. Power analysis reveals considerable power inefficiencies when two malicious nodes

exist. Quick identification and separation of dangerous nodes helps one to reduce energy drain and guarantee balanced power
consumption over the network.
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2.1.3. Scenario-Ill (S-11)
There are two attacking nodes placed outside the range, eleven sender nodes, and one sink node that contains the black hole
assaults in the simulation shown in Figure 8 below. From this test, we perceived abnormalities in power ingesting, packet transfer,
end-to-end delay ratio, and temperature reading.

Figure 9 illustrates how radio listening and transmission contribute significantly to power consumption in IoT networks.
Communication overhead causes some nodes to have higher energy consumption, so accenting the need for effective resource
management.

2.1.4. Functioning Statistics
Use the subsequent formulas for execution computations:
Computer Power
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Average Power Consumption
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Fig 7. Power Consumption with malicious nodes inside
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Using its functional period, Low Power Mode (LPM) interval, transmission spell, response period, voltage provision, and
normalization factor for power computation, the CPU is vital in power calculations.

3v(epu x 0.5+ Ipm x 0.0005+7,, x17.4+R,, ><18.8m

1
32768 J M

Power =

Packet Delivery Ratio
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Fig 9. Power utilization when malicious nodes are outside
By means of the total packets received (tpr), total packets sent (tps), and the number of transmissions (n), the equation below
computes the part of received packets relative to those transmitted.

n
tpr
Zzzop y

k=0 tps

PDR = 100 2)

For Expected Transmission Count
Critical in packet delivery are the probability of successful transmission (pt), acknowledgment (pa), and expected number
of transmissions (ETX).

ETX = !

= (3)
pt X pa

Duty Cycle
Whereas LPM_time indicates the duration distributed in low-power type during the listening duty cycle, Tx_time represents
the time spent in data transmission, and Duty Cycle Rx_time quantifies the CPU’s active duration.

Rx_time

. _ = . )
Listen Duty cycle CPU fime + LPM fime «100% (4)

Cycle of Transmit Duty=

Tx_time
— 100
CPU,. .+ LPM time < 00% (5)
Delay

The delay computation consists of finding the aggregate number of packets transferred, the receipt, and the k-th packet’s
transmission time.

Delay = Z::l (rt (k) —st(k))sec (6)

Throughput
Throughput computed using Calculate the packets received, their byte count, the bit conversion factor, transmission length,
and bps throughput.

_ tpxXsx8

T
b m

bps (7)
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3 Results and Discussion

Table 4. Black hole attacks analysis result
Performance Indicators  S-II S-IIT Equation S-II Result S-III Result

Power:
CPU 0.413 0425
LPM 0.151 0.151

(Eq.1) 0.00078 0.001438
Listen Power 0.407 0.562
Transmit Power 0.038 0.283
PDR:
Packets Received 45 34

(Eq.2) 69.23077 94.44444
Packets Lost 65 36
ETX: 19 20 (Eq.3) 19 20
Duty Cycle:
Listen 0.678 0.936 (Eq.4) 120.2128 162.5
Transmit 0.071 0.532 (Eq. 5) 113.8496 828.9832
Delay 12 58 (Eq. 6) 12 58
Throughput:
Total Packets 7625 233743

(Eq.7) 2643.333 87406.38
Packet Size 78 84.137

Table 4 shows the simulation effect of malevolent nodes placed both inside and outside the network range limits. Attackers
targeting inside nodes (S-II) purposefully discard packets, reducing PDR by 69.23% and increasing packet loss. Still, the
latency stays low (12s), and energy use is rather low since fewer transmissions occur from the rapid packet discarding. On the
other hand, spiteful nodes outside the radio range (S-1III) cannot physically discard packets; rather, they could change routing
patterns, increase retransmissions, and cause network instability. Although with a significant increase in latency (58s), energy
expenditure, and transmission overhead, this results in a quite high PDR of 94.44%. From 19 to 20, the ETX increases somewhat
to indicate a rise in S-III retransmissions resulting from indirect interruptions. Moreover, the listen and transmit duty cycles
in S-IIT show a significant increase; the transmit duty cycle reaches 828.98%, compared to 113.84% in S-II, which leads to
increased energy consumption. Because of too high retransmissions, S-III's throughput is much higher (87,406.38 bps against
2,643.33 bps in S-II). These findings imply that S-II lowers PDR, but S-III aggravates network congestion, latency, and power
consumption, so compromising the long-term sustainability of the network.

Figure 10 explains the implication of malicious node placement. In the SII scenario, the presence of internal malicious nodes
led to a decline in PDR, throughput, and latency equated to the SIII scenario, which involved external malicious nodes. This
article recommends that future researchers consider the design of IoT networks and the placement of malicious nodes, which
greatly affect the performance of the network indicators. A strong trust enabled deep learning mechanism had to be employed
to detect, isolate the black hole attacks, which will result in network resilience and energy efficiency.

After the comparison of the results attained using the proposed DLT technique on par with KmeansT. RPL is lacking a
trust mechanism; KmeansT is incorporated with a trust evaluation mechanism, but PDR is less when compared with the
proposed DLT technique. Existing literature demonstrates a higher PDR ratio. The novelty in the DLT mechanism includes
a deep learning technique along with a trust evaluation mechanism, which demonstrated better results than KmeansT (5) in
performance measures like PDR, E2E delay, and throughput.

4 Conclusion

This research posits that increasing the number of intruder devices diminishes throughput, reduces the volume of delivered
packets, elevates the end-to-end delay ratio, and amplifies power ingesting. The outcomes reveal that blackhole attacks have
a major sway on sector performance when they target malevolent nodes. In S-II, with a PDR of 69.23% and an ETX of 19,
there are noticeable disruptions. This scenario is unique among others because of two malevolent external nodes. In terms of
power, audibility, and transmission, S-II measures 0.413 mW, 0.407 mW, and 0.038 mW, respectively. At present, the recorded
throughput is 2643.3 bps, and the latency is 12 seconds, which exhibits excellent performance with malicious nodes. Yet two
nodes outside the network range resulted in low performance on par with the earlier scenario. An ETX of 20 results in a
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Comparison of RPL, K-meansT, and DLT Scenarios across Metrics
100 97
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DLT-SI
B oursi
I ourse
. K-meansT

RPL

Value

Latency PDR Throughput
Performance Metric

Fig 10. Results comparison of RPL, KmeansT, and DLT

substantial rise to 94.44% for the PDR. The delivery rate is higher since external nodes are unable to directly trash messages. On
the other hand, a substantial 58-second lag is present here. The CPU power consumption goes up by 0.425 mW, the listening
capacity goes up by 0.562 mW, and the transmission power goes up by 0.283 mW, all because it uses more energy. With a rate
of 87,406.38 bps, S-1II has a far faster transmission rate. The reason for this is an increase in transmission sent by malicious
external nodes.

The article findings show the importance of having robust security systems that can successfully detect and prevent threats
from inside the network, thereby assuring both energy efliciency and network stability. Future recommendations and work
directions for the researchers are to identify the weak nodes, scale the networks by testing on the larger test beds, and deploy
them in the real-time environment to achieve more accuracy.
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