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Abstract
Objectives: To propose an intelligent, dual-layered security model to detect
anomalies in wireless sensor networks for secured data transmission in
large-scale WSN environments. The proposed model integrates deep learning
and adaptive encryption methods to address security breaches in smart
environments due to their lightweight and distributed nature.Methods: Auto-
Encoder Neural Network (AEN) is employed to detect abnormal behavior
in sensor nodes based on reconstruction error thresholds. Post validation,
Elliptic Curve Cryptography (ECC) is integrated with Dynamic Key Rotation
(DKR) to encrypt the data packets. It adjusts the cryptographic keys based
on network conditions to enhance the node resistance to replay and key
compromise attacks. Multi-hop swarm route optimization is used for the finest
routing process to ensure the node reaches the destination in the optimal
route. NS2 simulation is carried out with three sets of datasets, NSL-KDD,
CICIDS, and simulated data with parameters to assess the performance of
the proposed AEN-ECC model to ensure real-time attack resilience, end-to-end
secure communication and scalability to larger WSNs under dynamic network
conditions. AEN-ECC is compared against state-of-the-art machine learning-
based security methods like SVM-AES, RF-KSS, and XGBoost-FR. Findings:
The proposed intelligent, adaptive, and lightweight AEN-ECC model achieved
promising results with a 90.2% Packet Delivery Ratio, 91.4% Confidentiality
Rate, 90.6% Attack Detection Accuracy, 90.1% Robustness to Node Failures,
92.7% network life time and 28.5 ms reduced Latency and stands as a
solution for WSNs that ensure both confidentiality and anomaly resilience.
Novelty: This research moves beyond static security protocols and presents a
unified security model that learns from network behavior and adapts dynamic
encryption by using an unsupervised AEN enhanced with ECC and DKR to
provide scalable and energy-awaremodel capable of addressing the real-world
security challenges faced by WSNs.
Keywords:Wireless Sensor Networks; Network Security; Elliptic Curve
Cryptography; Dynamic Key Rotation; Intrusion Detection
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1 Introduction
WSNs have become the backbone of model smart environments, which enables real-time monitoring in sectors like healthcare,
agriculture, defense, and urban environments.WSNs consist of energy-limited and lightweight sensor nodes that collaboratively
operate to transmit sensitive data from source to destination. As WSNs are deployed in large-scale environments, secured data
transmission in real-time is a high priority without degrading the network performance.The limited computational capabilities
and open architecture allow intruders to attack and steal the data, making it easy for cyber threats like data interception, node
compromise, and routing attacks. Traditional security mechanisms combining machine learning and encryption models like,
SVM-AES offer reasonable classification accuracy but consume excessive energy due to computation load by AES; RF-KSS
deals with synchronization challenges across distributed nodes, leading to high latency and increased attack surface. While
XGBoost-FR performs well on pre-classified data, it struggles in dynamic WSN settings and fails to detect zero-day threats
effectively. To overcome the limitations, this research proposes a hybrid deep learning approach that combines unsupervised
AEN for anomaly detection with ECC enhanced by DKR to ensure lightweight, scalable encryption based on risk factors and
energy levels. This dual-layered deep learning-based AEN-ECC security model addresses anomaly detection and confidential
data transmission, making it highly suitable for LS-WSN environments, which demand intelligence and efficiency.

Various machine learning models (1) for intrusion detection in WSNs using benchmark datasets were proposed with
techniques like Decision Trees, Naïve Bayes, SVM, etc., to evaluate the intrusion patterns. Feature-based learning was highly
emphasized for pre-processing but suffers from high FPR due to static thresholding and lack of adaptive learning. Though an
Accuracy of 82% was acceptable in simulated environments, the integration of a few significant components like dynamic
routing, encryption handling, and hybrid learning strategy is lacking in the system, which limits the effectiveness in real-
time deployments under adversarial conditions. TSO with Random Forest Classifier (2) was employed to enhance the feature
selection to boost the IDS in LORA-WSNs. This hybrid technique refines the classifier boundaries under imbalanced data
distributions. The model relies on static routing and cryptographic modules, which lack packet delivery rate and robustness to
active attacks. The real-time adaptability is constrained by computational overhead that is unsuitable for energy-constrained
nodes. The packet level security is not addressed in the TSO-RFC model, which is considered a significant drawback. A hybrid
GSWO-Catboost (3) algorithm for IDS in WSN was proposed with the integration of global search optimization for feature
weighting and catboost for classification. A notable improvement was noted during the implementation; the model handles
nonlinear intrusion patterns dynamically and resists overfitting on noisy data. The major drawback of this framework is that it
focuses only on data classification and omits encryption, trustmodeling, key refreshmechanism, and routing intelligence, which
limits data protection against session-based attacks. The dual classifier using SVM-AES (4) and RNN was employed in UWSNs
to enhance the strong intrusion detection capabilities with sequence modeling mechanisms. The model works on static data
and suffers from high latency and energy, particularly during sequential training. Additionally, the model focuses on a static
key handling system and does not involve adaptive encryption or dynamic routing. It lacks its performance in secured data
delivery, feature learning, and high retransmission rates. Though the model achieves an accuracy of 84%, it limits application
in rapidly changing LS-WSN topologies. Dimensionality reduction and data balancing techniques prior to IDS are adopted
using ensemble machine learning methods (5). The ES-ML model enhances class separation and classification on imbalanced
network-defined traffic datasets. 78% accuracy is achieved with a lack of robustness regarding attack replays. The model lacks
encryption handling, routing behavior, energy-aware transmissions, dynamic session-key management, and adaptive learning.
However, it limits the applications due to the static security layer and lack of integration of dynamic protocols. A bio-inspired
ABC routing protocol (6) was proposed to detect dynamic link failure inWSNs, bypass failed paths, and identify alternate routes
based on available high-energy nodes and quality metrics. The model focuses more on packet delivery and node transmission
without addressing packet security or anomaly detection. The node-level link failures and other aspects like sleep schedules,
dynamic response, etc., are not analyzed, which limits the RABCmodel’s capacity to detect IDS from packet injection or replay
attacks. The protocol lacks dynamic encryption schemes, making it vulnerable to surveillance in large-scale hostile WSN
environments. A Generative Adversarial Network with bio-inspired protocol (7) was introduced to enhance security and data
transmission in IoT-basedWSNnetworks. In BIP-GANs,GANgenerates synthetic data for testing and detecting anomalies with
high accuracywhile the routing layer optimizes the communication paths.Themodel innovatively combines route optimization
and data generation, which shows a dynamic performance in robustness and data delivery. The only drawbacks of the model
are the lack of dynamic key handling and the non-inclusion of encryption mechanisms. Also, GAN remains a computational
burden for sensor nodeswith limited processing capability during real-time synchronization.ML andDL classifiers (8) detect the
physical layer spoofing by capturing the RF fingerprinting and transmission traits in multiple attempts.Though the approach is
practical at the physical layer, it lacks the upper-layer anomaly detection and secure routing capacity. The model’s strength lies
in attribute diversity, but the scope is restricted to access-level validation. The major drawback is that there is no dynamic trust
management, and key refreshing concepts are integrated to provide end-to-end security in multi-hop WSN topologies. Three
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QoS-enabled bio-inspired methods (9) are adapted to enhance the path-finding for robust data delivery in WSNs. The model
workswell on dynamic topologies, detects node link failures, and is self-attentive in finding alternate routes to deliver the packets
to the destination. However, it lacks packet security and real-time anomaly detection and does not accommodate adaptive
trust malicious node exclusion. Due to a lack of attack classification, the model’s ability to secure packets or authenticate data
transmissions remains limited.Themodel is compared with three state-of-the-art models and outperforms in dynamic routing
and link failure detection. A transformer-based autoencoder fused with IF and XGBoost (10) for IDS and malfunction node
detection inWSNs was explicitly introduced for forest fire prediction systems. Due to AEN integration, the hybrid architecture
works with string temporal pattern recognition and unsupervised outlier detection. Though it is purely detection-oriented,
it does not include routing schemes and encryption mechanisms to update the confidentiality controls. Its effectiveness is
bound to centralized inference, where the energy constraints of nodes in real-time WSN deployments are not addressed. A
multi-modal ML framework (11) was proposed to enhance IoT system security using classification algorithms for malicious
nodes and anomaly detection. To identify attack patterns, the work is tested using multi-classifiers such as DT, RF, and GB
on real-time IoT datasets. The model achieved good precision and recall but suffered from low adaptability in dynamically
challenging WSN network conditions. The real-time routing inconsistencies were not addressed, which limits its deployment
in high-security applications. RVSRP-DP (12) was proposed to detect dynamic link failure inWSNs using the intelligent swarm-
based bio-inspired model. Though RVSRP-DP achieves dynamic path exploration, the model lacks real-time attack resilience
due to the non-integration of the encryption mechanism. XGBoost (13) machine learning model was utilized to improve IoT
security through anomaly prediction and classification. The model used feature selection and a boosting-based classifier to
identify intrusions in search space across the connected nodes. Due to the absence of a key distribution and encryption rotation
mechanism, the model is less effective for secure and scalable LS-WSN environments.

Fig 1. Research Gap

2 Methodology
This section presents a robust, multi-layered security framework for dynamic LS-WSNs operating in adversarial and resource-
constrained environments. The proposed AEN-ECC with DKR is designed to detect anomalies using its adaptive learning
and encryption strategy to secure data transmission with optimal routing. The bi-fold model enhances intrusion detection
accuracy, data confidentiality, and delivery reliability using a deep learning algorithm and lightweight cryptographic protection.
The target objective is to address security breaches in bright environments and to mitigate the security lapses caused by static
cryptographic systems. This hybrid AEN-ECC framework operates in a distributed sensing environment deployed in sensitive
and security-basedmonitoring applications with adequate settings like real-time response, resistance to node compromise, and
secure communication over unpredictable network topologies. A need analysis revealed that the existing models struggle to
address the multi-challenge of anomaly detection, encryption agility, and routing optimization, which is not recommended for
volatile and high-risk WSN ecosystems. To address the gap, the proposed AEN-ECC with DKR is designed with multi-layer
adaptive learning, securing, and routing to operate with seamless performance even under topology changes. For experimental

https://www.indjst.org/ 2200

https://www.indjst.org/


Puzhakkalaveettil & Praveena / Indian Journal of Science and Technology 2025;18(27):2198–2213

Table 1.Merits and Drawbacks of Related State of Art Models
Model Methods Adopted Merits Limitations
Boosting Algorithms for
WSN-LEACH DoS
Detection (14)

ML-based boosting
algorithms (AdaBoost,
Gradient Boosting)

Improves detection in WSN-LEACH
DoS datasets and handles
attack-specific features

The model is not optimized for
Node Mobility or Energy-Aware
Deployment

ML-based Detection for
Krack and Kr00k (15)

Anomaly classification using
ensemble learning

Focused on Protocol-Specific
Vulnerabilities (IEEE 802.11)

Fails to scale across low-energy
nodes in WSNs

Intelligent Water Drop
Algorithm (16)

Bio-inspired Water Drop
Routing Algorithm

Improves QoS and bypasses
Dynamic Link Failures in
LoRA-WSNs

Does not encrypt Network
Traffic and no Anomaly
Resilience

Hybrid ML-NN for
Industrial IDS (17)

ML Feature Extractor + NN
Classifier

Accurate Detection in Industrial
Control Environments

Limited Adaptability in
Distributed Sensor Topologies

ML-based IoT Security
Survey (18)

Review of
supervised/unsupervised
models for IoT

Comprehensive model taxonomy
and future directions

Complete node-level
Deployment Insights and
Limitations on Security

EAP-IFBA Protocol (19) Improvised Bio-Inspired
Firefly Algorithm + Sleep
Scheduling Method

Energy-aware Routing and Dynamic
Load Balancing

No Detection of Packet
Tampering or Spoofing

Reconnaissance Bee
Colony with AES &
AE (20)

ML-assisted Routing +
Custom AES-AE Encryption

Combines Secure Routing and
Lightweight Cryptography

High key setup delay; lacks
anomaly feedback loop

3D CNNModel for
Feature Detection (21)

Deep 3D CNN on DICOM
data

Strong Spatial Feature learning for
deep analysis

Not focused on Dynamic
Network Layer Security

Deep Learning for
Pattern Recognition (22)

CNN-RNN architecture for
Gesture Recognition

Efficient real-time recognition from
video frames

No Routing, Encryption, or
Energy Awareness

Multivariable DL with
AEN &Mask R-CNN (23)

Autoencoder-Based
Region-based CNN Feature
Analysis

Efficient Multi-Anomaly Feature
Extraction

No support for Distributed
Sensor Systems

YOLOv8 with CNN for
Object Detection (24)

YOLOv8 and CNN Inference
Engine

High-speed detection in soft
computing applications

Does not offer any security or
routing support in multi-layer
WSN system

ROB-ENS Adversarial
Ensemble Model (25)

Adversarial Ensemble +
Anomaly Injection

Boosts Model Robustness against
Spoofed Traffic

Scalability and Key Rotations are
not addressed

analysis NSL-KDD, CICIDS, and simulated datasets are used. The model is compared with prevailing models such as SVM-
AES (4), RF-KSS (5), and XGBoost-FR (5). The flow diagram of the proposed AEN-ECC model is shown in Figure 2.

2.1 Autoencoder Based Anomaly Detection

In the proposed multi-layer model, AEN is deployed as a first line of defense for anomaly detection in WSNs. AEN is
trained by default exclusively on benign network traffic due to its unsupervised learning nature. This allows the system to
learn the standard behavioural patterns of nodes and flag the deviations as potential anomalies. During the process, the
encoder compresses the high-dimensional input to low-dimensional latent space, and the decoder reconstructs input from the
compressed representation. During inference, the reconstruction error serves as the primary indicator for anomaly detection.
Let the input vector of features at time 𝑡 is represented as 𝑋𝑡 = [𝑥1, 𝑥2 ……, 𝑥𝑛], where 𝑋𝑡 is input vector, 𝑥1, 𝑥2 represents
multi features like packet drop rate, signal strength, hop count etc. and 𝑛 is the number of monitored features in each node for
anomaly detection. Here, the encoder compression is mathematically represented in the below equation.

𝑍𝑡 = 𝑓 (𝑊𝑒. 𝑋𝑡 +𝑏𝑒) (1)

where, 𝑍𝑡 is the latent representation, 𝑊𝑒, 𝑏𝑒 are the encoder weights and bias, 𝑓(.) is a non-linear activation function. After
encoding, the decoding reconstructs the input vector as

𝑋𝑅𝑡 = 𝑔(𝑊𝑑.𝑍𝑡 +𝑏𝑑) (2)
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Fig 2. Flow Diagram of the Proposed Model

where,𝑋𝑅𝑡 is the reconstructed input,𝑊𝑑, 𝑏𝑑 are decoder weights and bias and 𝑔(.) is the sigmoid-linear activation function.
The RC -Error is computed to detect anomalies such as,

𝑅𝐸𝑡 = ||𝑋𝑡 −𝑋𝑅𝑡||22 (3)

If, 𝑅𝐸 exceeds a threshold limit, the node behavior is flagged as anomalies. The AEN process sets the threshold limit based
on the statistical distribution of training reconstruction errors. (Example: 90th Percentile of Training). This dynamic approach
enables the model to detect malicious packet injections from intruders during data transmissions, node behavior drifts with
specific attacks, etc. Regarding the NSL-KDD and CICIDS datasets, the AEN is trained solely on benign traffic records to learn
the baseline behavior on the datasets, including multiple network features like SD bytes, protocol type, and flag indicators in
a pre-processed and normalized manner. During the testing, both normal and malicious records are passed through AEN for
classification.This method dynamically detects novel attacks, such as port scanning, DoS, etc., without requiring labeled attack
signatures.

2.2 Secure Communication with ECC and DKR
The The model’s next phase is integrating ECC with DKR, a lightweight, robust encryption technique. ECC offers a low-
overhead public key encryption scheme ideal for resource-constrained environments. ECC is augmented with key rotation
to ensure temporal security by constantly updating keys during transmission cycles.This dual security framework prevents key
compromise, MITM attacks, and replay attacks while maintaining data integrity and confidentiality in many applications.

2.2.1. Key Generation and Encryption
ECC operates with the principle of elliptic curve over finite fields. Let’s assume that 𝐸𝑝(𝑎,𝑏) as elliptic curve and each
corresponding node is assigned a private key 𝑑 € [1, 𝑛−1] and a corresponding public key 𝑃 = 𝑑.𝐺, where 𝐺 is base point on
elliptic curve with scalar multiplication. The key generation and encryption are mathematically expressed as,

𝐸𝑝(𝑎,𝑏) ∶ 𝑦2 = 𝑥3 +𝑎𝑥+𝑏 𝑚𝑜𝑑 𝑝 (4)

https://www.indjst.org/ 2202

https://www.indjst.org/


Puzhakkalaveettil & Praveena / Indian Journal of Science and Technology 2025;18(27):2198–2213

where, 𝑝 is the field prime value, 𝑎 and 𝑏 are curve parameters and 𝑥,𝑦 are the set points from ECC domain. In order to transmit
the data securely, the sender encrypts themessage𝑀 using the receiver public key𝑃𝑟 which is expressed in the below equation.

𝐶 = (𝑘.𝐺,𝑀 +𝑘.𝑃𝑟) (5)

where, 𝑘 is the session key per transaction and 𝐶 is the cipher text tuple sent over the network.

2.2.2. Dynamic Key Rotation
In DKR, the session key 𝑘 is dynamically updated based on the node timestamp, residual energy, channel state and packet
integrity. The key index 𝑘𝑖 is updated and the equation is given below.

𝐾𝑖 = 𝐻ℎ𝑎𝑠ℎ (𝑘 ||𝑇 ||𝐸𝑟|| ) (6)

where, 𝐻ℎ𝑎𝑠ℎ is the hash function, 𝑇 is the time node stamp, 𝐸𝑟 is the residual energy of node and 𝑆𝑁𝑅 is signal to noise
ratio. After rotating the new key is updated as 𝐾𝑛𝑒𝑤 = 𝐾𝑖 𝑚𝑜𝑑 𝑛. This updated key is used in further encryption rounds to
ensure security and confidentiality in transmission process. The network packet features are fully extracted from NSL-KDD
and CICIDS during real-time implementation.

Fig 3. Secure Communication with ECC and DKR

Each packet is encrypted with ECC using the current key, and DKR refreshes the key simultaneously based on anomaly
scores to transmit the data more securely which is shown in Figure 3. During attack scenarios in CICIDS, the model identifies
abnormal node behavior and triggers the key rotation process to minimize data leakage and ensure stable confidentiality under
various attack processes.

2.3 Swarm Based Intelligent Routing

This model integrates the swarm intelligence routing method as the third phase to ensure optimal, secure, and congestion-
free paths are selected for the secured data transmission process in LS-WSNs. Swarm intelligence simulates the behavior of
biological swarms (birds, ants, etc.), where the decentralized agents (sensor nodes) collaboratively identify the finest solutions
through local integrations. Each nodemaintains its routingmodel, and its neighbours adapt dynamically as network conditions
change, such as link failures, energy depletion, attacks, etc. Assume that the position of node 𝑖 in routing is denoted as
𝑋𝑖(𝑡) = [𝑥1, 𝑥2,….𝑥𝑛], where𝑋𝑖(𝑡) is the position vector of 𝑖𝑡ℎ node at time 𝑡. Each𝑥𝑗 represents the routing path parameter
such as hop-count, residual energy and signal strength. Here, 𝑛 is the number of routing features. Each node (agents) adjusts
the routing path based on its personal best and global best 𝑃𝑖 and 𝐺 using the below equation.

𝑉𝑖(𝑡+1) = 𝜔𝑉𝑖(𝑡)+𝑐1𝑟1(𝑃𝑖 −𝑋𝑖(𝑡)+𝑐2𝑟2(𝐺−𝑋𝑖(𝑡)) (7)
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where, 𝑉𝑖(𝑡) velocity, 𝜔 is inertia weight, 𝑐1𝑐2 refers the learning factors and 𝑟1𝑟2 are the random numbers for stochastic
movement. Once the node adjustments are done, the updated routing path will be defined which is expressed mathematically
in the below equation.

𝑋(𝑡+1) = 𝑋𝑖(𝑡)+𝑉𝑖(𝑡+1) (8)

According to network dynamics, the continual adjustment ensures routing decisions which remains more responsive and
dynamic. A fitness function 𝐹𝑖 is used to evaluate each path based on residual energy (𝐸𝑟), noise ratio (𝑆𝑁𝑅), hop-count
(𝐻), estimated delay (𝐷) and weights (𝛼, 𝛽, 𝛾, 𝛿). The evaluated fitness function is expressed in the below equation.

𝐹𝑖=𝛼𝐸𝑟 +𝛽𝑆𝑁𝑅
𝛾𝐻 +𝛿𝐷 (9)

In Swarm based model, the paths with the maximum 𝐹𝑣𝑎𝑙𝑢𝑒 are used for transmission process. If a node’s 𝐹𝑣𝑎𝑙𝑢𝑒 degrades
(e.g., due to low energy or high delay), the packets are re-routed through a stronger neighbour node using swarm intelligence.
During real-time testing, the datasets are injected into NS2, each packet are associated with traffic descriptors like byte counts,
flags and type of service which influences swarm-based decisions. If any anomaly is detected by AEN, the routing layer avoids
the flagged node and triggers re-evaluation of fitness across neighbour node for alternate routing process through healthy and
error free paths which guarantees the data delivery process. Figure 4 shows the re-routing process from source to destination
with alternate node due to link failure.

Fig 4. Intelligent Routing Process

2.4 Dataset Description and Simulation Setup

TheproposedAEN-ECCwithDKR is evaluated using two intrusion detection datasets, NSL-KDDandCICIDS,which comprise
realistic traffic traces that simulate normal and abnormal behaviors. NSL-KDD has 41 features, and CICIDS provides detailed
network flow attributes such as connection time, data size, service type, and flow flags. For this research, 22+ features are
carefully selected to fit the constraints of WSN nodes. The simulation time was set to 1000 seconds, using CBR (Constant Bit
Rate) traffic over UDP, with each packet sized at 512 bytes. Nodes used the RWM model for operations in search space. AEN
anomaly detector analyzes the deviations in each deployed node using reconstruction error. Table 1 shows the experimental
settings for simulation, and Table 2 shows the essential features of the testing process in LS-WSN environments.
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Table 2. Experimental Settings for Simulation and Testing
Parameters Value / Settings Description
Number of Sensor Nodes 2500 Total number of sensor nodes deployed in simulation
Simulation Time 1000 seconds Total simulation duration
Routing Protocol Swarm-Based Intelligent Routing Dynamic routing based on swarm intelligence
Security Layer ECC with DKR Lightweight encryption and key management layer
Anomaly Detection Model Autoencoder Neural Network Deep learning model for real-time anomaly detection
Encryption Technique Elliptic Curve Cryptography (ECC) Public-key cryptography suitable for low-power nodes
Key Rotation Strategy Dynamic Key Rotation (DKR) Keys are rotated dynamically per session or anomaly
Dataset Used NSL-KDD, CICIDS 2017 Intrusion detection datasets used for traffic generation
Total Features Used 22 Selected features after preprocessing from datasets
Packet Size 512 bytes Size of each data packet in bytes
Transmission Range 250 meters Maximum range for node communication
Energy per Node 2 Joules Initial energy allocated to each sensor node
Mobility Model RandomWaypoint Movement pattern of sensor nodes
Traffic Type CBR (UDP) Type of traffic generated between nodes
Attack Injection Yes (Real attack traffic from datasets) Attack scenarios created using real dataset samples
Threshold for Anomaly 95th percentile RE Dynamic threshold based on reconstruction error
Key Update Interval 30 seconds or on anomaly Time interval or condition for key rotation

Table 3. Selected Dataset Features (Three Categories)
Category Feature Name Description Data Type

Network
Conditions

Packet Delivery Ratio Ratio of successfully delivered packets Percentage (%)
Signal Strength (RSSI) Received signal strength indication Numerical (float)
Hop Count Number of intermediate nodes in path Integer
Network Load Volume of traffic handled per unit time Numerical (float)

Security
Behaviour

Intrusion Flag Binary flag indicating attack occurrence (0: No Attack, 1: Attack) Binary
Anomaly Score (RE) Reconstruction Error score from Autoencoder Numerical (float)
Trust Level Trust score of nodes based on past behavior (0 to 1) Float

Environmental
Data

Temperature Local temperature reading from node sensor Numerical (∘C)
Humidity Local humidity level Numerical (%)
Motion Status Indicates motion detection (0: No Motion, 1: Motion Detected) Binary

Data Collected Source: NSL-KDD: https://www.kaggle.com/code/eneskosar19/intrusion-detection-system-nsl-kdd CICIDS:
https://www.unb.ca/cic/datasets/ids-2017.html

2.5 AEN-ECC with DKR Architecture Diagram

AEN-ECC with DKR presents a robust architecture for security and an optimized data transmission process for large-scale
wireless sensor networks. The model has three modules operating with AEN, ECC with DKR, and Swarm-based routing. Each
node is deployed dynamically over a pre-defined network andmonitored under various parameters like energy, signal strength,
traffic, etc. Feature vectors are constructed using live and augmented data to compute AEN reconstruction errors. The packets
are encrypted using ECC to prevent MITM attacks and intruders. DKR refreshes the keys periodically or when anomalies are
detected to ensure smooth data transmission to the destination. Swam intelligence evaluates optimal next-hop paths to send
data in the finest routing to boost the data delivery and link quality with the help of the fitness score of each node. Figure 6
shows the integrated architecture with high throughput, secure data transmission with low latency, and resilience to attacks and
link failures in real-time LS-WSN environments.
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Fig 5. AEN-ECC with DKR Process Diagram

2.6 Performance Evaluation

The performance evaluation of the proposed AEN-ECC is to assess the model’s reliability, adaptability, and security strength in
real-world dynamic LS-WSN scenarios. The key performance metrics used in this research are Packet Delivery Ratio, Latency,
Confidentiality Rate, Attack Detection Accuracy Network Performance, and Robustness to Node Failures, which reflect the
effectiveness of the system and how well it maintains secured data transmission under attack and failure conditions.Themodel
was tested under realistic constraints such as energy limits, node density, and dynamic topology. Anomaly detection was tested
using 2500 node counts from simulated intrusion traces; NSL-KDD and CICIDS were injected.The AEN classifies normal, and
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anomaly patterns based on reconstruction error with the threshold set at the 95th percentile of normal behavior to minimize
FPR and adapt to pattern drift. NS2/NS3 simulation tool is chosen to simulate the encryption overhead and accurately capture
the routing anomalies in LS-WSNs.During real-time deployment, the success rate of AEN-ECC is 91.3%, which indicates strong
reliability in secured packet delivery and anomaly detection.The 8.7 failure rate was due to node disconnections and threshold
margin overlaps in ambiguous data cases, which is acceptable in highly dynamic LS-WSN environments. Figure 6 clearly shows
the success and failure rate of the proposed model

Fig 6. Success and Failure Rate of AEN-ECC with DKR

2.7 Performance Evaluation Metrics Equations

𝑃𝑎𝑐𝑘𝑒𝑡 𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑦 𝑅𝑎𝑡𝑖𝑜 = 𝑃𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑
𝑃𝑆𝑒𝑛𝑡

𝑥 100 (10)

where, 𝑃𝑠𝑒𝑛𝑡, 𝑃 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 is number of packets sent and received.

𝐿𝑎𝑡𝑒𝑛𝑐𝑦 = ∑ [ 𝑃𝑎𝑐𝑘𝑒𝑡 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑇 𝑖𝑚𝑒−𝑃𝑎𝑐𝑘𝑒𝑡 𝑆𝑒𝑛 𝑇 𝑖𝑚𝑒 ]
𝑇 𝑜𝑡𝑎𝑙 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 (𝑃𝑅) (11)

where, 𝑃𝑅 is total packets in the networks

𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙𝑖𝑡𝑦 𝑅𝑎𝑡𝑒 = [𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 𝑆𝑒𝑐𝑢𝑟𝑒𝑙𝑦
𝑇 𝑜𝑡𝑎𝑙 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 ]𝑥 100 (12)

𝐴𝑡𝑡𝑎𝑐𝑘 𝐷𝑒𝑡𝑒𝑡𝑐𝑖𝑜𝑛 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = ( 𝑇 𝑃 +𝑇 𝑁
𝑇 𝑃 +𝑇 𝑁 +𝐹𝑃 +𝐹𝑁 ) 𝑥 100 (13)

𝑅𝑜𝑏𝑢𝑠𝑡𝑛𝑒𝑠𝑠 = (𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙 𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑖𝑒𝑠 𝐴𝑓𝑡𝑒𝑟 𝑁𝑜𝑑𝑒 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠
𝑇 𝑜𝑡𝑎𝑙 𝐸𝑥𝑝𝑒𝑐𝑡𝑒𝑑 𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑖𝑒𝑠 ) 𝑥 100 (14)

𝑁𝑒𝑡𝑤𝑜𝑟𝑘 𝑃𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒 = (𝑃𝐷𝑅 +𝐶𝑅 +𝐴𝐷𝑅 +𝑅𝑁𝐹
4 ) (15)
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2.8 Ablation Study and Impact Analysis

To evaluate the individual contribution of each component, the ablation study has been conducted in this research work with
2500 node counts. The core components of this model are AEN, ECC, DKR, and Swarm Routing. Initially, anomaly detection
was tested with AEN, achieving 84.3%, which lacks robust encryption, leading tomoderate packet loss and a low confidentiality
rate. When ECC was integrated with AEN without key rotation, the confidentiality was improved to 88.5% with some suspect
key issues, which led to a slowdown in replay attacks. After the integration of DKR, the robustness is dynamically increased
to 90.1% and the confidentiality rate to 91.4%. The integration of swarm routing significantly boosted the PDR to 90.2% and
detection accuracy to 90.6%. The impact analysis shows that AEN was crucial in reducing FP. ECC with DKR contributes to
secured data transmission under dynamic network topology, and swarm routing enables adaptive communication and packet
delivery.This combination of deep learning and cryptographicmodules demonstrated an intelligentmulti-layered system rather
than reliance on a single algorithmic implementation. All the core components are tested individually to get the real-time impact
to assess the performance of proposed model.

2.9 Need for Real Time Implementation

The real-time implementation of AEN-ECC with the DKR model is crucial to assessing field-deployedWSN systems’ practical
viability. Somemission-critical applications useWSNs, such as battlefield surveillance, healthcaremonitoring, wearable devices,
smart agriculture, etc., where immediate response to the intrusion/attacks is more vital. These environments are unpredictable,
and simulations cannot capture issues like sensor calibration drift, unstable communication, or fluctuating energy constraints.
Real-time deployment helps validate whether the AEN adapts live data anomalies while maintaining low latency and false rates.
ECC is assessed for its cryptographic handshake consistency, especially in node failure scenarios. Evaluating these elements in
live LS-WSNs helps spot synchronization problems, overhead delays, and energy depletion spikes due to multi-encryption
routines.

2.10 Complexity Analysis

In this model, time complexity, computational complexity and space complexity analysis was conducted. The AEN primarily
impacts time complexity during the training phase, with a theoretical cost of 𝑂 (𝑛 𝑥 𝑚 𝑥 𝑒), where 𝑛 = 𝑖𝑛𝑝𝑢𝑡 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠,
𝑚 = ℎ𝑖𝑑𝑑𝑒𝑛 𝑛𝑒𝑢𝑟𝑜𝑛𝑠 and 𝑒 = 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑒𝑝𝑜𝑐ℎ𝑠. The inference remains constant (𝑂(𝑛)), making it suitable for real-time
anomaly detection. ECC introduces low computational overhead compared toAES andRSAmodels due to shorter key strengths
(256-bit ECC = 3072-bit RSA), maintains encryption and decryption in 𝑂 (log𝑘) time, where 𝑘 is key size. DKR executes all
the communication session which enhances the resilience of the LS-WSNs under multiple key rotation scenarios. In terms of
space complexity, the model maintains a lightweight foots where the compact and minimal storage is required. The overall
AEN-ECC with DKR model operates within 𝑂 (𝑛+𝑘) space suitable for memory-constrained sensor nodes. Operationally,
the AEN-ECC model design favours combined distributed intelligence with centralized training and decentralized inference.
The proposed model ensures energy-aware routing, reduced delay, high success rate & detection accuracy and secured packet
handling without overstress the deployed sensor nodes making it ideal for scalable, real-world LS-WSN environments.

3 Results and Discussions
Adetailed evaluation of the proposedAEN-ECCwithDKRmodel is presented in this section to assess the secure and intelligent
data handling in LS-WSNs. The model is tested using the NS2/NS3 simulator, which can emulate real-time network behaviors
such as packet drops, node failures, and encryption overhead. The simulations were conducted across 2500 sensor nodes with
multiple iterations to ensure statistical consistency and reproducibility. A real-world intrusion multi-hop dataset such as NSL-
KDD and CICIDS was injected into the simulation environment.These datasets were embedded into packet streams to test the
realistic attack and benign conditions. The AEN-ECC model is trained offline and deployed within nodes to classify real-time
anomalous traffic. EE with DKR is periodically tested with multiple key rotations to prevent replay and cryptanalytic attacks.
Multi-hop swarm routing techniques are tested along with AEN to check the finest routing in the test bed. The results of the
proposed hybrid AEN-ECCWSN security model is compared with the selected security enabled baseline models SVM-AES (4),
RF-KSS (5), and XGBoost-FR (5).
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3.1 Packet Delivery Ratio (PDR)

The efficiency of data transmission is measured using the packet delivery ratio metric. In this research, the baseline PDR
observed in traditional models such as SVM-AES, RF-KSS, and XGBoost-FR ranged between 78.6% and 79.2% due to
delayed anomaly detection, static routing process and encryption overheads, which causes packet loss and retransmissions.
The proposed hybrid model integrated AEN-ECC with DKR for real-time anomaly detection, lightweight encryption, and a
key-based session renewal process.This secure stack ensures malicious packets are filtered early, authentic packets are delivered
securely, and PDR is boosted to 85.6%. A significant jump of 90.2% for 2,500 node counts was achieved after incorporating
swarm-based routing, which dynamically selected the optical routing for data delivery based on energy levels. Path failures and
retransmissions are entirely reduced with the synchronization of intelligent detection, secure transmission, and efficient path
selection, making the system resilient in attack-prone environments. The comparative analysis is shown in Table 4.

Table 4. Comparative Analysis of Packet Delivery Rate (%)
Node Counts / Protocols 500 1000 1500 2000 2500
SVM-AES (4) 84.4 85.6 83.2 81.4 79.2
RF-KSS (5) 85.7 84.4 82.5 80.8 78.6
XGBoost-FR (5) 87.2 86.5 84.3 83.7 82.4
AEN-ECC with DKR [Proposed] 94.7 93.6 92.4 91.6 90.2

3.2 Confidentiality Rate (CR)

The comparative analysis confidentiality rate of the proposed AEN-ECC hybrid model against baseline machine learning
models is shown in Table 5. CR quantifies that the transmitted data remains protected from unauthorized access during WSN
communication. Baseline models achieved only 84.6% and 80.2% due to a lack of resistance against advanced eavesdropping
and cryptanalysis, especially in prolonged sessions. AEN-ECC provides a strong key rotation mechanism by integrating DKR
that ensures each communication is a unique, time-variant encryption key, thereby eliminating key reuse vulnerabilities. This
continuous process makes it extremely difficult for intruders to decrypt the data, even with partial keys. The AEN anomaly
detection layer pre-filters malicious requests and ensures encryption resources are not wasted on corrupted packets.This secure
pre-selection process prevents fake nodes and payloads. As a result, the CR is boosted to 91.4%, a noticeable improvement in
high-risk environments.

Table 5. Comparative Analysis of Confidentiality Rate
Node Counts / Protocols 500 1000 1500 2000 2500
SVM-AES (4) 85.2 84.6 82.5 79.4 77.8
RF-KSS (5) 86.5 84.3 83.6 81.8 80.2
XGBoost-FR (5) 89.3 87.8 86.7 85.8 84.6
AEN-ECC with DKR [Proposed] 95.8 94.2 93.6 92.7 91.4

3.3 Attack Detection Accuracy (ADA)

ADR measures the ability of the proposed AEN-ECC system to identify and isolate malicious activity from normal network
behavior precisely. Due to a lack of adaptive learning capacity and high false rates, the existing models attained between
76.6% and 80.4% which is shown in Table 6. These models struggle to discriminate between legitimate anomalies and
intrusions like spoofing or flooding.The proposed AEN-ECC learns a compact latent representation of normal behavior during
training instead of relying on predefined static threshold labels. During the inference, the AEN flags the deviations based on
reconstruction error and provides a dynamic context-aware anomaly assessment.This adaptive hybrid AEN-ECCmodel allows
early and precise detection of malicious activities to ensure zero-day attacks. Additionally, DKR indirectly aids by minimizing
repeated attack vectors, and the keys evolve constantly to reduce the effectiveness of replay and brute-force attacks.Theproposed
model achieved 90.6% ADR and outperforms baseline models by providing smarter, adaptive, and security-integrated sensor
communication environments.
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Table 6. Comparative Analysis of Attack Detection Accuracy (%)
Node Counts / Protocols 500 1000 1500 2000 2500
SVM-AES (4) 84.7 82.5 80.4 78.9 76.6
RF-KSS (5) 88.2 86.8 84.5 82.4 80.4
XGBoost-FR (5) 89.3 87.4 86.2 84.5 82.7
AEN-ECC with DKR [Proposed] 94.8 93.6 92.5 91.2 90.6

3.4 Robustness Against Node Failures (RNF)

Uninterrupted data flow is crucial to sustain secure communication even when sensor nodes drop out due to energy
depletion, mobility, or physical damage. This is measured by a metric called robustness to node failures. Table 7 shows the
comparative analysis of RNF metrics with different node counts. Existing models led to communication bottlenecks, increased
transmission attempts, and particle data losses, limiting robustness to 81%. The proposed AEN-ECC integrated swarm-based
routing significantly enhances robustness through successful data delivery via optimal routing and decentralized adaptive path
selection. When a node fails to respond, the swarm recalculates alternative paths to transmit the data packets. This dynamic
multi-hop swarm routing strategy ensures secure data delivery without compromising cryptographic integrity. Also, tomitigate
the ripple effects of such failures, DKR ensures session security during the transmission process. Together, these components
achieved a robustness score of 90.1% with superior adaptability and fault tolerance performance.

Table 7. Comparative Analysis of Robustness (%)
Node Counts / Protocols 500 1000 1500 2000 2500
SVM-AES (4) 85.7 82.6 80.5 78.7 77.5
RF-KSS (5) 88.6 86.4 84.7 83.5 81.6
XGBoost-FR (5) 89.4 87.5 86.8 85.7 83.8
AEN-ECC with DKR [Proposed] 94.4 93.6 92.7 91.4 90.1

3.5 End to End Latency (EEL)

The latency measures the total time taken for data packets from source to destination. High latency indicates the routing
inefficiency anddisrupts the time-sensitive applications. Table 8 shows the latency comparative analysis of existing andproposed
models. The AEN-ECC model introduced a lightweight AEN to perform rapid anomaly detection based on reconstruction
error and operates with minimal cycles to reduce detection delay. Integration of swarm-based routing proactively selects
optimal paths based on hop count and link quality and bypasses the high-delay nodes, which ensures smoother dataflow with
minimal retransmissions. ECC maintains the encryption efficiency without increasing the computational delay. Overall, 28.5
ms latency is reduced by theAEN-ECCmodel,making it suitable for real-time LS-WSNenvironments like healthcare, industrial
automation, and disaster monitoring.

Table 8. Comparative Analysis of End to End Latency (in ms)
Node Counts / Protocols 500 1000 1500 2000 2500
SVM-AES (4) 38.4 39.6 41.8 43.7 45.8
RF-KSS (5) 36.7 38.5 40.3 42.6 43.7
XGBoost-FR (5) 33.8 34.5 35.8 36.7 38.9
AEN-ECC with DKR [Proposed] 20.6 22.4 24.3 26.2 28.5

3.6 Network Performance (NP)

Network performance ismeasured to evaluate the stability, throughput, secure delivery, fault recovery, and responsiveness under
dynamic conditions. The new AEN-ECC model aligned three components: AEN, ECC with CKR, and swarm routing in real-
time. The model achieves 92.7% overall network performance with a 2500 node count test under adversarial traffic conditions,
which is comparatively higher than the existing models portrayed in Table 9. This reflects operational consistency where the
network maintained high throughput and dynamic performance during node link failures and avoided bottlenecks due to a
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self-optimized routing process with an efficient security stack. Additionally, the model is tested with SDN datasets to assess
the performance level in key rotation and dynamic routing process. As a result, AEN-ECC achieves 94.6% of overall network
performance.

Table 9. Comparative Analysis of Network Performance (%)
Node Counts / Protocols 500 1000 1500 2000 2500
SVM-AES (4) 80.5 78.4 76.6 74.4 72.2
RF-KSS (5) 85.7 82.6 80.5 78.7 77.5
XGBoost-FR (5) 85.7 84.4 82.5 80.8 78.6
AEN-ECC with DKR [Proposed] 96.4 95.2 94.4 93.6 92.7

Fig 7. Comparative Analysis of Models (PDR, CR, ADR, RNF and NP)

4 Conclusion
This research introduced a novel unified and intelligent security model, AEN-ECC, to tackle one of the most pressing concerns
in WSNs, ensuring secure and efficient data transmission in hostile and resource-constrained environments. By utilizing
AEN for anomaly detection with ECC fortified through DKR, the proposed work bridges the critical gap between intrusion
detection and adaptive encryption. The AEN-ECC security model has shown a full potential to learn the node behavior and
detect deviations without labeled data, significantly enhancing the model’s responsiveness to zero-day attacks and threats. A
lightweight cryptographic layer is framed to refresh the keys dynamically based on energy and threat levels, which provides
data confidentiality without affecting node performance. Multi-hop swarm route optimization is adapted for the finest routing
process to ensure optimal routing. NS2 simulations were carried out by deploying 2500 nodes and tested with NSL-KDD and
CICIDS data and compared against security methods like SVM-AES, RF-KSS, and XGBoost-FR to assess the performance of
AEN-ECC.Themodel achieved promising results with a 90.2% Packet Delivery Ratio, 91.4%Confidentiality Rate, 90.6%Attack
Detection Accuracy, 90.1% Robustness to Node Failures, 92.7% network lifetime and 28.5 ms reduced Latency which is shown
in Figure 7 & 8. The model enhanced the WSN’s performance, proved the adaptability of real-time learning and lightweight
cryptography coexist in sensor networks, and provided a scalable blueprint for next generation secured IOT models. This
AEN-ECC paradigm shift from a static rule-based to an intelligent, energy-conscious, and behavior-aware model highlights
the potential of performance.
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Fig 8. Comparative Analysis of Models (End to End Latency)

Though AEN-ECC with DKR demonstrates superior performance in LS-WSN environments, its real-world deployment
faces challenges like i) communication overhead during key rotation, ii) computational delays in high-density node settings,
iii) overfitting, etc. Additionally, usage of AEN and lightweight ECC require additional tuning in environments with fluctuating
traffic. These aspects can be considered for future enhancements by integrating RF learning-based routing and AI-based sleep
scheduling mechanisms.
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