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Abstract

Objectives: To develop a novel intelligent routing and energy optimization
protocol for 6G-enabled wireless network medium to enhance security and
authentication. The proposed protocol will balance the energy utilization across
nodes and address the vulnerabilities in WPA2/PSK authentication precisely
against man in the middle attacks. Methods: Multi-objective particle swarm
optimization is employed for node scheduling where the data packets are
to be traveled from source to destination. Continuous Time State Transition
probability and a robust route optimization method are utilized to minimize
energy consumption and network performance. Elliptic Curve Cryptography
and Time-based Key Rotation Mechanism are integrated into MO-PSO to
act against security attacks and ensure smooth data transmission during
WPA2/PSK authentication. Simulation analysis of this unified architecture
is carried out with NSL-KDD datasets that involve high traffic and diverse
environmental conditions of 6G WSNs. The performance metrics of MO-PSO
with ECC and KRM are evaluated using the NS-3 simulator, and the results
are compared against existing energy-efficient and security-based protocols
such as EAP-IFBA, BIP-GANs, PSO-IRA, and FW-FHSS. Findings: The novel
MO-PSO with ECC and KRM protocol enhances the sensor energy, optimizes
the route for end-to-end delivery, and secures WPA2/PSK authentication
with the promising results of 8% energy consumption, 95% packet delivery
ratio, 6% node failure rate, 0.8 ms latency, 0.02% security breach rate, and
96% optimal route efficiency. Novelty: This study presents a unified and
robust authentication framework for routing, energy optimization, WPA2/PSK
authentication, and secured data transmission to enable high compatibility
with next-generation wireless sensor networks to address attacks, node failure,
security breaches, route delay, and high energy consumption.
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1 Introduction

Sixth-generation WSNs promised terabit throughput with microsecond latency and dense machine-type connectivity, which
are the recent technological advancements. Though 6G has multiple benefits, it amplifies two significant constraints: rapid
battery depletion at edge nodes and WPA2/PSK handshakes to man-in-the-middle attacks. The prevailing energy efficiency
model addresses the energy imbalance, authentication failure, single route stability, and traffic, which results in compromised
delivery of packets from S—D under high load 6G scenarios. To overcome existing models’ drawbacks, this research introduces
an intelligent bio-inspired framework that employs multi-objective particle swarm optimization to schedule robust delivery of
packets and workload distribution in 6G networks. Elliptic curve cryptography is utilized for periodic key renewal to strengthen
WPA2/PSK to secure the dynamic authentication of WSNs. The proposed work minimizes cumulative transmission energy and
maximizes the authentication robustness, which gives network longevity, a lower packet drop ratio, and faster recovery from
malicious node insertion, providing the sustainable 6G environment with more stability and suitability for resilient, energy-
efficient, high-authenticated, and robust protocols to optimize the route efficiency to deliver the data packets from source to
destination.

The primary focus is to conduct a systematic review of federated learning within IoT to address security and energy efficiency
with the extensive categorization of federated learning protocols "), highlighting its applications within IoT environments. The
study lacks practical security mechanisms integrated with FL mechanisms, neglecting the robustness against advanced threats
such as MITM in real-time 6G deployments. A comprehensive survey was conducted by integrating blockchain technology
in robotics, challenges, and future directions. Clear methods® presented how blockchain mechanisms enhance security and
autonomy through a decentralization strategy. Though the advancements have been discussed, the paper fails to address latency
and computational overhead issues inherent to blockchain implementations. IoT privacy and security on various applications in
next-generation networks was proposed ) and highlighted the significant advancement of cryptographic solutions to examine
the privacy threats under various spectrum-sharing scenarios. It lacks the depth on dynamic key management strategies and
practical implementations to secure communication channels under dense network systems. Bio-inspired technique is utilized
to address dynamic node link failure in WSNs to enhance the QoS among networks. Node link failure rate is completely
minimized by using this model where it lacks on rigorous evaluation of energy consumption for high density node ranges and
6G network environments. The bio-inspired technique ” addresses dynamic node-link failure in WSNs to enhance network
QoS. The node-link failure rate is completely minimized by using this model, which lacks a rigorous evaluation of energy
consumption for high-density node ranges and 6G network environments. Dijkstra algorithm © is applied in mobile ad-hoc
networks (MANETS) to boost security in dynamic network environments. The comparative analysis was made with the shortest
path algorithms, and significant improvements were made. The study lacks robust authentication and a route selection process.
Intelligent resource management and secure routing® provides valuable insights. The study involves deep reinforcement
learning to prioritize and schedule tasks in vehicular fog networks. BIPGAN protocol ? was introduced to enhance security in
LoRa and IoT environments with mesh topologies. The model elevates data integrity and GAN training to balance the energy
across transmit nodes. The drawback lies in long-term sustainability in the authentication mechanism, which is more vital for
6G environments. Edge computing with a combined genetic algorithm ® is deployed in a smart city environment to boost the
network lifetime and energy efficiency. The model attains 87% efficiency but lacks real-time key rotation, hindering adoption on
resource-constrained sensor nodes. Data flow scheduling in flying ad-hoc networks® and the IWD-ARP method !”) in WSNs
are employed to detect dynamic link failure and energy node balance. The study needs more focus on adaptive cryptography and
energy-aware routing to boost the 6G environments. WPAK2/PSK (!!) reinforcement is done using key-stretching and modular
hashing with limited power consumption and IoT adaptability. An intelligent routing algorithm KMOSS ? was introduced
to secure routing and handle high computational complexity. Machine learning was the only focus in this model which lacks
on cryptography and network scalability. The ABRP swarm routing protocol '® was developed to enhance network lifetime
and packet delivery ratio, which has minimal drawbacks on handling control-packet overload. A predictive mobility activeness
model ¥ was proposed to pre-allocate the resources for fast-moving users in order to raise the QoS in mobile networks. The
energy-aware node selection is not focused by the model, which was the only drawback of the PMAM model. Blockchain **)
and lightweight cryptography model ') was developed to boost security and transmit the data packets in finest routing paths.
The model works well on large scale and 4G environments. It lacks performance on 6G WSNs where it needs self-aware and
autonomous decision making. EAP-IFBA 17 employs adaptive sleep scheduling algorithm to boost the QoS in IoT and security
in data transmission from source to destination. The smart grid-based catalogues '® were proposed to boost network longevity,
where energy is saved using multi hop delivery method. The only lack is sustainable to authentication and delivery attacks.
various optimization machine learning!*- % and deep learning optimization models?"-??) are trained to act on complex
data under various network conditions to deliver the data with high security and robustness from source to destination. The
congestion control algorithm to detect network error was established to secure the data packets sent from end to end ?¥- 4.
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To overcome all the existing methods and limitations the new model is introduced in this research to secure data, authenticity
of network and dynamic routing by using NSL-KDD dataset >

2 Methodology

The proposed methodology presents a novel bio-inspired intelligent routing and authentication protocol tailored for 6G WSNEs.
Initially, the network deploys nodes to reach the coverage and connectivity that suits 6G scenarios. The new MO-PSO model
systematically selects the finest routing paths by evaluating sensor nodes based on i) residual energy, ii) hop selection, and
iii) continuous time-state transitions, which minimizes energy consumption and maximizes the packet delivery ratios. ECC
provides a robust, lightweight encryption model suited to resource-constrained sensor nodes to strengthen security beyond
existing protocols. Time-based KRM is integrated with ECC to refresh the cryptographic keys to handle MITM, spoofing
attacks, and those targeting vulnerabilities within WPA2/PSK authentication. The multi-layer cryptographic approach directly
addresses the study’s primary objectives, such as optimization of energy consumption, improvising routing performance, and
authentication integrity. The NSL-KDD dataset is used for experimental analysis and simulation with varying node densities
(500-2250) and fluctuating network traffic loads. The MO-PSO is compared against EAP-IFBA (17, BIP-GANs "), PSO-TRA !V,
and FW-FHSS "2 This comprehensive model targets network sustainability, secure communication & data transmission, and
optimal route efficiency, effectively meeting critical demands anticipated in next-generation 6G wireless network environments.

2.1 Network Initialization and Node Deployment Strategy

The model initiates with a robust network initialization and node deployment approach which is more important for securing
and optimizing the performance of next generation 6G-WSNs. The intelligent node deployment approach is necessary to
overcome the complexity of 6G networks, dynamic topology changes and rigorous energy constraints. Existing models deploy
nodes randomly which leads to coverage gaps, overlapping redundancy and uneven energy consumption. In order to overcome
the limitations, this MO-PSO model adapts bio-inspired node placement methodology, ensuring uniform coverage, minimal
redundancy and network longevity. Initially, the Area of Interest (Aol) is segmented into multiple logical sectors using Voronoi
tessellation, where each sector represents an optimal sensor placement zone. This strategy ensures uniform distribution and
coverage across the network. Nodes within these sectors are highly positioned based on hybrid swarm intelligence optimization
MO-PSO algorithm. MO-PSO dynamically balances the trade-off between coverage and residual energy factors. Mathematically
the energy consumption of nodes during the deployment is calculated with the help of below equation.

A E
oy (), (B o
tota

where, A, is the total area covered by the deployed nodes in 6G environments. A, ,; represents the complete geographical
area. I, ,, ,; is the cumulative initial energy consumption during the deployment phase. NV indicates the total number of nodes
and adaptive weights of coverage and energy consumption. The model iteratively updates the node positions until optimal
conditions are satisfied, typically the maximum area coverage >95% with minimal energy overhead. Based on node density and
available energy levels, the transmission range and parameters of efficient network deployment are adaptively computed. To
compute adaptive transmission radius R, the following equation is used.

Rta; = Rmin+ (R res (2)

max ~ P ) Einit

where, R i ana FBmax are the minimum and maximum permissible transmission radii respectively. ..., denotes residual
energy and F, ., is the initial energy allocated per node. The nodes with higher residual energy dynamically adjust larger
transmission ranges which promotes the load distribution with low power and high network longevity. By employing this
hybrid model, the model ensures consistent communication quality, lower latency and high reliable data routing in 6G network

environments.

2.2 Bio-Inspired MO-PSO Model for Optimized Routing

The dynamic routing phase of the proposed MO-PSO model utilizes bio-inspired multi-objective particle swarm optimization
to determine the finest paths for packet transmission in 6G WSNs. The MO-PSO uses natural foraging behaviors observed in ant
colonies and bird flocks. This approach dynamically evaluates & updates the potential routes based on hybrid fitness function
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integrating the multiple key performance metrics especially residual node energy and hop count efficiency. The fitness function
for optimal route is mathematically defines as,

Froute(i:) = o (w) - B <HJ> 3)

EMaa: HMaa:

where, E.. (j) indicates the residual energy at node j and F,;,, represents the maximum available energy among all
candidates, H, ;, H . denotes the hop count from source to destination and maximum allowable hop count. The parameters
o and 3 are weighting coeflicients for energy and hop count criteria respectively which ensures balanced decision making. To
ensure optimal route stability under various traffic conditions & topology changes the MO-PSO continuously adapts particle
positions using velocity -position update equation.

Vvt+1 (p) — w‘/t(p) +cqry (Pbest 7Xt(p)) + CaTg <Gbest 7Xt(p)) (4)

X1 () = Xep) Vs (p) (5)

where, X, ,,) and V,,, denotes the current position and velocity vector for particle p. w is the inertia weight, ¢, ¢, are the
acceleration constants and r; 75 are the random numbers (0,1) used to maintain the diversity and prevent local minimization.
This dynamic strategy ensures effective exploration and exploitation of the 6G search space yields robust energy efficient optimal
routing decisions to transmit the data from source to destination.

Table 1. Parameter Settings for Simulation and Testing

Parameters Value / Settings Description

Swarm Size 30 particles Number of candidate routes
Iterations per Routing Cycle 100 MO-PSO search iterations

Inertia Weight w 0.7 Balances global/local exploration
Acceleration Constants ¢, ¢ 1.5,2.0 Cognitive/social parameters

Energy Weighting o 0.6 Importance factor of residual energy
Hop-count Weighting 8 0.4 Importance factor of hop count
Velocity Limit [-2,2] Prevents particle divergence

Update Interval 50 ms Route updates during transmission
Node Mobility Random Way Point  Dynamic node movement simulation

2.3 Adaptive ECC Based Cryptographic Framework

Efficient The model integrated adaptive ECC to enhance the authentication and secure data transmission in 6G wireless
sensor networks. ECC is chosen specifically due to its robust cryptographic strength combined with significantly reduced
computational overhead compared to RSA algorithm. In this research work, ECC will dynamically adjusts key management and
cryptographic intensity based on topology changes and network conditions. During implementation, the NSL-KDD contains
the realistic network traffic data includes malicious packets which is employed for performance validation. The dataset simulates
various attacks such as MITM and DoS threats. Each node periodically generates unique ECC pair key baes on real-time
condition and intensity of detected threats within the coverage area. ECC keys are generated using elliptic curve is defined
as,

y2=234ax+b modp (6)

where, a, b, p defines the curve equation and p denotes large prime ensures the robust cryptographic strength. The public and

private key K, 1, K,,.;,, for each sensor node is calculated using scalar multiplication,

K

pub = K * G (7)

priv

where, G is the generator point on elliptic curve. This adaptive ECC key generation model reduces probability of vulnerable
attacks. Figure 1 explains a real-time example illustrates the implementation clearly.
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Fig 1. Real-Time ECC-Secured Node-to-Node Communication Flow (NSL-KDD)

2.4 Dynamic KRM for Enhanced Authentication

The dynamic KRM significantly enhances the authentication framework in this model within the 6G WSN environment.
The dynamic KRM periodically refresh cryptographic keys at adaptive intervals based on real-time network threat levels and
communication frequency. This method provides robust security against malicious attacks, key interception, MITM intrusions
particularly in high density scenarios. The implementation involves monitoring of anomalies and packet levels, node assessment
threat levels, suspicious handshake attempts and authentication failures. Each node calculates optimal rotation interval 7.,
dynamically guided by,

Thot =Tpuse —7* (Anomaly Rate) (8)

here, T}, , .. represents default key rotation interval under normal circumstances and « denotes adaptive scaling factor based
on detected anomaly rates derived from real-time packet inspection data. The higher detected anomalies shorten lifeline of the
key which enforces frequent rotation. During the key rotation process, each node broadcasts its updated public key derived
through ECC computations. Neighboring nodes receives new keys promptly maintaining seamless communication.

2.5 Integrated Multi-Objective Fitness Evaluation and Route Security Optimization

This integrated MOFE and RSO boosts the 6G network performance and lifetime by combining energy efficiency, optimal
route, and robust security. This approach evaluates the routes based on multiple dynamic criteria, such as residual node energy,
optimal hop count, and strong security. Each candidate route is assessed through a weighted MOFE function, which prioritizes
enriching nodes and secure paths. Based on various network conditions and threat levels, this MOEFE fitness function adapts
weighting parameters that evolve in real-time to ensure optimal path selection consistently for all node ranges 500-2250. The
MOFE directly integrates with ECC to activate the key for every data transmission process to avoid potentially compromised
nodes. Thus, the network exhibits high reliability, minimized latency, and balanced energy with efficient data transmission in
6G deployments.

2.6 MO-PSO with ECC and KRM Architecture

The proposed MO-PSO with ECC and KRM architecture is organized as a cascade of 6 network layers, as shown in Figure 2. The
raw sensor readings and traffic statistics are ingested in the IoT network layer from distributed nodes. Each packet carries the
real-time context the upper layer exploits for dynamic optimization. The routing layer uses dynamic routing methods to deliver
the data from source to destination with the help of residual battery, hop counts to sink, and continuous time transitions that
capture node mobility and traffic bursts. The encryption layer protects the nodes and selected routes with ECC with a minimal
key size, along with KRM to refresh the keys periodically to detect brute force attacks and malicious entries in a network
environment. In the threat detection and authentication layer, the anomaly sensors are detected as flag WPA2/PSK weakness
and execute the route reselection if necessary for secured authentication. The selection and Resilience layer provide MO-PSO
scores to analyze the performance of the dynamic 6G environment, such as energy lifetime, packet delivery ratio, response time,
vulnerability detection speed, authentication success, and encryption strength. The NSL-KDD datasets are injected through
a simulation and dataset feed module, allowing node densities and traffic conditions. This adaptive secured model provides
autonomous decision-making in 6G WSN.
MO-PSO with ECC and KRM Step by Step Algorithm

https://www.indjst.org/ 1886


https://www.indjst.org/

Prabhu et al. / Indian Journal of Science and Technology 2025;18(23):1882-1895

5 ™ @ A
((- ,)) Routing
o L=
— Bio-Inspired
Network Sensor > MO-PSO > ECC
Toi:a at;'ld « Residual Energy & KRM
raffic Data
« Hop Count \ J
« Time-State
Transitions
v
. (isatectiong |
Routing Layer rhreat Selection &
Yete y Resilience
DD'HI]_ Authe Selection
+ Residual Energy WPA2/PSK,
+ Hop Count MITM
. Time-State
Transitions

+ Energy Efficiency & Lifetime

* PDR

*» Authentication Success

» Response Time

» Vulnerability Detection Speed
« Encryption Strength

o

Simulation
& Dataset Feed

Fig 2. Network Packet Flow Diagram
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2.6.1. Performance Evaluation

The performance evaluation of the proposed MO-PSO with the ECC and KRM framework is done using NSL-KDD datasets
under 6G WSN scenarios using the NS3 simulator. The real-time testing involves realistic conditions with dynamic node
behaviors and high network traffic to ensure the new protocol adapts to different environments. The testing mainly focused
on energy efficiency, routing efficiency, and security robustness. To strengthen data security during transmission, the MO-PSO
protocol is tested with various iterations with 500 to 2250 node counts to achieve an optimum level. A comprehensive analysis
is made against existing network protocols to analyze the robustness regarding balanced energy, high throughput with minimal
latency, and security breaches. The results of performance evaluation metrics reveal the reliability and adaptability of the MO-
PSO for real-world deployment. The adaptability and workload conditions of MO-PSO are validated based on dynamic node
behavior, route selection, and optimization, man-in-the-middle attack mitigation by refreshing keys periodically in real-time,
and robust data encryption during the end-to-end transmission process.

2.6.2. Performance Evaluation Metrics of MO-PSO with ECC & KRM
The MO-PSO is evaluated under the following metrics and compared against EAP-IFBA !7), BIP-GANs "), PSO-IRA ") and
FW-FHSS 1), Six potential metrics are used in this research work to demonstrate the effectiveness of the protocol.

Energy Consumption = Z?:l [Eiw+E, . +FE, 4.] )
where, N is total number of nodes, F, ., E,..., E, 4;. is energy consumed during transmission, reception and idle state.
. . PReceived
Packet Delivery Ratio = —===2<= 1100 (10)
Sent

where, number of packets sent and received are calculated.

NOdeFailed

Node Failure Rate = [ } z 100 (11)

NOdeTotal

where, failure rate is calculated based on total number of nodes deployed in network.

P
> A T —T i |
Latency — i=1 [ arrival, send,t (12)
Y P
where, P is total number of packets in the networks, T,,.,.;,,4;,; is arrival time of packet i and 7',, 4 ; is sending time of

packet i.

Sfailed

Security Breach = [ } x 100 (13)

total

where, S¢ ;.4 is number of unauthorized attempts and Sy, is total number of access attempts.

. .o o ROptimal
Optimal Route Ef ficiency = ————— 2 100 (14)
RTotal

where, R, ,;; 41 is number of optimal routes used and R, is total number of routes evaluated.

2.6.3. Ablation Study and Component-Wise Impact Analysis
To validate the effectiveness of each module within the proposed MO-PSO architecture, an ablation study is conducted, and
three experimental configurations were tested.

Model A: MO-PSO only (Routing without cryptographic security)

Model B: MO-PSO + ECC (Without Key Rotation)

Model C: Full model (MO-PSO + ECC + KRM)

The results show that, Model A improved routing efficiency by 71% over PSO-IRA and Model B added an additional 0.6 ms
latency due to data encryption with reduced security breaches by 48%. Model C achieved best balance by maintaining both less
energy and a breach rate below 0.12%. These results showcase that each component contributes uniquely, MO-PSO enhances
the energy-aware routing and ECC ensures data integrity with high encryption standard. KRM provides dynamic key for robust
security mechanism. This cumulative integration improved the model 23% in overall security-energy trade-off.
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2.6.4. Scalability and Heterogeneous Node Deployment Considerations

The proposed model demonstrated robust performance up to 2250 nodes, its scalability beyond this range presents both the
opportunities and challenges based on node environment. As node density increases, the computational complexity is also rising
naturally due to need of border path evaluations and frequent state transitions. This can be mitigated by incorporating localized
swarms and new clustering techniques to minimize the computational complexity and borderline issues. In heterogeneous
environments, the nodes vary in energy capacity, power and security level. The protocol will be extended with adaptive
fitness weighting. Nodes with higher computation capability may take encryption tasks and low-capacity rely on trusted data
forwarders. Such adaptations require dynamic role negotiation and increased control overhead to avoid trade-offs in latency
and throughput.

2.6.5. ROC and Precision-Recall Curve Analysis

The classification accuracy of ECC-KRM is evaluated using ROC and Precision-Recall curves to check the protocol’s resistance
to intrusion attempts. The binary classifier used anomaly score thresholds derived from data exchange frequency and ECC
handshake anomalies. The ROC curve yielded an Area Under Curve (AUC) of 0.97, indicating a high true positive rate with
minimal false positives. The Precision-Recall curve achieved a Precision of 0.94 and a Recall of 0.96, confirming the framework’s
ability to detect and block unauthorized access efficiently without excessive false alarms. These curves further substantiate our
low reported breach rate (< 0.12%) and highlight the model’s readiness for deployment in threat-prone 6G WSN environments.

3 Results and Discussions

The comparative analysis and results of the proposed model MO-PSO with ECC and KRM framework under realistic 6G
wireless sensor network (WSN) are discussed in this section. NS-3 simulations are performed with the NSL-KDD traffic set and
dynamic node populations ranging from 500 to 2250. The interaction between bio-inspired intelligent swarm scheduling and
cryptographic agility creates a self-adaptive defense layer in a 6G environment to prevent energy depletion and authentication
fajlures. As the model couples cross-layer optimization with lightweight and rapidly re-keyed cryptography, the network
maintains high throughput and ultra-low latency even in vulnerable attacks, which made the protocol outperform state-of-the-
art models EAP-IFBA, BIP-GANs, PSO-IRA, and FW-FHSS. The ECC is embedded into the routing loop, and KRM periodically
refreshes the session keys to prevent replay and MITM attacks. This multi-layered security reinforces WPA2/PSK authentication
without incurring excessive computational costs. The adaptive security architecture dynamically balances node residual energy
and path efficiency, resulting in enhanced network lifetime under dynamic 6G WSN conditions. This combinational bio-
inspired and crypto method makes the protocol robust, scalable, and energy-conscious, leading to outperformance across all
metrics. Figure 2- 7 shows the NS-3 simulation graph with the X-axis as the node count and the Y-axis as the performance
results of the existing and proposed protocols.

3.1 Energy Consumption Rate

The energy consumption rate of the proposed MO-PSO model is shown in Figure 3. The model demonstrates substantial
reduction in node energy compared to existing protocols across node ranges 500-2250. The new method maintains consistent
low energy with consumption stabilizing between 8 to 12 units even at high node volumes. This efficiency stems from a residual
energy-aware fitness function and continuous state transition modeling that dynamically schedules nodes based on current
energy levels. Furthermore, the multi-objective route optimization ensures the shortest path for packet delivery and offers
power efficiency. Here, the existing protocols suffer from static routing, repeated relay usage, and high cryptographic overhead.
The proposed MO-PSO protocol minimizes the energy consumption rate by up to 8% and ensures sustainability in large-scale,
high-traffic 6G WSN deployments.

Table 2. Comparative Analysis of Energy Consumption Rate (%)
Node Counts / Protocols 500 750 1000 1250 1500 1750 2000 2250

EAP-IFBA (17) 56 47 45 41 38 26 24 21
BIP-GANs ™ 53 46 42 38 35 33 28 24
PSO-IRA (11 50 44 39 36 33 29 26 22
FW-FHSS (12 48 43 37 33 27 24 22 18
MO-PSO [Proposed] 8 9 9 10 10 11 11 12
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3.2 Packet Delivery

The new MO-PSO with ECC and KRM achieves a consistent packet delivery ratio ranging from 91% to 95% for different
node ranges, which outperforms all benchmark protocols shown in Figure 4. This is driven especially through MO-PSO, which
intelligently selects the optimal route based on hop efficiency and residual energy, leading to a drastic reduction of packet drops
due to node failures and network congestion. Additionally, the protocol maintains a stable routing path under dynamic topology
changes to ensure uninterrupted data transition, mitigating delays and authentication failure rates. The existing protocols
exhibit PDR degradation due to limited adaptability in selecting self-aware dynamic routing strategies to deliver the packets.
The adaptive MO-PSO model stands energy-aware, takes intelligent routing decisions, and collectively enhances transmission
reliability, making it highly suitable for dense, high-traffic 6G WSN environments.

Table 3. Comparative Analysis of Packet Delivery (%)
Node Counts / Protocols 500 750 1000 1250 1500 1750 2000 2250

EAP-IFBA (17) 73 71 70 67 64 62 60 56
BIP-GANs(? 76 74 70 65 62 57 56 55
PSO-IRA (1) 80 76 73 70 69 67 64 62
FW-FHSS (12 87 8 84 81 77 74 71 70
MO-PSO [Proposed] 95 94 94 93 92 92 92 91

NS3 Simulation - Energy Consumption vs Node Count (Bar Graph)

EAP.IFBA
- EIPGANS
—
_— W EHSS
S0 m— 0PSO (Propased)

Energy Consumption (%)

500 750 1000 1250 1500 1750 2000 2350
Node Count

Fig 3. Energy Consumption Rate

3.3 Optimal Route Efficiency

Figure 5 shows the comparative analysis of optimal route efficiency of the proposed MO-PSO protocol. As the model integrated
multi-objective fitness criteria and adaptive route selection increased path stability, hop efficiency, and node residual energy.
Unlike probabilistic methods, MO-PSO dynamically evolved self-aware routing paths in real-time in order to avoid congested
or energy-depleted nodes. The route recalibration is done through continuous evaluation of transition states whenever the node
behavior changes, which enhances the overall path optimally. Through ECC integration, the protocol ensures path construction
to deliver the packets in a dynamic route. This end-to-end optimal transmission path promotes high-quality and secure data
transmission in 6G WSN environments, which outperforms the existing models in real-time scenarios.

3.4 Sensor Node Failure Rate

The significant reduction in node failure rate of proposed MO-PSO with ECC and KRM is showcased in Figure 6. The model
promotes energy-balanced load distribution based on node vitality and path reliability. Unlike conventional protocols, MO-
PSO takes diverse routing through pheromone-influenced exploration, which ensures no single node is exhausted prematurely.
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Table 4. Comparative Analysis of Optimal Route Efficiency (%)
Node Counts / Protocols 500 750 1000 1250 1500 1750 2000 2250

EAP-IFBA (17) 74 72 69 65 61 59 57 55
BIP-GANs (" 78 75 71 63 60 58 56 54
PSO-IRA (1) 81 77 72 68 65 63 61 59
FW-FHSSs (12) 8 85 82 84 79 75 72 70
MO-PSO [Proposed] 96 94 93 93 91 91 87 86
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Fig 5. Optimal Route Efficiency
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The time-based key rotation mechanism adds a proactive layer to refresh the cryptographic credentials frequently to prevent
malicious takeover of nodes and to mitigate failure due to compromise. Intrusion attempts are highly taken care of by ECC
to maintain node integrity. The node failure rate resulted in 6% to 12% across a range of nodes, which is comparatively better
than existing protocols. This creates a self-healing 6G environment where nodes operate within sustainable thresholds, which
decreases failure rates even in high-traffic conditions.

Table 5. Comparative Analysis of node failure rate (%)
Node Counts / Protocols 500 750 1000 1250 1500 1750 2000 2250

EAP-IFBA (17) 46 37 35 31 38 36 33 25
BIP-GANs (") 37 36 32 28 35 33 28 24
PSO-IRA (1D 21 34 29 26 33 29 26 22
FW-FHSS (12 19 23 27 23 27 22 20 19
MO-PSO [Proposed] 6 7 9 10 10 11 11 12

NS3 Simulation - Node Failure Rate vs Node Count {Bar Graph)
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Fig 6. Node Failure Rate

3.5 End to End Latency

The end-to-end latency comparative analysis is shown in Figure 7. The MO-PSO model maintains 1-ms delays even when
the network density scales up to 2250 node counts. Due to swift route convergence by employing global and local search
strategies by PSO, the rapid selection of the most efficient path with minimal hops and congestion. This dynamic behavior avoids
routing bottlenecks and re-routing latency. The continuous-time state transition model anticipated the behavior of the node,
precomputing alternate paths to minimize delay in case of node failure. The ECC and KRM help the model to stand lightweight
and avoid computational delays, which is seen in the existing models. By integrating the fast-cryptographic encryption cycles,
the data is transmitted securely from source to destination in a robust manner. This self-optimizing 6G network architecture
sustains real-time communication with high speed and low latency across all ranges of nodes.

3.6 Security Breach Rate

The MO-PSO model achieves a remarkably low security breach rate, as showcased in Figure 8. Through a multi-layered security
strategy, this resilience has been achieved, which is comparatively better than the existing baseline protocols. The PSO ensures
frequent route diversity, reducing the chance of persistent route exploitation. ECC offers strong encryption with compact
key sizes, making it computationally infeasible for the intruders to alter the key or steal the information. KRM dynamically
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Table 6. Comparative Analysis of Latency (in ms)
Node Counts / Protocols 500 750 1000 1250 1500 1750 2000 2250

EAP-IFBA (17) 15 17 18 19 19 21 23 25
BIP-GANs ™ 13 14 15 15 17 17 19 20
PSO-IRA (1) 9 11 13 15 14 17 18 19
FW-FHSS (12) 6 7 7 9 10 11 13 15
MO-PSO [Proposed] 080 081 092 093 096 098 1 1

changes the key during transmission, which gives robust encryption during data transmission from one end to another end.
The potentially compromised nodes are not considered for routing due to the integration of lightweight trust evaluation within
MO-PSO. This multi-aware model not only protects MITM and spoofing attacks but also ensures security remains stable without

compromising speed and energy efficiency.

Table 7. Comparative Analysis of Security Breach Rate (0-1)
Node Counts / Protocols 500 750 1000 1250 1500 1750 2000 2250

EAP-IFBA (17) 012 015 019 024 026 034 039 041
BIP-GANs? 009 013 016 017 019 024 033 0.38
PSO-IRA (1) 007 013 017 019 024 026 037 039
FW-FHSS (12) 0.04 007 012 015 017 019 021 023
MO-PSO [Proposed] 0.02 0.03 0.04 006 007 008 009 0.12

NS3 Simulation - End-to-End Latency vs Node Count (Bar Graph)
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Fig 7. End to End Latency

4 Conclusion

The novel cohesive intelligent routing framework for energy optimization and data security in 6G-enabled networks addresses
the node failure issue and authentication challenges in WPA2/PSK and gives high compatibility in next-generation WSNs.
Machine learning-based MO-PSO, CTSTP integration, ECC, and KRM models are employed to achieve the objective. The
proposed MO-PSO protocol effectively minimizes energy consumption and ensures reliable data transmission from source to
destination in a robust manner. The simulation results show significant improvements in the 6G-based network testbed and
security performance. The model is compared against baseline protocols such as EAP-IFBA, BIP-GANSs, PSO-IRA, and FW-
FHSS. The MO-PSO outperforms with proven results and recorded 8% energy consumption, 95% packet delivery ratio, 6%
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NS3 Simulation - Security Breach Rate vs Node Count (Bar Graph)
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Fig 8. Security Breach Rate

node failure rate, 0.8 ms latency, 0.02% security breach rate, and 96% optimal route efficiency. Under network-demanding
conditions, the man in the middle attacks the model, which works well and ensures smooth network operations without any
technical issues. Longevity is highly improved while testing with real-time sensor data in diverse environmental scenarios.
During authentication, the upper and lower channel frequencies are recorded with a bandwidth of 20 MHz speed spectrum.
The internal structure of the sensor node is thoroughly optimized based on perception, processor modules, and communication
networks where the data is transferred among the devices. The maximum node count tested is 2250, in which the area covered
is 800x800 m?.

Minor limitations noted during the implementation are scalability across large-scale and complex network environments,
where it should work in real-world deployment under any network conditions beyond the expectations. CAD-based artificial
intelligence node scheduling automatic techniques can be incorporated to save energy and increase network lifetime.
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