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Abstract

Background: This study compares encryption-decryption algorithms, and
a new framework called PRESOPT, which is improved upon the Present
algorithm, a lightweight block cipher. This article examines the security and
performance of DES, ROT-13, and the current framework for the PRESOPT
implementation outcome. Objectives: PRESOPT is developed to enhance and
surpass the safety operation of prevailing algorithms with complementary
capabilities to make 10T devices more resilient to cyberattacks. The PRESOPT
algorithm is designed to optimize both time and security. Method: The
algorithm uses DES with a 64-bit block size, a key length of 56 bits, and
16 operation rounds. On the other hand, the existing method uses a set
of procedures utilizing Near Feel Communication (NFC) based pairing that
works with Internet of Things devices, whereas ROT-13 is an improvement
on the Ceaser cipher. Python is used to implement the simulations for the
suggested study, and the outcomes are successfully procured. Findings: The
output shows Elapsed Time 0.00281709 seconds that it handles block ciphers
efficiently. Novelty: The proposed PRESOPT algorithm improves the present
algorithm'’s security performance and gives an add-on capability to secure the
Internet of Things from cyberattacks.

Keywords: 10T (Internet of Things); ROT-13 (Rotation-13); Cipher; Encryption;
Decryption

1 Introduction

Security for appliances, both software and hardware, has shown to be a modern luxury
that few can afford or even try to provide. The Internet of Things (IoT) is regarded as
the quickly developing technology for sensor-collaborative working and become a
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standard that addresses many of the everyday issues encountered by the working class. The increased demand for virtual
technologies in integrated platforms has consequently accelerated the Internet of Things™ global development. Data theft,
hacking, and cyberattacks are a few frequent issues that can have major negative effects when data privacy is compromised.

New encryption techniques that use lightweight block ciphers ! have improved device authentication and truthfulness for
registered users. AES, RES, and other ciphers are used in encryption and decryption algorithms to express a vast body of research
in this study area.

This technology’s sensors and accompanying frequency spectrum allow data to be delivered primarily by wireless means.
This media is frequently vulnerable to breaches to gain network ownership and appease hackers, which might result in
privacy issues with data streams. Interfacing collaboration between IoT process components typically occurs across disparate
operating systems and platforms, as well as distinct communication protocols and privacy regulations which leads to significant
unpredictability and impaired functionality®. A common encryption method that establishes an efficient system to encode
data bits or blocks during their sequential operation is the usage of lightweight block ciphers. To prevent cyberattacks and
to increase the robustness and sustainability of safe transactions, the devices that are thus connected for processing are
incorporated with encrypted algorithms. The use of deterministic algorithms, which initiate effective key creation for every data
block, sets lightweight block ciphers apart. IoT-integrated devices range in size from tiny machines to sophisticated gadgets.
Implementable IoT technology helps with a variety of tasks, including temperature-measuring devices, RFID kits ®), household
chore-completing devices, and entertainment devices like TVs and cell phones.

There are chances for varying degrees of virus infection, which could compromise the established communication’s privacy.
The goal of using lightweight block ciphers is to both enhance the sensor performance of IoT devices and tailor the encryption
effectiveness to the limited communications capabilities of those devices .

Although symmetric and asymmetric key encryption and decryption techniques have been widely applied, the main obstacle
when integrating these techniques with IoT devices is the limitations imposed by the algorithms’ keys ), which may not align
with the boundaries that these devices define.

By using a similar algorithmic approach to lightweight block ciphers, this technique ensures increased security without
sacrificing efficiency. PRESOPT seeks to defend sensitive data in IoT devices from potential cyber threats by streamlining
the encryption process. Its creative method offers a well-rounded solution that improves efficiency and security by fusing the
ideas of lightweight cryptography with sophisticated algorithmic techniques. This paper discovers the process of PRESOPT,
comparing its performance against existing lightweight block ciphers, and demonstrating its superior ability in the protection
of IoT ecosystems.

The main contributions of this research are stated below:

o Development of a revised version of the Present Block Cypher algorithm that uses two 128-bit keys and applies hybrid
32-bit and 64-bit encoding.

o Algorithm validation on two IOT devices using FPGA chipsets.

o Compare various parameters, counting memory footprint and execution time, of a planned variety of the current block
cipher algorithm with the current version of the algorithm and the Simon block cipher algorithm

o Cryptographic analysis achieved using inverse, Caesar cipher, and tandem transpose coding mechanisms can help analyze
the effectiveness of encoding and decoding to complement the proper protection of IoT devices.

o PRESOPT is developed to enhance and surpass the safety operation of prevailing algorithms with complementary
capabilities to make IoT devices more resilient to cyberattacks.

1.1 Related Works

Taloba et al.©proposed a blockchain-based healthcare framework using medical data. Ghaffari et al.”’ concluded the IoT
irrigation system security is enhanced with the introduction of a hybrid cryptographic algorithm that combines SHA-256, RC4,
and ECC. The purpose of the article® is to transfer data securely using AES encryption. Transferring data securely between
2 working devices is challenging. There are a number of encryption algorithms, such as DES, RSA, and AES. This article
provides a secure data transfer mechanism where AES encryption is used to increase security. MATLAB software has been
used to implement the proposed model, and criteria such as execution time and execution speed have been used to analyze the
performance of this method. In‘®, the authors introduce a lightweight algorithm that aims to enhance the security of computing
environments. The algorithm utilizes a 16-byte block encryption technique, incorporating Feistel network and permutation
architecture to increase the complexity of the encryption process. The algorithm is adjustable, as it can be implemented with
varying private key lengths and number of rounds. The results of the evaluation demonstrate that the implementation time
of the algorithm is low. In the article!?), the authors study the security algorithms in IoT (Internet of Things) achieved with
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encryption process. Authors suggested that Light weight Encryption Algorithms like symmetric key cryptography and public
key cryptography for secure IoT named as Secure IoT. Because it is not convenient to use full encryption algorithms that require
large memory size, large program code, and larger execution time. Light weight algorithms meet all resource constraints of small
memory size, less execution time and efficiency. The algorithms can be measured in terms of key size, no of blocks and algorithm
structure, chip size and energy consumption. They conclude that Light Weight Techniques provides security to smart object
networks and provides efficiency.

2 Methodology

Due to its susceptibility to brute-force assaults, more sophisticated algorithms have overtaken DES (Data Encryption Standard),
one of the first block ciphers, which was popular in early cryptographic applications and was renowned for its ease of use !,
ROT13 is frequently cited for its simple substitution mechanism, which provides little security but is an essential teaching
tool for comprehending the fundamentals of encryption even if it is not a secure encryption method?. On the other hand,
“Present” is a block cipher that is lightweight and ideal for environment constraints. It strikes a good compromise between
security and computational performance, which makes it appropriate for Internet of Things devices !®). The introduction of
PRESOPT is preceded by a literature study that outlines the relative advantages and disadvantages of different methods. By
combining cutting-edge algorithmic techniques, this innovative technique seeks to optimize the encryption and decryption
procedures while maintaining a negligible influence on processing speed ). The study shows how PRESOPT can successfully
protect IoT devices through thorough analysis and testing, offering a reliable solution that satisfies the changing needs of the
IoT ecosystem. An innovative improvised technique that can be integrated into an Internet of Things device to optimize time
and security performance is described by the "PRESOPT” framework.

Because of its relatively short key length and ability to execute in a reasonable amount of time, the DES (Data Encryption
Standard) confronts severe security challenges. Furthermore, even while DES is safer than more straightforward techniques like
ROT13, its encryption and decryption speed can be limiting in resource-constrained environments. ROT13, on the other hand,
offers minimal security as it is a basic substitution cipher that can be easily reversed, making it unsuitable for protecting sensitive
data. It is primarily used as a pedagogical tool and lacks practical application in securing IoT devices. The Present algorithm,
though designed for lightweight cryptography, has a higher processing time compared to simpler methods, which may be a
constraint in highly time-sensitive applications. Its specialized nature also means it may require specific implementations and
optimizations to be effectively used in various IoT environments. The proposed PRESOPT algorithm, while promising, requires
extensive evaluation and testing across diverse IoT environments to validate its effectiveness and robustness against a wide
range of cyber threats. The advanced algorithmic approaches used in PRESOPT may introduce complexity in implementation,
necessitating more sophisticated development and maintenance efforts. Figure 1 below shows the operational phase of the DES
algorithm.

Each block of data is

Left and Right Plain Text are Final Permutation

divided into 16 bits Each separated block

distinct categories for plain . .
undergoes sixteen computing

Input of 64-bit Plain textwitla ks,

rounds of processing The cipher text is

Text with a 56-bit Key

Initial Permutation thus obtained

16 Rounds

Fig 1. DES Operational Stages
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The DES algorithm first assigns a 64-bit key to be used in processing the next stages; however, every eighth of the chosen
key is diverted to be used in parity check operations, resulting in the key being trimmed to a functional 56-bit key!>. The
DES algorithm’s 16-round process is carried out in two stages, with the first permutation happening just once before the
first processing round. Another important step that improves the technique’s security is the key transformation in the DES
algorithm (). The 64-bit key that was originally obtained for processing is transformed using a variety of methods, as shown
in Figure 2. The algorithm rotates each character to its 13th position to produce a new set of data by substituting each letter in
the original data for the 13th data in the series!”).

Fig 2. Algorithm block processing and key transformation
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2.1 Working of ROT13

The ROT13 algorithm operates by performing a simple substitution where each letter in the input text is replaced with the letter
13 positions ahead in the alphabet. In the first phase, the given input text is loaded. During the second phase, the encryption
process is defined by a fixed key value of 13. In the final phase, each character in the text is substituted with the character that
appears 13 positions later in the alphabet. For instance, A’ is replaced with ’N’, B’ with ’O’, and so on, wrapping around to the
beginning of the alphabet if necessary. This method effectively scrambles the text, although it provides minimal security since
the transformation is easily reversible by applying the same ROT13 process again which is shown in Figure 3.

\

Phase 3:
order to acquire the encrypted version.
4
'\
Phase 2:
When the key always
s 0 valio of 13,

Fig 3. Working of ROT 13

With T’ ranging from 1 to 32 and ’j’ ranging from 0 to 63, the add round key performs the following. S box layer converts
four bits to four bits. This increases hardware efficiency because it is smaller than an 8-bit S Box.

Thus, at round i Thus, at round i

K; =K63K62Kg1 - K1 Ko = K 79K75K77... K1 7Ky 6

The key register is then modified as shown below.

K79K75K77..K Ko = Ky gKy7... KooKy 95 K79 K75 K77 K6 =S[K79K75 K77 K763

K;0K; 5K 7K 6Ky 5 =K 9K 5K 7K 4K, 5@round_counter

With the leftmost 4 bits passing through the S box, the key is rotated 61 bits to the left. Bits from K are XORed with the
round counter value i. When the algorithm is combined with Internet of Things devices, it becomes resistant to hackers. When
utilizing this technique with various IoT devices, there is a problem with the sustainability level shifting in the direction of
security. Figure 4 depicts the structure of the present algorithm.

Explanation of ROT13 Algorithm
ROT13 cipher refers to the abbreviated form Rotate by 13 places. It is a special case of Caesar Cipher in which the shift is always
13. Every letter is shifted by 13 places to encrypt or decrypt the message as shown in Figure 5.
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Block cipher
PRESENT
Plain Text
2 x 128 bits Key generation
Permutation layer and
Substitution layer
Latched as one time memory as register for
256 bits
64 Bits of Key register
Near Feel Communication (NFC) based
pairing
2x 32 bits
Handshake based on devices
64 bits
| T
Fig 4. Flow of Present Algorithm
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Fig 5. Flow of ROT13 Algorithm
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Program Code

The program implementation of the ROT13 algorithm is as follows and the output is shown in Figure 6 .
from string import maketrans
rot13trans = maketransCABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz,
"NOPQRSTUVWXYZABCDEFGHIJKLMnopqrstuvwxyzabcdefghijklm’)
# Function to translate plain text

def rot13(text):
return text.translate(rot13trans)
def main():
txt = ”’ROT13 Algorithm”
print rot13(txt)
if _name_ ==”"__main_ ™
main()
E:\Cryptography- Python>
Fig 6. Output of ROT13 Algorithm
2.2 Working of PRESOPT

While the PRESOPT technique uses the primary key for 33 rounds of encoding and the next key to encrypt data, the primary
128-bit key is used for Permutation-Substitution (P/S) and XORing the 64-bit block of information throughout the odd rounds
of encoding. It divides the information into 32-bit blocks for the even rounds of encryption and uses the 64-bit key for the
P/S and XORing operations on both blocks. The PRESOPT algorithm, which has been presented, is an improvement of the
Present algorithm that is already in use. It is integrated into IoT devices that contain FGPA chips and simultaneously increase
efficiency when linked to the already prevailing algorithms. This unique approach is designed to address the drawbacks of
confined consumption and device-level safety seen in the current process is built in Figure 7.

Even in rounds of encryption, the data is divided into 32-bit blocks, and P/S and XORing operations are performed on
each block using the 64-bit key. The proposed PRESOPT algorithm, which is embedded into the Internet of Things devices
that feature an FGPA chip, is an upgrade over the existing Present algorithm. It also increases efficiency in comparison to the
current algorithms that are currently in use. To address the shortcomings of limited usage with device-level security, which
are mentioned in the Current technique, this new framework is built and the architectural framework for proposed system is
shown in Figure 8.

Algorithmic steps for encryption
Step 1: Get started with a sample of the anticipated medical transcription.

Step 2: The Caesar cipher uses the first approach, which substitutes a predetermined number of letters from the alphabet for
each plaintext letter. Transverse the plain text content, encrypt the capitalization in uppercase, and then encrypt the lowercase
in unmistakable text content.

Step 3: In the second approach, a reverse cipher, a plaintext string is reversed and transformed into a ciphertext using a
pattern. It is the same method for both encoding and decoding. To get the plaintext, one must reverse the ciphertext.

Step 4: To encrypt or decrypt the text using the ROT13, Cipher Caesar, reverse Caesar, or Columnar transposition
algorithms. Shifts each character by 13 digits.

Step 5: Key is generated

Step 6: End
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PIRMUTATION AND SUBSTITUTION
LAYER KEY

EVEN
oDD Y
G4ABITS KLY STATES
128 BITS KLY STATIS
64 BiTS OF CIPKER TEXT 2X 32BITS CIPHER
OR ENCRYPTED DATA TEXT OR ENCRYPTED
PERMUTATION AND . P:n.ulu'um AMD
SUBSTITUTION LAYER KEY UM TIVTION LAYER KB Y
UPDATEDKEY VALLE IS UPDATID KIY VALUE
XOR 5 XOR

-—

NO
Yis

PERMUTATION AND SUBSTITUTION
LAYER OF SPECIAL KEY

Fig 7. Flow of Proposed (PRESOPT) Algorithm

Cipher Implementation of
Input algorithmic ~ —> Novel PRESOPT —>
implementation method

* Plain Text written in columnar vertical positions in the
Columnar Transposition form of a matrix, and shuffled with quantitative values to
obtain the cipher text for the same.

* Data inversion is used to enable the process of encryption
Reverse Cipher and decryption. Transposition of each element converts it
into its equivalent cipher text.

[ *+ Shift pattern combined with substituting the letter's

Ceasar Cipher equivalent positional value and vice-versa, is the encryption
and decryption resp ly. Suffers from attack.

ROT 13 * Rotating and substituting the 13® letter in the series of data.

* A 64-bit key with parity checks, S & P-Box permutation and

Data Encryption Algorithm (DES) XOR swap to transform plain text to cipher text in 16
rounds of effectuation.

64-bit block size of data of working. Post whitening, and
PRESENT Algorithm XOR operations through non-linear substitution and linear
layers s the key emphasis of this algorithm.

* Utilizes FGPA chips, and bifurcates the data into 32-bit
Proposed PRESOPT Algorithm \ blocks and utilizes the 64-bit key for XORing process on

[ * Enhances the security of IoT devices through its 128-key -
‘ both blocks.

Fig 8. Architectural Representation of the Proposed System
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3 Results and Discussion

This section presents the results of the implemented algorithms as given in Figure 9 and the stated cipher. The Python platform
is used to measure the security levels and the encryption and decryption of data for each of the implemented algorithms.
The time required and pertinent outcomes for the modules that were implemented are displayed inTable 1 below. The data
blocks’ security is enhanced more by the suggested PRESOPT lightweight cipher processing approach than by the implemented
algorithms, even though the ROT13’s elapsed time shows the fastest processing speed when compared to the others.

Git CMD =) 23

hlrl

3PKROAED?

A algoriths

Fig 9. Presopt Proposed Algorithm in Python

Table 1. Comparison of Elapsed Time

Algorithm Elapsed Time (seconds) Remarks

ROT13 0.002006 Fast but offers minimal security.

Data Encryption Standard (DES) 0.028269 More secure than ROT13 but vulnerable to brute force attacks.
Proposed Algorithm (PRESOPT) 0.002817 Fast with improved security; handles block ciphers efficiently.
AES (Advanced Encryption Standard) 0.00510 Standard block cipher with strong security but higher process-

ing time compared to PRESOPT.

ChaCha20 0.00680 Fast stream cipher, widely used in secure communications.

An algorithmic approach with integration via Field Programmable Gate Array (FPGA) chipsets improves security prospects
for IoT devices, enabling rapid combination and fast turnaround times. It provides a cost-effective solution by improving the
parametric compatibility of IoT devices and cryptographic blocks in terms of runtime and reducing complexity.

ROT13:

Elapsed Time: 0.0020060140000008886 seconds

Output: The encrypted output for ROT13 is a simple substitution cipher where each letter is replaced by the letter 13 positions
after it in the alphabet. This method is very fast due to its simplicity but offers minimal security, making it impractical for
protecting sensitive data in IoT devices.

Data Encryption Standard (DES):

Elapsed Time: 0.02826936199999963 seconds

Output: DES takes a block of text and encrypts it using a series of transformations. The input 123456 ABCD132536” is
transformed into "COB7A8DO05F3A829C”. DES is more secure than ROT13 but has known vulnerabilities to brute force attacks,
which limits its effectiveness in modern applications.

Present Algorithm:

Elapsed Time: 0.1651 seconds
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Output: Although it provides a good balance between security and efficiency, its processing time is longer compared to
simpler methods like ROT13 and DES.

Proposed Algorithm: PRESOPT:

Elapsed Time: 0.00281709 seconds

Output: The PRESOPT algorithm is a novel encryption method designed to optimize both time and security. The output
shows that it handles block ciphers efficiently, providing a scrambled and secure output.

Thus, the obtained results through Python incorporation have augmented the security measure of the data. However,
for facile visual cognizance and better comprehension, Chart 1 delineates the processing time for each of the algorithmic
implementation used in this dissertation.

Performance of Algorithms with respect to processing speed

0.18
0.1651
0.16
0.14
0.12
@
E 01
=
§ 0.08
& 006
=
0.04 0.0282
0.02
0.0004 0.0003 0.0002 0.002 ’_‘ 0.0028
0 —
Caesar Cipher  Reverse Columnar ROT13 DES Present Proposed
cipher Transposition Algorithm  Algorithm:
PRESOPT

Cipher Algorithms used

Chart 1: Plot to indicate the processing time for each cipher algorithms

3.1 Discussion

The Present algorithm is an improvement over DES in terms of both securities as shown in Table 2 and performance but still
shows a comparatively higher processing time, which might be a restrictive factor in highly time-sensitive applications.

Table 2. Comparison of Security Levels

Algorithm Security Level Remarks
(0-10)
ROT13 1 Minimal security, not suitable for sensitive data.
Data Encryption Standard (DES) 4 Vulnerable to various attacks; considered outdated.
Proposed Algorithm (PRESOPT) 8 Enhanced security with fast processing; effective for IoT applications.
AES (Advanced Encryption 9 Highly secure and widely adopted, but may require more resources.
Standard)
ChaCha20 8 Strong security with excellent performance on mobile and constrained

devices.

The proposed PRESOPT algorithm improves a promising combination of speed and security. The elapsed time for encryption
is only slightly higher than that of ROT13, yet it offers significantly improved security. This is achieved through advanced
algorithmic techniques that boost the encryption process while keeping resource demands low. The output from PRESOPT
proves a high degree of data complication, indicating strong encryption that would be hard to break with conservative attacks.

4 Conclusion

As a result, strong and high fault tolerance modems and other technology are needed. Even while sensor modules are used to
implement IoT in practically every industry, their susceptibility to hackers and cyberattacks has been increasing. Although the
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impeccability of minimizing intrusion risks has been improved by the current encryption models, there have been significant
challenges with their compatibility with different devices and chip incorporations. This challenge is addressed by the PRESOPT
framework, which integrates with Internet of Things (IoT) devices that use FPGA chips while preserving physical device
compatibility with other iterations in terms of speedy processing and security. DES, ROT13, and other popular encryption-
decryption methods are contrasted with the lightweight Current ciphers have demonstrated their benefits and drawbacks, which
has led to a drive to provide consistent, workable security standards that can withstand differing levels of key production and
hardware types. Although ROT13 produced the fastest processing time, PRESOPT improved data security, even more, when
compared to other methods in terms of hacking complexity and ease of data encryption disruption.

4.1 Future Work

Future work will focus on extensive testing and evaluation of the PRESOPT algorithm across a wider range of [oT environments
to ensure its robustness and effectiveness against emerging cyber threats. Enhancements to the algorithm’s efficiency and
adaptability to various IoT architectures will be explored. Additionally, the research will investigate the integration of PRESOPT
with other security protocols to create a comprehensive security framework for IoT devices. Further studies will also aim to
simplify the implementation process, making it more accessible for developers working with constrained resources. Future
implementation efforts in this area could be defined by practically integrating real-time data with Internet of Things devices
and combining the suggested cipher methodology to better understand any necessary optimization and potential add-ons.
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