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Abstract

Objectives: The proposed scheme aims to present a secret sharing scheme (2,
m, n) with lock and key shares, including meaningful shares for all lock and
key shares. Methods: To create m lock and n key shares, the secret image
will be encrypted. To retrieve the secret information from the recipient, any
one share from the lock and another share from the key shares are used.
When both shares are selected from either lock shares or key shares, no partial
information about the hidden image is recovered. Meaningful shares do not
disclose any information on the privacy of the picture data. The secret image
at the recipient can have lossless reconstruction with minimal computation.
Findings: The performance analysis of a proposed minimally computational
secret sharing approach shows the structural similarity index (SSIM) as 1 and
correlation as 1 which yields a reconstructed image that is exactly the same as
the secretimage. Typically, the secretimage is reconstructed from meaningless
shares using Boolean XOR. However, because attackers believe that secret
information is concealed in meaningless shares, these shares are susceptible to
share security breaches. Therefore, meaningful shares will improve the security
of the share image. Novelty: The scheme provides a two-tier security model
with meaningful shares for the secret image formats like grayscale and color
images.

Keywords: Visual cryptography; Meaningful shares; Two-tier security;
Boolean operation; Information security

1 Introduction

The rapid growth of the Internet facilitates human beings with ease of service in all
major sectors. Nowadays, every individual aims to get digital services that result from
the processing of information with electronic gadgets. Information security is a major
concern of research. In the realm of data security, two fundamental methods exist to
guarantee that only authorized recipients can access the intended data: steganography
and cryptography. Data security is accomplished by steganography-based approach,
cryptography- based approach, and incorporating both approaches. A cryptography-
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based solution proposed by Adi Shamir () was further extended to visual cryptography by Naor and Shamir ). The encryption of
secret images in shadow images known as shares is accomplished through the use of visual cryptography or visual secret sharing
(VSS) techniques, where each user receives a share. The recovery of the concealed image is feasible by stacking shares of specified
users if there is no computational device. Alternatively, when the computational device is present, minimal computation is
required to disclose the secret.

1.1 Review of associated VSS schemes

Traditional VSS scheme; proposed by Naor and Shamir(?, encodes a secret image into n noise-like images that are known as
meaningless shares. Stacking of k shares is employed at the receiver side where human vision is utilized to retrieve the secret
image. Retrieval of a secret image is not possible when stacking operation is performed with k-1 or fewer shares. The research
gaps of the existing (k, n) scheme are inferior visual quality or contrast, pixel expansion, requirement of the codebook, and
pixel alignment. Random grid (RG)-based VSS scheme has advantages compared to (k, n) scheme, namely no pixel expansion
and does not require a codebook. However, inferior visual quality and pixel alignment issues persist in their scheme. Moreover,
the RG-based (n, n) and (2, n) are advanced schemes of the Kafri and Keren®. All n shares are needed for the decoding of (n,
n) scheme, whereas 2 shares are required in (2, n) scheme. Threshold (k, n) scheme based on RG uses mandatory k shares for
decryption. Boolean-based VSS scheme resolves the limitations of pixel alignment and lower contrast issues. Loss of contrast
is inevitable in classical VSS schemes.

Little computation using computational devices like computer, tablet, or a mobile phone, is applied on noisy shares for
retrieval of the lossless secret image by the Boolean-based schemes. Boolean-based schemes got attention from the researchers
as secret and retrieved images are identical. Until now, conventional and Boolean-based schemes are discussed which offer an
overview by stacking of shares and lossless reconstruction using little computation respectively.

A novel two-in-one decoding scheme provides dual decoding options to the user. Users can get a preview of the secret when a
computational resource is unavailable by stacking of shares. Using computational resources, the operation is performed to get a
high contrast secret image. Region incrementing two-in-one decoding scheme was proposed * which is based on RG. A two-in-
one decoding scheme was proposed ® which offers a higher visual quality of the recovered secret. VSS schemes are applicable to
secure legal asset documents®, secrecy of medical images”, enhancing home security®), and healthcare image security ®-'V).
Moreover, recent research presents compressed sensing-based scheme !, VSS in the encrypted domain ¥, Boolean-based
secret sharing schemes '#!%),and plain text-based schemes ),

1.2 Secret sharing schemes with meaningful shares

A breach in the confidentiality of the secret information is the research gap of all previous schemes where share images
were meaningless, intruders may suspect the secrecy of secret image. Therefore, meaningful share image-based schemes have
emerged where share images look the same as usual grayscale or color images. The extended VSS scheme for natural image
employs meaningful shares for the recovery of the secret image. To share secret images, half-tone technique is used ') for color
or grayscale images. Poor contrast is observed in the recovered secret images while stacking the shares. Recent schemes are
proposed for lossless recovery of the secret image '® andBoolean-based VSS*2?). Usually, XOR-based VSS schemes are used
to enhance the recovered secret image’s visual quality. However, if generated shares are meaningless or noisy, they can naturally
convey the probability of holding the secrecy of information to the attackers.

To solve this issue, XOR-based meaningful VSS scheme was presented by various researchers >?!-23), where a secret image
was encoded into meaningful shares using a cover image. Recent meaningful share-based scheme ¥ adopts integer wavelet
transform which provides more embedding capacity. Grayscale visual cryptography scheme > proposed recently employs
asymmetric key authentication. Moreover, meaningful share-based schemes were proposed (7:17-26-2) that offer the improved
visual version of the recovered secret image for grayscale and color image.

1.3 (2, m, n) lock and key share-based VSS (LK-VSS) scheme

The secret image is encrypted into two shares and each share is mandatory to retrieve the secret image for (2, 2) traditional VSS
schemes. Similarly, in the (k, n) threshold VSS scheme, any k shares from n shares are required to retrieve the secret information.
The major research gap of existing schemes is that it has no provision of a two-tier security model where shares from two different
hierarchy levels are needed for decryption. To gain a better understanding of the idea of LK-VSS scheme, a simple analogy is
presented. Consider an application scenario, where a restricted area can be accessed only by two authorized individuals who
have a piece of image called a share. These authorities are from the top management hierarchy of an organization like managers
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and assistant managers. The major constraint for the access of the restricted area is, the doors will be opened if shareholders are
available, one from each group of managers and assistant managers. The doors will not open if both the persons are available
from the same group like two managers or two assistant managers.

To address the above-mentioned issues, (2, m, n) LK-VSS schemes are used where a share is mandatory from the m lock
shares and another share is from the n key shares. (2, m, n) LK-VSS scheme is employed to boost the security of (2, n) RG-VSS
scheme. A dual sharing model is presented, wherein the initial set of shares is designated as lock shares, while the subsequent
set of shares is identified as key shares. Secret image retrieval is possible when any one share from each stage is present. Secret
image is not revealed if both shares are utilized from any one stage only. Despite this, their scheme is applicable for binary secret
image only and is constructing noisy shares. (2, m, n) LK-VSS scheme is also applicable to multi format secrets like grayscale
and color images.

1.4 Research Gap

The research gap of recent VSS schemes *'¥) which adopt the mechanism to encode the secret image into meaningless shares.
The randomness of these shares creates suspicion to intruders about hiding secret information in the shares. Existing (2, m, n)
lock and key share-based secret schemes are available which utilize two shares, one from m lock shares and the other from n
key shares to recover the secret image at the receiver. Moreover, major recent schemes generate meaningless share images. This
paper presents a novel (2, m, n) LK-VSS scheme for grayscale and color images where meaningful m lock shares and meaningful
n key shares are generated with the usage of secret and two cover images. Retrieval of the secret image needs two shares, one
from each m lock n key shares. Below is a summary of our contributions to the proposed model that addresses the shortcomings
of the current schemes.

o The proposed technique implements the meaningful share-based schemes where share images are not noisy and appear
natural or normal to the attackers. Espionage does not find the share images suspicious and this way, it significantly protects
the encrypted shares compared to meaningless share generation techniques.

« The novelty of the proposed model is that it provides two-tier security which overcomes the research gap of existing
schemes (1331421

o The proposed scheme is the novel approach to design the LK-VSS scheme by generating meaningful shares for multi-
format secret images like grayscale and color images.

o Therecovery of the lossless secret image at the recipient without pixel expansion problems, minimal computing complexity
and attaining necessary secrecy of the shares to the intruders are the key benefits of the proposed system over earlier
schemes.

The organization of the subsequent sections of the paper is as outlined below. In Section 2, the proposed scheme is presented.
Section 3 demonstrates experimental results, Section 4 exhibits performance analysis, and Section 5 concludes this paper.

2 Methodology

The proposed scheme expands (2, m, n) LK-VSS scheme for grayscale and color secret images using meaningful shares. Two
stages of shares exist, m meaningful lock and n meaningful key shares. Decryption of the secret image requires the presence of
a single share from both stages. The proposed scheme is applicable for grayscale as well as color secret images.

2.1 Encryption of secret image into lock and key shares

A secretimage G and two cover images C; and C,, are used in the encryption algorithm to generate two sets of meaningful shares
as m lock and n key shares. Each pixel of a secret image is manipulated with the pixel of cover images to produce encrypted
shares. Initially, first x bits (LSB) of the secret image pixel are examined and used to generate LSB of the pixel of generated
image R . The remaining (8-x) bits of image R is generated from MSB of cover image 1. The replica of the generated image R,
(m-1) times generates m meaningful lock shares as mentioned in the encryption algorithm. Image R, is employed to generate
n meaningful key shares. Boolean XOR operation is employed for the generation of the meaningful shares which results by
embedding the information of secret image and cover image.

The methodology for the meaningful lock and key share generation is depicted in the architecture of proposed scheme as
shown in Figure 1.
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Secret Image

G (MxN) m meaningful lock shares (Li) {L3) ....... {Lm)

Cover image 1 " Encryption m
C1 (M x N) m =  Process m m

n meaningful key shares (Ki) (K] ....... {Kn)

Cover image 2

Cz (M x N) m

Any one lock share from m meaningful
lock shares (L1) (L2) ....... (Lm)

. Recovered
m m m .| Decryption - Secret Image

= Process G (MxN)

Any one key share from n meaningful m
kev shares (K1) (Kz) ....... {Km)

Fig 1. Architecture of the proposed scheme

Encryption algorithm
Input: Grayscale secret image G(M xN), cover images (C;) (MxN) and (C,) (MxN)
Output: m meaningful lock shares (L;) (Ls) ....... (L,.)and
n meaningful key shares (K;) , (K3).......(K,,)
Step 1: For each pixel [i, j] where 1 <i< M, 1 <j <N, repeat steps 2 -7.
Step 2: For each secret image pixel [i, j], generate the first x bits (LSB) of R; (1 to x), where R, (1 to x) = G(1 tox) and x € {1,
4}
Step 3: Generate remaining (8-x) bits (MSB) of Ry (x+1 to 8), where R, (x+1 to 8) = C; (x+1 to 8).
Step 4: Compute first x bits (LSB) of R, (1 to x), where R5 (1 to x) = G (x+1 to 8) @ Ry (1 to x) where x € {1, 4}.
Step 5: Generate remaining (8-x) bits (MSB) of Ry (x+1 to 8), where Ry (x+1 to 8) = C, (x+1 to 8).
Step 6: Replicate value of Ry (i,j) m-1 times to generate m meaningful lock shares as (L;), (Ly),.....(L,,,).
Step 7: Replicate value of R, (i,j) n-1 times to generate n meaningful key shares as (K;),(K,).....(K,,).

2.2 Decryption of lock and key shares for secret recovery

Operation to decrypt the secret image is Boolean XOR between lock and key shares. The proposed scheme adopts the novel
concept of (2, m, n) structure which needs two shares at the receiver to decrypt the secret image. The user selects the first share
from m available lock shares and the second share is to be chosen from n key shares. As per the methodology of decryption
algorithm, LSB of recovered secret will be generated from LSB of lock share. Moreover, MSB of the revealed secret adopts little
computation at the receiver side as mentioned in the algorithm.

Decryption algorithm
Input: m meaningful Lock shares (L, ); (Ls); . . ; (L,,,). n meaningful key shares (K; ); (K5); .. 5 (K,,).
Output: Grayscale recovered secret image G'(MxN)
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Step 1: Generate first x bits (LSB) of G’ (1 to x), where G’ (1 tox) = L, (1 to x) and x € {1, 4}, where i is a lock share from 1,
2,...m.

Step 2: Generate remaining (8-x) bits (MSB) of G’ (x+1 to 8), where G’ (x+1 to 8) =L, (1 tox) @ K (1 to x), where j is a key
share from 1, 2,. . n. Here, @ symbolizes Boolean XOR operation.

The scheme adopts XOR-based operation which requires light-weight computations. It provides a two-tier sharing model as
security is a prime concern.

« Lemma 1: Two shares are needed for the decryption of a secret image at receiver, where any one share from each stage is
essential.

Proof: The secret image is retrieved by utilizing two shares at the receiver. The selection of one share from each stage is obligatory.
Lock and key shares are represented by L and K respectively. L is any one lock share out of m lock shares denoted as (L, ), (Ly),
....... , (L,,,). Moreover, K is any one key share out of n key shares denoted as (K;), (K5), .......(K,,).

As a case study, consider a scenario where the user selects required share from m lock shares. None of the key share are
chosen from n key shares. First x bits (LSB) of recovered secret image G’ (1 to x) will be generated from one lock share as
mentioned in Equation (1) which is the required methodology of decryption algorithm. However, to generate the remaining
(8-x) bits, one lock share from m lock shares and one key share out of n key share is essential as mentioned in the Equation (2).
As a consequence, G’ (x+1 to 8) will be the XOR operation between two chosen lock shares as shown in Equation (3) which
results in G’ (x+1 to 8) = 0. Hence, the retrieved image G’ does not disclose the secret image as the higher nibble of G’ (x+1 to
8) contains no information.

G’ (1tox) = Li(1tox) (1)
G’ (x+1to8) = Li(1tox) ® Kj(ltox) (2)
G’ (x+1to8)= Li(ltoxz) @ Li(ltox) (3)

o Lemma 2: Shares generated by the proposed scheme which are either lock share or key share represent no information
regarding the secret.

Proof: The proposed model constructs m lock and n key shares. As per the encryption algorithm, higher nibble generated in R,
is similar to C; . Thus, R; looks similar to C; as higher nibble contains major information compared to lower nibble. Similarly,
R, is identical to C,. Hence, none of the shares discloses any plain information pertaining to the secret image.

Hence, the user cannot recover the secret image if both shares are picked from a stage which is described in Lemma 1. Lemma
2 states that partial information of the secret image is not leaked through any meaningful lock or key share, which fulfills the
security criteria of the VSS scheme.

3 Results and Discussion

This section demonstrates simulation outputs of the proposed scheme. We have executed experiments to test the effectiveness
of our scheme on 512 x 512 images with Microsoft Visual C# 2008 with an 11" Gen Intel(R) Core (TM) i3-1115G4 @ 3.00 GHz
CPU and 8 GB of RAM. The proposed scheme is implemented for (2, 2, 2) scheme. The secret image of Figure 2(a) is encrypted
into 2 meaningful lock shares as shown in Figure 2(d) - (e). The generated lock share holds the confidentiality of the encrypted
share although visually it is similar to the cover image 1. The reason for the visual similarity is demonstrated in the encryption
algorithm. Moreover, 2 meaningful key shares are shown in Figure 2(f) - (g) by embedding the information of two cover images
of Figure 2(b) - (c). Figure 2 (h) illustrates the retrieved image. Similarly, Figure 3 displays the results of the experiment for the
secret color image.

The quality assessment of the proposed (2, 2, 2) LK-VSS scheme is shown in Table 1. Figure 4 shows the SSIM and correlation
of the proposed (2, 2, 2) LK-VSS scheme. Existing (2, m, n) LK-VSS schemes produce meaningless shares whereas the proposed
scheme generates meaningful shares with two in one decoding options. The proposed scheme is assessed with the quality
parameters as mentioned below:
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Fig 2. (a) Grayscale secret image G (b) Cover image C; (c) Cover image C, (d) Lock share L; (e) Lock share L, (f) Key share K; (g) Key
share K5 (h) Recovered image G’

3.1 Peak Signal Noise Ratio (PSNR)("

The Peak Signal Noise Ratio (PSNR) is an objective evaluation for quality of an image based on the difference in pixel values
between two images. A higher PSNR value denotes improved visual quality in the restored image. Mathematically, PSNR is
expressed by,

MAX?
= 4
Psvr= (g ) 8 (@)
Where MAX=255 for grayscale image and MSE is mean square error which is expressed as
1 m 3 3
MSE=—% > [X(i,j) =Y (i.]) (5)
mn i 53
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Fig 3. (a) Color secret image G (b) Cover image C; (c) Cover image C5 (d) Lock share L; (e) Lock share Ly (f) Key share K; (g) Key
share K, (h) Recovered image G’

3.2 Structural Similarity Index Measure (SSIM)("

Structural Similarity Index Measure (SSIM) is utilized to estimate the similarity between two images. Higher SSIM value implies
better similarity between two images. For two identical images, SSIM value is 1. It is expressed mathematically as shown below:

(2Mm'uy + cl) (20my + 02)

6
(21121 cy) (02 4024 c3) ©

2
Yy

¢, = (ky L)2,02 = (ko L)2 are two variables to stabilize the division with weak denominator, L is the dynamic range of the
pixel-values, k; = 0.01 and ky = 0.03 by default.

Where = mean for x, = mean for y, 02 = the variance of x, 62 = variance of y, o, = covariance of x and v,
x Yy x )
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3.3 Correlation G?

Correlation is a measure to express interrelation between two images. Higher correlation represents closeness of recovered
image with original secret image. Correlation is expressed as,

pla,y) = LY )
%y

Table 1. Objective numerical measurement

Image type Meaningful share L; Vs Meaningful share L, Vs Recovered Image G’
Cover image C; Cover image C | Vs Secret Image G
PSNR (dB) Grayscale 31.86 31.78 o)
Color 31.90 31.56 oo
1 1
nsss oses 1
O [ 0sss 1
N mssiM 0.984 | msm
p — Correlation 0992 1 Correlation
092 7
[ 059 |
099 ‘ I
nses - T T ¢ 086 -
L1vsCl L2vsC2 G'Vs G L1vsCl L2VsC2 G'VsG
(a) )

Fig 4. SSIM and correlation analysis (a) grayscale image, (b) color image

Table 2. Comparison between related schemes and the proposed scheme

Chen and Wang et. Liet.al® Rawat et. Mehrnahad Liu et. al Proposed
Juan @D al® al(19 et.al® (25) Scheme
Image format Grayscale and  Grayscale Color Grayscale Grayscale Grayscale Grayscale
color and color and color
Access struc- n,n k,n n, n t,n n, n n,n 2,m,n
ture
Recovery strat-  Boolean Two-in-One  Human Visual Boolean HVS and OMTAP- Boolean
egy [XOR] System (HVS) [XOR] Boolean VSS [XOR]
[XOR]
Number of nshares n shares n shares n shares n shares n shares m lock
shares shares and n
key shares
Share type Meaningful Meaningless ~ Meaningful Meaningless ~ Meaningful Meaningful =~ Meaningful
Pixel align- No Yes No Yes No No No
ment issue
Encoding strat-  Boolean Boolean DWT and Boolean Boolean OMTAP- Boolean
egy [XOR] [XOR] SVD methods  [XOR] [XOR] VSS  with [XOR]
AEK
XOR recovery Lossless Lossless Lossless Lossless Lossless Lossless Lossless
type
Two-tier secu- No No No No No No Yes
rity
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Table 1 shows the quality analysis of (2, 2, 2) scheme where PSNR, SSIM, and correlation are calculated between L; and
C;, Ly and C,, and G and G’ Figure 4 shows the SSIM and correlation of the recovered image with the original secret image.
The comparison of our scheme with related schemes (1:>>142125)is shown in Table 2. The proposed scheme provides meaningful

shares which improve the security aspect of images compared to >4, In comparison with (»>2%), the proposed scheme works

on multiple formats of secret image like grayscale and color images. Previous techniques have issues with pixel alignment 14,

however the suggested scheme is unaffected by this issue. The novelty of the proposed scheme can be stated as it provides a
two-tier security model compared to recent innovative schemes "->>1421:2and only two meaningful shares are needed at the
receiver instead of n shares compared to (321:2),

4 Conclusion

Share security is a prime concern in VSS schemes. Existing (2, m, n) LK-VSS schemes generate noisy shares. Hence, the proposed
novel scheme offers the advantage of meaningful shares. The major advantage of the proposed model is the security of the shares
is improved because the cover image information is extracted in encryption procedure. The PSNR value in Table 1 shows the
efficiency of the scheme with 31.86 (L, vs C;) and 31.78 (L, vs C,) for grayscale image. The proposed scheme is applicable to
grayscale and color secret images mainly into the environment where two-tier security is a major requirement. The proposed
scheme is applicable in a scenario where authorities of an organization want to get access to the restricted area. Lossless recovery
of the secret is possible when one share is chosen each from lock shares and key shares. In future, the proposed technique may
be enhanced for multi secret LK-VSS with meaningful shares.
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