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Abstract

Objectives: Counterfeit products are becoming a global problem where
consumers are fooled into buying fake goods without being able to verify
their authenticity. By taking advantage of the secure and transparent nature
of blockchain, this work aims to establish a system for consumers to verify
the authenticity of products. Methods: Recently, blockchain has become more
popular because it fosters trust between untrusted participants. A blockchain
is a decentralized, distributed, and digital ledger that records transactions by
means of blocks. It is a security technology that does not allow anyone to
change or hack the block. Using blockchain technology, customers do not have
to rely on third parties to confirm product originality. Findings: This work
will show the effectiveness of blockchain. Blockchain creates a more secure
and transparent system for product authentication. It helps in identifying
counterfeit products entering the market and increases consumer confidence
during purchase. The comparison of the transaction send rate and the average
latency for each type of transaction is elaborated. The CPU consumption
for each transaction type Add, Query, and Query-all are 1.81%, 1.11% and
1.27% respectively. The memory consumption by add, Query and Query all
are respectively 53MB, 45MB and 92 MB. Novelty: Blockchain technology
helps manufacturers to add real product serial numbers into the ledgers. The
serial number stored in the ledger is protected from tampering. The stored
serial number helps consumers check the authenticity of a product before
buying it. To verify that a manufacturer or trader is genuine, consumers may
also submit reviews of the products they purchase. The deeper integration
of consumer reviews within the system offers a novel approach to enhancing
trust and transparency in the verification process. We have also developed a
user-friendly interface for manufacturers, sellers, and customers, enhancing
the novelty of our solution.
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1 Introduction

A counterfeit product is a weaker imitation of the original with the main objective of
imitating luxury goods at a lower price to stimulate savings for consumers. Nowadays,
the quality of such products has rapidly developed over recent years, and today, they
are almost in line with their original product. According to the Organization for
Economic Cooperation and Development (OECD), worldwide trade in counterfeit
goods has grown at a constant rate over the last few years. It is now accounting for 3.3%.
Figure 1 lists the industries that are affected by counterfeit products and shows that
the footwear and clothing industries are the most affected industries". Counterfeits
take away revenue from original brands and, depending on the type of products, like
pharmaceuticals and beauty products, can seriously harm the health of consumers.

One of the biggest challenges in combating counterfeit products is identifying them.
Counterfeiters have become increasingly sophisticated in their methods, making it
difficult for consumers and regulators to distinguish fake products from genuine ones.
Counterfeit items can be made to seem to be indistinguishable from real items, with just
minor contrasts that are frequently challenging to recognize. As a result, consumers may
purchase counterfeit goods without realizing it, which can have serious consequences.
Due to a lack of trust, counterfeit goods are making consumers more reluctant to buy
products on the internet. Authentic brands, on the one hand, are affected when they
lose business®.

On the other hand, uninformed consumers are helping counterfeit brands to make
money while hurting legitimate brands’ profitability and success. These problems have
created a huge need for a reliable way to authenticate products before purchase,
especially when they are exchanged between consumers. Fake goods have been a
problem for a while on the global market. Given the rise in counterfeit goods on the
market, it is now essential to have a safe and effective system for tracking products and
ensuring their authenticity. By offering a decentralized and tamper-proof mechanism
to distinguish and trace products from their starting place to their last objective,
blockchain technology can play a critical part in tackling this issue.

Trade in fake goods

B Footwear

B Clothing

B Leather goods

B Electrical equipments
B \Watches

B medical equipments
B Cosmetics

B Toy

B Jewellery

B pharmaceutical

Fig 1. Percentage of Counterfeiting in various sectors
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In today’s world, blockchain technology offers a dependable way to build a platform where customers can trust each other.
Tracking and verifying the authenticity of products can be made easier and safer with the help of blockchain technology.
Blockchain is a distributed ledger that securely and without permission records transactions. A distinct cryptographic hash
connects each block of the blockchain to the block that came before it, resulting in an unbroken record chain. The immutability
and security of the data that is stored on the blockchain are ensured by the fact that a block cannot be changed or deleted after it
is added to the system. A blockchain platform is a medium through which users can interact with a blockchain and its network,
whereas a blockchain network is a distributed ledger infrastructure. Blockchain platforms are designed to be scalable and act
as extensions of existing blockchain infrastructure, enabling information exchange and service usage directly from within that
framework. Developers can create tokens to represent any digital asset, track its ownership and perform its functions according
to programming instructions. Each product is given a unique digital identifier that is recorded on the blockchain ledger in a
system that is based on blockchains for product identification. This identifier can be utilized to confirm the validness of the
item at each phase of the network. By comparing a product’s digital identifier to the data stored on the blockchain, anyone with
access to the blockchain can verify the product’s authenticity.

There are many research contributions to combat counterfeit products. In the paper®), the authors look at how blockchain
can help to stop fake products that trick customers and suggest that government subsidies can make blockchain even more
effective. It finds that supporting blockchain could be better for everyone than strict enforcement. Implementing blockchain
technology could help customers avoid buying fakes and benefit society as a whole. This work considers only a single
manufacturer. The authors in ) suggest that blockchain can help stop fake goods in sustainable supply chains by using insights
from interviews with experts, technology specialists, and case studies. They investigate the barriers to using blockchain and
the ways to overcome them. They suggested a framework for improving traceability, authentication, and accountability. This
work focuses on manufacturing and does not apply to other industries. A serious issue of counterfeit medicine is addressed
in ®)and proposes a blockchain-based framework to combat it. The study includes interviews and content analysis to understand
the problem, explore specific use cases, and find that the blockchain solution is secure, scalable, and user-friendly. This work
relies on physical packaging for verification. Fake Product Identification for Small and Medium Firms (FPISMF), a blockchain-
based solution using Hyperledger and AES encryption to help businesses detect counterfeit products and protect their brand
reputation is proposed in(®. Product and customer information is encrypted and stored on the blockchain, with the system
using chaincode in a secure, containerized environment. The problem with this work is that the processing time could be
higher.

TrustChain, a blockchain-based decentralized mobile application system ), was designed for supply chain traceability across
various manufacturing industries. TrustChain utilizes blockchain technology and decentralized storage to securely record
product histories and help with product authentication and origin tracking. TrustChain offers a transparent solution for both
companies and consumers to verify product authenticity and combat counterfeit products. This work relies on time-consuming
manual QR code generation. The paper ® talks about how fake products are a big problem in the textile industry, hurting both
consumers and honest businesses. It suggests using blockchain technology to keep records secure and unchangeable. Blockchain
can make sure products are real by tracking their journey from start to finish. This not only helps companies protect their
reputation and helps customers stay safe, but it also makes it easy for people to verify if a product is genuine using their phone.
Opverall, all these papers are about using modern blockchain technology to fight counterfeit goods and make things better for
humanity. In®), the authors proposed a reliable Blockchain-based Biometric Authentication Solution (BBAS) for the Aadhar.
They developed a hybrid scheme that uses a blockchain to store the hash value of the biometric and a trusted third party to store
the original biometric file to enhance the security of the Aadhar-based verification system. The blockchain-based supply chain
system may need more improvement, such as integration into existing supply chains, the ability to handle large-scale supply
chains, interoperability between different blockchain systems, and data privacy. In summary the research shows that blockchain
technology can effectively combat counterfeit in many fields like pharmaceuticals, food, textile, banking, insurance and Aadhar
based verification. Researchers’ opinion is that government subsidiaries, strict enforcement and integrating blockchain with
existing systems can stop fake goods. This would benefit consumers and society more.

The adoption of blockchain offers incredible potential for each stage of the product and gives organizations tailor-made
tools to deal with counterfeiting. They use distributed ledger technology to create a digital footprint for the entire supply chain.
Automated platforms reduce the risk of fraud by streamlining the supply chain’s flow of money and services ). Legacy systems
can easily be integrated with blockchain-powered counterfeiting solutions. This makes blockchain technology a cost-effective
solution for industries to combat counterfeiting. For example, legitimate manufacturers can claim primary ownership of their
products, and this increases consumer confidence that they are buying genuine products. Overall, blockchain reduces fraud
and improves anti-counterfeiting measures across supply chains.
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To meet such requirements, we propose a new blockchain-based anti-counterfeiting system in this work. A full protocol
is launched to allow any party, including manufacturers, sellers, and customers, to transfer and prove ownership of products.
An important advantage of the proposed system is that consumers can review the products they receive and add reviews to
the system for a specific product. Table 1 highlights the comparative analysis of existing work with the proposed one. Most of
the works related to blockchain are study-based, and papers that discuss the implementation are considered for comparative
analysis.

Table 1. Comparative Analysis with Existing Work

Work Industry Scal-  Blockchain  Limitations Identified Reviews
abil- platform incorpo-
ity rated

Framework to prevent Medicine No Private Not a cost-effective solution No

medicine counterfeit )

FPISMF (©) Small and Yes Private More complexity as it uses encryption No

Medium methods
industry

TrustChain ) General Yes Private Not a cost-effective solution, as gas(payment No

term) is used as cost for transactions

Framework for Textile No Private Complexity No

counterfeiting in

Textile ®)

Proposed framework General Yes Public - Yes

2 Methodology
2.1. System model

The proposed architecture given in Figure 2 shows how the participant applies and becomes a member. It also shows the
transaction and ledger management. The elaboration is given in the following subsection.

2.2. Proposed Work

Our application involves three major participants: The Manufacturer, The Seller, and The Consumer. The admin provides the
manufacturer, seller and consumer with the required credentials to access the system.

1. Manufacturer: The manufacturer has the authority to add products they produce and information on the sellers to whom
they are selling, ensuring no counterfeiting. The manufacturer can also retrieve information on all consumers who have
bought their products.

2. Seller: The seller can add information on the consumer to whom the product is being sold. The seller can also retrieve
the information related to the list of consumers and products.

3. Consumer: The consumer can authenticate whether a product is genuine before buying it and provide reviews on the
products they have purchased.

The system architecture consists of a Membership Service Provider (MSP) that creates three different types of network
participants: Manufacturer, Seller, and Consumer. The participants’ roles determine their login credentials, which are validated
by the Certificate Authority. The MSP ensures that all participants, including consumers, sellers, and manufacturers, are
authorized to add and query transactions. The MSP also enrolls new participants after verifying their identities. It generates and
supplies cryptographic keys and assigns appropriate permissions to the participants. When a participant accesses the website,
an endpoint is triggered that connects the system to the network. The system authorizes the user by checking if the user is
enrolled in the network and then allows the participant to perform various operations depending on their role.

Backend initiation involves creating orders and adding them to the channel using the Raft Consensus Algorithm. Shell
scripts facilitate peers joining the channel, deploying the chaincode, and initializing smart contracts. Smart contracts, written
in Go, link various system functionalities with the blockchain. These functionalities include adding products, adding orders,
querying products, querying consumers, checking product authenticity, and reviewing products by consumers. Each smart
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contract trigger adds a transaction to the blockchain and updates the world state database. We use CouchDB to manage our
database operations. As the default state database for the Hyperledger Fabric network, CouchDB is a NoSQL document-oriented
database that stores the data in JSON format and is highly scalable and resilient.

The Hyperledger Fabric network consists of the transaction management system and the ledger management system.
The transaction management system facilitates the transfer of products between the manufacturer, seller, and customers.
Transactions are digitally signed using cryptographic techniques to ensure authenticity and integrity. Before a transaction is
added to the blockchain, it undergoes validation. Once validated, transactions are included in a block and require confirmation
by the network, with the number of confirmations indicating transaction security. Our Raft consensus algorithm supports this
process. Raft ensure all nodes agree on the ledger’s state before and after adding a transaction. It manages the ordering service,
creating transactions, and forming blocks. The consensus process involves leader election, where a node is randomly elected as
the leader and other nodes become followers. The leader validates and proposes transactions to the followers. Once the majority
of followers acknowledge the transactions, the leader adds them to the ledger. The transactions are then verified and committed
to the block. The ledger management system records all transactions, such as adding and querying products. Transactions are
validated, added, and maintained by a network of distributed nodes. Our design is a decentralized and tamper-proof system to
ensure the authenticity of products and increase consumer trust.

-T— Application
(ReactJs)
7\ Backend Initiation
Client .
Dashboard (
Hyperledger Fabric Network Creation of Peers
L and Orderers
Router makes the \
appropriate API Call >
(REST) NodeJS Transaction Ledger Management Generation
Management of crypto-
Register/ y config
Login T
l;\
\J . !
[ ‘“E“'hel:"glc"‘e[' Transactions Data stored i
Membership Service| =""" “!1€1 . in Blockchain as blocks onsensus
Diovider Certificate Authority Algorithm
R — Initialise Smart
Contracts
Various i
Organizations
"
Y
Create and Join
Manufacturer Seller | Channel
‘_
[CouchDB] « - > Channel
E Update Anchor
: Peers
World State Consumer

Fig 2. Architecture of Proposed framework
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Table 2. Add Product, Seller and Consumer

Algorithm 1 Add Product

Algorithm 2 Add Seller

Algorithm 3 Add Consumer

Input:Product Id, Product Name, Brand,
Colour, Price, Size, Owner, Seller Id
Function:createProduct() this.Productld <«
Product Id this. Product Name < Product
Name this.Brand < Brand this.Colour <+
Colour this. Price < Price this.Size < Size
this.Owner <— Owner this. Seller Id < Seller
Id

if Arguments == 8 then

Product [JProduct.JSON Add Product.JSON
into the ledger

else Throw errorend if

Input:Sellerld, Seller Name, Manager
Name, ManagerId, Brand

Function  createSeller()  this.SellerId
«Seller Id this.Seller Name < Seller
Name this.Manager Name<— Manager
Name this.Managerld<—  Managerld
this.Brand<+ Brand

if Arguments == 5 then Seller
<Seller.JSON Add Seller.JSON into
the ledger

elseThrowerrorend if

Input:Productld, Product Name, Con-
sumer Name, Address, Phone Number,
Mail, Seller Id, Seller Name

Function: createConsumer()
this.ProductId«— Productld
this.ProductName < Product Name
this.Consumer Name <—Consumer
Name this.Address<— Address
this.PhoneNumber < Phone Num-

ber this.Mail<— Mail this.Seller Id <—Seller
1d this.Seller Name < Seller Name
ifArguments == 8 then consumer
<onsumer.JSON Add consumer.JSON
into the ledger

elseThrowerrorend if

Algorithm 4 Query Products

Algorithm 5 Query Sellers

Algorithm 6 Query Consumers

Function: query AllProducts() Product[]+=
get(Items From Ledger) return product;
Input:Item Number

Function: query Product()
product«—get(Item Number) return product:

Function: query AllSellers() seller[]+=
get(sellersFrom Ledger) return sellers;
Input:Seller Number
Function:querySeller() seller<—get(Seller
Number) return seller:

Function: query AllConsumers() Con-
sumer[]+= get(Consumers From Ledger)
return consumer;

Input:Consumer Number
Function:queryConsumer() consumer
get(Consumer Number) return consumer:

Algorithm 7 Change Product Owner

Algorithm 8 Add Review

Algorithm 9 Query Reviews

Input: Item Number, Owner

Function : change ProductOwner() Produc-
tIdGetStateByKey(Productld) Set this.Owner
Owner

if Arguments == 2 then product prod-
uct.JSON Add new product.JSONinto the
ledger

elseThrowerror end if

Input: Product Name, Seller Name, Rating

Function: add review() this.Product
Name < Product Name this.Seller Name
< Seller Name this.Rating < Rating

ifArguments == 3then  review
review.JSON Add review.JSON into
the ledger

Input:Product Name

Function :queryreview() Product Name
< GetStateByKey (Product Name)

if Product Name.hasFound()then Display
all the review ratings of the product return
true;

elsereturnfalse;end if

elseThrowerrorend if

2.3. Smart Contracts and Chaincode

The smart contract for adding and querying the product, seller, and customer is elaborated in this section. Adding a product,
a manufacturer must create a distinctive digital record of the product on the blockchain network to add it to the network. The
products name, product ID, brand, price, size, and any other pertinent information are all included in this record. The first
step would be for the manufacturer to log in using the admin-provided credentials, which are authenticated. The second step
includes adding a new transaction to the blockchain that contains the product identifier as well as any other crucial information.
The manufacturer would then have to broadcast this transaction to the network so that other users could confirm it. Upon
confirmation of the transaction, the item’s digital record will be added to the blockchain. Adding Seller, the seller’s name, seller
ID, manager name, manager ID, and brand are included in this record. The manufacturer would then have to broadcast this
transaction to the network and get it verified by the neighboring nodes within the confines of the smart contract defined below;
upon confirmation of the transaction, the seller record would be added to the blockchain. Adding Consumer: a seller must
create a unique digital record of the consumer on the blockchain network to add it to the network. The consumer’s name, email
address, phone, and other pertinent information are all included in this record. The first step would be for the seller to log
in using the authenticated admin-provided credentials. The second step includes adding a new transaction to the blockchain
that contains the consumer identifier as well as any other crucial information. The seller would then have to broadcast this
transaction to the network so that other users could confirm it by agreeing upon the smart contracts defined. Upon confirmation
of the transaction, the consumer’s digital record would be added to the blockchain. The algorithm for adding product, seller
and consumer is given in Table 2: algorithm 1, 2, and 3. Query Product/Query Consumer/Query Seller: While querying on
the network, a specific search identifier is asked for, and the application search tool would then return the relevant data, which
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includes product, seller, and consumer details, stored on the blockchain. The smart contract will retrieve the data, iterate it and
send it to the front-end. The algorithm for querying the product, seller, and consumer are given in Table 2: algorithm 4, 5, 6.

Our blockchain system provides a transparent and immutable record of the contract’s execution and state changes as they
occur. The product moves from one hand to another in the chain, which requires transparency and security. A high level of
security and transparency in contract execution can be achieved with blockchain smart contract authentication, which takes
the unique identifier as input and gives out the details of the product if registered with the blockchain’s immutable records. The
smart contract would create a new transaction on the blockchain connecting the previous transactions which were held by the
preceding owner. The typical process would involve verifying the current owner; once verified; transfer it to the new owner by
adding the new transaction and getting it verified by the neighboring nodes. Once verified, the transaction is updated in the
product record. The process also includes the option for the customer to review the product they have purchased in order to
recommend other consumers to buy the product from the particular seller or not. The algorithm to change owner, add review
and query review are given in Table 2: algorithms 7, 8, 9. The process typically involves identifying the asset that needs to be
queried and then querying the blockchain with the help of the smart contract. Once the verified records are retrieved, iterate
through all the records and display them on our front-end application. Query Purchase History of Consumer query uses the
consumer’s contact number to find the products that the consumer has purchased.

2.4. Client Application

The user- friendly interface for manufacturer, seller and customers is very essential !V for a supply chain system. The user
interface is often referred to as the client application for our blockchain fake product identification application. The users can
interact with the blockchain using this application. Different tasks like adding products, sellers, customers, product reviews,
and querying are carried out using this application interface. Upon redirecting to different pages and providing the required
inputs, endpoints are triggered in the backend, which gives back the response for a valid query to be rendered on the front
end. Manufacturers, as they log in, can add product details and seller details as well as view consumers who have bought their
products. Sellers, as they log in, can add consumers, query the products they have, and view the list of products and consumer
details. Consumers who log in can authenticate the product they have bought and check if the product has really come from
the manufacturer by checking its history. They can also drop in the reviews of the product and query them. The manufacturer
dashboard, seller dashboard and consumer dashboard are given in Figures 3 and 4, and Figure 5, respectively. The products,
sellers, consumers and reviews, added using smart contracts, are stored in the ledger and are queried from the ledger.

‘Add Product

Fig 3. Manufacturer Dashboard for adding and querying

Fig 4. Seller Dashboard for adding and querying
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Fig 5. Consumer Dashboard for adding and querying .

3 Results and discussion

A system for identifying fake products using blockchain technology may be an efficient way to deal with the rising
issue of counterfeit goods'?. The blockchain-based security systems can be applied to any application, such as cross-
border e-commerce systems!?) integrated circuits (IC) 1), pharmaceutical supply chains !, and many others. A secure and
unchangeable record of the complete supply chain, from the manufacturer to the final consumer, can be provided via our end-
to-end blockchain system (19 (17) (18),

By using blockchain technology, our fake product identification system can offer several advantages, like - increased
transparency and accountability in the system, as manufacturers, Sellers and consumers can access and verify the product
information; Improved traceability, as the blockchain records can provide a complete history of the product’s journey from the
manufacturer to the consumer using our query history product feature with which any of the consumers can trace the roots of
the product.

With the RAFT consensus algorithm, the security aspect is taken care of, as in raft, the immutable and the requirement for
consensus from neighboring nodes of the blockchain ensures that the product information is tamper-proof. By introducing a
token for login for users, the risks of fraud and counterfeiting have been reduced, as the blockchain-based system can detect
and prevent any attempts to introduce fake products into the supply chain in case the token is invalid. We measure all successful
transactions for a test cycle.

We also measure the time it takes for an issued transaction to be completed and for a response to be available to the application
that issued the transaction. The maximum, minimum and average latency for the test cycle is provided inFigure 6. In our system,
we have three major types of transactions: insert or add a new transaction onto the block, query the already existing blocks and
query all the transactions based on the given attribute. We compare the Transaction Send Rate vs the Average Latency for each
one of them, and the comparison is shown in Figure 7.

CPU consumption for Add, Query and Query-all are respectively 1.81%, 1.11% and 1.27%. CPU usage statistics are obtained
using the command docker stats, which provides real-time resource usage statistics.

Memory consumption for Add Query and Query all are respectively 53MB, 45MB and 92 MB. Memory usage can be
recorded periodically to evaluate the resource utilization and efficiency of the blockchain framework. Proposed work adopts
a minimalist approach by utilizing minimal services and optimizes memory usage and allocates resources more efficiently by
avoiding unnecessary or redundant services. Additionally, ledger is maintained in a JSON format, a lightweight data-interchange
format that is easy to parse and consumes less memory than other formats such as XML. The proposed work minimizes the
memory requirements for storing and processing the ledger information by storing the ledger data in JSON format.

4 Conclusion

This study introduces a novel approach to combating counterfeit products by using blockchain technology which provides a user
friendly interface for the manufacturer, seller and customer. The consumer can submit a review on the product they purchased.
This review, which is stored on the blockchain, can be used by other sellers and consumers to verify that a manufacturer
is genuine. The deeper integration of consumer reviews within the system offers a novel approach to enhancing trust and
transparency in the verification process. Our study details the transaction send rate and average latency for different transaction
types. CPU consumption for Add, Query, and Query-all transactions is 1.81%, 1.11%, and 1.27%, respectively, while memory
consumption is 53MB, 45MB, and 92MB, respectively. Our current implementation involves only three parties—manufacturers,
consumers, and sellers—excluding second-hand buyers. Future efforts will address this limitation by expanding the system to
include second-hand buyers, making it more user-friendly and effective.
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