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Abstract

Background/Objectives: Cyber-physical systems (CPSs) form the critical
infrastructure for many nations like smart grids, home automation, smart
cities, smart health care, smart automobiles, etc. These systems are susceptible
to various attacks due to their wider surface area. Cyber-attacks on these
systems can interrupt the critical services provided by them. Thus, intrusion
detection frameworks (IDFs) are needed to identify the attacks on CPSs so
that countermeasures can be taken to minimize the harm of such attacks.
Limitations of existing IDFs are poor detection rate, high detection time, high
false alarm rate, and large space and time complexities. The objective of this
study is to design hybrid-enhanced IDFs to overcome these issues. Methods:
Two enhanced IDFs are proposed in this research work. SelectKBest-MI (mutual
information), framework fuses two filter-based feature selection techniques
namely SelectKBest and mutual information for selecting optimal features,
and the Random Forest (RF) is utilized as a classifier. The second proposed
IDF is named CNN-SVM-GWO. Convolutional Neural Network (CNN) is used
for extraction of attributes, Support Vector Machine (SVM) and Gray Wolf
Optimizer (GWO) are used for the optimal number of feature selection, RF and
Extreme Gradient Boosting (XGB) classifiers are used for intrusion detection.
Two datasets have been used: CICIDS2017 and CIC-1oT-2023. Parameters
considered for comparison with existing techniques are accuracy, precision,
recall, F1-score, and prediction time. Findings: Implementation of SelectkBest-
MI framework using the CICIDS2017 dataset, results in better accuracy of
99.99%, precision of 0.99, recall of 0.99, F1-score 0.99 for binary classification.
Implementation of CNN-SVM-GWO framework using CIC-loT-2023 dataset
results in accuracy 99.60%(RF), 99.49(XGB), precision 0.99, recall 0.99, F1-
score 0.99. Novelty: CNN-SVM-GWO IDF prediction time is 0.75 seconds (RF)
and 0.078 seconds (XGB). The proposed model has reduced time complexity.
Novel hybrid IDFs for optimal feature selection are proposed with enhanced
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efficiency.
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1 Introduction

Cyber-physical systems (CPSs) have become integral to various aspects of our daily
lives, including applications in automotive technology, medical monitoring, smart grids,
and industrial control systems. Since CPSs have a wider surface area, these systems are
susceptible to various kinds of attacks/threats. Developing a robust intrusion detection
system presents a significant challenge due to the complexity of sophisticated attacks.
Although numerous IDFs for CPSs exist, they have limitations like poor identification
rate, high false positive rate, elevated time and space complexities, etc. Hence, there
arises a necessity to formulate enhanced hybrid IDFs capable of proficiently detecting
various types of attacks on CPSs and overcoming the limitations of the existing
frameworks.

1.1 Related Work

Hybrid IDFs for CPS are crucial for enhancing network security!). Feature selection
plays a vital role in optimizing intrusion detection systems by reducing redundant
features and improving performance?. Various techniques like Boruta feature
selection and improved grey wolf optimizations (IGWO) have been proposed to
efficiently select relevant features for detecting cyber threats in datasets like CICIDS-
2017 and CIC-I0T-2023 ?). Additionally, hybrid optimization approaches combining
ABC and Grasshopper optimization techniques have been utilized to enhance feature
selection efficiency and overall system performance in detecting network intrusions .
By integrating these advanced feature selection methods with machine learning
algorithms like XGBoost and support vector machines (SVM), intrusion detection
frameworks can achieve high accuracy rates, crucial for securing CPS environments
against evolving cyber-attacks. Tables 1 and 2 and Table 3 represent the recent existing
hybrid IDFs.

1.2 Drawbacks of existing work

In), only one feature selection technique i.e. information gain is used to select the
features; whereas if combined two or more techniques for feature selection, then the best
features can be selected. In® , the model proposed can identify only one type of attack
i.e. (DDoS). So, there is a need to develop the IDS which can identify multiple types
of attacks on CPS. In®® , proposed model but it does not perform well with infrequent
traffic. In(®, testing time can further be improved.

In"”) accuracy can further be improved. In® research gaps have been identified
as improving the machine learning robustness, identifying zero-day attacks, and
improving security measures for CPS. In) the proper utilization of nature-inspired
metaheuristic algorithms has been specified as a research gap. In(') handling high
dimensionality, data imbalance, and missing data effectively has been identified as gaps.

From the literature review, we have concluded that although there exist multiple
IDFs they have certain limitations like high false positive rate, high space, and time
complexities, need to improve accuracy, high prediction time, high training time, unable
to deal with class imbalance problem, unable to identify zero-day attacks.

https://www.indjst.org/ 3070


https://www.indjst.org/

Jietal. /Indian Journal of Science and Technology 2024;17(30):3069-3079

1.3 Overcoming limitations through the proposed frameworks

A reliable and effective method for choosing features in the detection of intrusion for CPS is provided by the CNN-SelectKBest
technique. It’s the ideal option for creating dependable and efficient IDS in contemporary CPS contexts because of its capacity
to ensure scalability, increase feature representation, decrease dimensionality, boost detection accuracy, and adapt to complex
data. Secondly, The CNN-SVM-GWO technique is the ideal option for choosing features in the detection of intrusion for
CPS because of its better feature extraction, accurate feature evaluation, optimized selection procedure, enhanced reliability
of detection, adaptability, and scalability. Through the combination of CNN, SVM, and GWO strengths, this method offers a
strong, effective, and all-encompassing defense against cyberattacks, guaranteeing the safe and dependable functioning of CPS.
The proposed frameworks address the following issues detection rate is improved, false alarm rate is minimized, space and time

complexities are minimized.

Table 1. Hybrid IDFs for intrusion detection in CPSs

Reference Year Technique used for fea- Description Dataset PerformanceAccuracy Merits/Demerits

ture selection %(Acc) Detection
Rate (DR)False
Alarm Rate
(FAR)Precision
(Pr)F1-
score(F1)Recall
(Re) Time Cost (Tc)

an 2024  Mutual  information Logistic regression UNSWNBI5 Acc=97.05Pr=96.33 The model can
and subspace clustering  is utilized with NB, Re = 96.55 F1 = 96.45 detect both known
algorithms LGBM, and XGB FPR = 0.029 and unknown

for classification. attacks. Mutual
information  may
ignore  nonlinear
dependencies.
Financial and oper-
ational costs are
reduced thereby
reducing the false
alarms.

(12) 2024 Optimized extreme The classifier in IoT_ToN Acc=99Pr=1Re=1 One disadvantage
learning machine with  use is SVM. UNSWNBI5 Acc=86Pr=095Re is that, even if a
genetic algorithm and =0.84 feature doesn’t add
wrapper method anything to the

model, once it is
selected, it cannot
be removed. Fur-
thermore, because
open-source  tools
are used in this
model, its output
might not be repli-
cable in a real-world
environment.

a3 2023 Heterogenous Ensem- They use union NSL-KDD Acc=99.61Pr=0996 The best features
ble Feature Section operation to Re =0.996 F1 =0.996 have been deter-
method (HEFS) merge an out- ROC=1.0DR=0.996 mined by applying a

come attribute merit-based evalua-
subset of five tion that makes use
filtered  selection of feature-feature
techniques. and  feature-class
correlation.
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Table 2. Hybrid IDFs for intrusion detection in CPSs

Reference Year Technique used for fea-  Description Dataset Performance Merits/Demerits
ture selection

(£ 2023 Shapely values and The importance X-IIOTID Kdd- Acc = 99.72 Acc = Computational
genetic algorithm. of the features is  Cup99 NSL-KDD  99.98 Acc = 99.94 Pr  and commu-

evaluated using =0.99Re=0.99F1 = nication  costs
shapely  values 0.99 have been
while  genetic reduced. Median
algorithm-based imputation and
preprocessing standard scaling
is used for fea- results in the
ture  selection highest accuracy.
optimization.

(15) 2022 To find the most appro- ~ Using the ToTID20  NSL- Acc = 99.81 FPR = To  overcome
priate features, union, Bagging, Multi- KDD 0.027 Pr = 0.99 Re = the limitations
and intersection opera- layered Percep- 0.99 F1 = 099 AUC of each, two
tions are applied to the tron, J48, and = 98.50 Acc = 99.66  entropy-based
features that were cho- IBK  methods, FPR=0.004 Pr=0.99 choice of features
sen based on informa- the model is Re = 099 F1 = 0.99 techniques are
tion gain and gain ratio.  trained and AUC=99.6 used.

tested.

®) 2022 Forest Penalised Ada  boosting CCIDS 2017 Acc = 99.7 FNR = Does not per-
Attributes  integrated and bagging 0.053 FAR=0.004 F1 form well with
with Correlation  ensemble learn- =1DR=99Pr=0.99 infrequent
Feature Selection ing algorithms traffic.
(CFS-FPA) have been

exploited to
modify base
classifiers
Table 3. Hybrid IDFs for intrusion

Reference Year Technique used for Description Dataset Performance Merits/Demerits
feature selection

e 2020 Relationship-based Combining the C4.5, NSL-KDD AWID Acc = 99.8 Pr = Testing time has
Combining the RE and Forest by CCIDS 2017 0.987 DR = 0.998 been  reduced
BAT algorithm with  Penalising Attributes F1 = 0.998 FAR = from 997.94s to
feature selection  algorithms, a novel 0.001 Acc=99.5Pr 98.42s on the
(CFS-BAT) ensemble  approach =0.995DR=0.995 CICIDS-2017

has been presented. F1 = 0995 FAR =  dataset
0.001 Acc =99.9 Pr
=0.99 DR=0.99 F1
=0.99 FAR = 0.001
) 2020 Mutual information SVM and J48 as clas- UNSW-NB15 Acc=90.484(J48) GA results better

of GA, PSO, GWO,
Fire fly optimization

sifier.

Pr =0.84 TPR =
0.97 FNR = .0.28
FPR = 0.014 TNR
=0.85 F1 = 0.90
Acc =90.119(SVM)
Pr = 0.83 TPR =
.096 FNR = 0.031
FPR = 0.015 TNR
=0.84 F1 =0.89

FNR and TPR.
PSO results in
better precision
and TNR.

Continued on next page
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Table 3 continued

as 2019 A majority voting IDS using a decision NSL-KDD Acc=80.6Pr=0.96 Although  the
system is proposed tree classifier is pro- Re=0.69F1=0.80 efficiency is not
for selecting features.  posed. increased,  the

number of fea-
tures is dropped
which makes the
model simpler.

In Segment 1, we give a brief introduction to CPSs, the limitations of existing intrusion detection frameworks, need
for an enhanced framework for intrusion detection in CPSs. In section 2 we have discussed the proposed frameworks, by
implementing the proposed frameworks we concluded that proposed frameworks have better performance in comparison to
the existing frameworks for intrusion detection in CPSs. In section 3 we discuss the results. In section 4 we have concluded this
work.

2 Methodology

2.1 Development of SelectKBest-MI-based intrusion detection framework for CPSs

An enhanced intrusion detection framework for CPSs via optimal feature selection using Min-Max Normalization, SelectKBest,
and Mutual information for feature selection and Random Forest for binary classification has been proposed.

In this proposed framework we have used the publicly available dataset CCIDS2017. First, we preprocessed the dataset
by using Min-Max normalization, then we replaced the missing values in the dataset with zero, and next, we converted the
object values to numerical values. In step 2 split the data set into two ratios 80% for training and 20% for testing. In step 3
we have used a fusion of SelectKBest and mutual information features selection for choosing the best number of attributes and
dimensionality reduction. Through intensive experiments, we have found that by choosing the value of K=30 in the SelectKBest
feature selection technique, we get better performance, for the proposed model using RF as the classifier. Figure 1 represents
the proposed framework named SelectKBest-MI for the optimal choice of features and RF as the classifier.

2.2 CNN-SVM-GWO an Enhanced Metaheuristic technique-based intrusion detection framework
for CPSs

In this framework we have first preprocessed the dataset (CIC-10T-2023) by using Min-Max normalization then we have
replaced the NaN values with mode. CNN is used for feature extraction, GWO, and SVM are utilized for the optimal number of
feature selection, and RF and XGB classifiers are used for intrusion detection. Figure 2 shows the proposed framework CNN-
SVM-GWO for intrusion detection in CPSs.

Implementation of this framework using CIC-IoT-2023 dataset results in accuracy 99.53%(RF), 99.42(XGB), precision 0.99,
recall 0.99, F1-score 0.99. Model prediction time is 0.69 seconds (RF) and 0.078 seconds (XGB). The proposed model has
reduced time complexity in comparison to the existing models for IDS. By doing intensive experiments we have found that by
fixing the number of optimal features to be selected as 30(thirty) proposed model gives the best result.

3 Results and Discussion

3.1 Results of SelectKBest-MI based intrusion detection framework for CPSs

Within this segment, we have presented the various results and functionality analyses of the suggested SelectKBest-MI
framework for IDS in CPSs. Table 4 shows the implementation results.

By analyzing Table 4 we can conclude that the model achieves an accuracy of 99.99%, with a precision of 0.99, recall of 0.99,
and an F1-score of 0.99. Table 3 lists the names of selected optimal features for intrusion detection in CPSs. Figure 3 depicts the
relationship between the true positive rate and the false positive rate.

3.2 Results of CNN-SVM-GWO an Enhanced Metaheuristic technique-based intrusion detection
framework for CPSs

In this section, we have presented the various results and performance analyses of the proposed CNN-SVM-GWO framework
for IDS in CPSs. Table 5 lists the names of optimal selected features, we are getting after the execution of CNN for the extraction
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Input publically available dataset{CCIDS 2017) for intrusion
detection in CP3

i Freprocessing

Min-Max Normalization

Replacing MaM values with zero

Spliting dataset

[ Training set(S0%) ] [ Testing set(20%) ]

Opfimal feature selection by using union of SelectkBest and muitual
information using pipeline(where k= 30)

Random forest classifier is used for binary classification

Evaluation Metrices

Accuracy = 99.92% Recall = 0.99 F1-score =099

Fig 1. Proposed enhanced SelectKBest-MI intrusion detection framework for CPS
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Input Publicly available Dataset(CIC-loT-2023) for infrusion detection in CP3s

l

Pre-processing

Min-max Mormalization

¥

Replacing NaN values with mode

¥

Mumericalization

Splitting Dataset

//,\

Training set(80%) Testing set(20%)

» Feature Extraction using CNMN <

v

Optimal feature selection using SVM and GWO

v

Random Forest(RF) and Xtreme Gradient
Boosting(XGB) for classification

¥

Performance Evaluation

Accuracy= 99.60% Precision = 0.99, Recall =0.99, F1-score = 0.99,
Prediction time = 0.75 5, Training time = 39 47 5

RF

Accuracy= 99.50% Precision = 0.99, Recall =0.99, F1-score = 0.99,

XGB Prediction time = 0.078 s, Training time = 3.45 s

Fig 2. CNN-SVM-GWO framework for intrusion detection in CPSs

https://www.indjst.org/ 3075


https://www.indjst.org/

Jietal. /Indian Journal of Science and Technology 2024;17(30):3069-3079

Table 4. Performance Analysis of SelectKBest-MI framework using CICIDS2017 dataset

Metrics Random Forest Classifier
Accuracy 99.99%

Precision 0.99

Recall 0.99

F1-Score 0.99

Prediction time  4.4s

Table 5. List of selected optimal features using the SelectKBest-MI framework

S.No Name of Selected features S.No Name of Selected features
1. Port of Destination 23. Forward header length
2. Duration of Flow 24. Bwd header length
3. Length of all forward packets 25. Forward packets/s
4. The entire BWD packet length 26. Backward packets/s
5. Fwd Maximum packet length 27. Minimum length of packet
6. Fwd Minimum packet length 28. The maximum length of the packet
7. Fwd Mean packet length 29. Mean of Packet length
8. Fwd Standard packet length 30. Packet length std
9. Maximum Bwd length of packets 31. Variance of Packet length
10. Minimum Bwd length of packets 32. Synchronous Flag Counter
11. Mean Bwd length of packet 33. Push flag counter
12. Standard Bwd length of packet 34. Flag counter for URG
13. Flow IAT mean 35. Average Packet size
14. Flow IAT max 36. Average Forward size of the segment
15. Total Forward IAT 37. Average Backward size of Segment
16. Mean Forward IAT 38. Forward header length.1
17. Max Forward IAT 39. Forward Subflow Bytes
18. Total Backward IAT 40. Backward Subflow Bytes
19. Mean Backward IAT 41. Winbytes_Init_forward
20. Standard Backward IAT 42, Initial Win Bytes Forward
21. Maximum Backward IAT 43, win_size_minimum forward
22. Fwd PSH flags 44. Idle_Std
of attributes.

Table 6 shows the results we are getting after implementing the proposed model. By analyzing Table 7 we can conclude that
the model achieves an accuracy of 99.60%, with a precision of 0.99, recall of 0.99, and an F1-score of 0.99. Selecting only 21 out
of 46 features improves the response time for intrusion detection and reduces the frameworKk’s space complexity. In Table 8 we
have compared the results of the proposed techniques with the other similar techniques available in literature.

4 Discussion

From Table 8, it is concluded that the proposed approaches for intrusion detection in CPS perform better compared to the other
related techniques. In!?), a lightweight IDS has been proposed using the CIC-ToT-2023 dataset, getting an accuracy of 97.65%,
precision of 0.98, recall of 1.0, F1-score of 0.99; whereas the proposed IDF CNN-SVM-GWO results in better performance
accuracy (99.60% & 99.49%) in case of RF and XGB classifiers, respectively. Also, prediction time is very less i.e. (0.75s (RF)
& 0.078s (XGB)). In(®, CFS-BA has been used for feature selection then an ensemble of RF-C4.5-Forest PA is proposed as
the classifier using the CCIDS2017 dataset, getting accuracy (99.90%) and prediction time 98.42s; whereas our proposed IDF
Select-KBest-MI results in accuracy (99.99%) and prediction time 4.4s using CCIDS2017 dataset. SelectKBest-MI performs
better for intrusion detection in CPS because it effectively identifies and selects the most informative features, handles diverse
and noisy data, and adapts to evolving threats, all of which are critical for maintaining robust and efficient intrusion detection
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True Positive Rate (TPR)

0.8 -

0.6 -

0.4 -

0.2-

0.0-

Receiver Operating Characteristic (ROC) Curve

—— ROC Curve (AUC = 1.00)
=== Random Guessing

02 0.4 0.6 08 10
False Positive Rate (FPR)

Fig 3. Receiver operating curve

Table 6. List of selected optimal features from the CIC-10T-2023 dataset

S.No Name of Selected features

1. Flow duration

2. Header Length

3. Duration

4. Strate

5. Syn_flag number
6. Rst_flag_number
7. Ece_flag_number
8. fin_count

9. Rst_count

10. HTTP

11. HTTPS

12. SMTP

13. SSH

14. IRC

15. ICMP

16. Totsum

17. Min

18. Max

19. AVG

20. IAT

21. Radius

22. Covariance
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Table 7. Performance analysis of CNN-SVM-GWO framework using data set CIC-IoT-2023

Performance Random Forest Classifier = XGB Classifier
Accuracy 99.60% 99.49%
Precision 0.99 0.99

Recall 0.99 0.99

F1-Score 0.99 0.99

Training time 39.47s 3.45s
Prediction time  0.75s 0.078s

Table 8. Comparison of the proposed approaches with the state-of-the-art approaches

Author  Year Approach Accuracy Dataset Precision Recall F1-score Prediction
time
© 2020 CFS-BAT 99.90% CICIDS2017  0.99 0.99 0.9 98.42s
(19) 2024 Lightweight IDS 97.65% CIC-ToT- 0.98 1.0 0.99 -
2023
@ 2022 Coyote optimiza-  99.13% CICIDS2017  0.99 0.99 0.99 -
tion algorithm
Proposed 2024 Proposed 99.99% CICIDS2017 0.99 0.99 0.99 44s
approach Framework
(SelectKBest-MI)
Proposed 2024 Proposed frame- 99.60(RF) CIC-IoT- 0.99 0.99 0.99 0.75 s(RF)
approach work (CNN-SVM-  99.50(XGB) 2023 0.078s(XGB)
GWO)

in complex CPS environments. CNN-SVM-GWO IDF leverages the strengths of deep learning for feature extraction, robust
classification capabilities of SVM, and efficient optimization from GWO. This combination results in a powerful and adaptive
IDS that performs well in the complex and dynamic environments characteristics of CPS.

5 Conclusion

This research work has found that there is a need for dimensionality reduction of dataset features to enhance the overall efficacy
of the intrusion detection models; because all the features of the dataset need not contribute to intrusion detection. This
study has analyzed the various recent techniques for the selection of the optimal number of features for intrusion detection
deployed by different researchers. Two enhanced IDFs namely SelectKBest-MI and CNN-SVM-GWO have been proposed.
After implementing these frameworks, it is concluded that these proposed IDFs for intrusion detection in CPSs perform better
than the various existing frameworks. CNN-SVM-GWO frameworks select only 22 features out of 46 features from the CIC-
IoT-2023 dataset. It aids in lowering the suggested framework’s complexity in terms of time and space. Also, the prediction
time of the proposed model is improved. These models are implemented only for binary classification i.e. these models can
only identify whether an intrusion has occurred or not. In the future, these models can be extended for multiclassification of
intrusions. Proposed techniques can be extended for the multiclassification of intrusions by using the concept of mapping and
converting the different types of labels (attacks) into numeric format. Experimental code can be found at the following link:
SelectKBest-MI/CNN4.ipynb at main - RAM]JI1984/SelectKBest-MI (github.com).
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