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Abstract

Objectives: The main objective of this study is to enhance the flexibility of
microservice-based cloud applications, so they can cope with transient or short-
term failure conditions more effectively, providing a higher throughput of
cloud applications as a result. Methods: The comparison is done between
the existing or manual resilient patterns such as circuit breaker and retry
with a dynamically proposed retry patterns using a microservice application.
Findings: The short-term or transient failures in cloud based microservice
applications can occur for many reasons. Examples such as Network glitches,
service failures, timeouts of requests etc. These failures can bring down the
entire application resulting in a cascading of failures. Resiliency patterns are
used to protect these applications from failures. The widely used patterns
are circuit breaker and retry, with static configurations. It is possible that
the static configurations used in resiliency patterns might not support all
types of failures. Hence, a dynamic approach has been proposed to satisfy
all these transient failures of cloud. The analysis proves that the application
efficiency is balanced in dynamic retry than the static configurations of
resiliency pattern. Hence, performance can be increased up to 34.3%, which
means the availability can be ensured, in transient failure cases. Very little
research has been carried out on this resiliency pattern, and there are no
standards available for this pattern. When comparing with the existing adaptive
retry pattern the performance is increased up to 88.52%, while using a
microservice application. Novelty: A dynamically modified resilient pattern
is been proposed by incorporating additional parameters such as execution
time to the existing parameters of the static retry pattern. This is an individual
resilience pattern, which can perform independently when compared with
other dynamic resilience patterns.
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1 Introduction

Errors in networks arise for many reasons, they are network glitches, hardware issues, and busy traffic. Furthermore, the
unavailability of services or resources causes an application to fail. To survive these failures, cloud applications must be resilient
and bounce back from those failures. 2 In microservice, resilience is achieved using patterns like a circuit breaker, retry,
bulkhead, rate limiter, etc. These patterns are available in libraries, which can be utilized by specifying the manual configuration
parameters. From the available patterns, it is found that the circuit breaker pattern and the retry pattern was the widely
implemented pattern due to its simplicity and efficient way of handling of failures.>* These patterns are implemented either
through method-based implementation or proxy-based implementation. These patterns are widely implemented for transient
failure cases. And transient failures can be of many types, occasionally that might not suit the parametric values of these patterns.
The demand for these patterns is very high, but the problem of using these patterns is due to their manual configuration.

For the successful survival of these applications, the values or retrial requests have to be generated efficiently. The developers,
who develop such applications might be less aware of transient cases and may fail by storing misconfigured values. These kinds
of mistakes will bring the application down very often.® Hence the process of manual configuration has to be replaced by
auto-configuration procedures. The main motivation is to ensure a reliable and consistent deployment process of microservice
applications, which can reduce manual errors and provide a quicker recovery from cloud failures. The optimization of requests
is a crucial component of microservices applications. When it is not handled properly, the entire application that is made up of
services will fail cascading.

This research work is carried out to develop an automated retry pattern, which will execute based on the conditions of the
system. It is important to increase the availability of cloud applications hosted by distributed systems. ) Various types of cloud
failures exist, and they cannot be prevented under real time scenarios. Since static configurations can handle only one type of
failure, they are unsuitable for other cases. In terms of failures and execution time, the automated resilience pattern plays an
important role in selecting the appropriate values.

Research is carried out in these areas, for overcoming this problem of static configurations as follows: In the previous
work, an adaptive retry and adaptive circuit breaker was implemented, which is an automated resilience pattern. This pattern
incorporates the automation of circuit breaker pattern, by which based on the failure counter and the state of the circuit breaker,
the dynamic retry pattern was implemented. ®) The problem with this kind of dynamically formed retry pattern, is it increases
the complexity of the application since the number of retries and waiting time is determined based on the parameters of circuit
breaker pattern. In another analysis work, the retry pattern with initial backoff delay performs in a well-balanced way, compared
with exponential delay and maximum retries.

In the proposed methods, the dynamic retry pattern is calculated easily by targeting the execution time and failure counter.
The existing pattern involves either the static configurations or based on the behaviour of other patterns, these patterns are
dynamically calculated. Moreover, the proposed method is initially built inside the coding part, and it works successfully for
small to large applications.

2 Methodology

A cloud application was implemented using a microservice architecture named an Election Management System (EMS) using
a combination of two services. Each service was created in Java using Intellij Idea and libraries were added using spring boot
components. Additional dependency files are added using Maven. Whenever the user sends a request for a voting service that
runs in port 8081, it redirects the requests to the verify service, which runs in port 8080 for verification. The voting process
is carried on only if the verification process is successful. After the successful completion of voting, the successful response is
returned to the client that generates the request. In case of failure of requests, an error message will be displayed on the client
side. To generate requests, an Application Programming Interface was created using the Postman tool. It is used to record all
the get and post requests to the service.

The Figure 1 describes the process of microservice application. To make an application resilient, failures are injected into
it, and its behaviour pattern is analysed. Injecting a failure can be accomplished by shutting down the service, increasing CPU
load pressure, or increasing network latency. "!9) By keying the manual configurations, the static circuit breaker pattern and
the retry pattern were added to this application. Failures are incorporated using the principles of request overload and noisy
neighbours. ') The term request overload is bombarding the service with many requests at a given time. Applications with
many services, often suffer from this kind of request in cloud traffic, which might be happening for some specific services. The
term noisy neighbours refer to the concept of problems with their next services. In the existing pattern of circuit breaker and
retry patterns, during failures, the fallback pattern was incorporated into the code. This pattern will prevent the errors from
being displayed on the client’s screen.
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Fig 1. Sample Microservice Application

2.1 Resilience Pattern

As a renowned feature of cloud applications, the microservice architecture implements these patterns from available libraries
such as Hystrix, Resilience 4j, Polly, Selenium, etc. The widely used patterns of resilience are circuit breaker and retry patterns,
which have been implemented using the static configurations of the parameters. To fit into the distributed systems, applications
must be equipped with dynamically modified parameters to survive in these distributed systems. !?)

2.1.1 Circuit breaker

It is similar to the one used in electrical appliances. To free the service from overloaded requests, this pattern is used. The
retry pattern is often used for short-term failures, whereas this pattern is used for handling persistent failures. "> Out of all the
patterns, it is widely used due to its efficiency in surviving failure states. It is composed of three states, they are open, half-open,
and closed states. The closed state will forward the request as usual. When the service encounters repeated failures, the state
is shifted to open, which will stop the incoming service requests. After a stipulated duration, the state is again shifted to half-
open where only certain calls are permitted to service until they get a successful response. The behaviour of the circuit breaker
depends upon the parameter values specified in the parameters. The property specifications of circuit breakers are:

Table 1. Configuration parameters of Circuit breaker

Parameter Descriptions

failurerate_threshold Maximum failure limit, it can hold

Permitted_number_of_calls_in_half-open_state ~ Permitted requests in the half-open state

maxWaitdurationinhalfopenstate Maximum waiting time in open state

Slidingwindowtype Count-based or time-based to track the success and failure of requests
Minimumnumberofcalls Minimum calls that are required to track

Waitduration in open-state Waiting time in open state

Automatictransitionfromopentohalfopenenabled ~ Whether it can auto-shift its state from open to half-open
Slowcallratethreshold Maximum timeout requests limit

Slowcalldurationthreshold Maximum timeout limit

The Table 1 describes the parameter required for working of circuit breaker, all these parameters will be assigned an initial
value, even before facing the transient failures.

The Figure 2 describes the working process of the circuit breaker diagram, where the closed state represented in green
colour, will pass all the requests to the specified service, without any interruption. The open state shown in red colour will stop
the incoming requests for the specified time duration. Finally, the half-open state, shown in yellow colour will allow only a few
requests to the specified service. These colours represent the traffic signals colour, as they perform in the same way.

2.1.2 Retry

The simplest and easy-to-use pattern is the Retry pattern. It is one of the oldest and most widely used patterns across networks.
During the request failure, this pattern is used to retry the number of calls for a specified time, with a specified time interval.
They were just used to retry the requests, to the service. There are different types of retries based on the difference in waiting
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time. They are simple retry, retry with an exponential pattern, and retry with the randomized interval. ') These patterns are
dependent on the configuration of parameter properties.

Table 2. Configuration parameters of retry pattern

Parameters Descriptions

Max attempts Maximum number of retries
Waitduration Base wait time

Interval function The time interval between each retries

Failaftermaxattempts  Failure counter

The following Table 2 discusses the retry pattern configurations where, it discusses about the number of attempts that can
be made from system side. It also specifies the waiting time, to be included in each retry.

Response
-

Fig 3. Process Flow of Retry pattern

The Figure 3 explains the process flow of retry pattern. When retry is initialized, a system made request is initiated by the
system to the service end. On successful response to the request, the retry pattern will reset its value and move back to its usual
phase.

2.1.3 Proposed dynamically modified retry:
The problem with the static circuit breaker and static retry pattern is that the wait time in the states may vary based on their
failure nature. Since the parameters are already specified even before the failure, the better performance of the application might
not happen. Failures can happen sometimes due to dependencies or other service-based factors. The idea of having a manual
configuration does not match the above failures, resulting in a prolonged open state. The minimum or maximum amount of
waiting time might increase or decrease the service idle time but affect the service execution time to a great amount. 1

The Figure 4 explains the sequential working model of the retry pattern. The most important parameters are the basic wait
time and the number of retries to be performed. The retry comes into action, only in failure cases as shown. In case of an
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Fig 4. Sequential diagram Retry Pattern

exponential pattern, the waiting time will be increased regularly. The random pattern will set the minimum and maximum
values out of which a random value will be predicted as a waiting time. The simple retry follows the duration specified in
properties.

Algorithm for improvised retry pattern

Stepl:: Setf count=0 (number of failures) and waiting time=time_limit

Step2: set retry=initial_value and retrylimit=max(maximum retry)

Step3: if status==success then return response.

Else if status==error then f count++

Step4:if Exectime>avg_time or f_count>0 then retry=retry/2

Step 5: else retry=retry+1

Step 6: if retry>retrylimit then reset

Step7: set waiting time=max(time_limit, Exec_time)

In the modified algorithm, the main parameters of the retry pattern have been fixed dynamically using the execution time
taken for each request, as an input. The actual waiting time and the number of retry attempts were determined from the request
time. In case of a successful response, the retry pattern does not function and has its value reset. When there is a failure, it starts
with initial values, and in continuation with the failures, the pattern determines the value of waiting time-based on the request
time taken for each request. When the request time is greater than the specified limit, or the failure counter is greater the retry
attempt is half of the total request time. Similarly, when the request time is lesser than the average time, the attempt would be
a sum of three-fourths value of the request time. In any case, if the attempt reaches the maximum limit, all the values will be
reset.

In the process of dynamic retry. When there is no problem with the service the retry will not perform, whereas when they
encounter any problems, the dynamic retry pattern will come into action. In dynamic retry, the waiting time and the number
of retries are calculated based on the time taken for each request.

3 Results and Discussion

This section discusses the details of execution times that are recorded using API.

Here the failures are created using the concept of request overload and noisy neighbours. The performance of these patterns
at these failure cases were observed and, these responses were recorded for each request and an average value of five requests
are shown in the table. A total of 100 requests were recorded.

The average execution time is taken, using circuit breaker=50.9ms

The average execution time is taken using a retry pattern=81.3ms
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Table 3. Execution time while using circuit breaker, dynamic retry, and static retry

Requests  Circuit breaker(ms) Dynamic retry(ms) Retry(ms)

5 112 20 56
10 45 24 51
15 39 19 68
20 41 30 87
25 30 31 100
30 38 25 78
35 65 60 90
40 43 32 120
45 53 29 89
50 41 25 167
55 47 39 80
60 80 45 80
65 56 34 77
70 46 32 78
75 42 30 60
80 56 65 89
85 50 32 49
90 54 26 59
95 42 50 89
100 38 20 59

The average execution time is taken using dynamic retry= 33.4ms

This section discusses the throughput of the application, when compared with the throughput of application used by adaptive
retry pattern. )

The performance of the system can be increased by replacing the static retry and circuit breaker with dynamic retry by 58.3%
and 34.3% respectively.

Static CB, Dynamic Retry and Static Retry

@ Static CE @ Dynamic Retry Static Retry
200
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w [
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'o:.. =.'3..:: . '-
e ® 4 L ] [ ] ] ®
0
20 40 60 80 100
Requests

Fig 5. Execution time of circuit breaker, retry and dynamic retry patterns

From Figure 5, it is known that the analysis of different request times taken while implementing these resilience patterns.
The graph in Figure 4 proves that the request time for static retry and the static circuit breaker is quite long when compared
with the dynamic retry pattern. In the static configuration of the retry pattern, an increase in the number of retries harms the
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survival of cloud applications. !>1% It was, furthermore, increasing the waiting time feature of requests harms by predicting the
failure rate of the system. These will cause downtime in the performance of the system. On average, the system’s performance
can be increased to 34.3%, while using a dynamic retry pattern.

Very few research has been performed in the area of resiliency pattern of microservices. One such work is called adaptive
retry pattern, which works with the support of circuit breaker pattern. The carried throughput of an microservice application
is lesser than the proposed dynamic retry pattern. The throughput of an microservice application can be calculated as follows:

Throughput= (count of completed requests*100)/ time taken for request.

The following Table 4 displays the carried throughput of an application while implementing these dynamically modified
patterns. It also states the number of parameters required to calculate the dynamic pattern.

Table 4. Comparison of throughput between dynamic retry and adaptive retry

Dynamic Patterns  Carried throughput  Parameters

Adaptive Retry ® 86.73% Failure counter, response time, circuit breaker open state, status

Dynamic Retry 88.52% Failure counter, response time, max_attempts, status

The results from the table shows that the throughput obtained from dynamic retry is greater when compared with that
of adaptive retry pattern. And moreover, the existing work is not an independent pattern and cannot work as an individual
resiliency pattern, whereas this dynamically modified circuit breaker pattern can work as an individual pattern, without
depending upon any other patterns.

The other major problems with the static resiliency pattern are that it does not guarantee a recovery, since it would be retried
a specified number of times. Hence, the dynamic pattern is designed in a way that it helps the system to recover back from its
failure conditions, by specifying proper waiting time and number of retry patterns till it gets a successful request.

4 Conclusion

The retry pattern, the easy and one of the oldest patterns in cloud systems, which has been dynamically modified to cope with
transient failures, they face in deployment. It also proves that the throughput is greatly increased when compared with other
static resilience patterns as well as the adaptive retry of the existing works. It works as an independent pattern and improves
the efficiency of the system to the maximum of 88.52%. This dynamically modified retry pattern, this is used only for retrying
requests and does not care about the other features such as limiting the requests. A complete framework has to be provided in
such a way that from the beginning to the end, all suitable dynamically modified patterns should be incorporated which will
contribute to the success of the application.
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