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Abstract

Objective: The healthcare sector produces more data in every day. The security
and privacy of this data are prone to misuse. This work aims to use blockchain
technology to create healthcare systems that provide users with privacy,
control, and data security. Methods: This study envisages a new method to
secure private healthcare data and allows only the patients, doctors, and a
few medically equipped persons to access the precious data by incorporating
a recognition method, authorization of the user, user access monitoring,
verification using digital signature and storing the confidential data in the
blockchain. Finding: An elliptical curve (EC) method with a digital signature
is used to generate recognition. If permission is granted the hash key will be
held off-chain to reduce the burden of checking with the main blockchain. The
blockchain 3.0 revolution has conveyed hopes for the healthcare sector. In
blockchain 3.0, the multi-party computation protocol provides the healthcare
data with the highest level of security and privacy to handle the ownership of
the user data to the users and allow them to grant permission to the required
personnel. Novelty: The decentralization of the data is done and by using
blockchain technology in the healthcare sector, the users will have ownership
and the privacy of the precious data can be maintained properly. Also, the
user can decide who can access their private data. This proposed work can
perform non-monetary transactions on the blockchain, which is extensively
used in various sectors like supply chain, video streaming, the internet of things,
and non-fungible tokens.

Keywords: Healthcare; Blockchain; Privacy; Multiparty Computation (MPC)
Protocol; Elliptical curve (EC) method

1 Introduction

Many big corporate collects the user’s data and the ownership of that data is limited
to them alone, when that data got breached the user will be affected and this and
particularly if these breaches occur in the medical and healthcare sector might be fatal.
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The advent of big data(!) has transformed the entire data analytic scenario by a large scale and the data is perpetually acquired,
processed, and archived. “Data is the new gold” many corporate hunts the data available in every source and procure them to
build their business empire.

Mostly the hospital data are stored in centralized servers and the patients, as well as the user will not have any control over
the data and the corporate will have the entire control of it ?). The data-driven society is beneficial for large firms and companies
but for the common people, they don't provide the much-needed security, privacy, and ownership of data. To overcome this
problem, this study proposes a new method to safeguard precious private healthcare data and permit only the patients, doctors,
and a few medically equipped persons to access the confidential data, thereby securing the privacy of the patient data and the
patients will have the ownership and the privacy of their precious data. One more important thing is, the patient/user can decide
who can access their private data and who cannot. The large number of security breaches, misuse of private healthcare data,
and most importantly lapses in the privacy® of the data has occurred recently and this leads to develop and foolproof system
using the blockchain to store the data in distributed ledgers.

The recent development in the blockchain is now, it can perform non-monetary transactions on the blocks ) and it is called
blockchain 3.0. This technology is extensively used in various sectors like supply chain (logistics), healthcare, video, and audio
streaming, Internet of things, and NFT. There are lots of challenges and issues connected with the usage of blockchain in the
healthcare sector and this study addresses all these to ensure that the private data of the patients (textual and image) is secured
and most importantly the privacy of the data is maintained without any tampering and misusage. Simple blockchain architecture
is shown in the followingFigure 1.

Block 0 Block n-1 Block n
Transactions Transactions Transactions
Previous Block A Previous Block Previous Block
Hash Hash Hash

Fig 1. Simple block chain architecture

1.1 Problem Statement

The main problem or the issue to be addressed in this paper is the privacy of the user and their data. It is quite common that
corporate hospitals collect the large number of personal and health-related data for the user and the user will not have any
control over them. There are ample chances for their private confidential data to be shared with the research communities and
thereby breach or violate the very privacy of the user. The proposed system safeguards the following

1.2 Ownership of data

The data of the user will be controlled and owned them and only the people with proper access or right can access the private
data. The user or the patient will have all the rights and only if permission is issued, the data can be accessed by others.

1.3 Transparency of data

The patient knows what data is being collected, what data is being archived and how this data is being accessed, and who will
access the private data.
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1.4 Complete control

The user or the patient will have complete control over the data and they can access permission to some selected personals. The
permission can be altered at any time if the user feels their privacy is being disrupted.

The better approach to handle this is to alleviate the permission of the users to access the data in its crude form and instead few
computations are done in the network, dividing the data into pieces usually using Shamir secret sharing and the use multiparty
computation to process the data.

Modern data sharing and accessing is carried out using the OAuth —an open standard that permits access to the users, allows
data accessing grant to the users, allowing the applications to get accessed by the users without disclosing their identity or
password introduced in the year 2012 as OAuth2.0 authorization framework. This is often used by the smart contract where
some predetermined operations with certain probabilistic situations are presented to get the automated outcomes without any
intervention of the third party or users®.

The encryption is done using asymmetric algorithms and a plethora of methods is being used in the blockchain industry .
The types of asymmetric algorithms are named below,

1.RSA

2. ECS - Elliptical Curve

3. Code based

4. Diffie - Hellman

Among these four asymmetric schemes, it is always skeptical which particular method will suit the healthcare industry when
blockchain is being utilized and scalability and the speed matter when it comes to accessing the permission blockchain. Also,
the size of the data plays a major role in determining the overall performance of the data storage and retrieval in a blockchain
based system. This work scrutinizes the speed of storage and retrieval based on the number of nodes and varying data sizes.

2 Methodology
2.1 Proposed Work

The proposed system comprises two important transactions in the blockchain and they are
Ta - Transaction access — Access control
Td - Transaction data — Data archived
A simplified diagram of the proposed work is shown in Figure 2.

Access granting

Userdata

Response encrypted

Fig 2. Transaction in the Blockchain

The user data along with the identity, records, and access data be encrypted using a shared key and sent to the blockchain
for storage. This data will be routed to off-chain storage® and the pointer value or the index value will be present in the public
ledger where the index value here is the SHA256 ) hash of the data itself.

Here in Figure 2 the user and the facility can use the query to access the Td - data archived using the index or the hash
associated with that particular data. The blockchain scrutinizes the access permissions of the facility and the user initially,
and then the response is gathered in an encrypted format. Here the patients can alter the access permission and block any
facility/service from accessing their data and also, they can set new permissions to the data on the blockchain. The major
building block of the proposed system is illustrated clearly in this section, and they are,
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2.2 Recognize

Usually, blockchain technology utilizes the quasi-identifier purposefully a public key and the patient/user can create any number
of them according to their requirement. The recognition part is comprised of two categories and they are single recognition
where the owner alone will be present and the second one is multiple recognition where along with the owner/user many
numbers of entities are used to access the data.

« »

In multiple recognition (public), the patient “p” and the facility “f” is represented as follows,
Multzplef”bl.lc (PKey PKey(f”gn))

p.f
stgrz)
p.f fop
Multiple (, r) (PKey (sign)’ PKey(wgn> F Key(”gn) F Key(wgm F Key<emrym))

The following procedure is used to create recognition as shown in Figure 3 .

Procedure Recognize (Patient p, Facility f)
Let us assume p and f are secure

Begin Patient:

Produce signature _)(PKEJ"[SW oy PKeY,

L)
Produce Encryptlou 2FK ey gi crypt)
p shares (PK/ e'yfsI oy PK ey(‘:_‘l’:m)) with facility F
Begin Facility:
Produce signature —)(F'Kev[s{q ny FKE’yéf;m)
[fshares theFK evfﬂ . vith patient p

o.f fr Pf
Return Pk'ey(ﬂgn) FKey(“_qm, FKE.V(,,M,-_}.;, £
End Procedure

Fig 3. Pseudo code of generating recognition

The user/patient process begins it produces the signature and encryption key and shares it with the facility. Similarly, the
facility process begins to produce the signature and shares it with the users. When all the signatures and keys are generated, the
computed keys are returned for usage.

2.3 Check permissions

This part checks the permission granted for the facility and the permission denied for the facility as the user will have to grant
permission using several attributes like ID, contact, and based on location. The following procedure checks the permissions
granted.

Procedure Check Permit (Patient p, Permission Gp)
Begin

Initialize a FLAG € empty

Check all the permissions in Store 2 Allpemit

If (Allpemit EMPTY) do begin

CHECK the keys and signatures

IF (PKey 90 =PKeyP T  ORPKey 97" =PKey[¥

(smn] ign) (sign)
IF (Gpe Allpenuit) do begin
Replace the FLAG € 1
CLOSEIF
CLOSEIF
CLOSEIF
Return FLAG
End Procedure

Fig 4. Pseudo code to check the permissions

Initially, the FLAG value is set to empty to denote that when the user first uses the BC, the permissions granted will be empty
and if the user completes their registration, the permissions will be allocated and stored in the transaction data (i.e.) hash key
will be stored in the off-chain to ease the burden of checking with the main blockchain.

2.4 Access management

The well-known fact is that the blockchain is tamper-free and the keys utilized in the process are secured very carefully and the
user will have complete control over their data. The blockchain security along with the digital signature produced will safeguard
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the data from any adverse corruption or attack on the network. The most important thing is the ledger is used to store only the
hash value of the data and even if Sybil attack or 51% attack occurs, the data of the users will not tamper.

Procedure MonitorAccess (Patient p, Permission Gp)
Begin

Initialize a FLAG € empty

Parse the signatures of user 2?PAR(Gp)

Check the permission FLAG

TF (PRey 95 =PReyZ] ) do begin
Load the permission grants *PKey (Gp)
Replace the FLAG 21

CLOSEIF

Return FLAG

End Procedure

Fig 5. Pseudo code for monitoring the access

2.5 Data archive

The data from the user are stored in the ledger with hash values and the procedure to carry out the storage process is shown in
the following Figure 6. Initially, the permissions are checked, if the permissions are ok, the reading and writing grants into the
ledger are checked, If the permissions are granted, the hash values are appended to the ledger with the new access grants. The
Pseudo code is shown in Figure 6.

Procedure STORE (Patient p, D)
Begin

IfCheckPermit (p, permissions) = TRUE
Check the Read permission

Check the Write permission
D—>current dataOlddata
Compute the hash H(D) —*data(o)
//Hash table

If (data(o) # empty

Return H(D)

Else

Return ¢

End Procedure

Fig 6. Pseudo code to store the data

2.6 Data processing

To process the data MPC - Multi-Party Computation is used and it provides the much-needed privacy for the users but at the
same time preserves the very nature of decentralization®). This is elaborated with an example, Let us consider a hospital sends
a bunch of clinical data that comprises diagnosis results, and scan reports, details about patients to aggregate the data. The
network selects random nodes present and then the aggregated data is securely converted into MPC. Finally, the data (hashed)
are stored in the public ledger which is highly impossible to tamper and hack.

The encryption and the decryption parts are shown in the following Figures 7 and 8. The proposed model produces a digital
signature on As content using the private key to ensure its safe from being tampered with the use of B’s encryption key the
proposed model encrypts the signed Alice data in the smart contract. If “B” needs to access the real content of the “A” data, the
corresponding private key of “B” is used to decrypt the data.

The sample data that is used is shown in the following Figure 9 and this data is initially encrypted and then a hash is created
to store them in the public ledger.
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signing Key data pointer

Encrypted data=enc( PKs, DD)
of A PKa DPs

Provides B's private Decrypt
ryption key SKe

DD=Hash(PKs, DP5) ec(Encrypted data, SKa)

Encrypt

Public signing Key
of A PKy

A's data pointer
DPs

Encrypted data=enc( PKs, DD)

Fig 7. Encryption and decryption process

"67414141414142624b5273706e7855413541465a33775264734a624b67514e55363448785766377138375245326b6d303872506354524 75,
6458503671555762537378626279534748636d62393133617046724d4b3862585577543747724c71596a7149535a48493962454650516|
2755475384936413559524d64317964527a57645a785a576d31393256613255412d3462455344354575414162372d484973457068664a.
443239777535376450414268674864776d335a78344345943412d715565304c2d726b3746733743375743677169524b5731656230576:
b70576c4f664179476h584b69786842774f7a5S5966495f36776558584f634768466¢4<6a34436(5a335764736f342d5f737538553757
76415545386842613935464b"

{
'Encrypted key "47cdadBBe95a1c450dae3c1cbd6c7fe2aa70abd699f 686b5802a5F2ebB49dc3d094814ed9f49c533dd282e5!
443901203101383945fSe2b2353389b12ee3<f74e393e32606237034ea4<9304
290b53af21Fc798c 753ddaF2d69e0bB59a187015112d43865416c45769ceSha”
26fdde3b7ae95859a5 FdFba692182eco6eae7913f 1a8eSecT1508267154585477162b2a47d99Ba2adabfdfbabaci

“Signature”:

Fig 8. Signing and verification process

k
- 101100110101
Hash *

Data

Encrypt hash l:ugi:ally S|gned data

using signer’s
private key
mo
AN Q111101101110
: g ;
» 111101101110

Signature
Certificate Signature Decrypt
using signer's|
- public key
function m0
Attach
to data 7
101100110101 — 101100110101
Hash Hash

If the hashes are equal, the signature is valid.

Digitally signed data

Fig 9. Sample data
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“This is a sample medical data shown how the system works"
{
Asset ID : “5536uY22”
Date “17-05-2022 20:13:33”
Owner :{
Email: “puga@gmail.com”
name: “puga”

}
Type: “Blood sugar”
value:" “123"
Asset ID : “7T36Rm19”
Date “17-05-2022 20:17:38”
Owner : {
Email: “puga@gmail.com”
name: “puga”
}
Type: “weight”
value:" “61KG”

}

Fig 10. Encryptedsample data

3 Experimental Evaluation

The entire system is evaluated and simulated with 100 nodes and where the encryption algorithms are executed using the
Python library tinyec. The evaluation result showcased that the encryption method ECS is better than RSA and DHHHh. The
evaluation time is computed for the three methods and compared when executed on dara.cms.gov and the size of the data is
varied to find the execution time performance finally, a comparison with respect to the varying number of nodes and varying
data size is carried out to test the overall performance of the proposed system.

Table 1. Execution time comparison with respect to varying nodes

Execution time comparison

) Tx in seconds
Encryption scheme

30 Nodes 60 Nodes 100 Nodes
RSA 0.126 0.179 0.276
EC 0.102 0.116 0.128
DH 0.135 0.168 0.247

Table 2. Execution time comparison with respect to varying data size

Tx time comparison with 100 nodes

A Data size
Encryption scheme
1000 1500 2000
RSA 0.256 0.387 0.493
EC 0.187 0.236 0.289
DH 0.227 0.337 0.427

From Figures 11 and 12, it is quite clear that the elliptical curve method performed quite well when compared with the other
two methods RSA and Dillie- Hellman, and consumed very less time to perform the conversion of raw data to cipher data.
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Tx time comparison for various encryption schemes
0.3
y -
0.25
2 02 omo RSA
c o
5 puTEEE ——EC
g 0.15 e
c - _7_,—*—7—-"_7_“ --«=-- DH
X 0.1 —
0.05
0
30 Nodes 60 Nodes 100 Nodes
Varying number of Nodes

Fig 11. Tx time comparisonwith respect to nodes

Tx time comparison for various encryption schemes

e 9
[E -
-

o
'
"

\

Tx inseconds
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e
H

o

1000 1500 2000
Varying data size

Fig 12. Tx time comparison with respect to data size

4 Conclusion

This study provides a blockchain-based new model that aids the healthcare industry with the utmost security and privacy
using the multi-party computation protocol and handling the ownership of the data to the users and allowing them to grant
permission to the required personals and more importantly what data is being captured, who all are accessing the data known
to the users/patients.
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