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Abstract

Background/Objectives: The most untreated and severe cyber security issue
in cloud computing is DDoS attack, this is being under research to find novel
findings with less complexity and better efficiency to detect and mitigate this
issue. In this research article, Artificial Neural Network (ANN) algorithms like
Backpropogation neural network (BPN) and Multilayer perceptron (MLP) are
implemented and their performance on intrusion detection by utilizing NSL-
KDD dataset is demonstrated. Methods: Initially, NSL-KDD benchmark dataset
construction is carried out in the range of (0-1) using min-max normalization
technique. Following this, hybrid Harris Hawks optimization particle swarm
optimization (HHO-PSO) is employed to reduce the dataset size by selecting
significant features that represents anomaly in network traffic. This hybrid
algorithm is also employed to tune the features selected which is assigned
as initial weight vectors for both BPN and MLP intrusion detection system
(IDS) models. These selected optimally tuned features are trained using 10-
fold cross validation technique and the number of hidden neurons is fixed
using thumb rule. After training, the hybrid BPN-MLP neural network IDS
model is validated on test dataset and its performance is validated using
performance metrics such as accuracy, precision, sensitivity, specificity and F1
score. Findings: The proposed hybrid HHO-PSO BPN and HHOPSO MLP IDS
model has achieved detection accuracy of 97.08% and 97.74% with F1 score
of 0.9743 and 0.9800 respectively. Novelty: In ANN based intrusion detection
schemes, the stochastic nature of model parameters is an important problem
of concern. To handle this issue, a hybrid swarm intelligent algorithm called
Harris hawks optimization particle swarm optimization (HHOPSO) is proposed
to tune the model parameters, so that the network performance is enhanced.
Keywords: Backpropogation Neural Network; Multilayer perceptron; Harris

Hawks Optimization; Particle Swarm Optimization; Intrusion Detection System
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1 Introduction

The tremendous growth in Information Technology (IT) sector has satisfied the online demand of users and organizations
over internet. Cloud computing offers huge data storage facility which can be accessed both by public and private sectors
using a common service provider. This leads to a large number of cyber-attacks and among these Distributed Denial of Service
(DDoS) is a severe intrusion attack as it completely paralyzes the victim. Distributed Denial of Service (DDoS) is a significant
security concern in the cloud computing environment, which consumes the entire network resources disrupting its regular
traffic(l). This attack causes traffic congestion using zombies and it is a highly difficult task to distinguish this attack traffic
from a legitimate one. Nagarajan et.al (2023) ®) proposed an Intrusion Detection System (IDS) system using Back Propagation
Network (BPN) optimized by Particle Swarm Optimization (PSO) which detects intrusions based on system calls collected
from KDD cup 99 dataset. Narengbam et.al (2023) ®) proposed an anomaly IDS by using hybrid Harris Hawk Optimization
(HHO)- Artificial Neural Network (ANN) algorithm on AWID, CIDDS001 and NSL-KDD datasets. This hybrid IDS achieved
better convergence with high reliability. Siva Shankar et.al® proposed an optimized Artificial Intelligence (AI) approach IDS
which uses backpropagation technique to tune the precondition parameters. This methodology effectively identifies intrusions
on UNSW-NB 15 and NSL-KDD datasets. So, this research article aims to develop an intelligent neural network based IDS
model that detects DDoS in cloud computing domain. DDoS can easily be carried out by hackers using tools which are freely
available in internet.

1.1 Research Motivation

DDoS can easily be carried out by hackers using tools which are freely available in internet. DDoS attack packets behaves very
much similar to normal packets and hence its detection is a highly challenging task. Machine Learning (ML) algorithms pattern
learning technique helps in DDoS attack detection. Various research works has been carried out in the past to mitigate this
attack. These research works failed to achieve DDoS detection with higher performance measures. This research article proposes
a neural network based IDS model which performs DDoS detection with ideal performance measures. Backpropagation Neural
Networks (BPN) and Multilayer Perceptron (MLP) are chosen in this study as they possess the following properties:

1. Prior Knowledge is not required in BPN and it is highly efficient as well as adaptable.

2. MLP has the capacity to make quick predictions irrespective of the dataset size.

1.2 Contribution of this research

The key contributions of this research article are as follows:

Experimental modeling of neural network based IDS model using NSL-KDD dataset

Feature selection is done using 10 -fold cross validation technique

Hybrid swarm intelligent algorithm is used in fine tuning of selected parameters

The proposed neural network IDS model is trained and tested with NSL-KDD benchmark dataset

The proposed neural network IDS model performance is compared with other IDS models in literature.

gk D=

2 Review of state of the art algorithms

2.1 Backpropagation Neural Networks (BPN)

The Backpropagation Neural Networks (BPN) are feed forward neural networks with a learning mechanism of error
backpropagation. The weight values are updated by employing a gradient descent learning rule with the objective of reducing
the mean square error between the actual and estimated output.

The training process of BPN network has four entities such as,

1. Weight Initialization

2. Feed forward phase

3. Error backpropagation phase

4. Weight and bias vector updating phase

The initial process of the algorithm is random initialization of network parameters such as weight and bias vectors, then the
input vector. X; = (x1,x2...x,} is transmitted from the input layer to hidden layer during the feed-forward phase, where the
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net input for each neuron is estimated and activation function in hidden neurons (z1,z2 ...z, } is employed over the given net
input the obtained output becomes input pattern for the output layer of neurons (y;,y> ...y, } in the network. The final output
attained in the output layer is compared with the actual output, the estimated error factor is backpropagated and is utilized in
the weight updating phase of the learning algorithm. The training algorithm is presented as follows:

Step 1: Initialize the BPN network parameters such as weight and bias vector randomly in the range of 0 — 1, the stopping
criteria is specified.

Step 2: For every input vector X; = (x1,X3...x, }, do steps 3 to 8 until stopping criteria are attained.

Step 3: The input is transmitted from the input layer to the hidden units in the hidden layer.

Step 4: For all hidden neuron z; find the net input and output of hidden layer by the following equations,

Z_inj =Voj+Xi_y Xivij (1)
Zj=f(Z-inj) )
Step 5: The network output is estimated at the output units as,
V_ink = Woj +Z§7:1 Wik (3)
Ye=f (y-ink) 4)
Step 6: At output layer the error between the actual and estimated output is calculated,
& = (te—ye) f (—ink) (5)
Step 7: The error term in hidden units are computed as,
O-inj = OjWjk (6)
8= 8-injf (z-inj) 7)

Step 8: The weight and bias vectors at the output layer are updated by,
The weight correction term,

AW = lo7e7%4, (8)

The bias correction term,
AW, = (x5k 9)
Wir(new) = Wi (old) + AWjy (10)

The weight and bias vectors in hidden layer are updated by,
The weight correction term,

AVij = abjx; (11)

The bias correction term,
AVaj = (X5j (12)
Vij(new) = Vij (old) + AV; (13)

Step 9: The attainment of stopping criteria is checked, in the proposed study the stopping criteria is the error convergence of
107°.
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2.2 Multilayer perceptron (MLP)

The one of the important class of neural network is multilayer perceptron (MLP) neural network, it is multi-layered feed forward
neural network. The highly non-linear complex tasks are handled effectively by the hidden layers and the hidden neurons in
the network and the output is computed by employing non-linear activation functions.

The MLP is trained by employing static backpropagation learning rule, the main advantage of MLP is it has many layers
which improve the learning ability of the network. Further, the nonlinear activations are employed to handle the highly non-
linear tasks. The input signal is processed in each layer of the network, and the output is computed at the output layer. The error
gradient is computed and it is backpropagated into the network layer by layer. The training algorithm of the MLP network is
presented as follows:

Step 1: Initialize the MLP network parameters such as weight and bias vector randomly in the range of 0 — 1, the stopping
criteria is specified.

Step 2: For every input, vector X; = (x1,x2...x,} do steps 3 to 5 until stopping criteria is attained.

Step 3: The activation function is employed to estimate the output of the hidden neuron,

The net input of the hidden layer is determined by

Z_jnj =Y XiVij (14)
The hidden layer output is estimated by
Zi=f (zj.:l Xiv,-,») (15)
The net input of output layer is estimated by
Y ik = Y51 ZiWik (16)
Output is estimated by,
Ye=f (Z’Jll (Z/ij)> (17)

Where V represents the weight vector between the input and hidden layer, W represents the weight vector between the hidden
and output layer.

Step 4: The error between the actual and target value is determined and employed in weight updating equations.

Step 5: Error back-propagation learning algorithm is implemented to update the weight vectors.

Step 6: Check for stopping criteria, in the proposed study the error convergence to the rate of 107> is the stopping criteria,
once stopping criteria is attained stop the algorithm and return the solution.

2.3 Harris Hawk Optimization (HHO)

The Harris Hawk Optimization algorithm is developed by Heidari et al. (2019) based on inspiring the hunting behavior of the
Harris Hawks. Generally, the Hawks hunts in groups and all the individuals in the population collaboratively involve themselves
to take decisions on hunting the prey based on its escape energy. The escape energy of the prey decides the hunting period, based
on the energy level of prey, that may get caught immediately or the hawks exhaust the energy level of prey to make a sudden
attack of the hunt. The hawks are highly intelligent to make rapid and confusing movements in order to exhaust and attack the
rabbit that is considered as prey in this algorithm. The hunting mechanism of HHO is shown in Figure 1.

The pseudo-code of the HHO algorithm is explained as follows:

o The shift of Exploration to Exploitation: The exploration phase of the algorithm is the observation of prey by the sharp
eyes of the Hawks. This is the phase of high time consumption as the hawks are needed to wait to track prey. The position
of Hawks in presented by the following expression.

Xrana(t) — 11 Kyana(t) —2rX (1)] qg>0.5

X0 = () S 05 18 209 (9
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Fig 1. Hunting Mechanism of Harris Hawks

Where X () symbolizes the current position of prey, ry,r2,r3,rs denotes a factor of random values, X, 4nq0m(f) signifies the
random position of Hawks, X, (¢) represents the mean position of Hawks in the current population. In equation (18) two
strategies are assumed, if g < 0.5 then the position of the Hawks is updated based on the position of the prey, in the other
cases of ¢ > 0.5 then the position of Hawks is considered to the hunting position in the search space.

The position of each Hawk in the population is given by

N
Xu(1) ==Y Xi(r) (19)

« Exploitation Phase: The energy level of the prey is adopted for shifting of exploration to exploitation based on the energy
level of prey. The energy level of pray is presented as,

E =2E, (k%) (20)

Where E denotes the escape energy level of the prey, initially, the energy is assumed to be E that is varied from - 1 to 1 for every
iteration. The rabbit is assumed to be exhaust when the energy level is between 0 to -1 and is assumed to be highly energetic
when it is 0 to 1. When the energy level of prey is high then the hawks will keep observing the prey behavior until |E| > 1
represented as an exploration phase, when energy level decreases at |E| < 1 then exploitation phase of attacking starts. During
the exploitation phase, the energy level of prey is decreased so the Hawks start to make a surprise attack over the prey. The
escape chance of the rabbit is denoted as » when r > 0.5 then it cannot escape easily and in another case of the prey gets a high
chance of escape. Based on this the exploitation phase of the algorithm has two hunting mechanisms such as soft besiege and
hard besiege.

o Soft Besiege: When the rabbit possesses the energy which is sufficient to escape from the Hawks, the Hawks try to exhaust
the prey’s energy by encircling the prey. At this scenario, the r > 0.5 and |E| > 0.5 the position of Hawks is presented as,

X(t+1) =AX(1) = E|J Xpappir (1) — X (1)] (21)

AX (1) = Xyappir (1) — X (1) (22)

Where J = 2 (1 —rs5) denotes the power of jumping, the rs varies from 0 to 1.AX () express the change of position vector of
prey from its current position.
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o Hard Besiege: Now, the prey would have exhausted its energy completely and become easy to trap, such a case r > 0.5
and |E| < 0.5, the Hawks make an intelligent tactic of a sudden and close dive towards the prey to make a surprise attack.
The position of the rabbit is presented as,

X(t+1):mebit(t)_E|AX(t)‘ (23)

o Soft besiege with progressive diving: The new position of Hawks is mathematically expressed based on the previous
history of attacks made in soft besiege. The next position of the rabbit is computed in advance by the hawks to make
accurate dive. The mathematical expressions that represent the process is presented as follows:

Y = Xrapwir (t) — E | Xpappis (1) — X (1) (24)
Z =Y +SxLF (D) (25)

[ YifF(Y) <F(X()
X(e+1)= { Zif F(Z) < F(X(1)) (26)
o Hard besiege with progressive quick dives: During hard besiege the Hawks start a fast and hard attack with the intention

of killing the prey. The mechanism is similar to that of soft besiege but the distance between the Hawks and the prey is
very small as compared to that of soft besiege. The Equation (24) is reframed as,

Y = Xrappit (t) — E [T Xrappir (1) — X ()] 27)

2.4 Particle Swarm Optimization (PSO)

Kennedy and Eberhart introduced the PSO optimization algorithm in the middle of 1995 based on inspiring the behavior of
flocks of birds, schools of fish, and herds of animals to search for a solution in space. The algorithm is framed such that the
randomly generated population is trained to adapt themselves to attain an optimal solution in the space. The PSO is a swarm
intelligence based strategy that is aimed to find the global optimal value in the given space. The working principle of the PSO has
three steps, the particle generation, the position, and the velocity equations update. The particle in space represents the point that
changes its position based on the velocity changes that occur in the space. The population is initially generated with random
value of position and velocity, and the design variables are constrained to the lower and upper bounds. The better solution
is attained by the influence of entire particles in the population, so the fitness value of all the particles in the neighborhood is
utilized to identify the best position that has the optimal solution; let the best particle in a neighborhood be Pl the best particle
that is identified from the entire population be Glj,
The position of the particle

pi-‘rl _ pi +V:»+1 (28)
Where vEH is the velocity component and is computed as follows:

v:._H = a)vﬁ. +cir {Plb,,' — pi} +crn {Glbt - pi} (29)

Where ry,r; is the random values of (0-1), v} - The velocity of the particle at iteration’ 7, vﬁ“
e The velocity of the particle at iteration’ £ + 1} p!. - Position of the particle at iteration > ¢ }, p/™! Position of the particle at

iteration’ t 4+ 1, Ply; - Local best among the current individuals, Glj, - Global best among the swarm. Cy,C, - The stochastic
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acceleration coeflicients that pull every particle towards the local and global best values. @ - Inertia factor that adjusts the
velocity such that controls the exploitation and exploration ability of the algorithm.

@max _ mmin
o=0""—| ——— | xiter (30)
iter™ax

Where, @ — Maximum inertia weight, ™
Current iteration number

The pseudo-code of the PSO algorithm is explained as follows:

Step 1: Initialize the necessary parameters of the algorithm such as population size, stopping criteria, inertia factor, and the
acceleration coefficient of the algorithm.

Step 2: The search agents are generated randomly in the search space within the bounded limits.

Step 3: The fitness value of all the particles in the population is computed, the local best and the global best population is
identified among the swarm.

Step 4: The position and velocity of all the particles in the population is adjusted by the Equations (28) and (29).

Step 5: The steps 3 to 5 are repeated until the stopping criteria are attained.

Step 6: Return the solution obtained at the end of the algorithm.

- Minimum inertia weight, iter ”**— Maximum number of iterations, iter-

3 Proposed Hybrid HHO-PSO Algorithm

In the proposed research contribution, a hybrid swarm intelligent optimization algorithm is developed that serves a two-
fold purpose, initially the algorithm is employed to select the significant features that play major contribution for the attack
identification, and the algorithm is also implemented to tune the proposed neural network-based IDS models with optimal
parameter settings. To accomplish these objectives, the Harris Hawks Optimization algorithm is considered in this study, based
on the shortcomings encountered by the algorithm during the training process, the Particle Swarm Optimization algorithm
is combined with HHO optimizer to attain better trade off between exploration and exploitation ability of the algorithm. The
conventional HHO algorithm suffers from poor exploration ability as the Hawks are needed to wait for prey from several
minutes to several hours. To handle this issue, the PSO is incorporated into HHO to improve the convergence speed of the
algorithm. The PSO algorithm has been chosen in this study among all other swarm intelligence algorithms because of its
simplicity and excellent exploration ability. The best qualities of HHO and PSO have been combined to present a hybrid
HH O algorithm so as to attain a better trade off between exploration and exploitation mechanism than the conventional HHO
algorithm and other conventional algorithms. In the exploration phase of the HHO optimization algorithm the equation (18)
is modified by incorporating the PSO algorithm as follows:

Xrund(t)_rl (Xrand(t)_erX(t)"i'v(t"'1) QZOS

XN = () 8 B L) it 1) 203 ey

v(t+1)=aov(t)+cir{Ply —X (t)} +cor {Glpy, — X (t)} (32)

Pseudo-code for Proposed Hybrid HHO-PSO

Input: Population Size, Convergence criteria, random factors, acceleration coefficient, inertia factor, upper and lower
bounds.

Output: The Fitness value and the corresponding position of the prey

Initialize the population

While (stopping criteria)

Do

Fitness(all Hawks in Population)

if current_pBest>pBest

then pBset=current_pBest

else

pBest = pBest

end

gBest=particle with best pBest among the population
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Define the position of the rabbit
for (all Hawks)
Update the initial energy level of prey and its jumping power.
Update the current energy level of prey
# Exploration Phase
if (JE| > 1) then
The position of each hawk in the population is adjusted by the Equation (31)
# Exploitation Phase
if (JE| < 1) then
if(r>0.5and |E| > 0.5) then # Soft besiege
Adjust the Hawks position by the Equation (21)
else if (r > 0.5 and |E| < 0.5) then # Hard besiege
Adjust the position by the Equation (23)
else if (r < 0.5 and |E| > 0.5) then # Soft besiege with dives

Y = Xrapbir (t) —E |JXrabbit — X (t) |
Z =Y +SxLF (D)

Y if(F(Y)<F(X(1)))
X(+1)= { Z if(F(Z2) <F(X(t))

else if (r < 0.5 and |E| < 0.5)# Hard besiege with dives

Y= Xrabbit ([) —-E |JXrabbit - Xm (t) |

Z =Y +SxLF (D)
Y if(F(Y)<F(X(1)))
XU+U—{2iﬂﬂa<F@m»

return the solution

4 Proposed Methodology

The experimental modeling of the proposed IDS model is depicted in Figure 2. The steps included in the experimental modeling
of the proposed study is presented as follows:

Step 1: The first step in the development of the intrusion detection model is the dataset construction. The NSL-KDD
benchmark dataset is employed in the study to perform intrusion detection. The dataset has 41 features, the features are not
scaled, and also some of the features are in text format which will again impose a burden to the algorithm while training.
Initially, the data is encoded to numeric format then min-max normalization is employed to scale the dataset to the range of
[0-1], during this process the size of the dataset can be reduced, the model performance is enhanced.

Step 2: The proposed hybrid HHO-PSO optimization algorithm is employed to select the trend features that are significant
to present the anomaly in the network traffic. So, the size of the data that is feed into the model is reduced, the performance of
the model can be enhanced. The algorithm converges towards the objective of increasing classification accuracy while reducing
the number of features, the cost function framed is expressed as,

ﬂ@:5A+55§£ (33)

Number of correctly predicted samples
Total number of samples

where A = , N— number of selected features, L length of selected features, & € (0, 1) - weight

vector of classification accuracy, & =1—&.
Step 3: The data subset of selected features is trained into the model by employing 10 -fold cross validation, in the proposed
study two neural network models are developed to perform effective intrusion detection. The neural network models are
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Fig 2. Experimental Modeling of the proposed model

greatly influenced by the weight vectors that are initialized randomly and are updated during the training process. The random
initialization of the network greatly affects the performance of the model so the proposed hybrid HHO-PSO optimization
algorithm is employed to tune the model parameters and optimally generated values are employed as initial weight vectors
for the BPNN and MLP models. In addition to weight vectors the learning rate and momentum factor also play a vital role in
attaining better convergence of the neural network models, these values returned at the end of the training process. Numerous
trails are made to avoid the biased output, based on better convergence attained the learning rate is fixed to the model, the
parameters of the proposed model are presented in Table 1. The number of hidden neuron fixations in the neural network is
another problem of concern, if the number is too high it will increase the complexity of the network if it inadequate then the
network learning ability is affected. On accounting, this contains, the number of hidden neurons that are initially fixed based on
thumb rule, and based on trial and error method the number of neurons is varied and correspondingly the network architecture
is framed.

Step 4: Once the training is completed the model is ready for its validation with an unknown dataset. The proposed models
are feed with the testing dataset and the corresponding performance is evaluated by the performance metrics such as Accuracy,
Precision, Sensitivity, Specificity, and F1 Score.

Step 5: A comparative analysis is made to demonstrate the effectiveness of the proposed models with the existing models in
the literature and the other proposed IDS models.

5 Results and Discussion

The proposed intrusion detection models are experimentally validated by the experimental analysis made on benchmark
datasets in MATLAB R2014a environment and executed in Intel Duo Core2 Processor with 2GB Ram of speed 2.27 GHz.
It is a big challenge to distinguish illegitimate traffic from legitimate traffic. The proposed IDS model of this research article has
claimed two objectives, the development of a hybrid optimization strategy for feature selection and the optimal design of the
neural network-based IDS model. The proposed hybrid algorithm is employed to select the necessary features and the obtained
features for every fold 10 fold cross-validation are depicted in Table 2 and the selected feature subset is employed to train the
model. At the end of 10-fold cross validation, the number of times of occurrence of the each selected is presented in Table 3.
On rejecting the unselected features, the models are trained with the selected features for 10 trails runs and the average of the
obtained outputs are reported to avoid the biased results. The frequency of selected features above 8 is considered as selection
criteria and this is made after several trials and error methods. The selected dataset is fed into the proposed models and analyzed
their performances as shown in Figure 3. The results obtained confirmed that the proposed hybrid HHOPSO based optimally
designed MLP neural network outperformed the conventional models with better performance metrics. The convergence graph
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Table 1. Parameters of the proposed model

Neural Network Models
Parameters BPN Network MLP Network
Weights and Bias Optimally fed by HHO-PSO Optimally fed by HHO-PSO

Number of input Neurons
Number of hidden Layers
Number of hidden Neurons
Number of output neurons
Activation Function
Learning rate

Momentum Factor

Learning Rule

Number of selected Features

2

07-Oct

1

Sigmoidal Activation Function
0.23(Fixed at end trial)

0.4

Gradient descent rule

Number of selected Features

2

07-Oct

1

Sigmoidal Activation Function
0.3 (Fixed at end trial)

Not applicable

Perceptron rule

Hybrid HHO-PSO

Population Size 100

Maximum Number of Iterations Until convergence attained
(u,v) (0,1)

B 1.5

Initial Energy State Ey (0,1)

is plotted in Figure 4, it is observed from the graph that the convergence of the conventional BPN and MLP has been improved by
adopting optimization algorithms. The proposed hybrid HHO-PSO based MLP attained convergence at 450" iteration whereas
the conventional MLP model has attained convergence at 552" iteration. The convergence of the proposed hybrid HHO-PSO
based BPN attained at 500" iteration whereas the classic BPN based IDS attains the convergence at 600" iteration. The proposed
hybrid HHOPSO optimization algorithm improved the convergence speed of the neural network models than the individual

i

MLP PSO-BPN  PSO-MLP HHO-BPN HHO-MLP HHO-PSO HHO-PSO
BPN MLP

0.98

0.

©
>

0.

o
=

0.

©
N

(=}
©

0.

%
o

0.86

M Accuracy M Precision ® Sensitivity w Specificity m F1Score

Fig 3. Performance comparisons of the proposed models

The optimization algorithms such as PSO,HHO, and the proposed HHO-PSO are employed to select the trend feature
subset. It is observed that the proposed hybrid HHO-PSO optimizer returned minimum number of features as compared to
other models presented in this study with better classification accuracy. The C4.5 selected 12 features with better classification
accuracy, the selected features include F4 (flag), F5 (src_bytes), F8 (wrong_fragment), F10 (hot), F12 (logged_in), F23 (Count),
F25 (serror_rate), F29 (same_srv_rate), F30 (diff_srv_rate), F35 (dst_host_diff_srv_rate), F36 (dst_host_same_src_port_rate),
F37 (dst_host_srv_diftf _host_rate). The optimal feature subset selected by the proposed hybrid HHO-PSO algorithm has 8
features such as F3 (service), F4 (flag), F5 (src_bytes), F6 (dst_bytes), F12 (logged_in), F25 (serror_rate), F30 (diff_srv_rate),
F39 (dst_host_srv_serror_rate). The selected data set is feed into the proposed models and their performances are investigated
and reported in Table 4. From the obtained result, it is clear that the proposed hybrid HHO-PSO based optimally designed MLP
neural network outperformed the conventional models with better performance metrics which illustrated the significance of
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Fig 4. Convergence graph of the proposed models

the proposed hybrid optimization algorithm for optimal network design.

Table 2. Selected features of the proposed algorithms during 10-fold cross-validation

Fold Selected Features Fold Selected Features
PSO
#1 F3,F5,F8,F10,F12,F23,F29,F30,F35,F36,F39 #6 F5,F6,F7,F8,F12,F23,F25,F29,F30,F36,F37
#2 F3,F4,F5,F10,F12,F23,F25,F29,30,F35,F36,F37 #7 F3,F4,F5,F10,F23,F25,F29,F30,F35,F36,F37
#3 F3,F4,F5,F6,F8,F12,F23,F29,F30,F35,F36,F39 #8 F4,F5,F6,F8,F10,F12,F25,F29,F30,F35,F36,F37,F38
#4 F3,F4,F5,F6,F8,F12,F23,F29,F30,F36,F37 #9 F4,F8,F10,F12,F23,F25,F35,F36,F37,F38
#5 F4,F5,F8,F10,F12,F23,F25,F30,F35,F36,F37 #10 F4,F5,F8,F10,F12,F23,F25,F29,F35,F36,F37,F39
HHO
#1 F2,F3,F4,F5,F8,F10,F11,F12,F23,F25,F29, F30, #6 F3,F4,F5,F8,F10,F11,F12,F23,F25,F29,F30,F36,F37
F35,F37,F38,F39
#2 F3,F2,F4,F5,F8,F10,F12,F23,F25,F29,F30,F35,F36,F39 #7 F3,F4,F5,F8,F10,F12,F23,F25,F29,F30,F35,F36,F37
#3 F3,F4,F5,F8,F10,F12,F23,F25,F30,F35,F37,F39 #8 F3,F4,F5,F6,F8,F10,F11,F12,F23,F25,F30,F35,F36,F37,F38
#4 F3,F4,F5,F8,F12,F23,F30,F36,F37,F39 #9 F5,F6,F8,F10,F12,F23,F25,F30,F35,F36,F38
#5 F4,F5,F6,F8,F10,F12,F23,F25,F30,F35,F36,F37 #10 F4,F5,F6,F8,F12,F23,F25,F30,F35,F36,F38,F39
Proposed hybrid HHO-PSO
#1 F3,F4,F5,F6,F8,F10,F12,F25,F26,F29,F30, F35,F36,F37,F39 #6 F3,F4,F5,F6,F8,F9,F12,F23,F25,F30
#2 F4,F5,F6,F8,F12,F25,F26,F30,F35,F36,F39 #7 F3,F4,F5,F6,F8,F12,F23,F25,F29,F30,F38
#3 F3,F4,F5,F6,F8,F10,F12,F23,F25,F26,F30,F36,F39 #8 F3,F4,F5,F6,F8,F12,F23,F25,F30,F35,F39
#4 F4,F5,F6,F8,F10,F12,F23,F25,F26,F36,F39 #9 F3,F4,F5,F6,F12,F23,F25,F30,F35,F36,F39
#5 F3,F4,F5,F12,F23,F25,F26,F30,F35,F39 #10 F3,F4,F5,F10,F12,F25,F30,F35,F39

Chiba et al. (2019)® presented the BPN algorithm based NIDS. The proposed network model is optimally framed by an
improved GA optimization algorithm. The experimental simulations are carried out with DARPA’s KDD cup datasets which
achieved lower detection accuracy rate when compared to the proposed hybrid BPN-MLP model. Liu et al. (2019)© presented
a generalized entropy scheme to pre-determine the traffic based on the SDN controller architecture. In this model, BPN is
optimally framed by the PSO algorithm which is employed to classify the traffic. This model performs DDoS attack detection
with reduced CPU load with F1 score of 0.9237 but the proposed hybrid BPN-MLP IDS model has F1 score of 0.97 and 0.98
respectively. A deep learning auto encoder strategy is developed to identify the DDoS attack in the smart grid environment by
Ali & Li (2019) 7). In the proposed approach the multilevel stacked encoders are developed and feature selection is made by
multiple kernel learning algorithms. The experimental simulation is carried out with two benchmark functions to illustrate the
classification ability of this model but it has insufficient accuracy of 89% when compared to the proposed hybrid BPN-MLP
model. A convolutional Neural network (CNN) model for DDoS detection in Smart grid application is developed by Ghanbari
and Kinsner (2021)®. In this proposed architecture, deep learning algorithm has been employed and feature extraction is
made by variance fractal dimension trajectory (VFDTv2) as a pre-processing step. The proposed model demonstrated 87.35%
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Table 3. Frequency of selected features between the proposed models

Feature C4.5 KNN SVM PSO HHO HHO-PSO
F2 0 0 0 1 0
F3 0 3 5 7 8
F4 9 10 9 8 10
F5 10 10 10 9 10 10
F6 1 1 4 8
F7 1 1 0 0
F8 10 10 10 8 10 7
F10 10 10 10 7 4
F11 1 0 1 0 0
F12 10 10 10 9 10 10
F23 10 10 9 10 7
F25 10 10 7 9 10
F26 0 0 0 0 0
F29 10 10 10 8 4 2
F30 10 10 10 8 10 9
F33 0 7 0 0 0 0
F34 0 0 0 0 0 0
F35 9 10 9 8 8 6
F36 10 10 10 10 8 5
F37 8 8 8 7 1
F38 1 1 2 4 1
F39 0 10 0 3 5 8
F40 0 0 0 0 0
F41 1 1 0 0 0
Total Number 12 14 12 10 10 8
of Selected
Features

Table 4. The Performance Metric Values of the proposed IDS models
Model Under Study Accuracy Precision Sensitivity Specificity F1 Score
BPN 0.9272 0.9663 0.9111 0.9515 0.9379
MLP 0.9380 0.9726 0.9227 0.9611 0.9470
PSO-BPN 0.9440 0.9732 0.9315 0.9623 0.9519
PSO-MLP 0.9473 0.9722 0.9376 0.9613 0.9546
HHO-BPN 0.9501 0.9686 0.9451 0.9571 0.9567
HHO-MLP 0.9584 0.9699 0.9576 0.9596 0.9637
GA-BPN Chiba et al. @ 0.9212 0.9618 0.9056 0.9450 0.9328
PSO-BPN Liu et al. ®) 0.9096 0.9618 0.8886 0.9434 0.9237
BR-BPN Alj et al. @ 0.8989 0.9556 0.8777 0.9335 0.9150
Proposed Hybrid HHO-PSO  0.9708 0.9725 0.9761 0.9638 0.9743
BPN
Proposed Hybrid HHO-PSO  0.9774 0.9763 0.9838 0.9690 0.9800

MLP
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classification accuracy which is less when compared to the proposed hybrid IDS model in this study. Goparaju & Bandla
(2020)® presented an ANN-based DDoS intrusion detection model based on open CICIDS2017 dataset that requires higher
computational power which is greatly reduced in the hybrid BPN-MLP IDS model. Doriguzzi-Corin et al. (2020) !”) developed
a CNN model for DDoS attack detection. This study has addressed four main strategies namely CNN based traffic classification,
the dataset pre-processing tool, an activation analysis and experiential validation of the proposed classifier algorithm with other
conventional models understudy. This model is significantly slower when compared to the proposed hybrid BPN-MLP IDS
model. To mitigate the anomaly in traffic protocols, Saharkhizan et al. (2020) ') introduced an Adaptive Resource Management
Enabling Deception (ARMED) technique which enables intrusion identification before the endpoint gets affected. Detection
time is more in this model when compared to the proposed hybrid BPN-MLP IDS model Fisher et al. (2020) !?) proposed an
automated self-modelled neural network model for unauthorized traffic classification, the proposed model outperformed the
other conventional state of art tools by effective high load optimization policy. The vehicle-to-cloud (V2C) technology is the
emerging smart technology in cloud computing and IoT services. To provide better cloud vehicle security, an intelligent artificial
intelligence (ISRM-AI) has been presented and it was identified that the proposed CNN mechanism guarantees the reliability
of the provided service in the V2C environment at a slower rate but the proposed hybrid BPN-MLP model performs all these
functions at a faster rate. Tang et al. (2020) a3 designed a CNN model for Low-rate denial-of-service (LDoS) attack, the LDoS
attack is difficult to identify because of its low average rate and multiple feature variation during the course of the attack. The
proposed model performs excellent classification on NS2 simulation and test-bed tool kits but it requires larger dataset which
is not required in the proposed BPN-MLP IDS model. Kona et al. (2020)"¥) proposed a hybrid RNN architecture for DDoS
intrusion detection, in the proposed approach a time series algorithm is utilized to pre-process the input data. Then the data is
sent to the novel ensemble model which achieves classification accuracy of 92.2 % but the proposed hybrid BPN-MLP model
achieved classification accuracy of 97.74% and 97.08% respectively.

Jia et al. (2020) !> proposed a CNN equipped backup server for detecting suspicious traffic according to the characteristics
of attack in the DoS/DDoS environment. This model detects suspicious traffic very slowly when compared to BPN-MLP model.
Kupershteine et al. (2019) !9 studied various feed-forward neural network architecture models for DDoS attack detection in the
IoT environment but it has no parameters to optimize whereas parameters are effectively optimized in the proposed BPN-MLP
model. Lu et al. (2020)'”) combined the improved PSO (IPSO) optimization algorithm with BPN for intrusion classification
in WSNs. The network parameters of the proposed approach are optimally tuned by the IPSO algorithm and experimentally
validated by employing NSL-KDD and UNSW-NBI15 datasets. This model has low convergence rate whereas the proposed
BPN-MLP IDS model has higher convergence rate. To detect the malicious traffic in cloud computing infrastructure, Tang et al.
(2019) ' developed a neural network modelby combining CNN, BP,and LSTM to train the security features of the network. In
this IDS model, learning is done within a short time interval with better performance measures. But it is computationally very
expensive, which is greatly reduced in the proposed hybrid BPN-MLP model. A CNN based DDoS classification strategy was
developed by Shaaban et al. (2019) 1) to detect and mitigate the DDoS attack at an early stage. Various benchmark datasets were
employed to classify the malicious traffic and the obtained results are compared with the performance of other ML classifier
algorithms such as D-Tree, SVM, K-NN, and NN models. This model requires lots of training data whereas less training data
is required in the proposed hybrid BPN-MLP model.

Hannache & Batouche (2020)?” proposed a Traffic Flow Classifier model based on a neural network strategy for DDoS
attack detection in the SDN environment with high complexity which is greatly reduced in the proposed hybrid BPN-MLP
model. The impact of optimization algorithms in selecting appropriate features for classification in a big data environment
is discussed by Maslan et al. (2019) 21 The abnormal traffic classification is carried out by a neural network model and the
obtained results are compared with other classic models. This model shows that selecting essential features has improved the
system performance considerably but it suffers from over fitting issue which is rectified in the proposed hybrid BPN-MLP
model. To detect and defence the DoS$ attack in cloud computing, Gao et al. (2019) ?? developed a backpropagation neural
network model utilizing the KDDCUP99 dataset and the proposed model performed multiple feature selection with improved
classification accuracy. Training time is more in this model when compared to the proposed hybrid BPN-MLP model. Evmorfos
et al. (2018) ¥ discussed on Random Neural network model for SYN attacks in the IoT environment, the proposed model
is trained with deep learning algorithms and investigated for its performance with the performance of classic LSTM model.
Time taken to develop this IDS model is longer when compared to the proposed hybrid BPN-MLP model. Lai et al. (2019) 4
developed a flow-based intrusion detection model based on MLP and the performance is compared with the performance of
the packet-based detection strategy, the flow-based outperformed the packet-based model. This model lacks hyperparameter
tuning which is effectively done in the proposed hybrid BPN-MLP model.
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6 Conclusion

This part of the research has solved intrusion classification problem by using Multilayer Perceptron (MLP) and Back Propagation
Network (BPN) network models. The hybrid optimization algorithm based on combining the best features of Particle Swarm
Optimization (PSO) and Harris Hawks Optimization (HHO) has been employed to optimize the proposed neural network
models. The proposed algorithm is validated with benchmark functions. This algorithm is also employed to select the necessary
features that represent cyber security activity in the network. The performances of the models are analyzed based on the metric
values. The proposed hybrid HHOPSO optimization algorithm has improved the performance of the neural network models
by providing the optimal feature subset. Finally, the performance of the proposed models is compared with the existing models
and confirmed that the proposed hybrid HHO-PSO-MLP neural network model outperformed with better metric values but
with the limitation of delayed convergence. So, in future an attempt can be made to address this issue by utilizing Recurrent
Neural Network model and previous hidden states during the learning process. Various setbacks in literature in this field of
research such as unstable output and poor false prediction problem can be rectified using auto encoder and decoder based deep
learning IDS model.
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