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Abstract
Background/Objective: The Coronavirus Covid-19 has affected almost all the
countries and millions of people got infected and more deaths have been
reported everywhere. The uncertainty and fear created by the pandemic can
be used by hackers to steal the data from both private and public systems.
Hence, there is an urgent need to improve the security of the systems. This can
be done only by building a strong cryptosystem. So many researchers started
embedding different topics of mathematics like algebra, number theory, and
so on in cryptography to keep the system, safe and secure. In this study,
a cryptosystem using graph theory has been attempted, to strengthen the
security of the system. Method: A new graph is constructed from the given
graph, known as a double vertex graph. The edge labeling of this double vertex
graph is used in encryption and decryption. Findings: A new cryptosystem
using the amalgamation of the path, its double vertex graph and edge labeling
has been proposed. From the double vertex graph of a path, we have given a
method to find the original path. To hack such an encrypted key, the knowledge
of graph theory is important, which makes the system stronger. Applications:
The one-word encryption method will be useful in every security system that
needs a password for secure communication or storage or authentication.

Keywords: Double vertex graphs; path; adjacency matrix; encryption;
cryptography

1 Introduction

All the communications, whether it is social, business, or any other
networking are done using digital technology. The world is getting more
and more digitalized to make the life easy. The technology is compact in
our hands and any work can be done with just a click. As everything is
getting digitalized, it is the responsibility of the service provider, to make
their system as safe and secure for their clients. Hence, updating security
in a system becomes essential and a continuous process.
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ThecoronavirusCovid-19 has affected almost all the countries and lakhs and lakhs of people got infected
and millions of deaths have been reported globally. This pandemic forced the countries to shut down all
their businesses. The governments are completely engaged in keeping the death rate of their countries
under control. They are continuously motivating researchers to find vaccines for this virulent disease.The
hackers have started using this unprecedented opportunity of chaos and panic to wield social, economic,
and financial crises for their gain (1). Hence, whether it is a private or public system, there is an urgent
need to protect the data from these hackers, by improving the security of the systems. This can be done
by cryptography. Cryptography is a technique used for protecting information and communications by
using some secret codes so that the information is known only to the receiver and the sender. It plays an
important role in updating and making a system more secure. It is used to provide secrecy and integrity
to our data, and both authentication and anonymity to our communications.

The cryptography (2) is of two kinds (i) Symmetric key cryptography - the decryption key can be
calculated from the encryption key and vice versa and (ii) Non-Symmetric key cryptography - encryption
and decryption keys are different and it cannot be calculated fromone another.Thekey used for encryption
is called the public key and the key used for decryption is known as a private key. Cryptosystem is
a combined process of encryption and decryption. The sender should be very careful in handling the
encryption of plaintext and should not give a single clue to the third party. The receiver also needs to be
careful in decrypting the ciphertext without any error. However, in this digital era, any cryptosystem is
valid only for a limited period, as it is cracked by hackers in a short period. Hence, there is a great demand
to adopt different techniques to strengthen the cryptosystem. This necessity motivated many researchers
to look into various techniques and subjects to make cryptosystem stronger. In this paper, cryptography
using graph theory has been considered, as the knowledge of graph theory is important for hackers, to
hack the secret key.

Graph theory is a field having a lot of applications; any real-life problem is simplified using graphs and
can be solved using graph theory properties and techniques.The flexibility of graph properties strengthens
the cryptosystem. The graph structures play an important role in the encryption and decryption process.
The literature survey given in (3–5) helps to understand the use of graph theory in cryptography.The graph
theory technique is used in cryptography to strengthen the security of data transmission, as the knowledge
of graph theory is very important for the decryption of any ciphertext (2,6). Dawn Song et al. (7) used an
expander graph in authenticating long digital streams over lossy networks as the constant degree of the
graph makes the authentication more efficient. Cusack and Chapman (8) gives a method using the Cayley
graph constructed from groups, to construct cryptosystems.

Any important secret document which has to be shared among people will be encrypted by a password.
This encrypted document and the secret key to decrypt the documentwill be sent separately to the receiver.
Mostly a single word is used as a password.

In this paper, a new cryptosystem using the amalgamation of paths, its double vertex graph and edge
labelling has been proposed.

2 Preliminaries

Graph theory (9,10), a branch of mathematics has a lot of applications in Chemistry, Operations Research,
Social Science, Computer Science, etc. It is obvious that hiding small information using a big network
structure strengthens the encryption. Based on requirements, many new big networks can be constructed
from a given graph or a set of graphs using different techniques like Cartesian product, union, join, double
vertex graphs, and so on.
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Alavi et al. (11) introduced a double vertex graph. It is defined as follows:
Definition (1). Let G = (V,E) be a graph of order n ≥ 2. The double vertex graph U2(G) is the graph

whose vertex set consists of all
(

n
2

)
unordered pairs fromV such that two vertices {x,y} and {u,v} are

adjacent if and only if |{x,y}∩{u,v}|= 1 and if x = u then y and v are adjacent in G. See Figure 1 for the
path P7 and Figure 2 for its corresponding double vertex graphU2 (P7).

Comparing to the original graph, the distance between any two vertices is increased in its double vertex
graph (12) , which givesmore efficiency and collision resistance for the encryption.The encrypted text using
double vertex graph cannot be traced back without the knowledge of how the double vertex graphs were
constructed. This makes the system more secure.

In general, graphs can be represented in two ways namely adjacency list and adjacency matrix (9). The
adjacency list representation of graph G = (V,E) consists of an array of lists |V |, representing each row by
a vertex inV .

The adjacency matrix
A = (ai j)n×n

of a graph G = (V,E) is a |V |× |V |matrix such that

(i) For unweighted graph

ai j =

{
1 i f

(
vi, v j

)
∈ E

0 otherwise
and

(ii) For weighted graph

ai j =

{
wi j i f

(
vi, v j

)
∈ E

0 otherwise

3 Main Results

In this section, we first introduce an encryption algorithm based on a double vertex graph of a path. This
path is constructed from the given password. An illustration is given for this encryption algorithm by
considering a password. Then a decryption algorithm is introduced to decrypt the encrypted word. We
use the encoding table (2) given in Table 1 to convert any word to a number string.

Table 1. Encoding table
Alphabet A B C D E F G H I J K L M
Coding
Number

1 2 3 4 5 6 7 8 9 10 11 12 13

Alphabet N O P Q R S T U V W X Y Z
Coding
Number

14 15 16 17 18 19 20 21 22 23 24 25 26

Theorem 3. 1: Every edge of a path Pn contributes (n−2) edges in double vertex graphU2(Pn).
Proof: Consider a path Pn of length n. It has n−1 edges and nvertices.
The double vertex graphU2(Pn) of a path has nC2 number of vertices, and is given by

V (U2 (Pn)) = {12, 13, . . .1n, 23, 24, . . . .2n, 34, 35, . . . .3n, . . . , (n−2)(n−1) ,(n−1)n}
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Consider an edge (l, l +1) of the path.
By the definition of double vertex graph, the corresponding edges in double vertex graph U2 (Pn) are

(il, i(l +1)) ; 1 ≤ i < l and (l j, (l +1) j) ; l +1 < j ≤ n .
Number of horizontal edges inU2 (Pn) = l −1
Number of vertical edges inU2 (Pn) = n− (l +1)
Therefore, the number of edges for (l, l +1) inU2 (Pn) = l −1+n− (l +1)= n−2.
Hence the proof.
Remark 3.1: ByTheorem 1, every edge in the path Pn contributes (n−2) edges in double vertex graph

U2(Pn). Let al(l+1) be the weight of an edge (l, l +1) in the path Pn. This weight al(l+1) is partitioned into
(n−2) numbers to assign a weight to all (n− 2) edges constructed from (l, l + 1) in U2(Pn) using the
following method.

Let the first edge be labelled as, x1 =
⌈

al(l+1)
n−2

⌉
.

The second edge to (n−3)rd edges are labelled as

xm =

⌈
al(l+1)− (x1 + x2 + · · ·+ xm−1)

n−2

⌉
; 2 ≤ m ≤ (n−3)

The (n−2)nd edge is labelled as

xn−2 = al(l+1)− (x1 + x2 + · · ·+ xn−3)

3.1 Encryption algorithm

The steps in the encryption algorithm using double vertex graph are as follows:

1. Convert the Plaintext to number string Nk = n1,n2,n3, . . . . . . . . . .nk, using the coding table ( Table 1).
Add 26 to each number of Nk so that nl +26 = al(l+1); 1 ≤ l ≤ k.

2. Label the edges (l, l +1);1 ≤ l ≤ (n−1) in the pathPn(n = k+1) with al(l+1)

3. ConstructU2 (Pn) , each edge weight al(l+1) of the path is partitioned into (n−2) values and is used
to label the (n−2) edges
(il, i(l +1)) ; 1 ≤ i < l and (l j, (l +1) j) ; l +1 < j ≤ n .

4. Form an adjacency matrix A forU2 (Pn).
5. Extract the entries of A, which gives the final encrypted message.

Encrypted message
The encrypted message will be of the following form
Encrypted message = (No. of rows of A, extraction of A).
3.1 Illustration
Suppose we want to send a message STRIKE .
The plaintext is “STRIKE”, which is a six-letter word. Therefore k = 6.
Step 1: Replace this plaintext by N6= 19, 20,18,9,11,5 using the Coding table given in Table 1.
Step 2: Add 26 to each of the digits of N6 and label these digits in the path P7. See Figure 1 .
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Fig 1. Path P7

In Figure 1, a12 = 45, a23 = 46, a34 = 44, a45 = 35,a56 = 37, a67 = 31
Partition of edge weights
ByTheorem 3.1, each edge in Pn is partitioned into (n−2) edges inU2 (Pn).
Consider the edge a12 = 45. It is partitioned into (7−2) = 5 edges in U2 (P7). The weights of these 5

edges are calculated using Remark 1.⌈
45

7−2

⌉
= 9,

⌈
45−9
7−2

⌉
= 8,

⌈
45− (9+8)

7−2

⌉
= 6,

⌈
45− (9+8+6)

7−2

⌉
= 5

45− (9+8+6+5) = 17

Therefore, 45 = 9+8+6+5 +17
Similarly, the weights of other edges in the path P7 are partitioned as follows:
46 = 10 + 8 + 6 + 5 + 17
44 = 9 + 7 + 6 + 5 + 17
35 = 7 + 6 + 5 + 4 + 13
37 = 8 + 6 + 5 + 4 + 14
31 = 7 + 5 + 4 + 3 + 12

Step 3: Label the edges of the double vertex graphU2 (P7) with the corresponding partitions.

Fig 2.Double vertex graphU2 (P7)
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Step 4:The adjacency matrix A ofU2 (P7) is

A =



0 10 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
10 0 9 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 9 0 7 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 7 0 8 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 8 0 7 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 7 0 0 0 0 0 17 0 0 0 0 0 0 0 0 0 0
0 9 0 0 0 0 0 7 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 8 0 0 0 7 0 6 0 0 8 0 0 0 0 0 0 0 0 0
0 0 0 6 0 0 0 6 0 6 0 0 6 0 0 0 0 0 0 0 0
0 0 0 0 5 0 0 0 6 0 5 0 0 5 0 0 0 0 0 0 0
0 0 0 0 0 17 0 0 0 5 0 0 0 0 17 0 0 0 0 0 0
0 0 0 0 0 0 0 8 0 0 0 0 5 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 6 0 0 5 0 5 0 6 0 0 0 0 0
0 0 0 0 0 0 0 0 0 5 0 0 5 0 4 0 5 0 0 0 0
0 0 0 0 0 0 0 0 0 0 17 0 0 4 0 0 0 17 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 6 0 0 0 4 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 5 0 4 0 3 4 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 17 0 3 0 0 13 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 4 0 0 12 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 13 12 0 14
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 14 0


Step 5: Encrypted message: The encrypted message consists of an order of the matrix and all the entries
from the adjacency matrixU2 (P7).

(21, 0, 10, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 10, 0, 9, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
0, 0, 9, 0, 7, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 7, 0, 8, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
0, 8, 0, 7, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 7, 0, 0, 0, 0, 0, 17, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 9, 0, 0, 0,
0, 0, 7, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 8, 0, 0, 0, 7, 0, 6, 0, 0, 8, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 6, 0, 0, 0, 6,
0, 6, 0, 0, 6, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 5, 0, 0, 0, 6, 0, 5, 0, 0, 5, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 17, 0, 0, 0, 5, 0,
0, 0, 0, 17, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 8, 0, 0, 0, 0, 5, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 6, 0, 0, 5, 0, 5,
0, 6, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 5, 0, 0, 5, 0, 4, 0, 5, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 17, 0, 0, 4, 0, 0, 0,
17, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 6, 0, 0, 0, 4, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 5, 0, 4, 0, 3, 4,
0, 0, 0 , 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 17, 0, 3, 0, 0, 13, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 4, 0, 0, 12,
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 13, 12, 0, 14, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 14, 0)

Remark 3. 2:The encrypted message can be decrypted by the receiver using the decryption algorithm.

3.2 Decryption algorithm

1. Form a matrix using the encrypted message and name it as A
2. Construct a graph using A, which would beU2 (Pn)

3. Extract Pn fromU2 (Pn) and label each edge (l, l +1) as follows,
(l, l +1) = al(l+1) = (il, i(l +1)) +(l j, (l +1) j) ; 1 ≤ i < l ,
l +1 < j ≤ n, 1 ≤ l ≤ (n−1)
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4. Calculate nl = al(l+1)−26;1 ≤ l ≤ (n−1) and form the number string Nk

5. Convert the number string Nk to plaintext using Coding Table.

4 Conclusion

In this study, a double vertex graph to encrypt a word was proposed. First, the given message was encoded
using the encoding table. In the second step, the plain text was converted into a path graph. From this
path graph, a double vertex graph was constructed. Then an adjacency matrix is formed from this double
vertex graph.These four stages make the encryption stronger.Without the knowledge of graph theory, it is
very difficult to hack and decrypt the encrypted word. This kind of cryptosystem is used to communicate
single word like password securely. This study can be extended to encrypt a sentence. This work can also
be extended to other big graph structure to make the password even more secure and strong.
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