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Abstract
Background/objectives: This study presents a secure and energy-efficient
scheme of patient’s data transmission fromwearable IoT sensors (WIS) to base
station (BS). IoT sensors are widely used in the healthcare domain for real-
time data collection and transmission. However, these sensors are resource-
constrained in terms of computational power and storage due to which
chances of security breaches and threats increase. Moreover, with time the
energy level of IoT sensors also degrade that sometimes leads towards loss of
sensitive patient data. Purpose: The purpose of this study is to provide secure
data transmission between wearable sensors and base stations and increasing
energy efficiency of resource-constrained wearable IoT sensors.Method: The
proposed scheme was tested by creating a mathematical model and then
creating a simulation setup using the Cooja Contiki simulator. Findings: The
results show that the proposed scheme provides secure and energy-efficient
data transmission from WISs to BS as compared to the existing approaches.
Further, the proposed scheme addresses some key issues including availability,
reliability, scalability, and limited patient mobility. Novelty: Our research
presented a unique approach for e-health applications using the IoT, where we
considered the lightweight and secure scheme providing multiple group node
concept.
Keywords: Internet of Things (IoT); wearable IoT sensors (WIS); healthcare;
Group node (GN); base station (BS); simulation

1 Introduction
Healthcare is one of the most significant fields for both individuals and governments.
The increasing number of aged people, newly occurring diseases, and the cost ofmedical
expenditure havemade it one of the significant fields that need to be paid attention to. In
the last few years, the advancement of IoT technologies and its use in the healthcare field
has helped a lot in solving various healthcare problems by providing real-time patient
monitoring, remote monitoring, and early and quick diagnosis of the problem (1,2). One
of the significant advances that IoT has brought in the field of healthcare is the use
of wearable sensors for monitoring real time health conditions of patients (3–5). These
wearable sensors are attached to the human body for collecting vital information
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of patients such as blood pressure (BP), heart rate, temperature, etc. In case of any significant variation in captured data, it is
sent to the BS that is responsible for sending it to the caregiver (6–8). In this way, the patient data is collected in real-time, and
quick first aid is provided in case of any emergency. Figure 1 shows the block diagram of wearable sensor usage in healthcare
for patient monitoring. According to Figure 1, patient data is collected through the ultraviolet sensors attached to the human
body, this collected data is sent to the BS that can be any smart devices capable of receiving data. BS send the collected data to
the hospital server via healthcare cloud where a healthcare provider can access this data to take timely decision.

Fig 1. Real-time patient health monitoring through wearable sensors

IoT advancement has made a good revolution in the field of healthcare and modern healthcare systems also known as
e-healthcare has brought a lot of ease for patients and healthcare providers (9,10). However, one of the significant issues that
still need to be addressed is the security of the patient’s data. The data of the patient is sensitive and confidential and its
unauthorized access sometimes leads towards disaster. Although end-to-end security of data is important, however; major
security breaches occur when data is transmitted from wearable sensors to BS.The key reason behind these security breaches is
resource-constrained IoT sensors. Wearable sensors have low computational and storage capacity due to which there are more
chances of data loss and security breaches (11–13). Hence, secure and efficient data transmission from wearable sensors to BS is
a challenge that needs to be addressed.

To fill this gap, we have providedmultiple group nodes (GN) concept that will serve as an interface between wearable sensors
and BS. The GN in our case is having sufficient resources, it collects data from nearby sensors and transmits it to the BS.
GN is also responsible for key authentication with BS. WISs do not need to communicate with BS rather they will directly
communicate with GN and will use the same authentication key of GN. When an individual node communicates with BS
directly, first it needs to establish a connection and then send data to the BS that is far from it. In the case of GN, individual nodes
do not need to do key authentication, and distance among WIS and GN will also reduce. As distance is inversely proportional
to energy, so decreasing the distance will increase energy efficiency. Further, a reduction in distance will also cause a reduction
in security breaches. The reasons for introducing two GNs are: removing the distance between WISs and GN and sharing the
burden of other GN in case of any failure. Further, the idea of single GN has already been proposed and evaluated in (14).

This paper is the extension of our previous work presented in (15). We have already proposed a multi-group node concept in
our review paper in which we have provided a multiple GNs based framework and also evaluated it using the Delphi technique.
In this paper, we have set up an experimental environment through simulation by using the Cooja-Contiki simulator. In our
experiment, we have tried to study and analyze the impact of multiple GNs on security and energy efficiency. The results are
also compared with the previous scheme proposed by (14). The structure of the paper is shown in Figure 2 .

2 Literature review
IoT has been widely used in the healthcare industry and a lot of research efforts are going on to address the issues and challenges
associated with it. In this section, we will discuss some existing studies that have provided solutions for the transmission of
patient’s data from wearable sensors to BSs with a special focus on security and energy issues.

According to (14), the data of healthcare is sensitive therefore it needs more security to protect it from various cyber-attacks.
Mainly security breaches occur when data is transmitted from resource-constrainedWISs to BS.This research proposed a GN-
based efficient and secure mechanism of healthcare data transmission betweenWISs and BS. The GN introduced in this paper
serves as an interface between WISs and BS. GN is responsible for the key authentication process with BS and the same key
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Fig 2. Paper structure

is used by all WISs. In this approach individual WIS does not need to communicate with BS rather they send the patient data
to GN which is responsible for transmitting it to BS. The proposed scheme was tested through simulation that was performed
using the Cooja-Contiki simulator. The results show that the proposed scheme provides more security and energy efficiency
and is resistant against hacks due to the use of elliptic curve cryptography (ECC).

In paper (16), a lightweight authentication scheme for healthcare applications is provided. In this scheme, IoT sensors and
BS authenticate each other for securing healthcare data. Nonces and Keyed-hash authentication technique is used to ensure
the authenticity of exchanged data. To check the validity of the proposed scheme, a performance and security analysis was
performed. However, the real-time testing of the proposed security protocol needs to be done. The analysis results show that
the proposed scheme is energy efficient and resistant to various security threats.

In paper (17), the security requirements for body sensor networks (BSN) in current e-healthcare systems are addressed.
Based on the discussed security requirements a secure IoT based healthcare system named BSN-care is proposed to address
the identified requirements. The proposed architecture is composed of WISs and implantable sensors. These sensors collect a
patient’s health data and transmit it to the coordinator node called a local processing unit (LPU).This LPU can be any portable
device such as a smartphone, PDA, tablet, etc. This LPU serves as a router between BSN node and server using a wireless
communication channel. In case of any abnormality in the collected data, the patient is immediately notified. The analysis of
the proposed scheme shows that it accomplish various security requirements.

Paper (18) provides the layered architecture of IoT, it describes possible cyber-attacks targeting each layer of IoT and the
corresponding security requirementswith a special focus on healthcare domain.Various development strategies are discussed to
defend IoT from possible cyber-attacks.Thus the contribution of the paper is twofold: it discusses various types of attacks along
with a defense mechanism. According to this paper, proper coordination between healthcare organizations and government is
necessary for resolving security issues.

A comprehensive survey is provided in (19), it includes a review of the latest IoT-based healthcare technologies and existing
network platforms and solutions. It also provides the details of existing security and privacy features of IoT-based healthcare
system. Based on the detailed review of the current state-of-the-art, the paper provides a collaborative model for minimizing
security risks and also discusses the role of recent technologies such as ambient intelligence, big data, and wearable in the
healthcare domain. This paper also provides an overview of various IoT and e-healthcare regulations and policies across the
world and provide some future research venues for IoT-based healthcare research.

In paper (20), existing IoT security and privacy risk factors in the healthcare sector are identified to provide a secure IoT-
based healthcare environment that conforms to existing quality indicators.The paper provides a comparative analysis of related
work along with a case study of a Malaysian government hospital. Based on the findings, a model is proposed that is claimed to
serve as a basic principle for securing IoT-based healthcare systems from existing security risks.

Paper (21) analyze the performance of existing end-to-end security schemes in IoT-based healthcare systems. Based on
findings, it provides a three-layer architecture for end-to-end secure communication for IoT-based healthcare. The proposed
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schemewas tested on two different scenarios: patient in-home and patient in the hospital room. A prototype was built for testing
the proposed solution, the results were compared with existing approaches.The results show that the proposed scheme is more
efficient in terms of energy efficiency and the cryptographic key generation. Further, it reduces communication overhead and
communication latency.

Paper (22), have explored privacy protected collection and access of data in IoT-based healthcare applications and provided
a framework named PrivacyProtector to maintain the privacy of patients’ data. Further, it provides a secret sharing scheme for
optimization of secret share size and supports the repair of exact-share in case if data is corrupted or altered. In the proposed
scheme, data acquired from IoT sensors is stored on multiple cloud servers from where it is accessed by healthcare providers.
If any data server gets compromised due to any reason, the privacy of the patient’s data is still protected.

Paper (23) have presented an efficient and secure authentication architecture for IoT-based healthcare systems using smart
gateways called SEA. It reduces the burden of resource-constrained IoT sensors by outsourcing some tasks, in this way the
performance of sensor nodes improves. Due to smart gateways, IoT sensor nodes do not need to authenticate a remote
healthcare provider. The inclusion of smart gateways reduces the burden of sensor nodes and improves security and efficiency.
Further, the smart gateway provides some additional functionalities such as storing users’ and sensors’ information, local
processing of sensors data, and by providing various data aggregation and interpretation techniques.

Paper (24)provides a lightweight authentication scheme to guarantee secure communication and protection of patients’ data.
An experimental setup was carried out for the processing of sensors signals by using a fuzzy inference system. Further, an
improved intelligentmodel for patientmonitoringwas presented that automatically gathers and analyzes vital health parameters
from the patient’s body. The doctors can monitor the patients’ health in real-time and can provide rescue in case of emergency.
The proposed mechanism provides better authentication by reducing access time overhead and key generation time.

Paper (25) presents a security model for healthcare systems that provides secure data transmission in the IoT environment.
Theproposedmodel includes four processes: patient data is encrypted using a hybrid encryption scheme proposed in themodel.
Next, encrypted data is concealed in a cover image to produce stego image. Then embedded data is extracted and is decrypted
for retrieval of the original image. The proposed model was implemented using simulation in MATLAB setup and results were
satisfactory.

The above discussion is summarized in Table 1. It highlights that patients’ data is sensitive and it needs to be protected
against various security breaches. However, the key challenge faced in data transmission fromwearable sensors to the BS is that
IoT sensors attached to the patient’s body are resource-constrained and their energy and computational power decrease with
time. To overcome this problem, some burden on WISs need to be removed. This can be achieved by reducing the distance
betweenWISs and BS and introducing a non-resource-constrained medium betweenWISs and BS. Before proceeding towards
the solution of this problem, we provide a taxonomy of IoT-based healthcare system for a better understanding of the problem.

Table 1. Comparison of existing studies
Ref Targeted

Health App
Research
method

Contribution Pros Cons Evaluation
parameters

Research Gaps

(14) Wearable IoT
sensors

Simulation Provides a secure
and energy-
efficient scheme
of healthcare
data transmis-
sion between
WISs and BS.

Provide a secure
healthcare data
transmission mech-
anism by reducing
communication
distance, improving
security, and energy.

The GN is
overburden
and any
problem
or security
breach at GN
will lead to
severe conse-
quences.

Security
Mobility
Energy
Communication
distance

Overall data
transmission is
dependent on
the group node.
The failure of the
Group
Will affect overall
network

(16) Wearable and
implantable
sensors

Controlled
experi-
ment

Provided an
energy-efficient
and secure data
exchange mech-
anism between
IoT sensors and
BS

Avoid replay attack
& Impersonation
Reduce communica-
tion and computa-
tional cost
Session key estab-
lishment
scalability

Validation is
missing

Energy
Security

Do not address
some key issues
like mobility,
reliability, and
availability

Continued on next page
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Table 1 continued
(17) Body sensor

network
Performance
analysis

Provide an archi-
tecture for secure
data transmis-
sion for body
sensor networks
by addressing
various security
requirements. It
alerts the patient
in case of any
abnormality in
the data received
from sensors.

Address key security
requirements includ-
ing data privacy, data
integrity, data fresh-
ness, authentication,
Anonymity, and
secure localization

Validation is
missing

Computational
overhead
Privacy
security

The paper only
focus on security
While various key
parameters such
as patient’s
mobility reliabil-
ity, availability,
scalability, com-
munication
overhead, and
energy efficiency
have not been
addressed

(18) Smart cities
for healthcare
applications

Review
Paper

Discussed secu-
rity attacks
targeting differ-
ent layers of IoT
in the healthcare
domain and also
described the
possible mitiga-
tion techniques.

Identified security
requirements of all
IoT layers to miti-
gate possible cyber
attacks

Existing work
is synthe-
sized without
any novel
contribution

Security General review
provided, no
novel
contribution

(19) IoT health-
care appli-
cations &
services

Survey Propose a collab-
orative security
model for mini-
mizing security
risks in IoT-
based healthcare
systems.

Provide a review of
the latest IoT-based
healthcare technolo-
gies and existing
network platforms
and solutions
Provide the details of
existing security and
privacy features of
IoT-based healthcare
system.
Provides an overview
of various IoT and
e-healthcare regula-
tions and policies

Existing work
is synthe-
sized without
any novel
contribution

Security
Privacy

Just explored
existing work
without any novel
contribution

(20) Secure
IoT-based
healthcare
environment

Review Propose a model
for secure IoT-
based healthcare
environment

Privacy and security
risk factors identifi-
cation
Comparative analy-
sis

Validation is
missing

Security
Privacy

Evaluation of the
proposed model is
missing

(21) Healthcare
IoT systems

Experiment Provided end-
to-end security
scheme for IoT-
Based healthcare
system

Identified essential
security require-
ments
Performance anal-
ysis of existing
end-to-end security
solutions
Prototype develop-
ment

The cost-
benefit
analysis is
missing

Latency
Energy
Security
Key genera-
tion
Computational
overhead
Performance

The main focus
of the paper is
security.
However, some
other key factors
such as
efficiency,
throughput,
and latency are
not considered.

Continued on next page
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Table 1 continued
(22) IoT-based

Healthcare
system

Review Provided a
framework to
preserve the pri-
vacy of patients’
data

Support share repair
Patients’ data remain
secure in case any
security breach
occurs on one or two
cloud servers

The proposed
scheme needs
to be tested
on real-time
IoT-based
healthcare
application

Privacy
Communication

Privacy is not
being considered
at
the data acquisi-
tion stage and
communication
service provider
stage

(23) IoT-based
Healthcare
system

Prototype Provided secure
and efficient
architecture
for IoT-based
healthcare sys-
tems using smart
gateways

Improve sensors
performance
Secure key manage-
ment
Reduce communica-
tion overhead
Provide reliable and
scalable end-to-end
security

The proposed
scheme needs
to be tested
on real-time
IoT-based
healthcare
application

Efficiency
Security
Communication
latency
Scalability
Reliability

Some important
issue like mobility,
availability, and
reliability are not
been discussed

(24) Healthcare
monitoring
system

Experiment Proposed a
model that inte-
grates artificial
intelligence
to make the
healthcare sys-
tem smart and
efficient

Real-time patient
monitoring
Protect patients
information
Reduce access time
overhead
Reduce key genera-
tion time

Real-time
hardware
implemen-
tation is
missing

Reliability
Accuracy
Security

Patient mobility is
not discussed and
considered as all

Fig 3. IoT-Based e-healthcare applications taxonomy
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3 Proposed scheme
The wearable sensor is widely used technology and plays a key role in e-healthcare systems by providing real-time monitoring
of patients. However, a key challenge associated with wearable IoT-sensors is their resource-constrained nature. This resource-
constrained nature of IoT sensorsmakes them an ideal target of security attacks. Patient’s data is very sensitive and unauthorized
access to this data sometimes leads to disastrous consequences. Various solutions have been provided for the secure transmission
of sensors data to the BS but still, the resource-constrained nature of IoT sensors becomes an obstacle. Below, we provide our
framework that helps in the secure and efficient transmission of data fromWISs to BS.

Fig 4. Proposed Framework

Fig 5. Proposed scheme flow diagram

The proposed framework consists of four layers. Layer 1 is the physical layer that involves patients with wearable IoT sensors
for real-time monitoring of health parameters. We introduced two GNs concepts in this layer. These GNs are not resource-
constrained and they serve as an interface between wearable sensors and BS. GNs collect data from nearby wearable sensors and
send it to the BS. GNs are also responsible for key authentication with BS. Hence, individual nodes do not need to communicate
with BS directly nor they need to involve in the key authentication process. This will improve their computational and energy
level. The reason for involving two GNs is that one GN will replace other GN in case of any failure and thus the system will
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be more reliable. Layer 2 consist of BS that can be any smart device such as smartphone, tablet, PDA, etc. Layer 3 consists of
a cloud that provides hosting services for healthcare data and application and layer 4 is the application layer through which
care-providers can monitor patients’ health. Figure 5 shows the flow diagram of our proposed scheme.

According to Figure 5, wearable sensors attached to the patient body need to connect withGN to transmit data. Once a sensor
node is connected toGN, it identifies nearbyGN for data transmission.TheseGNs are responsible for the authentication process
and establishing a secure connection. GNs send the collected data to the BS fromwhere it goes to sever. Medical staff can access
this data from the server for monitoring a patient’s health status and further actions. The algorithm of the proposed scheme is
given below

Algorithm 1. Propose Scheme Algorithm
1: Start
2: Group Nodes initialization
3: IoT Sensors initialization
4: IoT Sensors registration with group node A
5: IoT Sensors registration with group node B
6: Receiving Key registration from group node
7: Sensor node communicate with each other
8: Node transfer the date to group node
9: Group node transfer the data to base station
10: if Registration not successful
11: Go to step 4 or 5
12: else
13: Continue process
14: End if
15: End

4 Mathematical model
In this section, we describe and solve the proposed schememathematically. According to the proposed schemew1, w2, w3….wn
are wearable sensor nodes attached to human body. These nodes collect patient’s vital information and send it to the BS as
shown in Figure 6. Section 4.1 and 4.2 elaborate our objective function and how the proposed scheme help to improve energy
and security.

Fig 6.Mathematical model
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4.1 Security improvement
According to our model security is dependent on computation, distance, and number of attempts. The mathematical model
will be

y1 = f (x1,x2 , x3)

y1 = β0 +β1x1 +β2x2 +β3x3 + ε

Where y1 is a dependent variable that is security in our case
x1 and x2 and x3 are independent variables where x1 refers to the computation,x2 refers to the distance and x3 refers to the

number of attempts
β0 , β 1,β2 , β3 refers to the unknown coefficients
ε refers to the standard error of estimation
The relationship between the independent and dependent variable is inversely proportional which can be represented as
y1 ∝ 1

x1
which means security is inversely proportional to computation

y1 ∝ 1
x2

which means security is inversely proportional to the distance
y1 ∝ 1

x3
which means security is inversely proportional to number of attempts

While x1 ∝ x2 ∝ x3

According to our proposed model, there exist linear relationship between dependent and independent variables, below we list
our decision variables and objective function

Decision variables:
X1: total computation power used
X2: communication distance between WIS and GN
X3: Number of attempts
Objective function:Max (y1)
Constraints:WIS computation power and storage capacity is limited
To analyze the effect of change in independent variables on dependent variable, we need to find the partial derivatives as

y1 = f (x1,x2 ,x3)

fX1 =
∂ f
∂x1

=
∂

∂x1
f (x1,x2 ,x3) = y1X1

=
∂y
∂x1

= Dx1 f

fX2 =
∂ f
∂x2

=
∂

∂x2
f (x1,x2 ,x3) = y1X2

=
∂y
∂x2

= Dx2 f

fX3 =
∂ f
∂x3

=
∂

∂x3
f (x1,x2 ,x3) = y1X3

=
∂y
∂x3

= Dx3 f

Let ρ=Group node ϖ= base station
Time taken by wearable sensors for computation= x1
Computation time with ρ is x1 − τ where τ is a positive integer
As y1 ∝ 1

x1
and x1 > x1 − τ ∴ ρ ⊩ y1

Distance between wearable nodes w1, w2,w3…….. wn to ϖ=x2
Then Distance between wearable nodes w1, w2,w3…….. wn to ρ=x2 −ζ where ζ is a positive integer
As y1 ∝ 1

x2
andx2 > x2 −ζ ∴ ρ ⊩ y1

Number of attempts taken by wearable sensors=x3
With ρ , x3= x3 −κ where κ is a positive integer
As y1 ∝ 1

x3
and x3 > x3 −κ ∴ ρ ⊩ y1

y1 = f (x1,x2 , x3) and (x1 + x2 + x3 ) improves y1 upto ζ + τ +κ by using ρ
Hence prove that proposed scheme improves security
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4.2 Energy efficiency improvement

According to our model energy is dependent on computation, distance, and number of authentications
The mathematical model will be

y2 = f (z1,z2 ,z3)

y2 = α0 +α1z1 +α2z2 +α3z3 + ε

Where y2 is a dependent variable that is energy in our case
z1 and z2 and z3 are independent variables where z1 refers to the computation,z2 refers to the distance and z3 refers to the

number of authentications
α0 , α1,α2 , α3 refers to the unknown coefficients
ε refers to the standard error of estimation
The relationship between independent and dependent variable is inversely proportional which can be represented as
y2 ∝ 1

z1
which means energy is inversely proportional to computation

y2 ∝ 1
z2

which means energy is inversely proportional to distance
y2 ∝ 1

z3
which means energy is inversely proportional to number of authentications

While z1 ∝ z2 ∝ z3

According to our proposed model, there exist linear relationship between dependent and independent variables, below we list
our decision variables and objective function

Decision variables:
Z1: total computation power used
Z2: communication distance between WIS and GN
Z3: Number of authentications
Objective function:Min (y2)
Constraints:WIS computation power and storage capacity is limited
To analyze the effect of change in independent variables on dependent variable, we need to find the partial derivatives as

y2 = f (z1,z2 , z3)

fz1 =
∂ f
∂ z1

=
∂

∂ z1
f (z1,z2 , z3) = y2z1

=
∂y2

∂ z1
= Dz1 f

fz2 =
∂ f
∂ z2

=
∂

∂ z2
f (z1,z2 , z3) = y2z2

=
∂y2

∂ z2
= Dz2 f

fz3 =
∂ f
∂ z3

=
∂

∂ z3
f (z1,z2 , z3) = y2z3

=
∂y2

∂ z3
= Dz3 f

Time taken by wearable sensors for computation= z1
Computation time with ρ is z1 −θ where θ is a positive integer
As y2 ∝ 1

z1
and z1 > z1 −θ ∴ ρ ⊩ y2

Distance between wearable nodes w1, w2,w3…….. wn to ϖ=z2
Then Distance between wearable nodes w1, w2,w3…….. wn to ρ=z2 −λ where λ is a positive integer
As y2 ∝ 1

z2
andz2 > z2 −λ ∴ ρ ⊩ y2

Number of authentications by wearable sensors=z3
With ρ , z3= z3 −ξ where ξ is a positive integer
As y2 ∝ 1

z3
and z3 > z3 −ξ ∴ ρ ⊩ y2

y2 = f (z1,z2 , z3) and (z1 + z2 + z3 ) improves y2 upto θ +λ +ξ by using ρ
Hence prove that proposed scheme improves energy
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5 Simulation setup
To test our research, we followed two folds means, where we verify our model using mathematical modeling as depicted in
the earlier section, besides of that research results has been tested using simulations by adopting a very well-known simulator
in the research community Cooja simulator based on Instant Contiki, which is widely used for the same type of IoT based
researches (26–30). Since this research linked with the E-health, and indoor patient-oriented environment, where the normal
range of the sensor nodes used with patients from 5 to 20. We used our simulation using 25 number of nodes in the simulation
area of 150 X 150 meters to avoid the interference. This research used two group nodes concepts by extending the one group
node concept presented in (14,31). We use the Unit Disk Graph Medium (UDGM) model with a distance loss model, where
links are supposed symmetric, while other wireless environment parameters are ignored (32,33). The random node distributions
topology was considered with the patient body. Nodes in the network can transfer data packets to either group node depend
on its deployment location.The data transfer considered continuously with a 1-second delay.The data packet default size is 127
bytes. Initial node energy for all nodes was assumed as 2 J. The following Table 2 describes the simulation parameters.

Table 2. Simulation Parameters.
Parameter Value
Number of Nodes 25
G. Node 2
Routing Protocol RPL Protocol
Area 150 * 150 m
Simulation Time 3600 Seconds
Transmission Range 50 meters
Interference Range 100 meters
Packet Interval 60 Seconds
Data Packet Size 127 Bytes
Topology Random
Initial Energy of the nodes 2 J

The simulation used was the main source to collect the results in this case, we used the Cooja Contiki the most common
and popular simulator being used for the simulations in IoT.This simulator is used for several different purposes, including the
energy efficiency, security attacks, such as version number, rank attacks, etc. this can help to get the information for different
aspects as well. The sample screen of the sensor data collection is shown in Figure 7 along with other details.

Fig 7. Simulation Sensor Data Collections sample
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6 Result and discussion
The common authentication mechanism is depicted in Figure 8 , the authentication mechanism normally goes in two phases
such as authentication phases and key establishment phase.

Fig 8. Common Authentication mechanism

In the first phase, it uses specific encryption techniques, which later needs to be verified, in case of successful verification it
goes to the second phase of key generation, and in other ways around it ended up with authentication failure state.

Our proposed scheme is mainly considering to the two folds aims, including security and lightweight approach, we used the
Elliptic Curve Cryptography (ECC) for the security and lightweight requirements. Further, we have adopted the key generation
mechanism from (34)

Fig 9. Authentication Key Agreement (AKA) (34)
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Our proposed scheme uses the AKA mechanism for the key generation as shown in Figure 9 , which can handle easily
to generate the using Key Generation Center (KGC), nodes use ECC symmetric key approach to maintain the secure and
lightweight approach. The recent state of the art results presented in (35–37) has elaborated the IoT based lightweight schemes
and suggested the use of ECC as well.

Extensive simulation has been done to reach out conclusion, conducted simulation was focused on the performance
parameters including the energy efficiency and security of the scheme.The research draws several results considering the main
performance parameter, by deploying the nodes without group node GN, and deploying of one GN and later with two GN.
Besides, we compare our results with recently presented secure and lightweight schemes (14,31). Our results show an overall
significant performance over them. The simulation results are shown below in four different ways including the different cases
such as A) random topology without GN concepts, B) random topology with one GN, C) random topology with two GN, and
D) random topology with two GN comparing results with the existing group-based approach by Maria, et al.

Fig 10. Average Energy Consumption without GN

Figure 10 shows the energy consumption for our proposed scheme with approach A, where the data was transferred directly
to the base station rather to use the group node concept. This approach bypasses the group node, as illustrated in our proposed
model.This shows that the energy consumption is higher, and it requires multiple iterations from each node to the base station.
This enhances the chances of the exploitation for the security and uses more energy due to the data transmission distance since
the distance is directly proportional to the energy, higher the distance requires higher energy. Since mostly we use ultra-sensors
which are highly resources constrained, and not able to handle the heavy/costly encryption schemes as well. Our proposed
scheme considers these issues and proposed multiple group node concept. This will reduce the data transmission distance and
to reduce the data iterations as well as authentication registration iterations to reduce the network exploitation to enhance the
overall network security.

Fig 11. Average Energy Consumption with one GN
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Figure 11 shows the energy consumption for our proposed scheme with approach B, where the data was transferred directly
to the base station, compared with the use of one GN. The GN reduces the distance of each node, and nodes can be able to
transfer the data to the GN rather to the base station. As depicted a significant difference compared with noGN. It shows almost
50% less energy consumption compared to the approach A. At the same time, it enhances the security level of the network by
reducing the iterations of nodes, GN can register for authentication for nodes and can share the key with them.

Fig 12. Average Energy Consumption Comparison among two GN

Figure 12 shows the energy consumption for our proposed scheme with approach C, where the data was transferred using
the two GN either one, this approach is adopted to further reduce the communication distance during data transfer. The multi
GN reduces further communication distance and enhances further energy consumption. This leads to security as well on the
same principles. The nodes in the body area network are divided into two clusters, and each cluster is being handled with its
respectiveGN and thenGN can transfer the data to the Base station and so on.This shows further approximately 15% significant
improvement of the results compared to the one GN as shown in Figure 12.

Fig 13. Average Energy Consumption Comparison with Marita et al.

Figure 13 shows the average energy consumption for our proposed scheme with approach D, where the data was transferred
using the two GN has been compared with the existing approach (14,31). This comparison shows a significant 10% improvement
with our proposed scheme. This further strengthens the presented concept of GN. However, we found that this approach is
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only feasible for the indoor E-Health applications, while the research reveals that the same significant improvement level is not
noticed for outdoor E-Health applications. We found that the two GN concept can be adapted for indoor E-health applications
for better security and lightweight use.

The results of our proposed schemes are compared with the recently presented work (14,31) who presented the group node
concept for the E-health applications and covers the indoor patients. Our results showed a significant improvements over the
schemes presented in (14,31).

7 Conclusion
This paper presents a secure and energy-efficient scheme of patient’s data transmission for indoor E-health applications using
IoT. IoT sensors are widely used in the healthcare domain for real-time data collection and transmission. However, these are
vulnerable due to the resource-constrains, which requires specific secure and lightweight schemes to overcome this. To address
these issues, our proposed scheme presented a concept of the multi-group node to reduce the data transmission distance to
enhance the energy consumption, as well as to reduce the possible exposure, and iterations of the nodes for the registration and
key authentication.The key authentication registration can be done by the group nodes and one common key can be sharedwith
the nodes in the network. Our proposed scheme will have an edge over using the elliptic curve cryptography (ECC) approach
which will be resilient against several attacks for E-health applications. The proposed study was tested with 4 different cases,
including without GN, with one GN, with two GN and finally compared our achieved results with the existing research work.
The presented research is supported by our presented scheme with a mathematical model and extensive simulation results. The
results show a significant improvement in energy efficiency while using a multi-group node concept. It outperforms as well
when compared with the existing group node approaches approximately 10% higher.
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