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Abstract

Objectives: To combine several biometric methods used for face and iris simultaneous recognition of an individual in
order to enhance the performance. Methods/Analysis: For every methodology, four approaches are used for features
extraction: discrete wavelet transform, singular value decomposition, discrete cosine transform and principal compo-
nent analysis. Then, matching is employed by different distance measurements: City block, Euclidean, Seuclidien, Cosine,
Chebychevand Correlation. Findings: The most widely used normalization method such as min-max and a new meth-
od using geometric mean is presented. The data fusion is performed at the score level with two methods: simple sum
and weighted sum. The obtained comparison results show that PCA (face) and PCA (iris) fusion scenario associated with
simple sum rule and the proposed new normalization method (geometric mean) have given the best recognition rate.
Application/Improvements: This new normalization method helps considerably to enhance other methods in a multi-

modal biometric recognition system.
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1. Introduction

Nowadays, with the new advances in digital technologies,
security and access control are necessary demands. The
security domain uses various authentication methods to
keep information protected: the oldest and simplest form
is based on password or name, followed by the smart
card, and the latest method is biometrics which measures
the physical or behavioral characteristics of people. It
includes iris, face, hand engineering, fingerprints, palm
pattern, blood vessel pattern, and personal behaviors
such as signature, voice, and walking modes. Each of
these attributes has its own characteristics that are consis-
tent with the requirements of different security systems.
Biometric systems can be divided into mono- and mul-
timodal systems. A uni-modal biometric system is with
one type of component based on a solitary methodol-
ogy such as fingerprints, iris, face... while a multimodal

*Author for correspondence

system has higher than one type of component and pro-
vides high accuracy recognition.

With the limited accuracy in uni-modal biometric
systems, many problems occur and among them:

- Infacial recognition, illumination can affect the image
quality, conditions and facial expressions.

- In fingerprint recognition, a scanner isn’t able to read
clearly either dirty fingerprints or the elderly faded
fingerprints and young children underdeveloped fin-
gerprints ridges and these lead to false database matches

- Difficulty to acquire iris images if the subject has a
pathological eye condition.

Biometric systems’ idea is to choose a reasonable biologi-
cal trait for identification. Many researchers have opted
for mono-modal biometric framework. In' proposed a
method of personal identification by analyzing highly
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stable and distinctive iris patterns. The researchers did
use the wavelet transform to enhance the efficiency and
accuracy of the proposed system, in order to make the
feature vector compact and efficient, they had to initial-
ize the weight vector and the winner selection. In* used a
bank of Gabor filters and introduced an iris recognition
system who formed a fixed length feature by capturing
both local and global iris characteristics, so the recogni-
tion speed is increased based on the metric Euclidean
distance between the two corresponding iris vectors of
the iris matching process. In*> proposed a system which
utilizes the Active Appearance Model (AAM) called face
recognition framework, in order to locate and segment pri-
mary facial features. To enhance the face recognition and
retrieval performance, they utilized the detection of the
facial marks is by the Laplacian-of-Gaussian and morpho-
logical operators. Using FERET and Mugshot the proposed
system was tested. In* focused on investigating automated
face recognition framework utilizing the eigenfaces tech-
nique that is based on the artificial neural networks and the
principle component analysis. Illumination, distance and
subject’s head orientation that influences the analyses on
the face recognition system that was built for office door
access control was included in this research. As in®, with-
out compromising any security conflict in connection to
the iris biometrics they endeavoured to address the abil-
ity to handle strong, accurate matching and unconstrained
acquisition, and privacy upgrade. They had presented a uni-
fied iris system dependent on unsystematic projections and
sparse representation in order to achieve that. Multimodal
biometrics, which consists of combining several systems
biometric, is more and more studied. Indeed, it makes it
possible to reduce certain limitations of unimodal bio-
metric systems, such as the impossibility of acquiring data
from certain people or intentional fraud, while improving
recognition performance. These benefits of multimodality
to unimodal biometric systems are achieved by merging
several biometric systems.
The advantages of using biometric multimodal are:

o The possibility of error tolerance because the system
can work even if some biometric sources are unreliable

o Addresses the issue of non-universality faced by
mono-biometric systems.

o Facilitate the filtering or indexing of vast-scale bio-
metric databases.

o It is difficult to impersonate several biometric charac-
teristics of a legally registered individual.
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+ Enables continuous monitoring or individual follow-
up in situations where an attribute is insufficient.
o Effectively process noisy data.

Multimodal biometric systems are very difficult to usurp
compared to unimodal systems. Even though a biomet-
ric modality may be usurped, the individual may still be
authenticated using the other biometric identifier.
Through fusing two or three biometrics considering
no rule for their selection, many researchers tried propos-
ing multimodal biometric systems, so by fusing iris and
face we can have a multimodal biometric framework. The
selection of biometrics is through experiment and error
because there are no guidelines for this, and that does not
mean a misconception to all this research’s and studies.
In® developed a multimodal biometric approach by
combining face and iris features. The proposed approach
was validated and evaluates using an experimental multi-
modal biometric database; this database is a combination
of an ORL face database and CASIA iris database con-
tracted by the researchers. In’, based on a matching score
level fusion and an improved speed-up version of the
support vector machine. They presented a face-iris multi-
modal biometric framework. Utilizing a proposed feature
selection method to choose the ideal subset of features the
performances of face and iris recognition were enhanced.
The introduced system did show very promising results
after the experimental results are out. Also, in®, displayed
a software-based fake detection method that can be uti-
lized in multiple biometric frameworks to detect different
types of fraudulent an access attempts for improving bio-
metric recognition frameworks security through having
aliveness assessment in a fast, user-friendly and nonin-
trusive. The proposed technique was tested and evaluated
utilizing publicly available datasets of fingerprint, iris
and face. Also, in’, the presented Multimodal Biometric
frameworks: A Comparative Study exhibited and built up
a near model dependent on PCA and Euclidian matcher
utilizing MATLAB R2014b test system, SDUMLA-HMT
and CASIA-FACEVS5 databases to examine the execu-
tion of multimodal biometric systems utilizing both
heterogeneous and homogeneous information combined
by highlight level combination or score level combination.
Also", introduced Prognostic assessment of multimodal
biometric traits recognition dependent on human face,
finger print and iris images using ensemble SVM classifier.
Biometric distinguishing proof systems that utili-
zation or can utilize a blend of at least two biometric
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modalities to recognize an individual are called multimodal
biometric frameworks. The most imperative explanation
for the utilization of multimodal biometric frameworks
is the change of the acknowledgement rate. In this study,
we study the performance of several methods inclusive
the feature extraction module utilizing principal compo-
nent analysis (PCA), discrete wavelet transforms (DWT),
singular value decomposition (SVD) and discrete cosine
transform (DCT). Other methods in the classification unit
(City block, Euclidean, Seuclidean, Cosine, Chebychev and
Correlation), and two normalization techniques (Min-
max and Geometric mean), data normalization is needed
since the produced matching scores from the face and
iris images are not homogenous. These scores are trans-
formed into a common domain and range. The fusion of
these two modalities is then performed using simple sum
and weighted sum Rules. Experiments conducted on a
database of 40 people show that the implementation of a
multimodal framework relies upon on the choice of the
normalization method and the fusion method. The pro-
posed normalization method has given the best results.
This study is organized as follows: section 2 presents a full
description of proposed multimodal system for individual
recognition, where each step of the system is developed in
detail. Section 3 shows the obtained experimental results
and discussions and section 4 concludes this study.

2. Proposed Approach for
Multimodal Recognition

The main steps engaged in the proposed multimodal
framework are; image acquisition, feature extraction,
classification, normalization, fusion and decision.

2.1 The Capture Module

Is in charge of for acquiring the biometric data of an
individual (this can be a camera, a fingerprint reader, a
security camera, etc.). In this work, the pictures of face
and iris are extricated from (Face Database ORL (Olivetti
Research Laboratory). This database contains 40 people,
where each person is represented by a set of 10 different
images of size 48 x 48). And (CASIA IrisV1 database of
Iris images includes 756 Iris photos of 108 people. For
each person, 7 photos are captured by the camera devel-
oped by CASIA-IrisV1 which gets close to the Iris, where
three samples (photos) are taken in the first session, and
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four in the second session. All photos are saved in BMP
format with a resolution of “320 x 280”).

After this step, we move to the pre-processing step, we
used only the size normalization to minimize the time.

2.2 The Feature Extraction Module

Takes as info the biometric data obtained by the capture
module and extracts just the applicable information to form
anew representation of the data. Ideally, this new representa-
tion is supposed to be unique for each person and relatively
invariant to intra-class variations, the methods utilized for
feature extraction are Discrete Cosine Transform"!, Discrete
Wavelet Transform'?, Principal Component Analysis®, and
Decomposition in singular values''.

2.3 The Classification Module

Compares the set of characteristics extracted with
those of the model recorded in the framework database
and decides the degree of similarity (or divergence)
between the two. There are several methods for calcu-
lating the distance between multidimensional vectors.
Here, six different distance measurements are used: City
block, Euclidean, Seuclidean, Cosine, Chebychev and
Correlation'.

2.4 Fusion

The combination of several biometric systems can be
done at four different levels: at the data level, at the level
of the characteristics extracted, at the level of the scores
of the comparison module or at the level of decisions.
The fusion at the level of the scores seems to be the best
choice. The processing chain is presented in Figure 1 illus-
trates our choice of melting scores. Two rules of fusion
are employed which are: the simple sum and the weighted
sum, and defined as':

Score

NS1

Fusion

Feature
Extraction
PCA, DWT,
SVD
DCT

Classification

| Decision

Impostor/Client

Feature
Extraction
PCA, DWT,
SVD
DCT

Classification

NS2
Score

Multimodal Approach (NS: Normalized score).
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2.5 The Decision Module

Verifies the identity asserted by a user or decides the iden-
tity of an individual dependent on the degree of similarity
between the characteristics extracted and the stored model(s).

3. Discussion and Analysis of the
Results

The test and evaluation of implemented systems requires
the creation of a multimodal corpus, this later consist
of forty virtual individuals having two different modali-
ties (face and iris) and extracted. from the face Database
ORL (Olivetti Research Laboratory) and the iris database
CASIA (China Institute of Automation). Three training
images and three test images for each modality are taken
for each person. The MATLAB software is used to imple-
ment this multimodal biometric framework.

The performance of the biometric framework is mea-
sured by rate recognition (RR) is determined by:

» Rate recognition RR is the measure of the likelihood
that the biometric security

o Framework will incorrectly accept an access attempt
by an approved user.

RR - nombre of reconized face

- x100% (1)
the size of database test

Three models of biometric systems have been imple-
mented:

Model 1: the identification of the person is based on
the modality face.

Model 2: the identification of the person is based on
the modality iris.

Model 3: the identification of the person is based on
the two modalities face and iris.

For each model, four methods PCA, DWT, SVD and
DCT are used for extracting the features with six differ-
ent classifiers based on different distances: (City block,
Euclidean, Seuclidean, Cosine, Chebychevand Correlation).

The average was used to model the general behavior of
the methods and distances implemented.

3.1 Unimodal

o Model FACE
Table 1 and Figure 2 demonstrate the comparison of face
recognition between four methods PCA, DWT, SVD and
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DCT using different distances (Euclidean, Seuclidean,
Chebychev, City Blok, Cosine and Correlation). The PCA,
DCT and SVD methods gave the best Data recognition
rate (91.67%) for the Euclidean distance. The SVD method
gave the same result for the Seuclidean distances also.

Table 1. Rates of Face Recognition

Rate recognition % FACE

PCA DWT SVD DCT
Euclidean 91.67 86.67 91.67 91.67
Seuclidean 75.83 80.00 91.67 77.50
Chebychev 81.67 74.17 70.00 75.83
Cityblock 90.00 88.33 90.83 89.17
Cosine 86.67 80.83 86.67 86.67
Correlation 85.83 80.83 86.67 86.67
Average 85.28 81.80 86.25 84.59

FACE recognition rate

100 e

50

- CORRELATION
: e COSINE
CITYBLOK

PCA
DWT

svD ’ Lo CHEBYCHEY
DCT s SEUCLIDEAN
Methods EUCLIDEAN pistances

Figure 2. Histograms of obtained Results of Face
recognition utilizing PCA, DWT, SVD and DCT utilizing
different distances.

o Model IRIS
Table 2 and Figure 3 demonstrate the comparison of iris
recognition between several methods. The PCA method
gave. The best Data recognition rate (81.67%) for the City
blocks distance.

Table 2. Rates of good Iris Recognition

Rate recognition % IRIS
PCA DWT SVD DCT
Euclidean 77.50 76.67 40.00 77.50
Seuclidean 75.00 80.83 44.17 57.50
Chebychev 58.33 55.83 37.50 64.17
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Cityblock 81.67 80.83 45.83 70.00
Cosine 72.50 72.50 45.83 72.50
Correlation 75.00 69.17 43.33 72.50
Average 73.33 72.63 42.78 69.29

IRIS recognition rate

a0+

= CORRELATION
COSINE

T < CITYBLOK
svD s CHEBYCHEY
DeT % SEUCLIDEAN
Methods EUCLIDEAN Distances

Figure 3. Histograms of obtained Results of Iris
recognition utilizing PCA, DW'T, SVD and DCT utilizing
different distances.

3.2 Multimodal

In this section, we present the way to fusion the two modal-
ities (face and iris) based on the appearance described
previously. We give an outline of the proposed technique.
The recognition is implemented by the following steps:

o Representation of the image of the iris and face of
entry by the entities PCA (face) and PCA (iris), DWT
(face) and DWT (iris), SVD (face) and SVD (iris),
DCT (face) and DCT (iris)

o Vectors of measurement of distance and of the input
image of all models of face and iris N stored in the
database are calculated;

o The normalization of all distances for each class is required
(min-max'® and a new method Geometric mean'?)

The geometric mean of a sample X is

1
m= {Hxi } (2)
i=1
Where 7 is the number of values in X.

o Use multimodal fusion (simple sum, weighted sum).

Table 3 presents the assessment results of the multi-modal
system using normalization (Min-Max) and using (simple
sum) fusion rules. The PCA method gave the best Data rec-
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ognition rate (96.67%) for the city block distance. Figure 4
shows the histograms obtained multimodal recognition rate
(face + iris) using normalization (Min-Max) and using (sim-
ple sum) fusion rules. Table 4 presents the assessment results
of the multi-modal system using normalization (Min-Max)
and using (Weighted Sum) fusion rules. The PCA method
gave the best Data recognition rate (95.83%) for the city
block distance. Figure 5 shows the histograms obtained mul-
timodal recognition rate (face and iris) using normalization
(Min-Max) and using (Weighted Sum) fusion rules. Table 5
presents the assessment results of the multi-modal system
using normalization (Geometric mean) and using (simple
sum) fusion rules. The PCA method gave the best Data rec-
ognition rate (98.50%) for the city block distance. Figure 6
shows the histograms obtained multimodal recognition rate
(face + iris) using normalization (Geometric mean) and
using (simple sum) fusion rules.

Table 3. Obtained recognition rate of multimodal
recognition (face + iris) utilizing normalization (Min-
Max) and utilizing fusion rules (simple sum)

Normalization (Min-Max)
Rule Simple Sum

PCA | DCT DWT SVD
Euclidean 94.17 | 94.17 92.50 91.67
Seuclidean 89.17 | 79.17 93.33 89.17
Chebychev 80.83 | 75.00 77.50 82.50
Cityblok 96.67 | 93.33 94.17 94.17
Cosine 91.67 | 89.17 84.17 89.17
Correlation 92.50 | 91.67 89.17 88.33
Average 90.83 | 87.09 88.48 89.17

Fusion Simple sum

normalization Min-hax

50 .

o CORRELATION
- e COSINE
Py CITYBLOCK
CHEBYCHEY
< SEUCLIDEAM
Methads EUCLIDEAN Distances

Figure 4. Histograms obtained multimodal recognition
rate (face + iris) utilizing normalization (Min-Max) and
utilizing (simple sum) fusion rules.
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Table 4. Obtained recognition rate of multimodal
recognition (face + iris) utilizing normalization (Min-
Max) and utilizing fusion rules (Weighted sum)

Normalization (Min-Max)
Rule Weighted Sum

PCA DCT DWT SVD
Euclidean 95.00 95.83 93.33 92.50
Seuclidean 91.67 87.50 91.67 91.67
Chebychev 84.17 81.67 83.33 82.50
Cityblok 95.83 95.00 93.33 93.33
Cosine 92.50 91.67 88.33 88.33
Correlation 92.50 91.67 89.17 88.33
Average 91.94 90.56 89.86 89.44

Fusion Weighted Sum

nofrmalization Min-Max

50

" CORRELATION

PCA g
< COSINE
pet CITYBLOCK
T . CHEBYCHEY
VD : SEUCLIDEAN
Methods EUCLIDEAN Distances

Figure 5. Histograms obtained multimodal recognition
rate (face + iris) utilizing normalization (Min-Max) and
utilizing (Weighted sum) fusion rules.

Table 5. Obtained recognition rate of multimodal
recognition (face + iris) utilizing geometric mean and
utilizing fusion rules (Simple sum)

Fusion Simple sum

normalization Geornetric rmean

504

- CORRELATION
-2 COSINE
CITYBLOCK

AT . CHEBYCHEV
BVD : SEUCLIDEAN
Methods EUCLIDEAM Distances

Figure 6. Histograms obtained multimodal recognition
rate (face + iris) utilizing geometric mean and utilizing
(Simple sum) fusion rules.

Table 6 depicts the assessment results of the multi-modal
system using normalization (Geometric mean) and using
(Weighted Sum) fusion rules. The PCA and DWT meth-
ods gave the best Data recognition rate (95.83%) for the city
block distance. Figure 7 shows the histograms obtained mul-
timodal recognition rate (face + iris) using normalization
(Geometric mean) and using (Weighted Sum) fusion rules.
We notice that The PCA method gives the best results for
extracting the features, and city block distance gives the best
results for classification, and new method Geometric mean
for normalization. We observe that the performances of the
multimodal framework depend on the choice of the methods
for extracting the features and the normalization technique
as well as the fusion method. For each fusion method there
corresponds a specific normalization technique.

Table 6. Obtained recognition rate of multimodal
recognition (face + iris) utilizing geometric mean and
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Normalization (Geometric mean) utilizing fusion rules (Weighted sum)
. Normalization (Geometric mean)
Rule Simple Sum
Rule Weighted Sum
PCA | DCT | DWT | SVD PCA | DCT | DWT | SVD | Average
Euclidean 95.00 9500 |91.67 | 9417 Euclidean | 95.00 | 94.17 | 93.33 | 92.50 | 93.75
Seuclidean 90.83 85.00 | 93.33 92.50 Seuclidean | 88.33 | 84.17 | 90.83 | 91.67 | 88.75
Chebychev 82.50 77.50 82.50 76.67 Chebychev 91.67 | 81.67 | 81.67 | 83.33 84.58
Cityblok 98.50 95.83 94.17 91.67 Cityblok 95.83 | 95.00 | 95.83 | 90.83 95.59
Cosine 91.67 89.17 86.67 88.33 Cosine 93.33 | 90.83 | 87.50 | 87.50 89.79
Correlation 0083 18917 |7583 | 8667 Correlation | 93.33 | 91.67 | 80.83 | 86.67 | 88.61
Average 9138|8861 [87.36 |87.16 Average 92.91 | 89.58 | 88.33 | 87.50
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Fusion Weighted Sum

normalization Geometric mean
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Figure 7. Histograms obtained multimodal recognition
rate (face + iris) utilizing geometric mean and utilizing
(Weighted sum) fusion rules.

4. Conclusion

The biometric systems are becoming more and more
widespread in all everyday applications because of the
rapid development of new technologies and the con-
stant decline of the cost and the size of the equipment.
This study has allowed us to validate the attainability of
a framework multimodal biometric by the fusion of two
biometric modalities face and the iris. The objective for
the researchers was to try to implement modal recogni-
tion of more accurate in terms of identification.

In this work, some of the popular methods of face
recognition and iris that are PCA, DCT, DWT and
SVD are implemented, using the measuring distance
(Euclidean, Seuclidian, Chebychev, City block, Cosine
and Correlation) and experiments are carried out on
the basis of data ORL face and the database of the Iris
CASIA (China Institute of Automation). The system
multibiometric is introduced as well as since systems
uni-biometric fail in some cases. systems multi-modal
are used at the level of scores based on two fusion rules
simple Sum, Weighted Sum and We have also proposed
a new technique for the score normalization to enhance
the performance of the system of identification. We
found that the multi-modal system using normalization
(Geometric mean) and using (simple sum) fusion rules
with PCA method and city block distance gave the best
Data recognition rate (98.50%). We have shown that the
performance of a multimodal biometric framework relies
upon the choice of the technical normalization; in par-
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ticular, the proposed normalization technique provides
optimal performance when it is coupled with the fusion
methods such as the simple Sum.
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