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Abstract

Objectives: The study presents a novel DH (Data Hiding) technique which is the combination of DH and context aware
system (CAS) for developing/improving the conventional DH scheme. It ensures that the decoder/receiver authenticity be-
fore proceeding into the decode process. Methods/Statistical Analysis: This validation operation is performing in three
different layers using the CAS properties. The decode action is performed based on the validation result by the proposed
system at receiver side. In detail, if the decoder validation is success then he/she may permit to decode the encoded
data by Modified Steganography for Image Decode (MSID) process else the system will give another chance to make their
validation. If the validation is failed maximum of three times then the system will be deleted the encoded without the
knowledge of the receiver. Findings: This feature has been added with the conventional DH system. The proposed system
is divided into two different stages of DH and validation using CAS. The secret image is hiding inside of the known image
using Modified Steganography for Image encode (MSIE) process and the validation parameters of the user name, location
where the decode should be performed and time schedule are appended and it sent to the receiver in the sender side. He/
she must perform the validation process and the CAS will take a decision based on the validation result once the receiver/
decoder received the data. As the outcome of this system, the intruder can’t be access the encoded data 99%, the strength-
en ratio is improved up to 95% than the existing scheme, the secret data is reconstructed without any loss, it can ensure the
reliability, availability and confidentiality of the secret data up to 98%. Application/Improvements: It has implemented

for the clandestine image/data transmission between sender and receiver using CAS.
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1. Introduction

Essentially, the DH is a technique where the clandestine
image is hiding inside of a known/cover image for the
secure transmission. As the outcome, the encoded image
is look like the given cover image. The intruders may fails
to hack data while transmitting due to this attitude. The
medical image is considered as a secret image and it has
sent to the authenticated user/receiver for the decode pro-
cess. They had incorporated the new compression scheme
which is suitable for the DH. As the outcome, they were
claiming that their method is providing fast and secure

transmission*®.

*Author for correspondence

The paper had introduced the SDIHID scheme
(Spatial-Domain Image Hiding using Image Differencing)
in 2000. The deliberate technique is to implant a HI
(Hidden Image) into a CI (Cover Image). The approach
became supported by the parallel among the grey values
in sequence of picture pixels variant insensitiveness from
sleek to contrastive due to the truth of human visual order.
An encoded image turned into generating by means of
change the pixel values of a various results attained from
the HI with those of a differencing outcome received from
the secret image. The method preserves the HI with no
loss and it produces the encoded with low degradation’. A
Grey scale IH scheme based on VQ (Vector Quantization)
had proposed in 2003. It is to decrease the amount of
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secret images to be fixed and the VQ topic was used to
encode secret images. In addition, the compressed mes-
sage was encrypted by way of the DES cryptosystem to
affirm security. Lastly, the encrypted data was hidden into
the secret image by grasping the LSB (least significant bit)
substitution method®. The Histogram-based reversible
DH for VQ compressed images has introduced in 2009.
The article was saying that, the reversible message hiding
activity is needed and suitable in numerous applications
like diagnosing, law enforcement, military and creation
work etc?. The ROI based error concealment of a com-
pressed object based image using QIM DH and wavelet
transform was developed in 2010. The strategy is that, the
transmission of digital data through radio cellular chan-
nel was evidencing a weakening result that consequences
in severe decadence in first-class. Error hiding changed
into a post refinement method to enhance this excel-
lent degradation!®. The RDH in encrypted image (RDEI)
was introduced in 2011. This work presents a completely
unique RDH theme for the encrypted image. Later
encrypting the complete information of uncompressed
image by stream encoding technique, the extra data may
be embedded into the image by editing a small part of
encrypted data'! and the reversible and high-capacity DH
in medical images was also proposed in 20112

A survey on the security and privacy issues related
with the CAS’s was presented in 2012. It was describ-
ing various security requirements for the CAS, such as
the confidentiality and privacy requirements are essen-
tially related to protect the use of some highly sensitive
information or data and various frameworks for evolving
well-organized and effective security on user’s informa-
tion using CAS had proposed”. Architecture for CA
(Context Aware) web services based on privacy prefer-
ences is developed by the authors and the aims were to
contribute privacy management layer to the CAWSA (CA
Web Service Architecture) and the purpose of privacy
management layer is to hearten the concept of privacy
awareness in it’%. The paper projected the concept of any
one can right to safeguard their information or services to
the user environment and service conditions. The reflec-
tion of user privacy predilections in provision of CA web
services was addressed in this paper and the consumer
secrecy language was presented with an adaptation mech-
anism for SOAP messages®™. Another paper had presented
a CA secrecy protection system for LBS (Location Based
Services). The design of secrecy maintaining techniques
was principled in terms of time and space complexities. In
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addition, the CA secrecy protection system with Google
maps, LBS' had introduced. A framework for CA privacy
of sensor data on mobile system and privacy was needed
when a user shares personal sensor data with applications
on a smartphone in it. It focuses on the more general
problems of choosing what data to share, in such a way
that certain kinds of inferencest”. The author described
the context protecting privacy preservation in ubiquitous
computing, because CA was an important issue in
ubiquitous computing domain’®. They had projected a
scheme which provides two layer privacy protection of
user’s or application’s context data. The paper presented
a method of predicting the secrecy concern based
on an index model of privacy and also an approach
method of triggering the secrecy preserving service.
The CA retrieval points of interest, it’s a popular LBS.
The access to points of interest services is prone to
potentially serious privacy issues?. The paper had
described reviews of research and analyses were about
the effect of threat on the secrecy of CAS users. They
proposed a framework to tackle the privacy preser-
vation issue lengthily, from user viewpoint as well as
service provider view?.

2. Hybrid Data Encode and
Context Aware System

The paper has proposed a DH technique for the medical
applications® It was one of the efficient techniques where
the secret image can be transmitted in an effective man-
ner. Though, the paper proposes a new DH technique
which is the combination of the CAS features. It’s also
called Hybrid DH and CAS. The CAS is a component of
a ubiquitous computing or pervasive computing envi-
ronment. In addition, it has three important aspects of
context are as followst:

o Where you are,
o Who you are with and
+ What resources are nearby?

The main aim of this work is that, the decode process per-
forms according to the following validations,

o The person-who is doing the decode process
» Location-where the action is performing and
o Time of the process

The reconstruction of the secret data is not an easy
task if any one of these three fails. In detail, the proposed
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system can be classified into two parts, one is perform-
ing at the sender side and another one is performing
at the receiver side. The secret image is hidden into the
cover image and the validation informations (CAS)
are appended with the encoded image as given in the
Equation 1. It is sent to the receiver for the recon-
struction process by the encoder/sender. The system
validates based on the three constrains one by one
for ensuring the user authenticity. If any one of
these three constrains fails, it will give another
two chances for the same validation processes. If its
successfully validated then the encoded data will be
decoded else the process will be terminated and the
received data will be deleted without the knowledge of
the receiver at receiver side.

2.1 Sender Side Process

The sender side process is divided into two processes of
Image encode process and preprocess of CAS as illus-
trated in the Figure-1. There are two input images of secret
and cover images are considered for the encode process.
The secret image is embedded into the cover image using
MSIE process?.

E”C"de[z,;o,]—:o C® z,-=)0,j=o S:| || ICAS = zi;o,,eo E (1)

This process is performing in various stages of
Segregation/splitting subbands, Binary Conversion (BC)
Process, Substitution Process, and Decimal Conversion
(DC) Process as mentioned in the Figures 1 and 2.

o Split Subbands

The secret and cover images are considered an input
for this process. Each image is split into 2x2 levels of the
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Figure 1. Sender side Process.
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Figure 2. MSIE Technique.

subabnds. As the result, the secret and cover images are
split into 4 different parts.

e« BC Process

The split subbands of the secret and cover pixels are
converted into corresponding 8bits binary values in this
stage.

o Substitution Process

The converted secret bits are substituted instead of the
cover LSB. It means every cover LSB are replaced by the
secret bits which is based on the Algorithms I and II** in
this stage and it is an important stage of the DH.

e DC Process

Every 8bits are converting into the equivalent deci-
mal value after the bit substitution process in DC process.
The BC, substitution and DC processes are performing
separately for every pair of the sub bands. As the result of
the substitution process is binary sub bands and these sub
bands binary values are converted into the equal decimal
value and it has been illustrated in the Figure 2. Finally,
the four sub bands are joint as an image and it is also
called an encoded image as shown in the Figure 3.

PO®L®T =ICAS 2)

The encoded image is appended with the ICAS valida-
tion parameters of Person details P, Location L and Time
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T =Time (Decode) (%)

The encoded data ZZ:FOE is sent to the receiver

side once all the validation information’s are enclosed in it.

2.2 Receiver Side Process

Cover Image Encoded Image Traditionally, the received encoded data is decoded for

512x512 512X512 . )
reconstructing the secret and cover data’s. Nevertheless,
Figure 3. The Cover and Encoded Images. Narmatha et. al. have proposed an efficient decode tech-
niques which is suitable for MSIE. This technique is
perfectly reproducing the secret and cover images®. It
has been incorporated in receiver side process for the
data reconstruction. The receiver side process has been
classified into two stages. The receiver who is going to
reconstruct the secret data is validating before the recon-
struction process for improving the user authenticity
based on the following validation process in first stage.
The secret data is reconstructing by MSID if the user vali-
dation is successfully else the encoded data will be deleted

Encoded Image

automatically without the knowledge of the receiver.
Finally, the reconstructed secret data is validating for
ensuring the integrity as denoted in the Figure 5.

CAS Validation Process

There are three layers validations have been incorpo-
rated in this system which is based on the CAS as follows.
The receiver name is validating with the given system

Figure 4. 'The validation layers.
name if the name is successfully validated then the user

T in the second stage of the sender side process as given in
the Equations 2 and Figure 4. It facilitates the user decode
validation during the decode process at the receiver side.

Personal details: The authenticated user who is going
to decode the secret data is described by P.

User Validation Context Aware
P =Uname 3) Process . System
v
It is the first validation of the reconstruction process
. . . ~
as menthned in Equat'lon 3. Image decode Termination
Location: The location where supposed to be decoded Process Process
by the authenticated user is described by L. / \ \ J
— : e )
L= Location (Uname) “) Reconstructed Reconstructed
) ) o . Secret Data Cover Data
The user location is acquiring with the help of GPS - J
(Global Positioning System) during the validation and it |
. . . . . - \
is matching with the predefined location in the second Data Validation
stage as given in Equation 4. Process
Time: The specific decode time is defined by the T'and g
it’s also known as third validation, as given in Equation 5. Figure 5. Receiver Side Process.
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correct location which is acquired by the GPS and the
given location in the system are compared if the matching
is success then the current time of the system and pre-
defined time are validating is both times same then the
system permits the receiver to reconstruct or decode the
encoded data else the received data will be deleted auto-
matically without the knowledge of the receiver at the
receiver side as illustrated in Figure 6. The user who is
going to decode the encoded data is validating before
proceeding reconstruction process and the user authen-
ticity also been improved due to this operations.

MSID Process

The MISD process can be divided into the segrega-
tion/fragmentation, BC, Inverse Substitution and DC
Processes® as mentioned in the Figure 7.

o Fragmentation Process

The encoded data is segregated into four equal sub
bands once the validation process is over. As the outcome,
there are four equal sub bands created.

e« BC Process

The segregated sub bands every pixel is converted into
corresponding 8bits binary values in this process. The
outputs of this process are considered as the inputs for the
inverse substitution process.

o Inverse Substitution Process

The LSB bits of every pixel are replaced for creat-
ing the secret data sub bands in this process as per the
algorithms®. As the result, there are four equal binary
sub bands of secret and cover images generated. It is also
known as the reverse process of the substitution.

e DC Process

If p(uname) = Receiver uname then
{
if (L(Uname))=current position of the user then
{
If (T(decode))= Current Decode Time
then
{ Execute decode process}

}
}
Else { Delete Encoded data

Don’t acknowledge to Receiver
}

Figure 6. 'The Pseudocode of the Validation.
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Reconstructed
Secret Image

Every sub bands8bits of secret and cover are con-
verted into the corresponding decimal value. In
addition, the secret sub bands are merged as an image
and the same operation has done for generating the
cover image as well.

3. Experimental and Result
Discussion

There 1000 sample data’s are considered for evaluating the
proposed system performance with traditional/conven-
tional system. The gray scale secret and cover images are
input in this experimentation and all are in. bmp (bitmap)
format as given in the Figures 8 and 9. The time of encode
and decode, accuracy rate, user authentication level, data
integrity level and complexity level are considered for
evaluating the proposed system performance with the
traditional system. The standard steganography is called
a traditional system.

The working principle of the proposed system is
that, there are two images are playing an important role
in DH and those images are secret and cover. The size
of the secret and cover images ratio is 1:2. It means that
the cover image size should be double of the secret image
size for encode and decode processes as mentioned in the
Figures 8 and 9.

The proposed system is consuming the minimum
execution times than the conversional system while
comparing based on encode and decode times. It has
been illustrated in Figures 10 and 11. The Figure 12 and
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Sample-1
512X512
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512X512
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512X512

Figure 8. Sample of Cover Images (512x512).
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256X256
s

Sample-2
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Sample-5
256X256

Figure 9. Sample of Secret Images (256x256).
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Figure 10. The Encode Times.
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Figure 11. The Decode Times.
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Figure 12. 'The User Authentication level Analysis.

Table-1 clearly shows that the proposed system is provid-
ing the high authenticity compared than the conventional
system. The reason is that, the recevier/decoder authenti-
cation is not validating in convensional system. But, the
proposed system is validating the user authenticity before
decode the encoded data. This is one of the main advan-
tage and strengthen of the proposed system. If the system
complexity level is increased altimatly the strengthen will
be increased.

So it is not an easy task to understand the encoded
data by third parties/intruders. As the result, the secure
transmission can be provided. The Figure 13 clearly indi-
cating that, the proposed system complexity exstended
than conventional. The reconsructed data integrity level
has validated at the end for ensuring the exact replica of
the secret image is reconstructed as mentioned in Figure
14. The proposed system has done a best role than the
conventional scheme in it.

4, Conclusion

There is a chance that, the encrypted clandestine data may
be accessed by the third parities/intruders for knowing
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Table 1. Performance Analysis of Proposed System with Traditional System

Images Encode Time Decode Time Complexity User Data Integrity %
(Sec) (Sec) Authentication %
C N T PS T PS T PS T FPS P T
512x512 256X256

S1 S1 10.5 10.56 10.5 10.2 7.1 9.25 75 95 89 92.68
S2 S2 13.4 10.25 15.45 12.25 7.5 9.15 65 95.45 87 92.56
S3 S3 12.54 10.27 16.24 10.58 6.5 9.2 64.5 95.28 87.25 92.68
S4 S4 11.41 10.54 16.25 10.25 6 9.35 64.25 95.68 86.99 92.25
S5 S5 10.24 10.14 15.11 12.12 7.34 9.52 64.38 95.01 87.5 92.11
S6 S6 12.35 10.47 16.25 10.35 7.2 9.87 63.25 95.07 87.36 94.25

T- Traditional System

C-Cover Image

Sec-Second
PS-Proposed System
S-Secret image
Complexity Level decode the data successfully if he received the encoded
12 data. This study proposes an image hiding scheme with
10 4 context aware system to solve this crucial issue. It vali-

date the decoder before decode the encoded data. If it fails

/\/\ the secret data is deleted automatically without the prior
6]

—T notice to the unauthorized receiver. It is one of the main
! - advantages. One of the efficient DH scheme is incorpo-
21 rated in this system along with context aware system. As
0 the result, the clandestine data can be transmitted 96%

Sample 1 Sample 2 Sample 3 Sample 4 Sample 5 Sample 6
Images

securely, ensure that the authorized user only can recon-
struct the data, the data integrity ratio is increased up to
97%, before the decode process the decoder is validat-
ing by the efficient validation process using context aware
system and it provides perfect reconstruction process
without any loss. In future, this system can be used for the
defense applications with some modifications.

Figure 13. The system complexity level.
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