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Abstract
Objectives/Method: SCADA networks are crucial for industrial organizations, and play an important role in real time 
industrial communication. Today, with the fourth industrial revolution, infrastructures are increasingly connected to the 
corporate network and to Internet, which makes them more dependent on networks and communication protocols used. 
This connectivity can help optimize manufacturing and distribution processes while reducing costs, but it also exposes the 
industrial network to security issues. The purpose of this article is to describe the architecture of SCADA networks and 
present the most used SCADA communication protocols such as Modbus TCP, IEC 60870-5-104, DNP3, ETHERCAT, SERCOS 
III, OPC AU, MQTT and SNMP, to provide a comparative study that allows us to choose the most appropriate protocol for 
industrial communication, especially in the context of Industry 4.0. Applications/Improvements: We have presented 
a comparative study to describe the most used SCADA communication protocols. We therefore present the archetecture 
of each protocol, the quality of service, the context of use, the security, the frame and other information that allow us 
to choose the most appropriate protocol to apply in the Industry 4.0. Findings: OPC UA is often considered as the next 
reference for industrial communications, it is a multi-level protocol that includes a security layer to indicate whether future 
communications will be signed, encrypted or in plain text.

1. Introduction
The real-time industrial network is an important element 
for the construction of automated manufacturing sys-
tems. Thus, in order to meet the real-time requirements of 
field devices like controllers, actuators and sensors, many 
standard providers have developed various field bus pro-
tocols that have a significant advantage over widely used 
Ethernet. (IEEE 802.3) in terms of deterministic charac-
teristics. However, the field bus application was limited 
because of a high hardware cost and the complexity to 
interface with multi-provider products. With the objec-
tive of solving these problems, is adopted by industrial 
sector. But its non-deterministic behavior renders it 
unsuitable to real time applications, in which the frames 
containing real time information’s, like control command 
and the alarm signal, have to be delivered at specified 
period of time.

Recently, switched Ethernet development has pre-
sented very promising opportunities to industrial 
applications by eliminating uncertainties in the function-
ing of the network, which leads as a result to spectacular 
improvement of the performances1.

Generally, the data exchanged over the industrial net-
work is divided into two categories: real-time data which 
have a strict time constraint and the value of the data 
is significantly reduced as the time of communication 
increases and non-real-time data that do not have strict 
deadlines for communication delays during the exchange 
of data. The non-real-time data have to be transmitted 
reliably over networks and delivers data without error, 
loss or duplication, while real-time data is mainly about 
the needed time to reach the destination¹. Thus, we have 
to choose the protocol used to satisfy the requirements of 
industrial network 4.0.
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This study focuses on many important protocols that 
are open, standard and have emerged as contenders to 
offer the best performance for real-time Ethernet field 
buses the standards being compared are Modbus/TCP, 
IEC 60870-5-104, DNP3, Ether cat, SERCOS III, OPC 
AU, MQTT and SNMP. There are other technologies that 
leverage Ethernet as well, but their components are not 
sufficiently published, or promulgated in the open source 
community to be considered standard and open.

This article is organized as follows: In section II, we 
present SCADA architecture, in section III, we present 
the most popular and used SCADA protocols to provide 
a comparative study of its. In section IV we discuss some 
security threats, related works is discussed in section V, and 
we close with a discussion and conclusion in Section VI.

2. SCADA Architecture
Traditionally, SCADA systems have been connected by a 
Local Area Network (LAN), thus, the network was safety, 
and the production was centralized. 

Presently, with the increasing demand of SCADA 
over the word, the SCADA architecture has fundamen-
tally changed². The actuators and sensors are supervised 
and controlled on the SCADA network through using 
PLC (Programmable Logic Controller) or a PC, and to 
ensure a remote access we have to use a gateway which 
defines protocol conversion mechanisms to allow com-
munication between too different networks3. An Example 
of SCADA network is shown in Figure 1. In SCADA 
network, typical communications allow the exchange of 
control messages.

Figure 1. SCADA architecture.
Between the master and the slave devices. A master 

controls the operations of slaves.
Slave devices are generally a simple actuators or sen-

sors that can transmit messages to a control device and 
execute actions on command from a master device. Some 
devices can communicate only via alarms or status mes-
sages. As many devices have a common bus, the protocol 
has to distinguish the critical and non-critical messages. 
For example, an alert message has to take priority over 
message for an update of the data. Thus, the network 
protocol used should have characteristics which ensure 
delivery of critical messages and respect a real time con-
straints4. We will present some of these protocols in the 
next section.

3. Protocols Frame
 In this section we present the frames of the SCADA pro-
tocols (Table1).

Table 1. The frames of the SCADA protocols

Protocol Trame

Modbus/TCP

IEC104



Indian Journal of Science and Technology 3Vol 12 (34) | September 2019 | www.indjst.org 

Sara Tamy, Hicham Belhadaoui, Mahmoud Almostafa Rabbah, Nabila Rabbah and Mounir Rifi

DNP3

Ethercat

SERCOS

OPC AU

MQTT

SNMP 

4. Security Threats
In this section we will present some security threats such 
as DoS/DDoS attack, sniffing and session hijacking.

4.1 DoS / DDOS Attack
DoS (Denial of Service) are attack that consists of sending 
many messages from computers, in order to overwhelm 
a company’s servers and paralyze its website for several 
hours, to block access to Internet users. DoS attacks are 
very easy to put up and very difficult to prevent.

There is different denial of service attacks: Flooding, 
Smurf, TCP-SYN flooding, Buffer overflow 5.

With DDoS attacks, an attacker may generate traffic 
similar to the legitimate one, making the defense mecha-

nisms difficult with the use of multiple sources, the attack 
strength increases6.

A DDoS attack usually consists of two steps. In7 the 
first step, an attacker uses the systems vulnerabilities then 
takes control and making them “zombies” In the second 
step, the attacker issues commands to attack the victim 
the attacker spoofs IP address of the traffic source, thereby 
disabling identification of the attack source

4.2 Sniffing
A packet sniffer is a software or hardware, which inter-
cepts and record traffic passing through a digital network 
or part of a network. In8 this type of threat, the attack is 
not active, because the malicious entity only listens to 
the conversations exchanged in the network and copy 
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all transmitted messages, to extract the data that interest 
him.

4.3 Session Hijacking 
The session hijacking may be performed at two differ-
ent levels: Application or Network level. Network layer 
hijacking requires TCP or UDP sessions, while session 
hijacking on the application layer is done using HTTP 
sessions. Generally, the attack on the network level is 
more interesting for the attackers because they have not 
to be customized from web applications basis; they have 
to attack just the data flow of protocol, which remains 
common for all web applications9.

In TCP Session Hijack, TCP hijacks are meant to 
intercept the already established TCP sessions between 
two communicating parties and then pretend to be one 
of them, finally redirect the TCP traffic to it by injecting 
spoofed IP packets10.

5. Literature Survey
In this section we will discuss in detail some of the exist-
ing works that are relevant to this article.

In11 describe a secure version of the Modbus protocol 
that includes integrity, non repudiation, and authentica-
tion. The experimental results obtained using a power 
plant test bench show that the enhanced protocol ensures 
safety functionality with minimal overload. The new 
protocol helps to protect against multiple attacks, but it 
does not address scenarios if an attacker takes control of 
a master and sends malicious Modbus messages to slave 
devices, or where an attacker captures the master unit’s 
private key and falsifies malicious Modbus messages that 
are signed with the stolen key.

In study12, propose a prototype of an intrusion detec-
tion system that detects complex attacks for SCADA 
systems using Modbus and DNP3 communication proto-
cols, through an internal representation of the controlled 
SCADA system. They also present the rule language pow-
erful enough to express the critical states of the system.

In13 present an approach to secure mqttprotocole 
they propose the “CA” Certification Authority solution in 
order to generate two types of certificates, the first for cli-
ents and the second for topics . If there is a group of clients 
certified by the same CA and want to exchange messages 
via a topic, the CA generates a private key and a certificate 
for this topic. These will be published for certified clients, 

to allow the safe exchange of messages. When a new cli-
ent wishes to participate in the flow of a topic safety, it 
has to send a certificate request to be able to decrypt the 
published messages. This approach achieves an acceptable 
level of security, but it presents the problem of network 
saturation in the event of a large number of users.

In14 constructed a model discriminating between 
normal and abnormal packets using a support vector 
machine based on an ICS communication profile, repre-
senting only the intervals and length of the packets, and 
applied and IDS to their model. The proposed IDS were 
also evaluated using intrusion tests on cyber security test 
bench. Despite the fact that the IDS was built according to 
the limited attributes (intervals and length) of the pack-
ets, the IDS has successfully detected cyber attacks by 
monitoring the expected attack rate. 

6. Discussion
Throughout this study, we tried to present the most 
widely used industrial protocols based on Ethernet. The 
MQTT and SNMPv3 protocols are open, light and robust. 
The most recent version of the MQTT features include 
basic user security that allows authentication using a 
connect packet, and data can be encrypted using SSL 
(Secure Sockets Layer). SNMPv3 presents the security 
mechanisms to be used in conjunction with SNMPv1 or 
SNMPv2.

Modbus/TCP, IEC 104, DNP3, Ether cat and Serco’s 
are industrial protocols that maximize flexibility, per-
formance and efficiency, designed for the control and 
supervision of real-time industrial applications. These 
protocols are deterministic but they are not secure. OPC 
UA is often considered as the next reference for industrial 
communications, it is a multi-level protocol that includes 
a security layer to indicate whether future communica-
tions will be signed, encrypted or in plain text. Generally 
the choice of protocol depends on the work context. Table 
2 presents a summary of the protocols discussed.

7. Conclusion
Today the technology industry continues to grow, thus, 
the barriers between information, communication and 
automation technologies are progressively disappearing. 
Factories tend to be closer to customers. The key factors 
in this regard are safety of communication and guarantee 
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of quality of service. In this study we have presented the 
comparative studies of the most used industrial protocols, 
and presented some security threats. Our next work is to 
secure industrial network by using Intrusion Detection 
System (IDS), and to ameliorate it we will use machine 
learning algorithms.
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