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Abstract

Objectives/Methods: In this work, we are going to identify the IP addresses of all the machines. Along with the IP address,
we also get information about the operating system and their version executing on machines. We also list the open ports of
every machine connected to the network, which we are scanning. Finally, we enlist services executing in all the open port
of machine connected with the network, in which we are using NMAP and NBTSCAN as a scanning tool. Findings: NMAP is
the most powerful information-gathering tools available in the cybersecurity domain.
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1. Introduction

Information gathering gives us an idea about the amount
of publicly accessible data of organization that may help
an ethical hacker compromise the network as shown in
Figure 1.

We take 172.19.19.0 as an Internet Protocol (IP)
address blocks assigned to the target organization that
we have taken for our case study. We used NMAP and
NBTSCAN to discover live hosts in our target network.
We looked for e-paper, e-article, confidential informa-
tion relating to partners, news of a merger, data related
to the acquisition, schematics of network infrastructure.
We scanned the entire 172.19.19.0 range hosts to iden-
tify open ports, services executing on these ports and the
operating system executing on the open port. We scanned
172.19.19.1-10 to identify open ports, services executing
and operating system of an open port.

*Author for correspondence
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Figure 1. Information gathering about machine connected
to Network.
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2. Literature Survey

Across the world, companies have teams of ethi-
cal hacker collecting threat data to protect
their existing system from ongoing cyber-threats and
manage a strong cyber security workforcel. NMAP is one
of the best information-gathering programs in the cur-
rent era. Eventually, the researcher uses NBTSCAN to
create host scan attacks?. Multiple steps related to either
live or dead forensics data gathering are designed by the
researcher. Then, they analyse the DHCP requests to
trace the attacking laptop®. Multiple reports of various
formats are collected from different network scanning
tools in% Information sources can be accessed auto-
matically through information gathering methodology".
These information-gathering techniques are useful
for collecting essential information®. Some researcher
analyses this methodology and presents a generic frame-
work for gathering and utilising widely distributed data in
an expanding internet-based world”. Attack tracing also
indirectly helps to collect information to help in detailed
information gathering®. Some researcher also used high-
interaction honeypots to collect information related to
the target network®.

3. Methodology

We used NMAP and NBTSCAN to discover live hosts in
the network. We scanned 172.19.19.0 to discover live host
in this network as shown in Figure 2.

Using command NBTSCAN, we scanned for the
addresses from IP that is 172.19.19 to discover live
nearby networks as mentioned in Figure 2. We scanned
10.0.0.0 to discover live host in this network again using
NBTSCAN but at this time on a different network that
is 10.0.0.0 as shown in Figure 3. We scanned 172.0.0.0 to
discover live host in this network as shown in Figure 4.

We scanned the entire 172.19.19.0 range hosts to
identify open ports, executing services and the operating
system executing on the system associated with an open
port. We scanned 172.19.19.1 to identify open ports,
ongoing services and operating system on it as shown in
Figure 5. In this figure that is Figure 5, we scanned the
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network 172.19.19.1 using NMAP output and we found
all the open ports executing on that network. We scanned
172.19.19.2 to identify open ports, services and operating
system on it as shown in Figure 6.

We scanned 172.19.19.3 to identify open ports, exe-
cuting services and operating system on it as shown in
Figures 7-8. We scanned 172.19.19.4 to identify open
ports, executing services and operating system running
on it as shown in Figure 9. We scanned 172.19.19.5 to
identify open ports, executing services and operating sys-
tem on it as shown in Figure 10. In this figure, we found
the complete description for mainly two ports in which
we found the operating system which is the main thing.
We scanned 172.19.19.6 to identify open ports, executing
services and operating system on it as shown in Figures 11
and 12. In this figure, we again using NMAP to identify
open ports on 172.19.19.6 address. Results categorized
into three services that are State, Service and Version.

We scanned 172.19.19.7 to identify open ports, exe-
cuting services and operating system on it. It shows the
operating system, in this case, Microsoft windows as the
version is shown in Figure 13.

We scanned 172.19.19.8 to find the same things that
are open ports and system version to find a vulnerability
to get into the system as shown in Figure 14. We scanned
172.19.19.9 to identify open ports, executing services and
operating system on it as shown in Figure 15. In this, we
found different services found on the network 172.19.19.9
such as NetBIOS and Microsoft. We continue scanning
172.19.19.10 to find furthermore open ports, executing
services and operating system on it as shown in Figure
16. We scanned the entire 10.10.0.0 range hosts to identify
open ports, services and the operating system executing on
them. We scanned 10.10.0.1 to identify open ports, execut-
ing services and operating system on it as shown in Figure
17. In this, all ports scanned with different port numbers
such as 49152 and 21. We scanned 10.10.0.2 to identify
open ports, executing services and operating system and
found other different ports open on different services with
founding windows version as shown in Figure 18.

We scanned 10.10.0.3 to identify open ports, executing
services and operating system on it as shown in Figure 19.
In this, all different ports 21, 30, 49152 and other ports
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found to be opened with all different services. We scanned
the entire 172.17.0.0 range hosts to identify open ports,
services and the operating system executing on them as
shown in Figure 20. We scanned 172.17.0.2 to identify

~# nbtscan -r
loing NBT name an for a

NetBIODS MName

GMAT

RDDEPT
OPERATIONS
WIN-ULYB58KHQIP
ADVERTISEMENT
MARKETING
ACCOUNTS

HRDEPT

SALES

Figure 2. Scanning 172.19.19.0 range.

:~# nbtscan -r 10
Doing MBT name scan for

NetBIOS MName

ECOMM
ENTERTAINMENT

:~# nbtscan -r
Doing NBT name scan for addresses

NetBIOS MName

GMAT
WIN-AG4E
GMAT
=unknown=

QBKJ

Figure 4. Scanning 172.0.0.0 range.
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open ports, executing services and operating system on
it as shown in Figure 21. We again using NMAP in this at
172.17.0.2 address and again found various ports opened

to be getting attacked.
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~# nmap -Pn -0 -sV -pl-6 5 172.19.19.1

/nmap.org ) at 2018-01-15 13:50 EST

1ispl ooy yimicrosoft:iwindows_serve
SP1 - SPZ

:microsoft :windows

Figure 5. NMAP output of 172.19.19.1.

al Service
RPC
RPC
RPC
RPC
RPC
RPC
- host (If you kno n it, see

V=YDS=2%00=TSGYSTM=5A724GC
. / ; O7%TI=I%CI= ;
[0S BANWONNTABNNS? 5B4 i SBANWONNT

Figure 6. NMAP output of 172.19.19.2.
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Starting Nmap 6.47 ( http://nmap.org ) at 2018-01-15 14:30 EST
Mmap scan report for 172.19.19.3
Host is up (0.0021s latency) .
: B5510 closed ports
STATE SERVICE VERSION
open tcpwrapped
open  domain Microsoft DNS &6.0.6001
open http Microsoft IIS hitpd 7.0
open kerberos-sec Windows 2003 Kerberos (server time: 2018-01-15 19
open  msrpc Microsoft Windows RPC
open netbios-ssn
open  ldap
open microsoft-ds Microsoft Windows 2003 or 2008 microsoft-ds
open kpasswds?
open ncacn_http Microsoft Windows RPC over HTTP 1.0
open tcpwrapped
open  ldap
open  tcpwrapped
open ms-wbt-server Microsoft Terminal Service
open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPRP)
Mic resoft WindewsRRC
Microsoft Windows REC

Figure 7. NMAP output of 172.19.19.3 (1).

Microsoft Windows RPC
msrpc Microsoft Windows RPC
msrpc Microsoft Windows RPC
ncacn_http Microsoft Windows RPC over HTTP 1.0
msrpc Microsoft Windows RPC
msrpc Microsoft Windows RPC
msrpc Microsoft Windows RPC
msrpc Microsoft Windows RPC
No exact 05 matches for host (If you know what 05 is running on it, see hitp://n
TCP/IP fingerprint:
:SCAN(V=6.47%E=4%D=1/15%0T=21%CT=1%CU=30530%PV=Y%05=2%0C=1%G=Y%TM=5A5D01D
18%P=x86_64-unknown-linux-gnu)SEQ(SP=107%GCD=2%ISR=10C%TI=I%CI=I%I1=I%55=
:0%TS=0) 0PS(01=M5BANWENNTOONNSS02=M5BANWENNT BONNS%S03=M5BANWENNT B0%04=M5B4
:NWONNTOONNSS05=M5BANWINNTOONNSS06=M5BANNTOONNS ) WIN (W1=4000%W2=4000%W3=40
:00%WA=4000%W5=4000%W6=4000) ECN [ R=Y%DF=N%T=B1%W=4000%0=M5BANWANNS%CC=N%Q=
1) T1{R=Y%DF=N%T=B1%5=0%A=S5+%F=AS%R0=0%Q=) T2(R=N) T3{R=N) T4 (R=Y%DF=N%T=81%W
1 =0%S5=A%A=0%F =R%0=SRD=0%0=) T5 [ R=Y%DF=Y%T =B0%W=0%5=7%A=5+%F =AR%B0=%RD=0%(Q=)
: 16 [ R=YSDF=Y%T=80%W=0%5=A%A=0%F=R%0="%RD=0%0=) T7 (R=N) Ul { R=Y%DF=N%T=80%IFL=
1 164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G) IE(R=Y%DFI=N%T=80%CD=7)

Network Distance: 2 hops
Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

0S and Service detection perfoprmed-—Flease report rany, dncortect results at http:
Mmap done: 1 IP address scannaed in 130.35 seconds

Figure 8. NMAP output of 172.19.19.3 (2).
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~# nmap -Pn -0 -sV -p 72.19.19.4

Starting Nma [ /nme ) at 2018-81-15 14:19 ES

.0 (SSDP/UPRP)

Figure 9. NMAP output of 172.19.19.4.

at 2018-0

Host is up
Mot shown:

( (Ubuntu))
Shtml) .
hat 0S5 1s running on it, s httr

Figure 10. NMAP output of 172.19.19.5.
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~# nmap -Pn -0 -sV -pl-65535 172.19.19.6

at 2018-01-15 14:40 ES
Mmap sc
Host 1
shown :

fS“DP ‘UPRP)

05 is running on it, see http

Figure 11. NMAP output of 172.19.19.6 (1).

matches for host (IT < at 05 is running on it, see http

o:microsoft :windows

ed. Please report any incorrect results at http:

scanned in 901 seconds

Figure 12. NMAP output of 172.19.19.6 (2).
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~# nmap -Pn -0 -s¥ -pl-65535 172.19.19.7

Starting Nmap 6.47 ( http://nmap.org ) at 2018-01-15 14:03 EST

map scan report for 172.19.19.7

ost is up (0.0013s latency).

ot shown: 65523 closed ports

STATE SERVICE VERSION

open tcpwrapped

open http Microsoft IIS httpd 7.0

open msrpc Microsoft Windows RPC

open netbios-ssn

open netbios-ssn

open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
A9152/tcp open msrpc Microsoft Windows RPC
A9153/tcp open msrpc Microsoft Windows RPC
A9154/tcp open msrpc Microsoft Windows RPC
A9155/tcp open msrpc Microsoft Windows RPC
A9156/tcp open msrpc Microsoft Windows RPC
9157 /tcp open msrpc Microsoft Windows RPC

o exact 0S matches for host (If you know what 0S is running on it, see http://n

ap.org/submit/ ).

CP/IP fingerprint:
:SCAN(V=6.47%E=4%0=1/15%0T=21%CT=1%CU=44379%PV=Y%DS=2%0C=1%G=Y%TM=5A5CFDB
:C%P=x86 64 -unknown-Tinux-gnu)SEQ(SP=103%GC0=1%ISR=102%TI=1%CI=I%I1=I%S5=
15%TS=0) 0PS(01=M5BANWONNTOONNS%02=MSB4ANWANNTOONNSS03=MZE4NWENNTOB%04=M5E4
TNWENNTOEMNNSS05=M5BANWENNT OONNS%O0E=MSBANNTOONNS ) WIN-{W1=4300%N2=4000%W3=40
100%W4=4000%W5=4000%WE6=4000) ECN( R=Y%DF=N%T=81%W=4000%0=M5B4NWONNSSCC=N%Q=
1) TL(R=Y%DF=N%T=81%5=0%A=S+%F=AS%RD=0%Q=) T2{R=N) T3 (R=M) T4 (R=YSDF=N%T=81%W
1 =0%5=A%A=0%F=R%0="5R0=0%0=) T5 ( R=Y%DF=Y%T=80%N=0%S=7%A=5+%F=ARS0=SRD=0%0=)
1 TE (R=Y%DF=Y%T=80%W=0%S=A%A=0%F=R%0=%R0=0%0=) T7 (R=N) Ul (R=Y%SDF=N%sT=80%IPL=
1 164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G) IE(R=Y%DFI=NSsT=80%CD=Z)

etwork Distance: Z hops
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Figure 13. NMAP output of 172.19.19.7.

~# nmap -Pn -0 -sV -pl-65535 172.19.19.8

Starting Nmap 6.47 ( http://nmap.org ) at 2018-01-15 14:27 EST
Nmap scan report for 172.19.19.8
Host is up (0.0021s latency).
Not shown: 65530 closed ports
STATE SERVICE VERSION
open tcpwrapped
open msrpc Microsoft Windows RPC
open netbios-ssn
open microsoft-ds Microsoft Windows XP microsoft-ds
open ms-wbt-server Microsoft Terminal Service
Device type: general purpose
Running: Microsoft Windows 2003
0S CPE: cpe:/o:microsoft:windows_server 2003::spl cpe:/o:microsoft:windows _server 2003::sp2
0S details: Microsoft Windows Server 2003 SP1 - SP2
Network Distance: 2 hops
Service Info: 0S: Windows; CPE: cpe:/o:microsoft :windows

0S5 and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 53.80 seconds

Figure 14. NMAP output of 172.19.19.8.
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open  msrpc Microsoft Windows RPC
open  msrpc Microsoft Windows RPC
open  msrpc Microsoft Windows RPC
open  msrpc Microsoft Windows RPC
open  msrpc Microsoft Windows RPC
Mo exact 0S matches for host (If you know what 0S5 is running on it, see http://n
map.org/submit/ ).
TCP/IP fingerprint:
:SCAN (V=6 .47%E=4%0=1/15%0T=21%CT=1%CU=388B37%PV=Y%05=2%0C=1%G=Y%TM=5A5CFAG
14%P=xB6 64-unknown-linux-gnu) SEQ({SP=FF%GCD=1%I5R=10E%TI=I1%CI=I%I1=I%55=0
1%T5=0) OPS{01=M5BANWENNTOBNNS%S02=M5BANWONNT OONNSS03=M5BANWONNT A0%04=M5B4N
:WEONNTOENNSS05=M5BANWENNT BONNS%B06=M5BANNTAGNNS) WIN (W1 =4000%W2=4000%W3=400
10%WA=4000%W5=4000%W6=4000) ECN (R=Y%DF=N%T=81%W=4000%0=M5BANWEONNSSCC=N%0=)
:T1 (R=Y%DF=N%T=8B1%5=0%A=5+%F=AS%RD=0%0=) T2 (R=N) T3{R=N) T4 [R=Y%DF=N%T=81%W=
1 0%5=A%A=0%F=R%0=%RD=0%0=) T5( R=Y%DF=Y%T=B0%W=0%5="%A=5+%F=AR%0=%RD=0%0=) T
16 R=Y%SDF=Y%T=B0%W=0%5=A%A=0%F=R%0="RD=0%0=) T7 (R=N) U1 (R=YSDF=N%T=80%IFL=1
164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G) IE (R=Y%DFI=N%T=80%CD=7)

Metwork Distance: 2 hops
Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

0S and Service detection performed. Please report any incorrect results at htip:
//nmap.org/submit/
Mmap done: 1 IP address (1l host—up)-scanned in 188078 seconds

Figure 15. NMAP output of 172.19.19.9 (2).

~# nmap -Pn -0 -sV -pl-65535 172.19.19.10

Starting Nmap 6.47 ( http://nmap.org )} at 2018-01-15 14:23 EST
Nmap scan report for 172.19.19.10
Host is up (0.0013s latency).

: 65523 closed ports

STATE SERVICE VERSION

open tcpwrapped

open  http Microsoft IIS httpd 7.5

open  msrpc Microsoft Windows RPC

open netbiocs-ssn

open netbios-ssn

open ms-wbt-server Microsoft Terminal Service

open  msrpc Microsoft Windows

open  msrpc Microsoft Windows

open  msrpc Microsoft Windows

open  msrpc Microsoft Windows

open  msrpc Microsoft Windows

Microsoft Windows
(If you know what 0S is running on it, see http://nmap.org/submit/

TCP/IP fingerprint:
0S:SCAN(V=6.47%E=4%D=1/15%0T=21%CT=1%CU=40739%PV=Y%D5=2%DC=I%G=Y%TM=5A50001
0S:C%P=x86_64 -unknown-Linux-gnu) SEQ(SP=105%GCD=1%ISR=10D%TI=I%CI=I1%I1=I%S5=
0S:0%T75=0) OPS(01=MSB4NWONNTOONNS%S02=MSB4NWONNTOONNSS03=MEBANWANNT 00%04=M5B4
0S :NWONNTOONNS%05=M5BANWONNTOONNS%06=M5BANNTOONNS ) WIN (W1=4000%W2=4000%W3=40
0S: 00%W4=4000%W5=4000%W5=4000) ECN ( R=Y%DF=N%T=81%W=4000%0=M5BA4NWONNSSCC=N%Q=
0S:) T1(R=Y%DF=N%T=81%5S=0%A=S+%F=AS%RD=0%Q=) T2 (R=N) T3(R=N) T4 (R=Y%DF=N%T=81%W
08 : =0%S=A%A=0%F=R%0=%RD=0%Q=) T5 (R=Y%DF=Y5%T=80%W=0%S=7%A=S+%F =AR%0=SRD=0%Q=)
0S: T6 (R=Y%DF=Y%T =B0O%W=0%S=A%A=0%F=R%0="RD=0%Q=) T7 (R=N) U1 (R=Y%DF=N%T=80%IPL=
0S: 164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G) IE (R=Y%DFI=N%T=80%CD=Z)

Network Distance: 2 hops
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Figure 16. NMAP output of 172.19.19.10.
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:~# nmap -Pn -sV -0 -pl-65535 10.13.0.1

Starting MNmap 6.47 ( http://nmap.org ) at 2018-01-17 12:29 EST
Nmap scan report for 10.10.0.1
Host is up (0.0011s latency).
Mot shown: 65529 closed ports
STATE SERVICE VERSION
open tcpwrapped
open  msrpc Microsoft Windows RPC
open netbios-ssn
open microsoft-ds Microsoft Windows 2003 or Z008 microsoft-ds
open  msrpc Microsoft Windows RPC
open ms-wbt-server Microsoft Terminal Service
Device type: general purpose
Running: Microsoft Windows 2003
cpe:/o:microsoft iwindows server 2003::spl cpe:/o:microsoft:iwindows serve
. 11sp2
0S details: Microsoft Windows Server 2003 SP1 - SPZ2
Network Distance: 1 hop
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

0S and Service detection performed. Please report any incorrect results at http:
J//nmap .org/submit/
Mmap done: 1 IP address (1 hostup)scanned gmn 4093 segonds

Figure 17.  NMAP output of 10.10.0.1.

map scan report for 10.10.0.2
ost is up (0.001l4s latency) .
: 65522 closed ports
STATE SERVICE VERSION
open tcpwrapped
open http Microsoft IIS httpd 7.5
open msrpc Microsoft Windows RPC
open netbios-ssn
open netbios-ssn
3389/tcp open ms-wbt-server Microsoft Terminal Service
A7001/tcp open http Microsoft HTTPAPI httpd 2.8 (SSDP/UPnP)
A9152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
A9154/tcp open msrpc Microsoft Windows RPC
A9155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC
A9157/tcp open msrpc Microsoft Windows RPC
o exact 0S matches for host (If you know what 0S is running on it, see http://n
ap.org/submit/ ).
CP/IP fingerprint:
(SCAN (V=6 .47%E=4%D=1/17%0T=21%CT=1%CU=31923%PV=Y%0D5=2%DC=I1%G="%TM=5A5F88E
1A%P=x86_64 -unknown-1inux-gnu)SEQ{SP=100%GCD=2%ISR=1BC%TI=1%CI=I%I I=I%SS=
:0%TS=0) OPS(01=MSBANWONMTAONNSS02=M5BANWONNTOONNS%03=MZE4NWONNT 0E%04=M5B4
TNWONNTOEONNSS05=M5BANWANNTOANNSS06=M5BANNT OONNS ) WIN{W1=4000%W2=4060%W3=40
1 00%WA=4000%W5=4000%W6=4000) ECN ( R=Y%DF=N%T=81%W=4000%0=M5BANWONNS%SCC=N%s]=
1) T1{R=YS%DF=N%T=81%5=0%A=5+%F=AS%RD=0%0=) T2 (R=N) T3(R=N) T4 (R=YSDF=N%T=81%W
1 =0%S=A%A=0%F=R%0="RD=0%0=) T5 ( R=Y%DF=Y%T =80%W=0%S=7%A =5 +%F=AR%0=%RD=0%0=)
1 TE(R=Y%DF=Y%T=80%W=0%5=A%A=0%F=R%0=%RD=0%0=) T7 (R=N) Ul ( R=Y%DF=N%T=B0%IPL=
1 164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G) IE (R=Y%DF [=N%T=80%C0=Z)

etwork Distance: 2 hops
Eervice Info: 0S: Windows; CPE: cpe:/o:microsoft iwindows

Figure 18. NMAP output of 10.10.0.2.
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~# nmap -Pn -sV -0 -pl-65535 10.10.0.3

Starting Nmap 6.47 ( http://nmap.org ) at 2018-01-17 12:34 EST
Nmap scan report for 10.10.0.3
Host is up (0.0014s latency) .
Not shown: 65521 closed ports
PORT STATE SERVICE VERSION
21/tcp open tcpwrapped
BO/tcp open http Microsoft IIS httpd 7.5
135/tcp open  msrpc Microsoft Windows RPC
139/tcp open netbios-ssn
445/tcp open netbios-ssn
3306/tcp open mysql?
3389/tcp open ms-wbt-server Microsoft Terminal Service
47001/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPRHP)
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154 /tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC
Microsoft Windows RPC
(If you know what 0S is running on it, see http://nmap.org/submit/ ).

TCP/IP fingerprint:
0S5 :SCAN(V=6.47%E=4%D=1/17%0T=21%CT=1%CU=30154%PV="%D5=2%0C=1%G=Y%TM=5ASFB9F
0S:6%P=x86_64 -unknown -Linux -gnu) SEQ(SP=108%GC0=1%ISR=10B%TI=I%CI=I%11=I%55=
0S:0%TS=0) 0PS(01=M5B4NWEONNTRAONNSS02=M5BANWONNT OONNSS03=MEBANWANNT 00%04=M5B4
0S :NWONNTOONNS%OS=M5BANWEONNT QANNSS06=MSBANNT QONNS ) WIN (W1=4000%W2=4000%W3=40
05 :00%W4=4000%W5=4000%W6=4000) ECN ( R=Y%DF=N%T=81%W=4000%0=M5B4NWANNS%CC=N%0Q=
0S:) T1(R=Y%DF=N%T=81%S=0%A=5+%F=AS%RD=0%0=) T2 (R=N) T3 (R=N) T4 (R=Y%DF=N%T=81%W
0S :=0%S=A%A=0%F=R%0=%RD=0%0=) T5 (R=YSDF=Y%T=80%W=0%5=7%A=5+%F =AR%0=%RD=0%0=)

1 T6 (R=Y%DF=Y%T=80%W=0%S=A%A=0%F=R%0=%RD=0%Q=) T7 (R=N) UL (R=Y%DF=N%T=80%IPL=

1 164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G) IE(R=Y%DFI=N%T=80%CD=2)

: 2 hops
; 0S: Windows;

Figure 19. NMAP output of 10.10.0.3.
~¥ nmap -Pn -sV -0 -pl-65535 172.17.0.1

Starting Nmap 6.47 { http://nmap.org ) at 2018-01-17 12:16 EST

Nmap scan report for 172.17.0.1

Host is up (0.0012s latency).

Not shown: 65529 closed ports

PORT STATE SERVICE VERSION

21/tcep open tcpwrapped

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows 2003 or Z008 microsoft-ds
1025/tcp open msrpc Microsoft Windows RPC

3389/1tcp open ms-wbt-server Microsoft Terminal Service

Device type: general purpose

Running: Microsoft Windows 20063

05 CPE: cpe:/o:microsoft:iwindows server 2003::spl cpe:/o:microsoft:windows serve
r 2003::sp2

0S details: Microsoft Windows Server 2003 SP1 - SP2

NMetwork Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

05 and Service detection performed. Please report any incorrect results at http:
J/nmap.org/submit/
MNmap done: 1 IP address (1 heostupiscanmed fgm 40 50 segonds

Figure 20. NMAP output of 172.17.0.1.

Vol 12(28) | July 2019 | www.indjst.org Indian Journal of Science and Technology | I



www.indjst.org

Efficient Information Gathering using NMAP and NBTSCAN: Case study on 172.19.19.0 IP Address

~# nmap -Pn -s¥ -0 -pl 172.17.

18-01-17 12:19 EST

ft TIS ht
t Win

t Terminal Se

ft HTT
Ft Win
Ft Win
Ft Win
t Win
t Win

NNS
T=81%

Figure 21. NMAP output of 172.17.0.2.

4. Conclusion

In this work, we used NMAP and NBTSCAN. Both
NMAP and NBTSCAN are powerful tools available in
the cyber security domain for information gathering or
scanning of the network. In future, we shall use any other
information gathering tool to enlist the service available
on the open port of the machine of the target network.
In future, we shall also close the open port in order to
enhance the cyber security. There is also an open scope
to do denial of service attacks with the help of open ports.
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