
Indian Journal of Science and Technology, Vol 12(25), DOI: 10.17485/ijst/2019/v12i25/145743, July 2019
ISSN (Print) : 0974-6846 

ISSN (Online) : 0974-5645

Protecting Users from Phishing Email through 
Awareness and Training

Ghassan Ahmed Ali*

Department of Information Systems, College of Computer Science and Information Systems, Najran University, 
Saudi Arabia; gaabdulhabeb@nu.edu.sa, alhabeb@gmail.com

Keywords: Phishing Email, Formative and Summative Assessments, Cyber Attacks Student Vulnerabilities

Abstract
Background/Objectives: Most of cyber-attacks start with a phishing emails by deceiving users into acquiring sensitive 
information. As long human are using the system, there will be a weak part that could be exploited. Many literatures indicates 
that the main reason of people had been the victim of phishing is a lack of awareness. Several approaches have been used to 
improve awareness of users; however, the realistic situations in some studies were not applied. Furthermore, environment 
and organization should be considered when design training methods. Methods/Statistical Analysis: The present study 
was conducted over three years using formative and summative assessments to evaluate students’ awareness. This study 
investigated the most common ways in the classroom of educating students about email phishing email. Findings: This 
study presents the results of email phishing attacks and quizzes conducted to demonstrate how the education can be a 
powerful tool to increase awareness and protect students from email phishing. This paper also highlights the significance 
of educational through the classes to increase awareness of email phishing and other security threats. Improvements/
Applications: The work could be extended in the future to use more ways of teaching students against phishing attacks.

1.  Introduction
Email has become a part of daily routines and main 
method for formal communication for many people 
and organizations. Specifically, the interest in the edu-
cation field has been much higher than other sectors1,2. 
Communicating between instructor and students via 
email is common. For example: call for meeting, collect-
ing data, filling web-survey, submitting marks, or pro-
viding guidance for advisees are taking place through 
email. More specifically, most instructors and faculty staff 
receive their employment offer letter and job agreement 
through email. Students also receive emails from advi-
sors, instructors, and administrators to assist them with 
difficulties or career planning process. Despite the conve-
nience associated for both instructors and students that 
email still plays main role in their communication, email 
consider as a primary channel of phishing.

Phishing email is a cybercrime designed to trick some-
one contacted by email to obtain sensitive information or 
download files which leads at the end to damage or finan-
cial losses to the email recipient. For example, in 2017, 

the Internet Crime Complaint Center (IC3) received 
15,690 complaints related to email account compromise 
with losses in excess $675 million3. The Phishing email 
targeted specific individuals is one of the riskiest attack4,5. 
Moreover, Phishing email may attract victims by luring 
them with the promise of a fictitious job or extra money. 
Figure 1 shows employment scam targeting students. The 
Figure 1 shows how students could be lured even if the 
money is deposited to the student bank account phish-
ing life cycle is discussed in section 2. Section 3 reviews 
previous works on phishing awareness, while Section 3 
discusses materials and methods. Results and discussion 
are presented in Section 4. Section 5 concludes the paper.

2.  Phishing Life Cycle
Phishing life cycle starts from attacker by sending a mass 
emails trying to convince recipient to interact with email 
included a link as shown in Figure 2. There are two sce-
narios when a user received a suspicious link: 1- click-
ing on the link. 2. Interaction activity after clicking on the 
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suspicious link. The first scenario enables attacker (who 
sent the suspicious link) to know that the victim has click 
on the link. As a result of that, attacker knows much infor-
mation about the victim such as type of device, location, 
type of victim browser. Moreover, device can be exploit 

if found vulnerabilities in the target system. It is also a 
chance for attacker to request the victim to agree to install 
suspicious software which may be used as a malware later. 
The second scenario is more dangerous than the first one. 
Here, the attacker can deceive the victim and show spoof-

Figure 1.  Employment scam targeting students. 
Source: IC3. (2017)
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ing websites in order to steal victim account. In addition, 
the details information about victim can be gathered for 
future used either by spam messages or to exploit vic-
tim email next time. Furthermore, attacker can also gain 
money by let victim to click many times on advertising 
icons and increase number of fraudulent clicks.

On the one hand, attackers spend times crafting phish-
ing emails and attracting recipient to react to the email. On 
the other hand, security administrators identifying threats, 
trying to fill vulnerable holes in the system, testing, and 
maintaining, but as long human are using the system, there 

will be a weak part that could be exploited. Many cases 
specify the vulnerable points of users such as: clicking on 
suspicious link, sharing personal information via social 
media, and downloading attachments sent by untrusted 
source. The key to striking a balance between bad and good 
or black and white emails and reducing success of Phishing 
email is based on the awareness of the recipient.

2.1  Phishing Awareness
Several researchers have investigated how to protect users 
from Phishing Email attacks such as: alarming users from 
phishing, detecting suspicious attempts, filtering tech-
niques, and checking embedded hyperlink. However, 
more and more users still become victimized to phishing 
emails6. Several studies point to an association between 
the level of user awareness and phishing email. According 
to Bakhshi7, the main reason of people have been victim-
ized of phishing is a lack of awareness. Awareness plays an 
important role in security countermeasure8. Large stud-
ies have confirmed that focus on increasing level of user 
awareness is an essential key to protect users from phish-
ing. Various methods have been suggested to improve 
awareness of users such as: to investigate reasons that 
make users fall in phishing emails and aware users based 
on these reasons8, phishing exercises and training9, game-
based training10, educate users using some factors to 
increase awareness11, specific training according to indi-
vidual differences12, and provide real-life cases that help 
to assist awareness. Table 1 summary of recent publica-
tions that illustrates the works of how awareness can assist 
to detect phishing attacks.

Figure 2.  Phishing email life cycle.

Table 1.  Summary of recent publications works of the impact of awareness to detect phishing attacks
Methodology Conclusion
Phishing exercises and training Exercises increase awareness as a result network security improved 

Examined factors that evaluate email Increase awareness by understanding reasons behind the works of 
phishing email 

Explored of two factors (priming, warnings) that help to 
increase awareness of attacks and privacy. User education is essential and key defense against cyber-attack.

Qualitative methodology (interview) security experts to 
empower users against phishing attack.

Role segmentation and training with real-life cases to increase 
security awareness

Examine the effectiveness of role playing games Increasing awareness
through training

Determine factors that caused phishing for user security 
awareness

Feedback, training, and security education beside awareness are 
required to improve protection of phishing

determines relationship between training and individual 
differences Training is helpful in reducing phishing and increasing awareness.
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According to8,9,13, phishing training is one of the tech-
niques that increase awareness and improve result bet-
ter than other practices like anti-phishing instructions. 
Different approaches used for training users such as: post-
click training14, an embedded training15,16, and mindful-
ness methods17, however the realistic situations in some 
studies weren’t apply. Furthermore, environment and 
organization should be considered when design training 
methods. In addition, to evaluate before and after train-
ing and detect the reaction outside training is critical. 
In this paper, we determine the efficiency of instructor-
based or classroom training in which instructor teaches 
students. Classroom training is more effective in the real 
world18 than other methods. There are some arguments 
and criticisms about time-consuming for this approach, 
however, the time-consuming criticism is avoided in this 
study because the trainees are students and the course is 
mandatory for them in their study plan.

3.  Materials and Methods

3.1 Course Environment
One of the learning outcomes of the information system 
program is: An understanding of professional, ethical, 
legal, security and social issues and responsibilities. Some 
courses must mapping to this LO. One of these courses 
is Computer Security 429CSS-3 course which corre-
sponding with strong relationship with the above LO. 
This course is taken by the advanced students male and 
female before graduation. One Important topic of this 
course is the awareness of phishing email. In this course 
an Phishing Email exercises are implemented to evalu-
ate students. The experiments were conducted over three 
years from first semester of 2016 till the summer semester 
2018. Total number of registered students of 429CSS-3 
course during the three years were 191 students. Table 2 
presents the number of students per semester and gender.

3.2 Formative and Summative Assessments
Two types of assessments were used to evaluate students 
learning: first is the formative assessment to evaluate 
ongoing improvement during the course. Second is the 
summative assessment to evaluate student learning at the 
end of the course. Assessments were taken as following:

1.	 Formative assessment: During the First week, phish-
ing email is sent to students + online phishing 
awareness quiz.

2.	 Formative assessment: On the Fifth week, phishing 
email is sent to students + online phishing awareness 
quiz.

3.	 Summative Assessment: On the Last week, phishing 
email is sent to students + online phishing awareness 
quiz.

3.2.1 Phishing Emails
Three simulated emails phishing that contain attractive 
phishing techniques are planned to be sent to students. 
These simulated emails are written in Arabic and English 
languages since the instructions of the college are con-
ducting in English but not all students have a good level 
of English and they may ignore the emails because of 
language difficulty. Emails were sent to students’ emails 
according to topic and times as following:

•	 First email sent on first week requested personal 
information.

•	 Second email sent on fifth week requested 
account verification.

•	 Third email sent on the last week asked students 
to download an attachment file. 

3.2.2 Phishing Awareness Quizzes
Three automated quizzes (QuizNo1, QuizNo2, and 
QuizNo3 respectively) are presented to measure students’ 

Table 2.  Number of students per semester and gender

Gender
Semester

1_2016 2_2016 1_2017 2-2017 1-2018 2-2018 3-2018

Male 14 13 17 10 15 25 12
Female 25 12 10 15 8 5 10
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vulnerability to e-mail phishing. Each quiz contains ques-
tions for a group of emails. Emails display one by one to 
students in order to determine and make decision if the 
e-mail message is a phishing e-mail or not by answering 
Yes or No. At the end of the quizzes, students are taken 
their scores along with the false and correct answers. This 
kind of awareness evaluation is a well-planned without 
causing students to be worried. Furthermore, quizzes 
questions are used as a learning tool.

In the first week, students are required to take Quiz.
No1 as evaluation of pre-course. Quiz.No1 is not planned 
to evaluate knowledge of students, but rather an assess-
ment of what the students know about the phishing. The 
pre-course assessment could increase skills acquisition 
and retention as well19.

During the fifth week, students encountered Quiz.
No2 to evaluate their levels comparing to Quiz.No1. 
Quiz.No2 is planned to be as a fine-tune to have contin-
ues improvement of learning. Ten new emails in addition 
to the previous emails in QuizNo1 are displayed to evalu-
ate the course transfer. Furthermore, Quiz.No2 assesses 
whether behaviors and skills are improved during previ-
ous weeks or not. 

In the last week, QuizNo3 is administered at the end 
of the course to measure the course learning outcomes. 
In this quiz, thirty emails are displayed to the students to 

evaluate the level of the students by comparing the results 
of students with previous quizzes. This quiz is also taken 
by other students who had not registered to Computer 
Security 429CSS-3 course to compare later with students 
who registered the course.

4.  Results and Discussion
Results are shown by overall percentage in four aspects 
as following:

4.1 Results of Phishing Email
Results show that more than half of the students had 
clicked the link and were interactive with the phishing 
email on the first week. A small percentage of students 
12% ignored the phishing email while about one-third 
of the students clicked on the link in the email and they 
didn’t continue to the phishing website. It is obvious from 
the first week results that most students were not knowl-
edgeable about the phishing emails.

In the fifth week, there is a clear difference in the 
results, as about half of the students ignored the email 
and the number of students who were interactive with the 
email or click on the link only were decreased. This result 
indicates the improvement of the students’ knowledge 
against the phishing emails. 
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First Week Fi�h Week Last Week

Precentage of students who ignore the phishing email

Precentage of students who just click on the link included in the phishing email and not
con�nue

Precentage of students who click the link included and interac�ve with the phishing email

Figure 3.  Results of phishing email attempts.
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The last week evaluation shows a great reduction of 
Phishing Email failures, the percentage of students who 
ignored the phishing email is increasing to 87% and the 
percentage of students who clicked the link included and 
were interactive with the phishing email is declining to 
5%. Accordingly, the results show the value of the educa-
tion via classes in decreasing the risk of Phishing Email. 
Result of phishing email is shown in Figure 3.

4.2 Results of Quizzes
Most students got low score in quiz 1 in the first week 
as shown in Figure 4. It can be seen from Figure 4 that 
more than 80% of students cannot distinguish a phish-
ing email from a legitimate. Sixteen percent of the stu-
dents got average score whereas only 3% of students 
got high score. The students’ scores in the first week 
reflect that most students were not aware of a phishing 
emails.

From Figure 4, it can be seen the significance differ-
ence of recognizing phishing emails in the fifth week. Forty 
two percent of students got average score and 43% got low 
score whereas 15% got high score. The assessment of the 
fifth week indicates the evaluation of a class improvement 
of students’ level of awareness. The evaluation results gen-
erally show the effectiveness of class-based to increase the 
awareness about Phishing Email to students. 

The summative assessments assess students at the end 
of the course. Table shows the 71% of students got high 

score of the last week quiz and only 9% of students got 
low score. This result indicates the correlation with the 
formative assessments to ensure that used quiz is an effec-
tive tool for measurement. Furthermore, it is obvious that 
majority of students can distinguish between phishing 
and a legitimate emails after receiving a phishing aware-
ness topic.

4.3 Results of Comparing Registered and 
Non-registered Students
To ensure the effectiveness of the Computer Security 
429CSS-3 course in increasing the awareness of phish-
ing emails; it would be interesting to compare results of 
students enrolled in Computer Security 429CSS-3 course 
with the students who are not enrolled in the course. 
Figure 5 shows graphically the results of the compari-
son between the results of the last week quiz against the 
students who are not enrolled in the course. From the 
Figure 5, it can be seen the big difference in the results 
of students who enrolled with the students who are not 
enrolled in the course. Eighty five percent of students who 
were not enrolled the course got low score whereas only 
9% of enrolled students got low score. Likewise, only 2% 
of students who were not enrolled the course got high 
score whereas 71% of enrolled students got high score. 
The result of the last week quiz were used to evaluate stu-
dent learning at the end of the 429CSS-3 course and had 
been selected for a comparison.
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Figure 4.  Results of quizzes.
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4.4 Results of Assessing Knowledge 
Retention
Many studies consider the knowledge retention as impor-
tant value of education20 which shows the ability of 
learners to retain what has been learned after a period 
of time. According to21,22, learners gained improvement 
in knowledge and able to remember and identify phish-
ing challenges after training. One of the measurements 
of knowledge retention commonly used is a true-false 
question23. In our case, Quiz No3 is used to measure the 

knowledge retention of students after 3 months of the 
studied course. Emails display one by one to students in 
order to determine if the e-mail message is a phishing 
e-mail or not by answering Yes or No. The result shows 
that the level of retention is high 80% even after three 
months of the course. Finally, the result is compared with 
the results of last week of the course to determine the 
knowledge loss as shown in Figure 6. From the results, we 
can conclude that the studied course was unforgettable 
for most students.

Figure 6.  Results of knowledge retention.
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Figure 5.  Results of registered vs non-registered students.
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5.  Conclusion
Most students become victims to phishing emails in 
order to disclose private information. On the same time, 
many methods are improving to increase the awareness 
of Phishing Email. This study investigated the most com-
mon ways classroom of educating students about Phishing 
Email. The results showed the fruitful of classroom train-
ing in increasing the students’ awareness of Phishing Email. 
Formative and summative evaluation before, during, and 
after were taken to ensure the transfer of knowledge and 
to retain knowledge after three months as well. The work 
could be extended in the future to use more ways of teach-
ing students against email phishing attacks.
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