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Abstract
Objectives: To protect secret information in a digital medium without compromising robustness. There are many 
approaches introduced regarding the importance of utilizing medical, military and natural images for image watermarking 
procedure. Reversible watermarking is appreciated that the original media can be recovered without any loss of information 
after extracting stego-data. With an aim to provide higher security and robustness, certain investigations have been done 
on reversible image watermarking. Methods/Statistics: This research work mainly addresses on privacy, reversibility, 
payload and robustness related goals. Considering these challenges, three parts of image watermarking techniques, 
namely proposed Bi-orthogonal Wavelet Transform and Importance Measure Model (BWT and IMM), introduced Dynamic 
Prediction Error Integrated Reversible Image Watermarking (DPEIRIW) and proposed Multi Wavelet Transform based 
and Oppositional Particle Swarm Optimization (MWT - OPSO) are introduced to improvise the data hiding performance. 
Findings: The methodologies introduced in this research work not only surpass other approaches with considerations to a 
variety of incursions, but still maintains a satisfactory image quality. From the experimental results, it is clearly understood 
that this suggested approach MWT and OPSO attains the average PSNR of 59.84 dB and average NC of 1, which is minimal 
when comparedwith the all the other existing strategies. Applications/Improvements: As the ongoing trend is now 
towards multi-core computing and the requirements for the real time video communication is very much in demand, 
the ownership right information also required to be preserved. It could be a great future direction to deploy this design 
approach under multi-core platforms. 

Keywords: Correlation Coefficient, Entropy, Importance Measure Model, OPSO Biorthogonal DWT, Prediction Error, 
Reversible Watermarking, NC, PSNR

1.  Introduction
The entrenchment of programedintelligence in whole 
aspects of day-to-day chores is one of the colossalhigh-
techoccurrences of the past twenty years. Digital data can 
be savedmethodically with a very hugeendowment and 
it could be engineered very effortlesslyand effectuallyby 
using computers. Furthermore, withsuch formidable-
data could be channelled in a quick and economical way 
through data transmission systems. Programmed intelli-
gence struck much unique dominance over counterpart 
intelligence1–3. Editing is simple because various locations 
can be accessed that are in requirement of a difference. 

Plagiarizing is also easy with no deprivation of integrity 
and is exact to the aboriginal. With deploy intermedia-
dispensation over the World Wide Web, substantiation is 
highly intimated than ever due to the liability of boundless 
replication. High risk for information creators is estab-
lished due to the simple way of transference and stratagem 
of digital data initiations. So the consortium holders need 
is to be remunerated each and every instance their work is 
being used. Additionally, they see to that their work is not 
altered in the absence of their knowledge. For digital data, 
consortium constraints and silence the substantiation are 
exceedingly tough tasks4. 
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One solution is using some encryption techniques 
to avoid the unauthorized access. Any how, ascription 
doesn’t issue complete precaution. Once the decryption is 
done for the engraftedintelligence, they could be openly 
being accessed or modified. The above give constrain 
can be resolved bycloaking some proprietorship intel-
ligence into the intermedia intelligence, which could be 
catheterized later to manifest the proprietorship. The 
watermarking model has been stipulated so far as an 
attainable elucidation when, in a definite appeal circum-
stance, there is the need to implant an informative data 
in a digital documentation in an inconspicuous way5,6. 
Usually, when proceeding with receptive images such as 
deep planetary science, counterinsurgency research and 
medical analysis, the ultimate– consumer can’t put up 
with wager to get gnarled data. One illustration above 
all: a radiological physicist who is examining a radioac-
tivity illustration to authorize if assertive pomology is 
prompt or not. It can’t be customary that his interpre-
tation is faulty both, primarily, to care for the victims 
health and secondarily, to safeguard the efforts of the 
radiological physicist himself. In that case, irretriev-
able watermarking algorithms doesn’t seem to be viable. 
Due to this stern prerequisite, additional departments 
of watermarking technique has been imported which is 
catalogued as  vagrant, where, with this terminology, it 
would be anticipated that the important content, except 
the watermark signal, is retrieved back from the water-
marked output file such that any test can be conducted 
on the primal data. Hence, by working out like this, the 
strategy is termed as a zero-impact but allows conveying 
necessary message. The Reversible watermarking method 
is also termed as invertible or lossless and was considered 
to be practiced mainly in conditions where the genuine-
ness of a digital image has to be approved and the original 
content is peremptorily used at the decoding side7–11. 

Channelizing secure processed data was the most 
challenging task before the technological invention of 
steganography and cryptography. Hackers favour to dis-
tort the primal outcome either by altering it or by using 
the same methodology to make benefit without giving 
award to the owner. Thus, privacy proficiency needs to be 
well competent, potent and uncommon to decrease mali-
cious. Hence, a very significant watermarking technology 
emerged. 

Deploy watermarking is a relatively new field of the 
last two decades. Deploy information can be embedded in 
data and extracted later. The watermarking information 

can be texts, logos, handwritten signatures or numbers, 
and have many applications. It is noticed that one of the 
base necessities for deploy watermarking is to preserve 
the standard of the initial facts not being gnarled when a 
watermark is fixed into it. Additionally, there are several 
other factors that are needed for particular application. 
One basic requirement of deploy watermarking is the 
necessity to continue the original condition of distorted 
content. Perceptual transparency, robustness12, capacity 
to restore data without inceptive, binary unit rate of data 
indexing algorithms, secured watermarking, confirma-
tion of proprietorship are a few requirements tend to vary 
with respect to watermarking applications.

One of the watermark challenges is to maintaining 
excellent invisibility peculiarities. Another fundamen-
tal requirement is stalwartness; the watermark should 
be defying to illegitimate malformation and decryption. 
Additionally, the watermark should be liberal to picture 
transforming methods like confining (lossless and lossy) 
and calculated experiments to extirpate the watermark. 
Another challenge of watermark algorithm is impercep-
tibility. A capable watermark arrangement is the one that 
can counter balance preservation, and durability. Another 
watermark challenge is to implement a watermark sys-
tem that can handle immense content amplitude while 
accommodating the condition of the watermarked pic-
tures. Watermarked images may be subject to a number 
of common attacks. 

In order to meet the above said challenges, it is 
required to develop and propose novel watermark-
ing algorithms for embedding the images and suitable 
recovery. Thus, this work focused on developing water-
marking algorithms to meet the required challenges. The 
ultimate goal of this research work is to improve current 
digital watermarking technique and design it for specific 
applications. It is not possible to craft a watermarking 
procedure that strives in all scenarios and can confront all 
the aggressions. Here it is aimed to design effective and 
cost efficient digital watermarking systems for different 
applications and different requirements. 

Currently, several governments have been encourag-
ing e-Health memorandum, which gather and preserve 
distinctive health facts in a computerized form. These 
records contain sensitive personal information and 
should be protected. For pharmaceutical pictures, distinc-
tive databases are basically preserved in an independent 
file which can be looked through at the very instant time 
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with the pictures. Nonetheless, this information is usually 
not preserved and could be penetrated by strangers. 

A recent incident involving accessing patient informa-
tion for job screening in the University of Health Network 
in Toronto raised the alarm on the issue of privacy pro-
tection and access control13. Digital watermarking could 
be used to embed important messages into the covert 
case. The expediency of watermarking is that the con-
tent are kept within the primal cases, which reduces the 
chance of it being terminated or changed manipulated. In 
addition,as watermarking acquaints only tiny misinter-
pretation, it wouldn’t cause adversities for physicians who 
are not provided with the permission to look into the dis-
tinctive cases. One impediment of digital watermarking is 
that the primal case is completely altered after the water-
mark is introduced. For pharmaceutical pictures, these 
alterations may not be alluring no matter how unnotice-
able it is. 

The fundamental goal of this research work is to prof-
fer lossless watermarking or reversible watermarking 
scheme to address these problems. A reversible water-
marking is a method in which both the original copy and 
the watermark image could be recovered without any 
losses. Bi-orthogonal Discrete Wavelet Transform based 
techniques are used in the proposed schemes due to its 
superior performance over other transforms and the seg-
ment blueprint which is shown in Figure 1. 

Figure 1.  Block diagram of the scheme with Bi-orthogonal 
Discrete Wavelet Transform technique.

2.  Research Background
In the field of digital watermarking, the image water-
marking predominantly had engrossed a huge amount 

of sympathy in the analysis part of association. The 
majorpart of the analysis work is devoted to image water-
marking in comparison with aural and music videos. 
Some of the reasons are described.

•	 The test images are readily available.
•	 Images carry sufficient redundant information so that 

watermarks can be embedded easily.
•	 It may be fictitious that any fortunate image water-

marking breakthrough may be innovated for the 
videos also. 

Pictures are interpreted in dimensional realms and 
also in frequency realms. The image part in the altered 
domain is specified in terms of its frequency coefficients 
and in spatial domain; it is defined by picture elements. 
Simply, alter realm means the image in the form of mul-
tiple frequency bands. To represent an image in the 
transform domain, capricious transfigures like Discrete 
Cosine Transform (DCT), Discrete Wavelet Transform 
(DWT) or Discrete Fourier Transform (DFT) can be 
used. Every of these transfigures has its endemic features 
and represents the picture in its own manner. Watermarks 
could be imposed within pictures by changing the alter 
dominion frequency coefficient bands. In case of the 
structural dominion, plain watermarks can be imposed 
in the pictures by changing the picture element rate or 
the Least Significant Bit (LSB) values. Nonetheless, more 
potent watermarks can be imposed in the alter domains 
of pictures by changing frequency coefficients. In14 pro-
posed a research paper titled “Secure Spread Spectrum 
Watermarking for Multimedia” and after that major-
ity part of the analysis work is done based on this work. 
After that, transform domain watermarking blueprints 
has emerged and now it is Reversible Water marking15,16.

An analysis of article proposes that the problem rests 
in the area of digital watermarking in conniving blue-
prints suitable for both grey scale and colour images that 
are more vigorous towards a huge horizons of intrusion 
and sustain feasible picture standards especially in medi-
cal and military data. Most of the blueprints out perform 
especially when image misinterpretation or confining ratio 
is huge. Since in the multimedia digital communication, 
tamper detection has more serious commercial implica-
tions than the copyright control, it has been decided to 
go with robust watermarking. Out of all the multimedia 
contents such as image content, audio content and video 
content, any image watermarking algorithm which is 
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lucrative can be extended as video watermarking, hence, 
image watermarking is intended. With future augmen-
tation in thought, the overlay intermediate chosen is a 
picture. In the first part of this investigation, a reversible 
image watermarking algorithm by applying Dual orthog-
onal Detached Wavelet Transform was proposed. Initially, 
the picture was resized and disintegrated into frequency 
sub bands. The best band and ideal locations in the best 
band those are apt for enclosing is construct alongside 
with the service of degenerating measure. Consequently, 
the expected watermark inserting procedure is accom-
plished to insert a watermark in the cover picture. 

In the succeeding parts of this investigation, a capri-
cious picture watermarking blue print established on 
Dynamic Forecast Flaw and Opposition Particle Swarm 
optimization methodology is proposed. Wherein, water-
mark embedding is done by the calculation of Prediction 
Error and Fitness value. In addition, Multi Wavelet 
Transform is applied for choosing of optimal location for 
embedding. The performance efficiency metric of pro-
posed image watermarking schemes is examined in terms 
of Crest Alarm to Sound Proportion, and Standardized 
interrelationships values. From the empirical outcomes, it 
is clearly inferred that this proposed scheme has obtained 
better results when compared to other approaches avail-
able in the literatures17–19.

3.  BWT and IMM
In this proposed work, an irresolute picture water-
marking procedure applying Dual-Orthogonal Wavelet 
Transfigure and Priority Method Figure is planned. The 
two important factors in the watermarking procedure is 
watermark enclosing and watermark eradication. In the 
enclosing procedure, primarily Dual-orthogonal Distinct 
Wavelet Transfigure is indulged to decay the initial 
given picture into variety rings and the superiorring is 
selected compared with the degeneration. Consequently, 
the selecting of a correct area is done by using Priority 
Method Figure. After selecting the superiorring and the 
area for enclosing, the suggested enclosing procedure is 
doing new here Single-bit picture is used as a watermark. 

3.1  Election of the Ring 
The process for electing the ring is given. Primarily, the 
authentic picture is brought back to the intended pre-
approved quality size. Let the authentic picture after 

re-sizing is proposed by of size M × N. After re-sizing, 
2D DWT implying the Dual-orthogonal Transfigure 
is done to have a Coefficient Approximate (CA) and 
Accurate Coordinated Rings (Coefficient Horizontal - 
CH, Coefficient Vertical - CV, Coefficient Detail - CD). 
Here, CA rings coordinates will be ignored as they can’t 
be exampled for the watermark enclosing procedure. 
From the comprehensive ring, sequent the optimal ring 
is chosen using the degeneration rate. The degeneration 
rates are chosen for the CH, CV and CD rings and are 
characterized by Ech, Ecv and Ecd respectively. Based on the 
Degeneration, the superior band X is chosen for upcom-
ing procedures.

That is, the/ring with the highest degeneration rates 
is chosen as the optimal ring and is chosen for upcoming 
procedures and portrayed as in Equation 3.1.

	 E Maximum E E EX ch cv cd= ( ), , � (3.1)

Here, EX is the degeneration of the chosenring X. 
After the given picture is re-sized to a global size, then 
Dual-orthogonal DWT is used and the optimal ring for 
enclosing with the help of degenerative measure20.

3.2  Collection of Areas 
When the superior ring is chosen, the next thing to do 
is finding the optimal location where the embedding 
can take place. To achieve this, the Importance Measure 
Model. The exemplary takes into application five crite-
rion of concentration, Comparison, Area, agitation and 
balance. For each criterion, corresponding attention pat-
terns are determined and ultimately the doubled sum is 
shown as the global Important Value.

The picture is primarily segregated into parts and the 
Important Values is determined for each and every of 
the parts. And then those parts with an acceptable global 
Important Values are selected as the Area for enclosing. 
Let the picture given for searching the area is shown as H 
of dimension m × n. Let the count of parts be y and each 
part (Bi; 0 < i < y) is with dimension p × q. That is. m × n 
= y × p × q Subsequently, the Important Measure (Di; 0 < 
i < y) corresponding to each block is computed. The indi-
vidual Importance Values of specifications is calculated 
compared on the amount of interest that a normal human 
can have for that particular region . 

In the extraction process, initially converse distinct 
wavelet transfigure is applied and then the eradication 
process is done in the area chosen. While investigating the 
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performance of BWT and IMM, this suggested method 
achieved a set of acceptable outcomes having a moder-
ate PSNR amount of 39.8606 and highest NC amount 
of 1. The robust feature of the suggested watermarking 
scheme is calculated with the help of a variety of extract-
ing methods and acceptable outcomes were reached in 
every aspect. The processing time period elapsed for the 
run of the proposed scheme algorithm with respect to the 
considered image data sets is 83 seconds. 

4.  DPEIRIW Model 
Dynamic Prediction Error Integrated Reversible Image 
Watermarking (DPEIRIW) is developed and implemented 
for the considered image samples from the database. The 
proposed approach consists of four calibres, namely pre-
processing module, pixel prediction module, enclosing 
module and extraction module. The part diagram of the 
modelled approach is as given in Figure 2.

Figure 2.  DPEIRIW scheme.

4.1  Pixel Prediction Module
In this module, the pixel values are predicted based on the 
position and making use of mathematical operations. The 
prediction is carried out based on the adjacent pixel val-
ues and the median is calculated out. The process of this 
prediction depends on the position of the pixel and it is 
taxonomies accordingly. The classes include four kinds 
of pixels based on the position termed as initial set, first 
derived set, second derived set and third derived set. Based 
on the prediction fault, embedding and extraction can be 

carried out. Once the image is predicted, the prediction 
fault is found out by correlating the predicted image to that 
of the original value and embedding is carried out based 
on the error value. Owing to a high correlation between 
the adjacent pixels, error would be small and pixels hav-
ing lower errors are preferred for embedding process. For 
extraction, the Prediction error is the digression between 
the predicted picture element amount and the watermarked 
picture element value. This error value is compared with a 
set threshold to extract the watermark. 

The evaluation metrics wormed are Peak Signal to 
Noise Ratio (PSNR) and Normalized Correspondence 
(NC). The high NC and PSNR obtained for the technique 
with an average NC of 0.9948 and PSNR of 49.6594. This 
suggested procedure has performed well by having higher 
PSNR and NC values in comparison to other approaches. 
The algorithm processing time elapsed for the run of the 
proposed method algorithm with respect to the consid-
ered image data sets is 81 seconds. 

5.  MWT – OPSO Model
The primary focus of this proposed research work is to 
design an efficient, powerful reversible image water-
marking scheme depends on MWT-OPSO Model. The 
explanation is illustrated in Figure 3. The scheme com-
posed of mainly two modules such as embedding and 
filtering. In the embedding step, the original source 
image is splitter into different bands based on Haar 
Wavelet Transform, in which low frequency band sub 
division is selected and then the Dual-orthogonal Wavelet 
Transfigure is used to decay the picture. Out of all rings, 
the approximation band is left unapproachable and degen-
eration of various rings are enumerated. The highest band 
is chosen as the ring and from that, the superior location 
is sorted out using OPSO algorithm. The performance 
efficiency of the proposed research work is analyzed with 
many grey-level images inclusive of medical images. The 
investigation cadets used are Peak Signal to Noise Ratio 
and Normalized Correlation. From the investigation 
results, it is found that the maximum PSNR of 59.86, NC 
of crisp 1 and average embedding capacity of 1024 bits 
is gained in the proposed watermarking scheme which 
shows clearly that the quality of the image is not compro-
mised. The running time elapsed for the processing of the 
proposed algorithm with respect to the considered image 
data sets is 71 seconds. 
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Figure 3.  Hybrid MWT and OPSO Watermarking System 
Model.

5.1  Optimal Position Selection
The Particle Swarm Optimization (PSO) algorithm is a 
facile developmental procedure which is very different 
from the other developmental procedures where it ini-
tiates the incitement of public characteristics. PSO has 
presented high standard of effectiveness in searching 
fine answers to developmental problems. PSO is a pop-
ulace-dependent examining procedure and begins with a 
starting populace of aimlessly achieved outcomes called 
fragments. Each fragments in PSO has a location and a 
momentum. PSO keeps in mind both the optimal loca-
tion constructed by all the fragments and the optimal 
location constructed by every fragments in the finding 
process. One challenge that we come across in the stan-
dard PSO is that it could without any difficulty slip into 
provincialapogee in a lot of developmental challenges. 
To have an upper hand on this challenge, in this analysis 
the Opposition based PSO (OPSO) methods shows how 
to neglect the incomplete concurrence and allows OPSO 
to go on with the inquest for Standardized apogee by 
implying opposition-based learning. The basic concept of 
Opposition Based Learning (OBL) is the deliberation of a 
conclusion and its analogous opposite conclusion contin-
uously to estimate the current applicants’ outcome. The 
suggested accession for populace initializing used by the 
resistance placed procedure in which the populace and its 
adverse populace are taken as input. The correctness of 
both populaces is judged and the superior one is chosen. 
Finally, the watermark image is imposed onto the source 
picture to obtain the watermarked picture21.

6.  Performance Comparison
The basic idea behind this investigation work is change-
able pictures watermarking similar on the proposed Multi 

Wavelet Transfigure based and Oppositional Particle 
Swarm Optimization method algorithm (MWT and 
OPSO). The main motivation behind this approach is to 
employ the capability of MWT in yielding high embed-
ding capacity of algorithm, enhanced data hiding security 
measure and improved quality of watermarked image 
content. Here, the performance efficiency of the proposed 
approach is proved by comparing the developed hybrid 
MWT and OPSO technique with that of the Weighted 
Median Approach22,23 Coordinate Prediction Approach24, 
Optimal Channel selection approach25,26 Shear let domain 
approach27 and that of the earlier methods BWT and IMM 
and DPEIRIW proposed.

7.  Conclusion
Reversible watermarking requires high embedding capac-
ity, content distortion which should be as low as possible 
and robustness against attacks. These conflicting require-
ments carve the path for this research work. Considering 
these challenges, a reversible watermarking scheme 
resistant to geometrical attacks was proposed in this 
investigation. Here, the maximum PSNR of 59.8466 dB 
is computed for the brain Magnetic Resonance Imaging 
(MRI) image. From the results it is clearly understandable 
that this proposed approach is having better attainment 
than that of existing approaches available in the literature. 
The proposed watermarking scheme does not require 
the original image for extracting the watermark. This 
investigation aimed at creating a scheme, robust to geo-
metrical distortions, compression and filtering attacks. 
This research work mainly addresses privacy, reversibil-
ity, payload and robustness related goals. To achieve these 
goals BWT and IMM, DPEIRIW and MWT and OPSO 
methods were proposed.

8.  Future Scope
Based on this investigation, a few areas of further research 
work are identified as follows:

a.	 Further improvement could be possible, wherein the 
same approaches could be practiced on the video files 
of different types. Applying this technique on MPEG, 
H.264 and 3D video files could be a future guidance 
for this research.

b.	 As the ongoing trend is now towards multi-core com-
puting and the requirements for the real time video 
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communication is very much in demand, the owner-
ship right information also required to be preserved. It 
could be a great future direction to deploy this design 
approach under multi-core platforms. 

c.	 In addition to that, the research can be protracted from 
strict authentication to soft authentication. Along 
with authentication verification, small secret data 
such as session keys can also be imposed in encrypted 
format and traded between two communication ends. 
Hence, authentication and confidentiality can also be 
achieved together. 
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