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Abstract

Objectives: In this study we developed a routing protocol named Fault-Tolerant QoS Centric Routing Protocol for WMSN
(FTQ-RPM) where the classical RPL routing protocol was augmented with mobility features and multiple network condi-
tion parameters based parent node selection for forwarding path selection. Methods/Statistical Analysis: Fault-resilient
routing protocol for Low power Lossy Networks (LLNs) which is applied in parallel to the link layer that once detecting
any link outage initiates node discovery. The use of Received Signal Strength Indicator (RSSI) and Expected Number of
Control Packets (ETX) based best parent node selection makes FTQ-RPM to achieve fault-resilient routing decision. In ad-
dition, RSSI based mobility management or mobile node positioning makes data communication more reliable than the
random mobility. It assures reliable data communication over mobile-RPL based WMSNs. FTQ-RPM applies a global link
repair model and supplementary forwarding path selection that works in parallel to the link layer of the native-RPL. It as-
sures timely data delivery through supplementary path without imposing any additional computational overheads, delay
and energy exhaustion during any link-outage condition. Findings: The overall developed routing protocols have been
examined in terms of throughput, real-time data delivery, packet loss, delay, power consumption, resource utilization etc,
where the proposed systems have been found superior than state-of-art existing protocols. Application/Improvements:
It affirms the suitability of the proposed routing protocols for real-time WMSNs applications particularly for IoT.
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1. Introduction

In recent years, the exponential rise in the demand of
wireless communication systems has been witnessed
globally. The high pace rise in QoS and reliable commu-
nication demands have motivated academia-industries to
achieve more efficient communication systems. Among
varied existing communication systems, WSNs have been
found potential solution to meet major demands includ-

ing civil surveillance, industrial monitoring and control,
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defense application, healthcare sector and many more.
The decentralized and infrastructure-less characteristics
make WSN a potential solution. However, factors like the
efficacy of WSN for multimedia data communication;
mobility features etc motivate authors to achieve better
solution.

In recent years, to perform low cost and efficient mul-
timedia data communication Wireless Multimedia Sensor
Networks (WMSN) has emerged as a promising tech-
nique. Undeniably, WMSNs can have significant potential
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in real-time communication systems; however the use of
classical WSN routing approaches suffers adversely in
Low power Lossy Networks (LLNs) that eventually affects
QoS provision, energy consumption and delay. It affects
QoS provision, which has become an inevitable need for
major LLNs applications.

Considering architectural aspects of WMSN:S, it com-
prises multiple small sensors connected wirelessly to
enable multimedia data acquisition and transmission to
the base station for decision purposest. Noticeably, mul-
timedia data can be still images, audio, video and hybrid
data. These novelties have made WMSN:Ss to play vital role
in IoT applications*’. The efficacy of low-power tech-
nologies like 6 LowPAN* towards IPv6 too encourages
academia-industry to explore possibility of WMSNs to
serve IoT applications, primarily multimedia broadcast
over LLNs. In IoT multimedia communication, there is a
streaming server that transmits multimedia data through
object or application oriented devices and broadcasts it
over wideband connections to the multiple users to avail
subscribed services. In this process, the server is capable
to exhibit computationally intensive processes including
channel coding, encoding, transmission, etc. On con-
trary, decoder unit functions in slave mode for decoding
the received data packets. Multimedia sensors deployed
in WMSN undergoes various complexity and adversaries,
such as bandwidth constraints, energy exhaustion, con-
tention, resource allocation, and computation that make
classical encoding limited for QoS centric applications.
The sensor generated multimedia data often shows higher
spatial correlation because of dense node deployment
that demands certain efficient fault-resilient and timely
data transmission protocol to ensure QoS delivery*Z. A
number of researches have been done to augment WSN
routing protocols; however almost all efforts either
focuses on energy optimization or the throughout optimi-
zation®2, Considering present day application majority
of the existing approached are confined and are suitable
only for single target achievement.

Routing Protocol for Low power Lossy Network
(RPL) was proposed by Internet Engineering Task Force

(IETF) in 2008% to meet QoS centric communication
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over LLNs!. LLN signifies a kind of network condition
aware routing approach suitable for communicating
under varying link conditions and unpredictable tempo-
ral and spatial network characteristics that often results
into link outages and data loss. LLNs are defined in terms
of high data loss, path loss, channel fading, multi-path
interferences, low connectivity, link-outage probability,
low power devices, etc. WSN being one of the dominat-
ing examples of LLNs too requires alleviating aforesaid
adversaries to meet QoS demands. Undeniably, RPL
based WSNs have been found potential for reliable data
transmission; however its native routing approach doesn't
consider any mobility feature that confines its appli-
cability in LLNs. Mobility feature with sensor network
could ensure cost-efficient communication over LLNs.
Meanwhile, mobility with RPL for multimedia communi-
cation can be of paramount significance to meet WMSNs
related demands. Most of the IoT applications employ
mobility assisted communication and therefore enhanc-
ing native RPL with mobility can be vital for multimedia
transmission’. Authors'>!'¢ has made effort to introduce
mobility with RPL; however, majority of existing methods
undergo link instability and responsiveness problem due
to topological variations. In addition, dynamic topology
of the generic routing might lead link loss and therefore
significant packet loss. Consequently, it introduces delay
and retransmission probability that eventually affect QoS
delivery. On contrary, there are different applications
where LLNs are supposed to provide QoS delivery.
Applications like multimedia data transmission
requires higher degree of QoS provision for which ensur-
ing fault-resilience is must. IEEE 802.15.4 MAC, which
is a typically used link layer protocol in WSN possesses
an ACK model to minimize data loss during link out-
age by performing retransmission; however it happens at
the cost of energy exhaustion. Practically, the maximum
retransmission count is 4-5, in which the retransmission is
scheduled at the interval of 10 ms. Although, retransmis-
sion could exhibit Packet Delivery Ratio (PDR) successful
for certain transient link outage for small period, it is inef-
ficient in avoiding packet drop, especially in the situation

when wireless channel has higher probability of node fail-
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ures. To avoid such adversaries, typically an alternate path
selection approach is considered that facilitates a supple-
mentary relay node to form alternative path towards
destination to ensure successful delivery. Additionally,
it could help in selecting an auxiliary next-hop node
based on link quality to ensure reliable transmission. In
RPL based LLNs, usually ETX and RSSI are applied as
decision variable to assess link quality of a node to form
forwarding path. However, very less effort has been made
on introducing both these parameters to perform parent
node selection and best forwarding path selection. In this
paper, these two parameters are used to derive a link qual-
ity index for best parent node selection and forwarding
path formation for QoS delivery over WMSNSs.

In this paper a robust Fault-Tolerant and QoS Centric
Routing Protocol for Mobile-WMSN over LLNs (FTQ-
RPM) is developed for WMSN over LLNs. Unlike classical
RPL routing approaches where merely default Objective
Function (OF0) or ETX has been considered, FTQ-RPM
applies dual objective functions ETX and ARSSI for par-
ent nod selection and supplementary path formation. The
proposed FTQ-RPM model is applied in parallel to the
link layer that once detecting any link outage initiates
node discovery and exploits ARSSI and ETX parameter
to select best parent node and alternate forwarding path
formation. Realizing the issues of dynamic topology we
have performed RSSI adaptive mobile node movement
control that helps avoiding link outage. It helps greatly in
assuring QoS provision over WMSNSs.

The other sections of the presented paper are divided
as follows: Section II presents the related works, Section 3
briefs about the RPL routing protocol, it is then followed
by problem formulation in Section 4 and proposed model
discussion in Section 5. Results obtained are discussed
in Section 6. The overall research conclusion and future
scopes are discussed in Section 7 and the references used
in this manuscript are presented at the end of the paper.

2. Literature Survey

This section discusses some of the key literatures pertain-
ing to WMSNSs routing protocol, RPL routing protocol,
mobile WSN and RPL based WMSN routing protocol.
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To ensure optimal performance over WMSNS, the key
requirements are the optimal PDR, minimum data drop,
low energy consumption and optimal bandwidth utili-
zation’. Additionally, minimum end-to-end delay too is
inevitable for WMSNs QoS provision. Authors suggested
MAC optimization by incorporating cross-layer proto-
col™”. In® receiver based traffic scheduling was performed
using a time-hoping impulse ratio model to enhance
MAC. However, realizing the network dynamism, authors
focused on handshaking based link formation to avoid
sudden link outage. Authors'* applied entropy adaptive
data transmission rate for QoS centric routing.

They applied correlation between nodes to schedule
data transmission; however multimedia sensors exhibit
no significant spatial correlation with each other. Though
cross-layer models apply multiple network statistics to
obtain best forwarding node selection, authors® derived
it with transport, network and PHY to perform time-
efficient data delivery. A relatively simpler model was
developed in; however, it couldn’t address the link adapta-
tion concept to avoid link outage. To alleviate this issues,
authors?# applied adaptive link quality to perform route
decision for WMSNs. Geographic routing protocols?2!
considers network states to identify best forwarding
path. However, this approach considered relative distance
between source and sink to form multiple paths for data
transmission. In?, multipath routing was proposed to
ensure timely data delivery; however it was found effec-
tive only for short range communication with data rate
of 50-250 kbps. However, major WMSNs require long
range communication with higher data rate transmis-
sion to meet QoS needs. Varying the contention window
size, authors?* enhanced MAC of the protocol stack.
To ensure QoS, authors**# developed MAC optimization
model using bandwidth and delay as decision parameter
for best forwarding node selection. Some additional deci-
sion parameters were considered in*. However, applying
multiple parameters makes decision intricate and to
resolve this issue authors® applied evolutionary comput-
ing approaches. However, it could not address the mobility
based routing problem. A few efforts were made in***! to

ensure minimal delay in real time multimedia transmis-
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sion over sensor networks. Though, these approaches
have been developed for strengthening routing protocol
stack to ensure timely and bandwidth efficient routing;
however majority of these approaches are confined with
LLNs. RPL routing approaches has been found a poten-
tial alternative, particularly for IoT environment with
Lossy network conditions. However, the classical RPL
doesn’t have node-mobility feature. Realizing this gap,
authors*** incorporated single mobile sink based rout-
ing. Since RPL based routing applies different control
messages during network discovery and path formation,
to reduce signaling overhead, authors* developed a low-
reactive route decision model for mobile-RPL. Though,
not much significant works are done to incorporate RPL
for multimedia data transmission, a few efforts are made
to incorporate mobility with RPL over LLNs*%. In%*,
mobility prediction approach was applied to enhance
PDR; however, in real time application its efficacy seems
limited. In*” made effort to augment network layer of
RPL for higher PDR. In*, focus was made on enhancing
trickle timer optimization; however merely timers trickle
can’t assure fault resiliency under mobility. Though, a few
efforts have been made on incorporating mobility based
WMSNS, there is the scope for further optimization by
applying network link adaptive forwarding path selection
over LLNs. Applying mobility assisted RPL for WMSNs
over LLN can play vital role in enabling QoS delivery in
IoT ecosystem.

Though, the presented research work employs mobile-
RPL for multimedia data transmission over WMSNs and
LLNs, briefing RPL routing protocol is must. Section III
discusses the RPL routing protocol and associated termi-
nologies.

3. RPL - An Overview

RPL protocol can be stated as a proactive routing
approach particularly designed for communication
or data transmission over LLNs, which makes it suit-
able for IoT ecosystem.RPL routing protocol functions
based on the topological paradigm of Directed Acyclic
Graphs (DAGs), where it functions by employing three

key network parameters; DAG Information Solicitation
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(DIS), DAG Information Object (DIO) and Destination
Advertisement Object (DAO). Applying these control
messages or attributes RPL forms Destination Oriented
Directed Acyclic Graph (DODAG), which can be called as
best forwarding node to transmit data packets. Noticeably,
DAG signifies the default tree structure of RPL over LLNs.
However, in practice it undergoes changes as per commu-
nication demands and topological variations. The basic
topological attribute of RPL is DODAG that is formed at
the node called DODAG root. RPL can have a number of
DODAGs that could be defined in terms of the following
attributes:

DODAGID: It signifies the root of DODAG.

RPLInstanceID: It recognizes certain autonomous set of
DODAGs which could be augmented for particular con-
dition.

DODAG VersionNumber: It augments the event like
DODAG formation.

Rank: It signifies the position of a node in conjunction
with the root node in a DODAG, where the individual
node is provided a rank that increases in the downward
direction of the DAG and vice versa.

In general, RPL applies different control messages to
perform ND, link formation and data transmission. A
snippet of these control messages are given as follows:

3.1 RPL Control Messages

RPL control messages are nothing else but a kind of
Internet Control Message Protocol version 6 (ICMPv6)
(RFC 2463), having four predominant types:

o DIO: It is invoked by DODAG root to constitute
a new DAG and then the newly formed DODAG
structure permits the multicast transmission.
DODAG embodies key network information that
helps node to exhibit RPL instance discovery;
DODAG parent set construction and its mainte-

nance.
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o DIS: It identifies the neighboring nodes in con-
nected DODAG:s.

o DAO: DAO transmits reverse route information
to detect the nodes visited towards the “bottom
to top” path. DAO control message is transmitted
by each node in the network, except the DODAG
root to maintain route tables containing informa-
tion about the associated children nodes

o Destination Advertisement Object Acknowledgment
(DAO-ACK): This control message is transmitted in
the form of a unicast packet by a DAO recipient who

transmits DAO message as the reply.

In process, the rank information of each node is trans-
mitted through DIO in such manner that the sensor nodes
placed farther from the root would possess higher ranks
as compared to the nearer one. This feature play vital
role in looping problem and hence eliminates the possi-
bility of fault or delay. To form DODAG to enable data
transmission, RPL applies a factor called OF that decides
suitability of a node to become parent. In practice, OF is
selected in such manner that it could enable QoS delivery.
Typically, the default OF (i.e. OF0) and ETX are applied
to assess suitability of a node to form forwarding path.
DIO message functions to form bottom to top route,
while DAO is unicast by the child nodes to their parent
node so as to constitute top to bottom path. Though, the
frequency of DIO message affects computational and sig-
naling cost, RPL applies a trickle timer based scheduling
to avoid unwanted DIO messages®. The uses of trickle
timer support early network convergence and reduces
burden of additional control messages. To further opti-
mize the computational efficacy of the network, deciding
optimal interval of trickle timer can play vital role. Once
any topological change takes place, trickle timer is reset
which is then followed by ND in which the rank matrix of
each node is obtained and its suitability to become parent

node is examined to ensure reliable data transmission.
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4. Problem Formulation

To achieve QoS centric communication over mobile-
RPL based WMSNS, ensuring optimal best parent node
selection and best forwarding path formation are vital.
Though, the main issue in mobile-RPL is mobility and
resulting topological changes that increases link out-
age probability, which is not appropriate for multimedia
data transmission. Especially for IoT ecosystems, ensur-
ing reliable and QoS centric data transmission is must.
To deal with such issues, typically researchers prefer
applying multipath forwarding approach by incorporat-
ing packet-replication over different links. Though, these
classical approaches can help in reducing latency and net-
work convergence, however the probability of link-outage
remains an open research area. Major existing works
employs higher control packets and associated signals
that impose significantly high computational overheads
and energy consumption. On contrary, the presence of
mobility introduces network (link) uncertainty among
nodes (say, RPL DODAG) that makes routing and data
transmission highly uncertain, particularly for multime-
dia data transmission which requires timely and resource
efficient transmission. Though, the enhancement of
RPL with mobility and multimedia transmission can be
vital our research work intends to incorporate multiple
value additions, including link quality adaptive mobility
management, dual objective function based link quality
assessment, best forwarding node selection, fault-resilient
supplementary path formation for reliable and QoS centric
data transmission. Majority of the existing mobile-RPL
routing protocol for IoT applications uses default OF0 to
perform best parent node selection and DODAG forma-
tion. However, the varying network conditions and allied
parameters changes, like RSSI, inter-node distance etc
affect link-reliability and performance. To alleviate these
issues timers like connectivity timers, response-tracking
timers, handoff management timers, etc can be applied
to continuously monitor link quality so as to assist reli-
able forwarding path selection. However, it can introduce
computational overheads.

Mobility based RPL for LLN undergoes topological
changes continuously that might cause link outage. To

Indian Journal of Science and Technology | 5 -
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alleviate such issues, the standard RPL embodies link-
outage repair methods such as local link repair and global
link repair. In practice, the local link repair model is exe-
cuted once the parent node undergoes fault conditions.
On the contrary, the global repair model is executed by
the parent node once the network is re-constituted by
means of a modified DODAG to further network recon-
struction. Link level local repair comes in function once
a parent node undergoes adversaries that night be nor-
mal in case of dynamic topology variation. To ensure
reliable and QoS centric communication over WMSNSs,
detecting parent node failure and selecting an alternate
parent from parent set can be vital. In our proposed rout-
ing model, once detecting link outage, at first the root
node identifies the best parent node available in parent
node set. Noticeably, based on respective node rank and
key parameters (ARSSI and ETX), nodes are updated in a
parent node set.

The nodes are updated in node table based on decreas-
ing order of the rank matrix. When detecting link outage,
the proposed model at first identifies the best parent node
to be used for supplementary path formation, which is
then followed y DODAG formation and data transmis-
sion over WMSNSs. If there is no alternate parent node
available in parent node set, the root node could behave
as a new node and executes Node Discovery (ND) where
it transmit DIS message to obtain best parent node of the
forwarding node.

Link-outage forces network to initiate ND and alter-
nate path formation that as a result imposes huge control
packets overhead, delay and energy exhaustion. In addi-
tion, it reduces PDR and hence influences overall QoS
delivery. Considering these problems, in this paper a
novel fault tolerant mobile-RPL routing protocol has
been developed for multimedia data transmission over
WMSNs. Unlike traditional approaches, FTQ-RPM
applies multiple network parameters such as ARSSI and
ETX as the objective functions to assess suitability of
anode to become parent node for forming forwarding
path. Considering resource utilization aspect of WMSNSs,
once receiving ACK from the receiver node, the backup

data is deleted that makes process resource efficient. To
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ensure backward compatibility of RPL, FTQ-RPL func-
tions in parallel to the network layer, where the parent
nodes are ordered on the basis of respective link quality
index such as ETX and ARSSIL. One of the dominating
factors affecting performance is the MAC retransmis-
sion limit. In fact, it plays vital role in deciding the time
for ND to obtain best forwarding node and path forma-
tion. Additionally, the calculation of ARSSI (it signifies
the average RSSI which is obtained through DAO mes-
sage obtained from each node after DIS multicast from
the root node) to be used in estimating PDR prediction
ensures that the data would be transmitted successfully.
In fact, higher ARSSI signifies higher PDR, which is must
for WMSNs. In our model, we have also applied ARSSI
to estimate ETX count required to transmit data to the
sink that makes decision process more efficient to ensure
time and computation efficient transmission. In addition
to the above stated novelty, to further strengthen the fault
resiliency, in this paper we have exploited ARSSI infor-
mation to decide mobile node mobility. Here, estimating
the ARSSI of each node, the mobile node is positioned to
ensure maximum possible data gathering without causing
any link outage or QoS violation. Thus, the overall pro-
posed approach enables a highly robust and fault-resilient
communication system for mobile-RPL assisted WMSN
for multimedia data transmission.

5. Our Contribution

Considering the demand of a robust and eflicient
mobile-RPL based routing protocol for multimedia data
transmission over WMSNs under LLN conditions; in this
paper three predominant contributions have been made.
These are:

e ARSSI based Mobile-node localization for reliable
and fault tolerant data collection,

o Multiple Network Link Quality Indices based Best
Forwarding Node selection and DODAG forma-

tion, and

o Fault-tolerant supplementary link formation for
QoS assurance in WMSN over LLNS.

Indian Journal of Science and Technology
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Considering overall research contribution and nov-
elties, we introduced a highly robust Fault-Tolerant and
QoS Centric Routing Protocol for Mobile-WMSN over
LLNs (FTQ-RPM) has been developed. A detailed discus-
sion of the proposed method and its implementation is
given as follows:

Once detecting any link outage or network failure
during packet transmission, FTQ-RPM routing protocol
is executed that functions in parallel to the IEEE 802.15.4
network layer to forward the same packets to the parent
node. In our model, it has been accomplished by means
of a best forwarding node selection or best parent node
selection in the same DODAG. Noticeably, in FTQ-RPM
the best parent node selection takes place by executing
ND phase once any link outage is observed. Here, ND pro-
cess continues till obtaining the best parent node to form
alternate forwarding path for QoS delivery. During ND,

the use of ETX and ARSSI ensures optimal best forward-
ing node selection, as maintaining minimum number of
ETX supports minimum signaling overheads and energy
consumption. On the other hand, higher ARSSI signifies
better signal strength and hence higher PDR probability.
The cumulative consideration of these two conditions
ensures that the selected node as parent would ensure
optimal PDR and timely data delivery without imposing
any fault-probability or link-outage, even under dynamic
topological conditions. Interestingly, RSSI value refers
higher PDR probability, where PDR itself is related to the
ETX counts. Therefore estimating ARSSI dynamically to
maintain link reliability and minimum ETX can be of
great significance. In our proposed model, a parent table
is used that contains the set of parent nodes in decreas-
ing order of their rank value (where rank is obtained
based on ETX and ARSSI). Thus, re-structuring alternate
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Figure 1. MALQI based packet forwarding in mobile-RPL.
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path, the data is transmitted from source to the destina-
tion node while alleviating fault-probability and delay.
Figure 1 depicts a snippet of the overall functional model
of the proposed FTQ-RPM protocol. This figure depicts
the IP layer and its connectivity with the link layer of the
mobile-RPL for WMSNSs over LLN.

As already stated, unlike classical RPL routing models
for LLNs, FTQ-RPM applies mobility feature to augment
data gathering efliciency and signaling overhead reduc-
tion. Realizing the fact that the standard (native) RPL
doesn’t have any in-built mobility function and hence it
requires a well defined approach to deal with mobility
caused adversaries such as changes in network topology.

To ensure QoS centric communication fault-resil-
ient mobility management is must. With this motive in
our research we have derived a novel node positioning
approach that exploits ARSSI information for mobility
management. The proposed routing model is developed
with both static sensor nodes as well as mobile sink node.
A snippet of the communication between the static node
(say, anchor node) and mobile node is discussed in the

following sub-section.

5.1 ARSSI based Mobile-node Localization
for Reliable and Fault Tolerant Data
Collection

To ensure QoS delivery proper node localization often
plays vital role, especially in case of mobility based sen-
sor networks. With this motivation, FTQ-RPM unlike
genetic random mobility or waypoint mobility, we have
exploited dynamic network condition to perform mobile
node localization that helps in avoiding any link outage
probability. In this paper, Confidence Region (CR) con-
cept has been applied for mobility management. A brief
of our proposed node deployment strategy is given as fol-

lows:

5.1.1 CRbased Node Localization

As stated, FTQ-RPM applies both static node (i.e., anchor
node) as well as mobile node. Here, we intend to deploy

nodes in such way that even under mobility conditions it
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could not lead link outage. It not only avoids link outage
probability but also supports fast network parameter mea-
surement and routing decision. To further strengthen it,
the dynamic mobile node positioning can be performed.
In our work, the mobile node applies ARSSI of an anchor
node to decide whether to travel towards that node to
perform (forwarding) link formation or not. Since, in
FTQ-RPM at ND phase ARSSI of each anchor node is
obtained, which is exploited further to control mobile
node movement, where mobile node intends to con-
nect with the node having higher RSSI value. To achieve
mobile node localization, we have derived CR, in which
the mobile node decides its position by means of overlap-
ping CR of the different anchor nodes. Unlike least square
based node positioning CR based scheme performs char-
acterization of the affect of each anchor node on link
formation and data transmission. Undeniably, the RSSI
value obtained for an anchor node located nearer to the
mobile node would be often higher RSSI than the node
located at relatively farther distance. It can have impact on
mobile node positioning. To deal with such adversaries, in
this paper we estimated CR for which it is considered that
the mobile node is aware about the time-varying channel
conditions following log-distance path loss model. Thus,
the RSSI estimated at certain time instant k is:

RSSI*=p, —10alog,,d -y (1)

Where P,,, signifies the received signal at the dis-

tance of 1 meter (from the source node). The other
variable a signifies path-loss exponent and the radio
range is d. The zero mean Gaussian noise is
T ~N(0, 0 :;»} Thus, the distance between mobile

node and the anchor node is obtained as:

RSSI —p
Tk g (2)
dgssy = 10 10

Noticeably, d¥

gy applies a Gaussian distribution

approach due to the exponential associations between
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distance and RSSI values. A log-normal distribution is

applied to estimate the inter-node distance, given by

Indgss, ~N(Ind*,o7) 3)

1
Where & signifies the inter-node distance during kth
time-slot. The standard deviation in distance calculated is
gz = (0,In10) = (10a). Applying these attributes,
the Probability Density Function (PDF) is obtained as:

1 (m&—m@:f&}n
F T =EEp = 1
fd(d) = Vzma,d T 207
0 if d<0,
4)

In Equation (4), signifies the distance estimated. In
this manner, obtaining PDF of the distance measure, the

CR range of a-th anchor node is obtained. The variable C

states CR within which the mobile node is located with

the confidence probability €y,x. Typically, major anten-

nas used are the omni-directional antennas, signifies a
circular periphery having radio range centered over -th
anchor node location, with the conditions:

Pr{d* < r}= qLN (5)

We have estimated ¢ LN using Equation (6).

r _ Fk 2
1 exp (_ (ln;v In dgss;) ) i

gLN (r) —_— S
) 0+ V2MG X 2oy

(6)
Here, m-th mobile node defines associated CR by per-

forming overlapping of the CRs of the L closest anchor

nodes. In other way,
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C,=C,NC, N ...nC, )

The mobile node calculates its position, P within

CR by calculating the discrete points distributed within
C,,- In our approach, the mobile node estimates the like-

lihood to be present in each point of C_, by means of

exploiting PDEF. Let the PDFs of varied anchor nodes are
autonomous; the mobile node calculates its position by

Equation (8).

Pm = max l_L qLN l[rim) VYceC,,
C

azEA

(8)

Where A" signifies the anchor nodes functions in the
process of mobile node positioning. In Equation (8) d 4

signifies the Euclidean distance a-th and c-th anchor

node.

5.1.2 Multiple Network Link Quality Indices
based Best Forwarding Node Selection and
DODAG Formation

The overall mechanism of the data transmission of our
proposed Mobile-RPL assisted QoS Centric Routing over
WDMSNSs can be visualized in two steps; Inter-anchor node
transmission and mobile-to-anchor node transmission.
A snippet of these data transmission methods is given as
follows:

Inter-anchor node transmission takes place between
the anchor nodes. Since, this process doesn’t involve
mobile node and therefore there is no probability of link
outage. In such cases the standard RPL based approach
can be applied to communicate amongst (static) anchor
nodes. To perform forwarding link formation, DODAG is
constructed using DIOs messages. To form forwarding
link, at first node transits a multicast message to all the
nodes and receives DAO message as unicast from each

neighboring node. The received packets as acknowledge-
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ment embody the key information such as ETX count and
the ARSSI which is then used to estimate the rank of that
node. Thus, based on respective node’s rank a parent node
is selected where a parent node set is formed which is
updated proactively. In parent node set, the nodes are pri-
oritized based on respective rank value. Thus, obtaining
the best parent node the forwarding link is formed to per-
form multimedia data transmission. The anchor node i
estimates ARSSI of the node in the parent node table,
based on which the PDR is estimated. Eventually, exploit-
ing PDR value the ETX is obtained as follows. The
end-to-end ETX number from the source i and jth for-
warding node is retrieved as ETX; ;. Mathematically,

1
ETX, :PDR _-I-ETXJ- )

i j

In Equation (9), ETX, signifies the overall ETX
needed to reach destination node. ETX; presents the total

number of control messages (ETX) required from the jth
node. Thus, the total ETX required between i and j can be

obtained as the reciprocal of PDR (ie.

1
(ETXU:PDR_ _)j. In FTQ-RPM, ARSSI value
Esf

(which is obtained from the DIO messages obtained from
unicast messages transmitted from the anchor nodes) is
used to estimate rank value of the node. It strengthens
FTQ-RPM to exhibit both reliable and least time-con-
suming and signaling cost approach for multimedia
communication over WMSN. In addition to inter-
(anchor/static)-node =~ communication, we  have
incorporated mobile node for swift and delay tolerant
communication. However, the standard RPL doesn't con-
sider any routing strategy for transmission under mobile
topology®. To alleviate it, FTQ-RPM routing at first tries
to perform link quality (i.e., RSSI) based mobile node
localization, which is then followed by the use of ARSSI
and ETX based parent node selection. This as a cuamula-
tive solution enables optimal routing over WMSNs. To

perform link formation, the mobile node uses parent
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node from the parent-node set which are contained in the
table based on rank values. When transmitting data
packet from th anchor node, the total ETX required for th
mobile node (say, ETX_ ) is obtained by adding ETX

needed from the node itself with the th anchor node

(ETX, ).

ETX, =ETX, _+ETX, (10)

mL.a

ETX, may be obtained by exploiting the rank infor-
mation of the th anchor node (9). Through, DIO which is

transmitted from each node transmits acknowledgement
message containing ETX and ARSSI information, it
becomes easy to assess suitability of that access node to
become the parent node. We have estimated PDR as the
probability of successful packet transmission at the th
time slot with the ARSSI more than the transceiver’s sen-
sitivity (RS5Lg,)*. In other way,

PDR,, . = Pr{RSSIX _ = RSSI,,} (11)

m.a —

With decreasing ARSSI over distance, the PDR , , is:

PDR,, , =Pr{y < P,,, — 10log,,d,, , — RSS1,;,}.
(12)

Since, y signifies Gaussian distribution N (ﬂr g %f ),
the PDR between access node and the mobile node is
PDR , ;obtained as:

X
PDR = Pr{y < X) J' ! (T:)d
ma T = = expl — 2 ¥,
_m\."zrm}r 20,

(13)
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Here, the factor X is applied to ensure clarity rather
than P, — 10¢¢ log,gd,, . — RSSI,,. Here, A is

-

substituted by A,y a, and therefore applying ARSSI value
and allied PDR, mth mobile node amperforms parent

node selection by:

1
Oy = argmin (W + ETX,{), vke K.

m.k

(14)

5.1.3 Fault-Tolerant Supplementary Link
Formation for QoS Assurance in WMSN
over LLNs.

For static nodes based communication, in RPL a node
estimates the total number of ETX and ARSSI values.
Based on these two factors it decides the parent node.
Practically, a node exploits DIO message to retrieve
dynamic link information of neighbor node to select par-
ent node. Taking into consideration of the mobility in
RPL based WMSN where there is continuous topologi-
cal variation. The mobile nodes introduce link instability
temporally as well as spatially, and hence assessing link
quality of a node continuously is must. Additionally, on
the basis of IoT application environment there can be all
nodes as mobile over a defined network or mobile nodes
could be connected to the relay node. In dynamic net-
work condition, node may not have accurate network
information; particularly the link quality because even
parent node might be moving and hence associated net-
work states could change spatially or temporally. The
varying topology makes parent node selection tedious.
The predominant reason behind it is the minimized
DIO frequency that significantly reduces the suitability
of a node to become parent node. Consider that though
a node performs ND, since it hasn’t sent packets to any
of the parents available in parent set, estimating ETX or
ARSSI is of no significance for best parent node selection.

In fact, there is the dual purpose of applying dual objec-
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tive function (i.e. ETX and ARSSI). As ARSSI signifies
the current link quality which is directly related to the
PDR that it is related to the total number of ETX?, its
use assures reliable link formation and multimedia data
transmission over WMSNSs. As ARSSI is obtained directly
from the incoming DIO message that contains rank
information enables selection of the path having mini-
mum link-outage probability. Based on the DIO messages
for the current link information the trickle timer can be
disabled*. With this motivation, we disabled the trickle
timer and hence DIO is transmitted at a predefined inter-
val. We have assigned interval at 2 second.

To ensure QoS data transmission FTQ-RPM assures
that each node in DODAG contains parent set which
is updated proactively based on respective rank value.
Additionally, it considers IEEE 802.15.4 protocol stack
that provides needed connectivity at the network layer
to obtain link layer information. Once sensing any link
outage because of the node mobility, the link layer initi-
ates FTQ-RPM in parallel. Initially, FTQ-RPM identifies
the parent node from the parent node sets. Selecting the
best parent node, FTQ-RPM forms a supplementary link
as the best forwarding path to transmit data packets to
the destination. If there is no best parent node available,
FTQ-RPM initiates’s ND in which the node transmits a
beacon message as multicast to obtain the link informa-
tion and node status, based on which it estimates the
best parent node. Additionally, the other nodes in the
decreasing order of rank value are stored in parent set.
It reduces computational or signaling cost significantly.
Thus, obtaining the best parent node a supplementary
forwarding path is formed to transmit backup packet
to the destination without imposing higher retransmis-
sion and delay. Once completing data transmission, the
backup buffer is cleared to accommodate other packets
for further transmission. A brief of the proposed routing

protocol is given as follows:

Algorithm 1: FTQ-RPM Routing Protocol for WMSN

Indian Journal of Science and Technology | I -
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Algorithm 1 FTQ-RPM Routing Protocol for WMSN

I: Packet : Multimedia packet for transmission.
2: Parent  : Current packet’s receiving node.

3:Assign MAC : It defines the total number of MAC level retransmission of the

(N_ReTx)"
current packet Packet  for Parent

4:Choose the best alternate parent node parent,, . for supplementary path

formation and data transmission.

5:Obtain best parent node based on respective rank value or matrix parents, . .

6: for each multimedia packet do
7:Set current parent as the default parent Parent

8: Obtain parent node Parents, . .

using Step-5

9:Initialize a matrix for attempted node for being parent node parent 0

ttempted

10: Prepare a backup data for current packet Packet
11: Start packet transmission T ;

12: Allocate MAC (Parent

(retry count)

Packet )

Current’ Current

13: Transmit current data packet (Packet,, )
14: Parent node attempted++

15: Wait till receiving ACK (MAC T

xstatus

0)

16:if MACT then

xstatus=1

17: Clean buffer or delete backup data

18: Buffer

Backup

(), else

19: Update Parent <« Parent

Alternate

20: if ((Parent, ! || (Parent > Parents, . ))then

Current’ ttempted

21: Clean buffer or delete backup data Buffer,
22: end if
23: Start packet transmission T,

24: end if

25: end for.
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6. Results and Discussions

In last few years, wireless communication systems have
gained immense significance to meet rising broadband
communication demands. The increasing variations in use
patterns, mobility conditions and network environment
have always been a challenging issue for academia-indus-
try to achieve a more efficient communication solution,
particularly for QoS centric communication purposes.
Undeniably, the increase in multimedia data transmis-
sion over wireless media has given a broad dimension to
the WMSNs. However, to provide better employability
of WMSNSs for real-time multimedia data transmission
QoS delivery is must that requires higher Packet Delivery
Ratio with minimum or negligible delay and optimal
bandwidth utilization. On the other hand, introducing
mobility with WMSNs can provide a better alternative
for low cost multimedia data transmission. However, the
mobility in WMSN might introduce higher topological
variation that as a result could vary network parameters.
It may turn out to be more adverse in LLN conditions.
Under such conditions ensuring reliable data transmis-
sion is a tedious task. To alleviate such issues, managing
mobility (proactively) with certain enhanced routing
approaches such as RPL and ensuring reliable communi-
cation can be vital. With this motivation, in this paper a
novel routing protocol called Fault-Resilient and QoS cen-
tric Routing Protocol for WMSNs under LLN condition
(FTQ-RPM) was developed. FTQ-RPM applied dynamic
network parameters such as ETX and ARSSI to select
the best parent node during network discovery so as to
ensure reliable forwarding link formation. In addition, to
deal with dynamic topology conditions, the mobile node
exploited RSSI value of a node to perform localization.
This enabled both link assurance as well as efficient data
gathering. To ensure reliable and timely multimedia data
delivery, FTQ-RPM was applied in the parallel of RPL
Link payer that once detecting link outage at first tries to
use alternate parent node from the parent set, which were
ordered in the decreasing order of RSSI value and ETX
required. Thus, applying the alternate parent node the
root node forms an alternate forwarding path and thus
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transmits the backup data to the destination. In this man-
ner the multimedia data is transmitted to the destination
without introducing any significant delay and retransmis-
sion. It helps in enabling QoS delivery over WMSNs. The
proposed routing protocol was developed based on RPL
concept which was applied over IEEE 802.15.4 standard.
The proposed routing model was developed in such man-
ner that it retains backward compatibility that supports
real time applicability in IoT ecosystem. To perform sim-
ulation, we took two types of nodes static anchor nodes
and mobile nodes. For sake of simplicity we considered
eight static node and one mobile sink node. Though, in
simulation we varied the node density to examine perfor-
mance under varying network size conditions. The RPL
motes were taken as Sky-mote type. Here, we assigned
trickle timer interval as 2 ms. It alleviates the need of
additional timers and unwanted node discovery phase
that reduces signaling overhead incurred during control
message transmission. The transmission model selected
was UDGM.

FTQ-RPM protocol was simulated over Contiki-
Cooja with Version InstantContiki 2.5 version. Though
the proposed routing protocol was expected to be devel-
oped for multimedia data transmission over WMSN,
realizing the (burst) transmission characteristics, the
performance was examined by varying the packet trans-
mission rate. The overall performance was examined in
terms of PDR, node density Vs throughput, delay etc. To
present the results in a well defined manner MATLAB
tool was applied. To examine the performance of our pro-
posed FTQ-RPM routing protocol, we have compared
with a reference work done in*?, where authors have
applied Contiki simulation based on classical CSMA-CA
routing protocol for multimedia data transmission. In
the existing work*, authors have focused only on reduc-
ing collision probability and fair resource estimation.
However, for multimedia data transmission in addition
to the resource allocation avoiding any fault probability
is also vital. Our proposed FTQ-RPM model considers it
and exhibits better performance. On the other hand, in
the existing system only one parameter ETX has been

applied to select parent node and in addition it doesn’t
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Figure 2. Throughput variation with payload.

consider any mobility assisted routing. Thus, comparing
our proposed method with CSMS-CA based multimedia
transmission; our proposed system is more robust.
Considering the fact that multimedia data sources
such as audio, video and image data can have the
non-uniform data transmission pattern. Under such cir-
cumstances strengthening a routing protocol to deliver
higher throughput or PDR under varying payload condi-
tions or transmission rate is must. As increase in payload
and its successful delivery to the receiver is directly related
to QoS of the multimedia transmission, we have exam-
ined our proposed FTQ-RPM routing protocol by varying
payload condition. To assess the throughput of the pro-
posed model we transmitted payload with varying packet
size 20, 40, 60, 80, 120, 160, 180 and 200. The throughput
performance by our proposed FTQ-RPM routing proto-
col is presented in Figure 2. To compare the performance,
we have applied standard CSMA-CA protocol. Observing
the result, it can be easily found that our proposed FTQ-
RPM routing approach outperforms CSMA-CA routing.
Since, CSMA-CA emphasizes only on collision avoidance
and resource utilization, it doesn’t consider link outage
conditions that influences overall throughput delivery, as
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Payload

due to mobility there used to be the probability of data
drop that consequently might take time for CSMA-CA
based routing to obtain the best (alternate) parent node
for forming best forwarding path selection. On the other
hand, our proposed FTQ-RPM routing protocol applies
multiple network link parameters to ensure that even due
to mobility the link outage is avoided and therefore there
would be the minimum drop probability. This as a result
augments throughput, as depicted in Figure 2.

In Figure 3, the PDR variation with respect to the
number of retransmission is presented. As depicted in
result, the PDR performance is better for the proposed
FTQ-RPM routing protocol. Since, our proposed rout-
ing model avoids link outage and therefore the number
of retransmission is not much needed. On the other
hand, the classica]l CSMA-CA routing protocol might
undergo retransmission because of lack of link-outage
(say, fault) resilience, and hence might be forced to per-
form retransmission. Undeniably, increase in payload
affects the routing decision as in practice there could be
the node fulfilling decision criteria; however due to low
buffer could not be able to transmit the data. To allevi-
ate this issue, our proposed routing model embodies both
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Figure 3. Packet Delivery Ratio (PDR) variation with increase in the number of retransmission.

native RPL as well as FTQ-RPM, which works in parallel
of RPLs link layer.

This combination assures that the node doesn’t
undergo overloading condition or contention by exploit-
ing efficacy of CSMA-CA in native RPL itself. It makes

our proposed routing protocol robust to avoid any con-
tention or congestion condition.

Figure 4 presents the packet loss with the increase in
the number of control packets (i.e. ETX). As already stated
to ensure timely communication which is inevitable for
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Figure 4. Packet loss variation with increase in payload.
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multimedia transmission over WMSNs, maintaining
minimum number of ETX is must as it reduces the con-
trol packet’s signaling overheads and delay. In FTQ-RPM
the emphasis is made on reducing the ETX count while
considering a node with higher RSSI to become a parent
node for reliable data transmission. With these condi-
tions, undeniably FTQ-RPM intends to provide higher
throughput while maintain minimum ETX count and

hence increase in ETX is not much significant. This is evi-
dent from as depicted in Figure 5, our proposed FTQ-RPM
routing protocol shows almost uniform packet delivery
(inverse of packet loss) irrespective of ETX counts, while
on the other hand classical RPL with CSMA-CA under-
goes exponentially rising packet loss over increase in ETX
count. It can also be related to the fact that increase in
ETX states farther inter-node distance or hop counts that
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Figure 6. Packet loss variation with increase in the number of hops.
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in case of mobility might impose link-outage and hence
higher data loss. This result signifies that our proposed
FTQ-RPM routing protocol can assist or ensure reliable
data transmission under dynamic condition even with
less ETX control packets.

Figure 6 presents packet loss variation with increase
in hops. As stated in above discussion that with mobile
topology there could be probability of packet loss due to
farther inter-node distance or node parameters changes.
This as a result can cause significant packet loss. However,
since our proposed model exploits node statistics such
as dynamic ARSSI and EXT that shows the link reliabil-
ity and stability (probability), and therefore there can be
minimum number of packet loss event. Furthermore,
since our proposed routing model incorporates supple-
mentary forwarding path selection or formation and
therefore ensure successful data delivery. This as a result
augments the probability of successful data delivery and
hence minimum packet loss (Figure6). On contrary, clas-
sical CSMA-CA based RPL protocol doesn't possess any
such kind of fault-resiliency or back-up data transmission
method, which causes higher packet loss as depicted in
Figure 6.

To ensure QoS provision, WMSNs require delay resil-
ient data transmission. The simulation results obtained

(Figure 7) presents the delay performance by our pro-
posed FTQ-RPM routing protocol. Here, it can be
visualized that the proposed protocol outperforms clas-
sical CSMA-CA based routing protocol for WMSN.
However, the difference between the two is low. Here,
the better performance has been achieved because of
minimum ETX required, fault-resilient forwarding path
selection and swift supplementary path formation. These
all features strengthen our proposed FTQ-RPM routing
protocol to exhibit better time-efficiency.

In addition to the above mentioned performance,
since our proposed routing protocol employs backup data
per time slot that once detecting any link outage trans-
mits it to the targeted recipient through supplementary
path. In practice, when finding successful data delivery,
our proposed FTQ-RPM routing protocol erases buffer
to accommodate more data elements and hence makes
it resource efficient. In such manner, our proposed rout-
ing protocol, i.e., FTQ-RPM is found eflicient in terms of
higher throughput, higher PDR, low loss rate, minimum
delay and optimal resource utilization that cumulatively
recommend it for real-time multimedia data transmission
over mobile-WMSNs. Since, the proposed FTQ-RPM
protocol considers all specific standards of native RPL
and associated backward compatibility, suitable for being
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used in LLNs, the acceptability of our proposed routing

protocol gets augmented.

7. Conclusion

Considering the significance of a robust and QoS-efficient
routing protocol for multimedia data transmission, in this
study a novel Fault-Resilient and QoS Centric Routing
Protocol for WMSN (FTQ-RPM) has been devel-
oped. With intend to incorporate the proposed method
with real time IoT application environment, the pro-
posed FTQ-RPM routing protocol was developed using
Contiki-Cooja platform, where the classical RPL rout-
ing protocol was augmented with mobility features and
multiple network condition parameters (say, dynamic
network link parameters) based parent node selection
for forwarding path formation. The use of Adaptive RSSI
obtained through DIO control message (a unicast mes-
sage from each node as the acknowledgement of DIS for
root node) enabled mobile node localization that makes
overall routing fault-resilient and time efficient in data
gathering, which is must for QoS delivery over WMSNs.
Unlike traditional RPL protocol, FTQ-RPM applied dual
objective functions; first the total number of expected
control message and second the ARSSI to assess suitabil-
ity of a node to become parent node. Thus, obtaining the
best forwarding node the supplementary path is formed
that functions in the parallel of link layer of the classical
RPL. This approach enables delay-resilient supplementary
path formation to transmit multimedia data in case of
any link outage. To perform parent node selection swiftly
this paper at first explored the parent node from a parent
node set containing proactively collected nodes stored in
the decreasing order of the rank matrix. It reduces com-
putation time required for parent node selection. On
the other hand, in case unavailability of the best parent
node, FTQ-RPM executes node discovery and selects best
parent node for supplementary path formation. The pro-
posed method incorporates backup of the data packets
which are transmitted once detecting any link outage due
to mobility, and hence forming the best supplementary
path the backup data is transmitted to alleviate delay and
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packet loss issue significantly. Thus, the overall approach
where ARSSI based mobile node localization, and dual
link parameter (i.e. ETX and ARSSI) based best forward-
ing path selection has enabled a robust multimedia data
transmission system for QoS delivery over WMSNs under
LLN condition. The performance assessment with vary-
ing packet rate transmission and load conditions affirms
suitability of the proposed routing protocol for real time
multimedia data transmission over WMSNs. In future, to
augment the performance the use of multiple timers such
as network discovery timers, handshake optimization
related timers, link monitoring timers etc can be applied
to avoid any probability of link outage and time incurred

in supplementary path formation.
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