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Abstract

Objectives: There is an oversized want of web applications that needs the information to be transmitted in a safer method.
Steganography and cryptography help in providing information security. Steganography hides the data by inserting the
information into another image format. For maintaining the defense of information thrashing and communication over a
network, the steganography based anticipated system uses cryptographical based algorithmics by means of Steganography.
Method/Statistical Analysis: A combination of Genetic Algorithm (GA) along with the texture featuresis employed in
this paper for effective information hiding in image wherever the data is to be hidden so that detection of embedded
information becomes multifaceted. Initially the feature extraction is done, and it is combined with the GA. Findings: Within
the anticipated system, the data that we would like to create in a protected form is initially compressed to a shrinkable
size so that the compressed information is remodeled into cipher text by applying the combination of GA and Texture
features algorithmic program. Experiment results reveal that the proposed combination for steganography obtains
more accurate results when compared to the other algorithms. Application/Improvements: Future enhancements
in the present work would be an enhanced algorithm which can be applied to different types and sizes of images.
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1. Introduction

Cryptography and Steganography, the recent and widely
applied algorithm that manages data hiding so as to hide
the information more accurately. It is the approach that
hides the data present in an image. Steganography hides
the messages of by encoding the information in another
image. The encoded information called as the cipher text
is unclear so that the hacker cannot find it. This work pro-
posed to create a system that uses a combination of GA and
GLCM Features for hiding the information in an image
more accurately. Existing work tends to hide the data more
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accurately, there’s an opportunity that the hacker might
decode the message. Hence, this work is proposed with
a lot of security levels and to urge an extremely secured
mechanism for concealing the information. This combi-
nation can make this method computationally impossible
to encode the data. The key aim of this method is to boost
the encoded information more effectively by integrating
the GA and texture features. For achieving the accuracy
in information hiding. The process such as a detailed
study about various cryptography-based techniques,
recent image based steganographic techniques; proposal
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and design of an improved steganographic method, and

its performance analysis are done.

2. Literature Survey

The steganography-based information hiding can be
categorized into transform based and domain-based
methods'2 In the transform-based method, the data is
encoded initially and then it is hidden with the cover
image. The transform-based method hides the messages
in additional areas of the image, and this initiates the
cover image to separate into priority based techniques
such as high, middle and low. The foremost important
character of those strategies is this method is best against
various attacks in images. In the Domain based strate-
gies’, messages are encoded within the intensity of the
pixels. Least-Significant Bit (LSB)** is an example of the
domain-based techniques.

In® developed a replacement schema for steganogra-
phy by least bit technique for utilizing the hybrid-based
edge detector technique. Their technique uses the com-
bination of character detection methodology and edge
detection algorithms which are supported by fuzzy logic.
This methodology overcomes the existing methods for
steaganalysis systems supported by the methodology
of applied mathematical based analysis. It additionally
generates prime quality stegopictures. Every steganogra-
phy-based technique has its own disadvantages. Authors

in 7, enhanced the various disadvantages of already used
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steganography systems. Modification of information in
an image medium is termed as steganographic attacks.
These are often delineated in several forms that can be
predicated on numerous techniques of knowledge con-
cealment. In® elaborates three kinds of steago attacks
particularly attacks in hardiness, attacks in presentation,
and attacks in interpretation.

From the works found within the literature, it’s been
ascertained that most of the prevailing works used.
Threshold based algorithms; Fuzzy C means algorithms,
neural networks-based algorithms. However, just in case
of medical applications, the accuracy provided by numer-
ous phases of segmentation isn’t enough to form effective
selections also. It has been observed that most of the
existing methods show less accuracy in hiding the images
which has more information. Therefore, new and efficient
methodology to embed the most important messages in a
carrier image more effectively is necessary.

3. Proposed Methodology

Figure 1 shows the operating model of the proposed
technique. The elements of the planned model are rep-
resented as follows. The message that is needed to be
covered is considered as the Data for Input. Therefore, the
planned system uses the required file formats so that the
data created as input to the system maybe in any format.
However, if the data is big, then it cannot be hidden in a
tiny image. Compression is performed in large data and it
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Figure 1. Proposed model.
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can be considered as a key image. The compression rule is
shown in the AES rule for Cryptography. This reduces the
dimensions of the original knowledge that is needed to be

covered in a given key image.

3.1 AES Rule for Cryptography
This rule specifies the methodology proposed in 2, in

which an interchangeable block cipher that may have
data blocks of 128 bits, along with the cipher keys of
length 128, 192, and 256 bits respectively. The input, out-
put and the cipher key used in the Rijndael algorithm
contains 128, 192 or 256 bits for every bit sequence with
the condition that both the input and output sequences
have a similar length. The overall length of the input and
output bits areof the three predefined values. This can
be an exception for the AES where the over all allowed
length is 128.

3.2 Feature Extraction

Texture provides some necessary information concern-
ing the arrangement of varied surfaces in an image.
Texture features accustomed in an unit area can differ-
entiate the various types of pixels in an image. Grey Level
Co-Occurrence Matrix (GLCM)Y options are calculated
for the regions within the border of the images. In general,
GLCM creates grey-co matrix by scheming the frequency
with that a pixel with grey-level (greyscale intensity)
worth 1" happens horizontally adjacent to a pixel with the
worth §. Everypart of (i,j) in GLCM specifies the quantity
of times that the pixel with worth ‘i’ happens horizontally
adjacent to a pixel with worth . For this, features such as
correlation, energy, contrast and homogeneity are calcu-
lated. The Description of the GLCM features is as follows:

3.2.1 Description of the GLCM Features

In this method, GLCM properties like entropy, energy,
contrast and homogeneity are computed. The four GLCM

properties used in this method are as follows:

3.2.1.1 Energy

The energy returns the sum of the squared elements in
GLCM. The Energy ‘E’ can be calculated using the for-
mula
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3.2.1.2 Homogeneity

The Homogeneity is a value that counts the closeness of
the pixels in the GLCM to the it’s diagonal. Homogeneity

‘H’ is computed using the formula.

E i'-;": E.-'.:'.-l:l (2)
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3.2.1.3 Contrast

The contrast computes the intensity between a pixel and
its neighbor for the entire image. The contrast ‘Co’ of a

pixel can be computes as

Co =% ;11— J1*p(t.)) 3)

3.2.1.4 Correlation

Correlation computes how a pixel is correlated to its
neighbor for the entire image. The Correlation ‘Cr’ of an
image can be computes as follows

EEJ Ci— i) (F—uf VPG (4)
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These features are calculated for all the pixels present with
in both the original key image. An intruder who intends
to modify the hidden data can’t predict or calculate the
feature values of the image wherever the information is
perhaps hidden. This ensures that the information cannot
be hacked by any intruders.

3.3 Cipher Text

The cipher text which is generated from AES formula is
processed once more during this part. Therefore, initially
the complete information is regenerated into a four-bit
based blocks that are employed to exchange the key image
recovered bits of the pixels. Thus, the substitution of LSB
is performed based on the idea of four bit instead of three
bits. The key image is that the image that is employed to

hide the sensitive information. Therefore, that may be
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employed in any size depends upon the number of data
that’s needed to hide in an image. Three main phases such
as choice, crossover and mutation where used by the GA.
However, the combination of texture feature makes the
algorithm to choose the phases randomly when looking
for the information as key. Thus, the decoding of input
information that is hidden in an image is suspected and
this process is done by analyzing the complete row and
column of pixels.

3.4 Texture based Genetic Algorithm

Initially, the feature extraction is done within the input
and key images. Then, the input image is processed within
the rows and used for embedding the information in it. If
the information remains to be hidden, then the method
encodes the information in column. Hence, the complete
image is employed and the choice of random rows of res-
olution is employed. Algorithm for hiding the data using
the combination of texture features and GA is as follows:

o Input: Texture Features, Rows and columns of pix-
els:

o Choose row M*S index

o Take away selected index and size the image

o Once more compute the index = M*S

o Take away the selected index and adjust the image

« Select the index in rows area using cross over and

generate the row of new image

o Compute the low intensity pixel from the
sequences

o Hide the information on pixels

o Repeat the process until entire information is hid-
den within the image.

Index of pixel is applied to hide the information.
Therefore, the chosen pixels index is employed to pro-
duce reference for an algorithmic rule process. Encoding
the Data: Information about the encoded pixels are held
individually in rows and columns of the pixels present
in the image where the information is to be encoded, so
that recovering the output image is easier. Steganographic
Image is finally the image which is generated with hidden
data as the resultant image.

4. Results and Discussion

In order to validate the overall performance of the pro-
posed technique, many experimental results are carried
out and mentioned in this section. The images which are
used to test the proposed algorithm are taken from pub-
licly available database8 that is separately shown in Figure
2 and considered as cover images. The image which is
shown in Figure 3 is the Steganographic results for cover
image 1, 2, 3 and 4 respectively. Table 1 displays the
PSNR values derived from the planned technique versus
those obtained from the Mielikainens and our existing

technique’. From the table, it can be concluded that the

Table 1. Comparative results with existing Steganographic algorithms
Image/ Method Mielikainen’s method Fuzzﬁ:ﬁ:(c)-;ased Proposed Method
Cover image 1 52.86139 53.02881 53.15277
Cover image 2 52.41057 52.41983 53.01473
Cover image 3 52.43724 52.83874 53.03539
Cover image 4 52.42461 52.71986 52.93324
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Cover image 1 Cover Image 2 Cover image 3 Cover image 4

Secret Image 1 Secret image 2 Secret image 3 Secret image 4

SECRET MESSAGE

Figure 2. Cover images and its corresponding secret image to be embedded.

Steganographic Steganographic Steganographic Steganographic
Image 1 Image 2 Image 3 Image 4

Figure 3. Steganographic results.

proposed technique provides higher PSNR values for From the table, it can be clear that the proposed
varjous stegopictures compared with existing methods. method achieves more accurate results when compared
Hence, the overall quality of the output obtained from our to two other existing methods for hiding information in
method is more accurate. images.
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5. Conclusion

An automatic method for information hiding is projected
in this paper is summarized with the subsequent points:
An enhanced method with the mixture of GA and GLCM
features victimization Genetic formula is proposed for
extremely secured digital communication in close to all
types of images. This methodology provides an accurate
image quality with no difference in the image since the
obtained PSNR Values of Stegnopictures are high. The
main advantage of this technique is that the strategy
used for information hiding is accurate and therefore
the combination of GA and texture features for informa-
tion hiding is more secure. The proposed system uses the
Compression based formula to scale back the dimensions
of the input data. As a result less amount and fewer area
in image hiding is required.
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