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Abstract

Objective: In the advanced digital world, images are widely transmitted in many applications including health care.
Robust blind watermarking is implemented for digital image content security and confidentiality. Statistical Analysis:
The existing mechanism requires new benchmarking performance metric along with its response to the various attacks
on digitally watermarked images. The proposed evaluation framework for image security using blind watermarking
namely IS-BRW takes cover image along with secret image of varying resolution by applying different level of Fast Fourier
Transformation (FFT) as well frequency, time, and wavelet transformation. The method adopts varying data embedding
size of the watermark image. Findings: The efficiency of the IS-BW is estimated by measuring Peak-to-Signal-to-Noise
(PSNR), Correlation Coefficient (CCR) and Bit Error Ratio (BER). A comparative analysis is done for various attacks which
include JPEG compression, Median filter, Wiener filter, Gaussian filter, Image cropping, Image rotation and Image resize.
The metric parameters evaluated before and after various attacks do not changes and it remains same which shows the
efficiency of the proposed algorithm with other existing systems. Applications: The proposed system is more suitable
in the healthcare system where it involves the transmission of scanned medical images over the internet which strictly

prohibits the modifications.
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1. Introduction

The distribution of multimedia content such as audio,
video, image etc., through different communication
channel from the various applications is possible seam-
lessly with advance communication and network system.
Regulations have been made to safeguard the intellec-
tual property rights on these multimedia contents'. The
research in digital watermarking too aims for providing
protection to the image or videos®. Rigorous research
is required to evolve new performance metric for the
benchmarking algorithms along with its effectiveness
under varied attacks®. The watermark shall be inserted
into the images in such a way that it should not be notice-
able, whereas the copyright owner can easily find its
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presence by the use of private key*. Many recent contri-
butions in the field of digital watermarking algorithm
for images have been mentioned in the work®. Quite
obviously these methods shall be resistive enough against
attack performed on watermark images. Few well known
attacks include: Geometric attack, Inversion attack,
D-Synchronization attack and Estimation attack etc.
Recently many literatures have been found towards algo-
rithms for image watermarking to counterfeit the effect of
watermark attacks'®. The typical classification of image
watermark includes Perceptual and non-Perceptual water-
marking technique. Based on the processing mechanism
it can be divided into spatial and transform domain?®. The
patterns can be directly identified if the watermark tech-
nique is of non-blind. The watermark image is general-
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lyhidden into the lowestweighted bit of the cover/original
image if the approach followed is of type spatial or non-
blind approach®-'. In past; these methods were impro-
vised to exhibit better performance against the effect
of filtering and compression®~*. Irrespective of simple
implementation and low computational complexity, the
spatial based watermarking having bit capacity and less
robust to image compression. These kinds of watermark
can be easily removed by cropping®. For the optimization
of embedding capacity, transform methods are evolved.
This method is optimized for robustness to sustain the
effect of many attacks including noise, Gaussian filter and
compression etc.

The existing research on watermarking uses self-
designed assessment mechanism on the consideration
of various attacks on the images®. Further to meet the
goal of optimal watermarking methods various trans-
formation methods have been used such as Curve let
Transformation (CT)*, Arnoldtransformation’, Discrete
Wavelet Transform (DWT)*, along with Discreet Cosine
and Fast Fourier Transformations (DCT, FFT)*4!,

The current trend in watermarking adopts a joint
and hybrid method of spatial-temporal as space and fre-
quency domain. The work done in this direction includes
some of the significant work such as space-time coding
for water making colour image*, space-time block cod-
ing by Irene®. The limitations found these approaches
that watermarked image non-sustainable to the signal
processing attacks*. To encounter this problem, gray
image watermarking was adopted which sustain some
of the attacks of compression with balance compression
ratio®. The adoptable watermarking method need to be
robust against most of the attacks, shall attain optimal
visual perception after reconstruction and should be non-
blind in nature. This paper introduces a novel evaluation
framework namely IS-BRW with the objective of achiev-
ing optimal embedding capacity with constant visual per-
ception against most of the attacks.

The recent trend of digital watermarking algorithms
from®>*® is discussed in this section and come to the con-
clusion that the major trade-off between imperceptibil-
ity and robustness is the key for image watermarking
research.

In the conventional method’, a watermarking method
is proposed to sustain it from three kinds of attacks, which
includes i) Random-Bending (RB-attack), ii) Cropping
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attack and 3) Other general attacks. Gaussian filter is used
for pre-processing while embedding. They have exploited
a unique secret key for grey level selection by histo-
gram. The robustness is achieved by combined effect of
indexing and modifying the high frequency component.
Though this is an appropriate attempt towards Image
Watermarking Technique (IWT), but lacks benchmark-
ing performance metric to validate the method. In con-
trast to the conventional method of histogram-shifting for
the purpose of separating marked and un-marked pixel
and achieving optimal image quality along with higher
embedding capacity, a reversible watermarking was pro-
posed which includes an error predictive method®.

Image transmission is widely used in the field of
advanced medical science field. The work proposed by.
uses a system of medical image consistency,validation by
wavelet transformation watermarking (WTW) and this
work is based on integer wavelet transformation in order
to avoidwrong diagnoses’. In this work, it is been said that
the efficiency of watermarking depends on the efficiency
of decomposition.

Many other approaches used Discrete Cosine
Transformation (DCT), Krawtchouk Transformation
(FrkT) and Quantum Cosine Transformation (QCT) with
blocking operations in order to achieve effective embed-
ding in the process of watermarking''~*.

In the proposed a blind imagewatermarking tech-
nique based on Hessenberg decomposition and is evalu-
ated for various attacks'.

A visual attention oriented watermarking technique
in Wavelet transform domain and its performance is eval-
uated under both blind and non-blind system. This sys-
tem provides 25-40% of improvement against JPEG 2000
and filtering attacks".

A Firefly algorithm along with Discrete Wavelet
Transform (DWT) along with QR- codes to enhance
the computation capability andestimated Structural
Similarity Index Measure (SSIM) and Bit Error Rate
(BER) and found the trade-off between image qual-
ity and strength'® and a similar objective was proposed
by a system using Curve Let Transform domain [CT]".
One of the very effective method using fractal encoding
and DCT was proposed which uses a double encryption
to improve over conventional DCT method and found
sustainable to various attacks to maintain its optimality
between strength and PSNR'.
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2. IS-BRW: System Model

The proposed IS-BRW algorithm is used to perform blind
reverse watermarking for gray image. The original cover
image (DIcover) is digitized and resized to get gray scale
Input Cover image (IC). The watermark logo (Is) at vary-
inglogo resolution (RI) is converted to binarywith thresh-
old value ‘1’ The 1* and 2™ order of FFT is set between
a range of 0 and 1 before applying transform domain.
Then the input Cover Image ICis applied with Discrete
Fractional Fourier transformation (DFFT) with an angle
obtain as a power (P) by concatenating 1 and 2" value of
the range to get the transform coefficient (S). The Figure 1
shows the outcome of the above three processes.

The transformed coeflicient (S) is applied with Wavelet
packet transform to decompose in order to get wavelet
tree (T). The four-wavelet coefficients are obtained as:
Approximation (A), horizontal (H), vertical (V), and
diagonal (D) and are computed for the wavelet tree (T).
These processed coefficients are copied to the processor
memory block (t) and later reconstruction process will be
performed to get final wavelet packet coefficient (X).

Then DFFT is performed on X which results in angle
-P and we get the reference image (I,). This reference
image is separated in to real (I,;) and imaginary ((I )
part. Then the real part of the image is defined into nxn
block and the secret watermark image (Is) is bipolarized
and in each block information is hidden and finally added
with the imaginary part I to get watermarked Image
(I;,)- The Figure 2 shows the images of X, |

Further watermarked frequency (F-I,) of X is
obtained by FFFT. Wavelet packet decomposition for X is
done to get an individual coefficient [A, H, V, D] to obtain
final wavelet coefficient as inverse wavelet tree (T”).

Further IFFFT is applied on transformed coefficient
S to get inverse fraction of original cover image (I.)
and for this image, PSNR is computed which will be
considered as threshold shown in Figure 3. If the same
PSNR is maintained against different attacks then this
technique is called robust and optimal for both visual
perception and security.

The watermarked image is applied with various noise
type of no attack, No Attack, JPEG compression, Median
Filter, Wiener Filter, Gaussian Filter, Image Cropping,

Cover image (1)

| A

Secret logo (Is)

o

DFFT-coeflicient (S)

Figure 1. Cover image (I.), watermark logo (Is) and DFFT-coefficient (S).

Wavelet packet coefficient(X)

Reference image ().

Figure 2. Wavelet packet coefficient(X), Reference image (I,), Watermarked (I ).
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Watermarked frequency (F-I

wmi

) | Inverse wavelet packet tree (T°).

Inverse fraction of original image (I )

Figure 3. Visual perception of Watermarked frequency (F-1 ), Inverse wavelet packet tree (T”), Inverse fraction of original

cover image (I,).

Frequency domain

Wavelet domain

SR R

Time domain

Extractive logo

Figure 4. No attack, Frequency domain, Wavelet domain, Time domain, extractive logo.

Image Rotation, Image resize with respective variables of
noise parameter. At the extraction side frequency, wavelet
and time domain processes is applied and finally embed-
ded watermark image isextracted. The value of PSNR,
correlated coefficient and BER is computed for respec-
tive attacks and the performance graph for each attack is
shown in section 5. (Figure 4) displays the inverse pro-
cess.

3. IS-BRW: Algorithm

This section explains abstractive form of pseudo lan-
guage to describe the entire IS-BRW system model in
algorithmic format. The operation carried out by the pro-
posed system at both frequency and time domain for the
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obtained image is as shown. The algorithm initially takes
the input as the cover image which has to be protected
using a confidential image. For better scalability, the sys-
tem offers different dimensionality of the confidential
image i.e., 16x16, 32x32, 64x64, and 128x128. The con-
fidential image is then binarized followed by embedding
process for image security. For this purpose, the first and
second order of Fast Fourier Transform is considered fol-
lowed by extraction of transform domain of the image.
The outcome image is than subjected to the wavelet trans-
formation that is further followed by extraction of time
domain of information. The proposed system also retains
flexibility to offer intensity of embedding considering
different scales of it. This process is resumed with finally
embedding the confidential image. Similar process of
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extraction of frequency domain, wavelet transform, and
time domain is continued in order to finally secure the
cover image. The significant steps of the proposed algo-
rithm are as follows:

IS-BW: Overall algorithm for watermarking process
ICéf(DIcover)

Is<f(Is, R)

If Is #binary

Is(binary)

End

S éfDFFT(IC, P)

T<A,,.(S)

WPD
[A, H, V, D] &A1, (T)
T<f, 4 ([A, H, V, D)

PMB

X&r

econstruction(t)

L €f (X P)

DFFT
[1

RR, IRI] < f(IR)
Block & (I, n,n)
I, €(BlockOIs)+1,,
F-I €f (X)

DFFT

T <[A, H, VP&, (X)

WTD

The proposed algorithm considers the presence of dif-
ferent types of noise along with related attributes.
Theproposed algorithm offers resistance from security
threats and also ensures good quality from noise related
parameters.

4. Evaluation of the Proposed
Algorithm against Various Attacks
and its Performance

The usual evaluation performance parameter of water-
marking algorithm are**:

o Imperceptibility

o Capacity

o Safety

o Strength

o Compression

o JPEG Compression
o Median filter
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o Wiener filter
 Gaussian filter
» Image cropping
o Image rotation
o Image resize

5. Results and Discussion

This section discusses the results proposed algorithm. The
analysis of the algorithm is done on various parameters
like Normalized Correlation Coefhicient (CC), Bit Error
Rate (BER) and PSNR for varying alpha and is evaluated
for eight different attacks. The JPEG compression perfor-
mance is shown in Figure 5-10 the possible impact on
change of any parameters on the security.

PSNR for different alpha
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Figure 6. Correlation Coeflicient for varying embedded
intensity a.
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Figure 5-10 Analysis of Correlation Coefficient for JPEG
compression for varying a.

The similar results are obtained for BER. This outcome
is further confirmed by assigning some finite value of
alpha as seen in next part of result analysis. Figure 11-22
shows analysis of various attacks like JPEG form of com-
pression, Median filter; Weiner filter and Gaussian filter
for metric parameters PSNR, Correlation Coefficient
(CC) and Bit Error Rate (BER). PSNR values increases in
accordance with the increased value of alpha (Figurell)
whereas correlation coefficient decreases in correspond to
the decreased value alpha as (Figurel2). Similarly, BER
is found to be high for less value of alpha (Figurel3).
The similar results are shown for median, wiener and
Gaussian filters in the Figure 14-22.

- PSNR for different compression
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Figure 11. PSNR for JPEG compression at a = 1.5, 2, 2.5
and 3
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arr 1 Figurel1-22 Evaluation of the proposed algorithm against
various attacks with quality metrics PSNR, CC and BER.
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this case, CC is observed to be minimized while BER is
b o o o & observed to be maximized with increasing size of median
filter unlikely that of JPEG compression quality. Theeffect
of Weiner filter is nearly same when observed using
median filter. Figure 23-31 shows the impact of Geometric
attacks; image cropping (Figure 23-25), image rotation
(Figure 26-28), image resize (Figure 29-31), and usage of
Gaussian filter over same performance parameters. It can
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Figure 20. PSNR for Gaussian filter at a = 1.5, 2, 2.5 and 3.
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Figure 23-31. Analysis of PSNR, CC and BER for
Geometric attacks with varying a.
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be seen that correlation coefficient and bit error rate are
quite unique while PSNR has absolutely no change.

6. Conclusion

The watermarking techniques are very useful in the
applications of confidential video conferencing, and
many such other applications. The proposed algorithm
is a simple methodology of securing image using a cost
effective technique. With a discrete value of CC and BER,
the algorithm shows that there is a unique attack pattern
which can be successfully identified and captured. At the
same time, the proposed algorithm doesn't use any form
of encryption technique which makes it further simple
algorithm by itself. Our future work will be further opti-
mizing the present approach.
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