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Abstract

Objective: In emergency situations, when the responsible users for a task in the organization are not available or in-
adequate, the task should be delegated to eligible candidates satisfactorily. Method: In this paper, we proposed a 
mechanism for the specification and validation of constraints which can be applied during erratic delegation of roles. 
We have used Object Constraint Language (OCL) for specification of constraints. Here, UML Specification Environment 
(USE) tool is employed for the validation of the constraints that will be verified before and after the role delegation of 
the appropriate users. Findings: Focusing on the present condition of every single organization, there are a number of 
employees from all over the world who face many problems when distinct tasks are assigned to them. The entire sce-
nario becomes more confused when a simple task is transferred to a user for the delegation, whose conditions need to 
be explicitly defined. Our delegation model helps to solve this. The results of the proposed delegation mechanism are 
promising since it is ensured that delegation occurs only when the pre and post conditions are satisfied. The user, who 
is being granted the role during an emergency, enjoys the same authority as being enjoyed by the actual user. The pro-
posed model can be employed in a variety of situations for role/job delegation, when the organization requires a 
proper delegation mechanism for job assignment. Novelty/Improvements: In this paper, a validation mechanism has 
been proposed for the delegation of job roles to and from users with certain conditions and its validation has been 
carried. Here delegation process is being implemented over two different organizations and results are conferred. 

*Author for correspondence

1.  Introduction
In any organization security is the most challenging task 
to handle. Problem arises in those organizations where 
numerous employees are working and the organizations 
have to assign a separate task to the individual users fre-
quently. Therefore, it becomes complex to work out on 
different tasks assigned to various users. Researchers pro-
posed a solution named as (RBAC) Role Based Access 
Control model1. In situations when number of clients 
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requiring user’s attention increased to certain limits or 
when a particular responsible user is unavailable on that 
current location and yet on other hand an emergency has 
been occurred, then role must be transferred to another 
person. 

Therefore, role delegation and privileges seek by the 
certain constraints which must be snag and only then 
job assignment would be done or delegated to the user. 
For example: Asad wants to delegate task “VAT submis-
sion Review” to Saad in his absence on Monday Morning 
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before board meeting starts or Professor Areej requires 
to delegate her role “Conduct Lecture” task to the other 
professor as she is not available in college. Researchers2–4 
developed the delegation models for assigning of del-
egated roles to the other user. In an emergency, erratic 
temporary delegation of rights of one user to others is 
necessary to carry out the work. 

As the researcher in5 highlights a mechanism that is 
completely bounded to the role delegation and revocation 
periodically. For that reason, it is imperative to develop 
a mechanism that can specify and validate constraints in 
the unpredictable/emergency situation in order to del-
egate roles so that work should not be stopped or delayed 
due to the absence of the responsible user, who is not 
available on location or busy in other chores. To monitor 
the job assignment, whether it is granted correctly or not 
it can be easily done by the help of formal language. The 
main purpose of this paper portrays a mechanism for role 
delegation with the support of pre and post conditions 
that are applied on the delegation method of two different 
organizations, where specification of constraints has been 
done in formal language and validation has been obtained 
by the assistance of use Tool (UML based specification) 
tool. Two scenarios are specially designed to serve this 
aspiration using Unified Modeling Language (UML) and 
Object constraint Language (OCL). The use tool is used to 
validate the delegation mechanism. In this paper section 2 
describes the related technologies. Section 3 discusses the 
whole process of erratic environment based specification 
and validation of authorized delegates. Finally, section 4 
consists of conclusion of this paper and an overview of 
future work.

2.  Related Technologies

2.1 � Role Based Access Control (RBAC)
RBAC was initially introduced by1 which was later 
become an ANSI standard by NIST National Institute 
of Standards and Technologies in 2001. A part from 
RBAC, two other security models are also being used, 
named as, Discretionary Access Control (DAC) and the 

Mandatory Access Control (MAC). Currently they are 
the most ubiquitous security models that are frequently 
being used. Focusing specially towards the giant systems, 
RBAC assists to improve the entangled access control 
administrations. The four main components of this 
model are users, permissions, roles and sessions. The vital 
encouragement behind RBAC is the authorization.

2.2   Object Constraint Language (OCL)
The expressions, on object oriented models can be 
described by OCL. All these expressions are persistently 
defined pre and post conditions that must investigate over 
objects that are described in a model. In fact, UML and 
OCL are used in combination to create the models6. OCL 
is basically a formal language as well as a text based lan-
guage. There upon, it enhances the understandability of 
models. OCL is not restricted to only UML models; it can 
be used by various other software tools, languages and 
methods for the constraints specification with in their 
models. 

2.3  Use Tool
Figure 1 shows a software tool which allows the software 
modelers to specify UML models and validates OCL con-
straints by checking system and by execution of typical 
operational sequences7. It is an open source software tool. 
The specified constraints are formally investigated by the 
developers against their outlook and they can also drive 
formal method properties as a result with in their UML 
model.

The automated generation of non-trivial systems 
states, interactive monitoring of pre and post conditions 
as well as the invariants can be performed within this tool. 
The use API’s execute Cmd ( ) method will be used by 
USE tool to facilitate the execution of state manipulation 
commands. Our UML models and OCL constraints can 
be specified in Use tool using a textual description. The 
information about the classes, their associations, invari-
ants, and pre and post conditions of a current working 
model can be seen directly into the project browser that is 
present in use tool.
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2.4 Delegation Model
The term delegation is a decentralized approach. This sec-
tion edifies the introduction of the delegation model that 
has been given by2. In the correspondence to that a role 
can be delegated by a user if the following conditions are 
influenced. 

a.	 The responsible person the (USER) has the all 
authority delegate his role.

b.	 Before role delegation there are certain restrictions 
that must be fulfilled by the delegator. In section 3 
it has been discussed in scenario 1 and 2.

c.	 Delegator should make maximum number of vali-
dated delegations.

3. � Specification and Validation of 
Delegation of Authority In USE

Within this section, the proposed solution has been dis-
cussed by the specification of two example scenarios in 
OCL. Firstly, delegation schemes are being formally 
specified that are discussed in section 2 (2.4) with OCL 
and later with the help of use tool, the erratic delegation 
mechanism is validated. The initial step is to check pre 

and post condition of delegation method which is called 
by delegator.

3.1  Example Scenario: 1
3.1.1 � Specification of Delegation of Authority in 

OCL
Here in Figure 2 we elaborate the complete scenario 
1 with the help of a diagram in which we discuss a for-
mal approach for the specification of delegation scheme. 
Considering Figure 3 class diagram of example scenario 
1 (Hospital emergency scenario), that consists of 6 major 
classes of consultants, hospital, nurses, victims, emer-
gency and treat patient role and all are specified in use 
tool. These classes are used for the explanation of delega-
tion mechanism. 

The class hospital is used for creating objects for all 
consultants. The hospital class consists of one delegation 
method named as delegate_ role ( ), that will actually 
assign and delegate role assignment respectively. When 
emergency arrives, hospital alerts all their consultants 
immediately to counter this situation and treat all the 
victims as soon as possible. Facing such problematic situ-
ations like when the number of consultants is not enough 
or their presence is almost difficult within hospital; nurses 

Figure 1.  The use tool.
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are also available for their help. However, the nurses can-
not treat victims on their own. While considering such 
circumstances where emergency sources are natural 

disasters and the ratio of injured victims are infinite, the 
nurses should get the authority to treat the victims. The 
nurses will take the proper decisions without wasting 

Figure 2.  Hospital emergency scenario.

Figure 3.  Class diagram of hospital emergency scenario.
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time and they will also be allowed to perform minor sur-
geries as well if it is needed for saving the precious lives of 
the unfortunate injured victims. 

The constraints for the delegation model has been 
specified in object constraint language as pre and post 
conditions of the following method delegate_ role ( ) as 
shown in Figure 4 here hospital method delegate_ role 
() contains pre and post conditions: the pre-condition 
dele role pre1 ensures that the object of nurse class exists 
and the pre-condition dele role pre 2 guarantees that the 
total numbers of consultants are less than or equal to the 
number of victims. If both the pre-conditions are true 
then the use tool will satisfy the post conditions. The post 
condition post dele role post 1 verifies the role that has 
been actually delegated successfully to the nurse. The post 
condition dele role post 2 ensures that the nurse got the 
permission to treat the victims.

3.1.2 � Validation of Delegation Constraints with 
Pre and Post Conditions

Initially class diagram of the hospital emergency scenario 
need to be loaded, which is explained in section 3 (3.1.1) 
it can be achieved with the help of use API’s for loading 
this model which consists of the classes hospital, victims, 
consultants, emergency, nurses, treat patient role and 

it will use the method of delegation. Once a model will 
be loaded within use tool, the objects will be created by 
executing the state manipulation commands. The object 
diagram in Figure 5 hospital class has the information 
of the victims and has the authority to assign the treat 
patient role to the nurses at the time of an emergency.

According to Figure 5, a total number of 6 victims 
are admitted to the hospital and a total number of 3 con-
sultants have already been called by the hospital for an 
emergency. According to the current situation, the num-
ber of consultants are less than the number of victims so 
it is the duty of the hospital to arrange the ample num-
ber of doctors or other relevant staff member who had 
enough experience, skill and knowledge to take a charge 
for the time being and deal with the emergency situa-
tion and treat the patients immediately. The hospital will 
assign task to the nurses to treat the victims. Nurses will 
get the authority for the certain time period. In order to 
assign treat patient role to the nurses, the method of the 
Hospital class delegate_ role ( ) is called which has the 
pre and post conditions, that are already specified within 
section 3 (3.1.1). For the role delegation to the nurses all 
these pre and post conditions must be satisfied. Figure 6 
shows the model that has been validated before the del-
egation as well as after the delegation process of a role to 

Figure 4.  Pre and Post Conditions of delegation method.
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the Nurses. The delegation constraints using pre and post 
conditions in OCL are inscribed by use tool API. 

This discussed validation mechanism assures that a

 role is delegated at the time of an emergency following by 
the conditions, that must be satisfied before delegation of 
a role to another user. 

Figure 5.  Object diagram of hospital emergency scenario.

Figure 6.  Validating pre and post conditions.
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3.2  Example Scenario: 2
3.2.1 � Specification of Delegation of Authority in 

OCL
Here in Figure 7 we elaborate the complete scenario 2 
with the help of a diagram in which we discuss a formal

approach for the specification of delegation scheme. 
Scenario 2 (Figure 8) consists of five major classes 

university, department, chairman role, department affairs 
and professors are created. According to example sce-
nario 2, all classes are associated with each other. Every 

Figure 7.  Department emergency scenario.

Figure 8.  Class diagram of department emergency scenario.
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University consists of more than one department and all 
those departments have more than one Professors work-
ing in it, each individual department also have a chairman 
to govern that department and will be taking care of all 
department matters. Focusing on the present situation, 
the current chairman is not available due to some reason 
such as vacation, so there should be a temporary eligible 
candidate (professor) to handle all the department affairs. 
Figure 9 shows the department class has a method named 
delegate role ( ) which takes the objects of class professors, 
chairman role and the department affairs as arguments 
for delegating, this role. The delegation of a role depends 
on these certain conditions. Firstly, the pre-condition 
dele role pre1 ensure that the object of professor class is 
defined and then following conditions are checked.

Pre-condition dele role pre 2 check and ensures the 
status to an emergency is set to true. The third pre con-
dition checks whether the delegate to whom the role is 
being assigned is senior in the seniority list. The dele role 
pre 4 pre-condition verifies that the professor whose Id is 
2, is present for completing the task. The dele role post 1 
post condition verifies professor with Id=2 and the role 
is delegated successfully to him. Post condition dele role 
post 2 is to ensure that the relevant professor has got 
the permission to become a temporary chairman of the 
department and complete all remain task.

3.2.2 � Validation of Delegation Constraints with 
Pre and Post Conditions

Exactly same process as scenario 1, initially class diagram 
of department emergency scenario need to be loaded 
which is explained in section 3(3.2.1). The model that 
consists of the following major class’s university, depart-
ment, department affairs, professors and chairman role. 
The object diagram in Figure 10 shows that a department 
has the information of their all faculty members presently 
working in to the department and each department has 
their own chairman to supervise and handle all depart-
ment related responsibilities. Department class has an 
authority to assign the chairman role to the next senior 
professor who is next in line to become a future chairper-
son of that department. Figure 10 shows there are four 
professors, as an emergency arrives in the department 
then each of the professor’s Ids and their availability will 
be checked accordingly for the selection of a deserving 
candidate. For example, professor with Id=1 is not avail-
able so likewise next candidate to be checked by its Id and 
availability till both of the conditions are satisfied. As it is 
shown that Professor with Id=2 satisfies all the pre-con-
ditions.

Figure 11 the department emergency model has been 
validated, professor 2 as he/she satisfied all the conditions 
so the role has been successfully delegated. The validation 

Figure 9.  Pre and post conditions of delegation.



Saman Shahid Qureshi, Mohsin Memon, Tehseen Hafiz and Pirah Memon

Indian Journal of Science and Technology 9Vol 11 (31) | August 2018 | www.indjst.org

mechanism discussed here assures that a role is delegated 
at the time of an emergency by following the constraints, 
which must be satisfied before delegating the role to 
another user. 

Many researchers have given their tremendous efforts 
and significant work with n the domain of role delegation 

and revocation. They proposed various different mod-
els those highlights the user delegation of rights on the 
temporary basis such as2,3,8–10. In gave an idea of two level 
analyses for an enterprise especially for role based delega-
tion and revocation policies5 worked on the temporary 
role delegation and revocation that was limited for the 

Figure 10.  Object diagram of department emergency scenario.

Figure 11.  Validating pre and post condition.



Formal Validation of Erratic Delegation of Roles with UML and OCL

Indian Journal of Science and TechnologyVol 11 (31) | August 2018 | www.indjst.org10

specific time duration. The key factor behind it was that 
role was delegated and revoked in a given time duration 
on temporary basis. The weakness of9 is they introduce a 
permission based delegation model whose major draw-
back was that they gave a consolidated approach where 
the whole responsibility for the role delegation was of the 
security officer. In10 discussed the delegation mechanism 
and focused on the temporal delegation of roles which 
deals with the fixed time period. In 11 their framework 
showcase various issues regarding delegation and revoca-
tion of roles.

4.  Conclusion and Future Work
In this paper for better understanding of a job assign-
ment, we have elaborated whole mechanism with the help 
of two examples scenarios. In which delegation process is 
being implemented on two different organizations. Our 
validation mechanism has been assisted in specifying and 
validating constraints in a formal language which deals 
with an erratic environment based delegation of rights of 
one user to other. The use tool API is used for the validat-
ing pre and post conditions of delegation methods. This 
work will help to understand the specification and valida-
tion of erratic delegation of roles with UML and OCL. By 
the help of this proposed mechanism the other delegation 
models may also be validated and use tool can also be fur-
ther extended by creating a graphical user interface for 
erratic delegation of roles. This field of research still has a 
great potential of work to be explored in future. 
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