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Abstract
To tap into the communication, modify traffic, and stop the network traffic is always the intension of an attacker. ARP poi-
soning is one of the simplest ways to accomplish these malicious intensions of the attacker. Objective: For detection and 
prevention of such attempt, a concept of voting and ICMP echo requests has been introduced to verify the binding and defend 
these malicious intensions of the attacker. Methods: A voting is done to validate the binding from the other hosts of the LAN 
such that if attacker pretends to be a new host, it can easily be detected. In case of mismatch of IP or MAC, ICMP echo packets 
have been used. Findings: The validation performed by each host has made the scheme free from being centralized and even 
do not demand any incompatibility or modification in the existing protocol model. Implementation is conducted on Ubuntu 
using raw socket coding in python and scapy. ICMP packets are created and spoofing is conducted. Fake ARP packet is sent 
using packEth and the incoming and outgoing of packets between the hosts is analyzed using Wireshark. Improvements/
Application: New host entering the network is also validated in this scheme. The scheme can effectively mitigate LAN attacks.

Keywords: Address Resolution Protocol (ARP), ARP Poisoning, ICMP (Internet Control Message Protocol), LAN attacks, Voting

1.  Introduction
Address Resolution Protocol (ARP) identified under RFC 
8261–3 is a data link layer protocol to bind the IP or network 
address of the host to its corresponding data link or MAC 
address. In the OSI model it operates as an interface pro-
tocol between the Network (layer 3) and Data Link layer, 
where it accepts the IP of a host from network layer and 
resolves its MAC, which is understood by the data link 
layer. For communication over a LAN, both IP and MAC 
address are equally important. The host can only send the 
packet to the destination only if it knows the destination 
host’s MAC. MAC address is responsible in dropping the 
packet at the correct site or host. If the host intends to com-
municate to another host but do not know the MAC of 
destination host, broadcasts an ARP request with IP of the 
destination host to all the hosts in the LAN. On receiving 
the Request only the intended host whose IP matches to 
the IP in destination field of ARP Request sends an ARP 
Reply, providing its MAC. Thus the <IP, MAC> binding 
resolution requires both an ARP Request and Reply.

This binding is maintained in the ARP cache at the 
host’s machine to prevent sending of ARP messages each 
time to attain the binding and minimize the network traf-
fic. This binding is held in ARP cache of the host for a 
particular time period (approx 20 minutes) and on time-
out is expired and removed2,3.

ARP operates well under normal environment but 
suffers from two vulnerabilities; one is its stateless nature 
and other is its un-authenticated nature. The unauthen-
ticated nature of ARP causes the host to accept any ARP 
reply it receives with no concern either it is coming from a 
genuine entity or not. Whereas the ARP’s stateless nature 
enables the host to accept any unsolicited reply, whether 
the request for it was made or not. These two drawbacks 
provide the attacker an easy way to send a fake ARP 
reply, spoofing its identity i.e. attaching its MAC with a 
legitimate host IP and send it over LAN pretending to 
be that host. On receiving this forget spurious reply the 
host will update its cache with the false binding result-
ing in diversion of network traffic to the attacker instead 
of the intended host4,5. With poisoning of ARP cache 
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the attacker can successfully carry out other attacks 
such as MITM attack, Dos attack, Host Impersonation,  
Http Sniffing, Port Scanning, etc.3,5. 

The organization of remaining part of the paper 
is such as: Section 2 gives a background study of ARP  
protocol, ARP cache poisoning and the possible attacks 
due to ARP poisoning. Section 3, discusses related works 
and the scheme so far to detect and prevent ARP poisoning 
attack. The proposed scheme is discussed in Section 4 with 
the implementation and result are provided in Section 5. 
Section 6 finally concludes the paper with some glimpse of 
future work that can be attempted.

2.  Research Background

2.1  Address Resolution Protocol (ARP)
Address Resolution Protocol is responsible to map the 
IP (network address) into its MAC (hardware address). 
To send an IP datagram to another node over a LAN; 
the source should possess both IP of destination to route 
the packet and the MAC. Only holding IP of the host is 
not enough for data communication as it can only route 
the packet to correct network but also needs Data Link 
address (MAC). Thus to learn the MAC of the destina-
tion ARP is used Figure 1 represents the resolution of 
IP into its corresponding MAC in the network layer of 
OSI model.

Figure 1.  Resolution of IP into its corresponding MAC.

To learn the MAC; the host first checks its cache and 
if found then starts the communication else broadcasts 
an ARP Request over the Local Area Network (LAN). 

This request consists of IP and MAC of the source with 
destination IP address. On receiving the Request the 
intended node whose IP matches to the IP in the desti-
nation field of ARP Request sends a unicast Reply to the 
sending host while the other hosts drops the packet. This 
ARP Reply carries the MAC of the destination host. On 
receipt of ARP Reply the sending host caches the reply 
into its local primary ARP table to avoid this sending 
and receiving of ARP request for resolution each time. 
The entry containing IP and MAC of the host persists in 
memory for 20 minutes approx. and then is automati-
cally removed. The ARP cache entry can be both static 
and dynamic6,7. Figure 2 represents the mechanism of 
ARP Request and Reply.

Figure 2.  ARP request and reply.

2.2.  ARP Cache Poisoning
The unauthenticated and stateless nature of ARP has 
given an opportunity to the attackers to introduce a 
spurious <IP, MAC> binding; attaching legitimate host 
IP with its MAC in another hosts cache. By perform-
ing this malicious act, the hosts cache is poisoned with 
a false <IP, MAC> association; resulting in diversion 
of network traffic to attackers site5,8. Even the host 
can accept the ARP Reply from a host irrespective of 
whether it made an ARP Request for it or not. This 
attempt of poisoning can me made either by sending 
unsolicited Reply, or an ARP Request to gather host’s 
information to misuse it later, sending a fake Reply 
to a genuine Request, or sending a spurious Request 
and Reply both 9,10. The attempt of poisoning is  
represented in Figure 3.
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Figure 3.  ARP poisoning causing MITM attack.

2.3  Possible Attacks due to ARP Poisoning
The attacker once poisoned the cache of host by attacking 
its MAC to a legitimate entity IP, can effectively perform 
several threats; such as posing to be a genuine host and 
sitting in the network between two hosts playing role of 
MITM, controlling over a communication session, DoS 
attack, HTTP Sniffing, Bombing packet attack, etc . Some 
are discussed as under6:

•	 Man-in-the-Middle attack (MITM): Suppose 
there are two hosts in the network targeted by the 
attacker Host A with <IPA, MACA>and Host B<IPB, 
MACB>. The attacker with MACATCK sends host A 
pretending to host B saying “IPB is at MACATCK” and 
similarly sends to host B saying “IPA is at MACATCK”. 
Now both host A and Host B cache are poisoned 
with fake binding and every packet A sends to B 
or B sends to A, reaches the attacker who is sitting 
between the two. To hide its existence, the attacker 
can enable packet forwarding.

•	 Denial of Service attack (DoS): Once attained the 
MITM position; the attacker can easily block the 
services to the host or can block the communica-
tion. The attackers can even cause unavailability 
of resources to its intended victims.

•	 Host Impersonation: The attacker apart from 
sniffing the network can also send packets 
on behalf of the victim to the other victim 
or other.

•	 Packet Bombing: Sending of a large number of 
packets onto a victim’s machine with an inten-

tion to overload its resources or crash the system 
is termed as packet bombing. It leads to buffer 
overflow, overloading and failure of the system.

2.4  Related Work
A number of schemes have been discussed so far by 
the researchers to provide an effective solution to ARP 
Poisoning. They proposed an idea of making static <IP, 
MAC> 2entries into the cache such that only the packets 
received from those hosts whose binding is maintained 
in cache is accepted. But this solution was only feasible in 
a small network raising an overhead upon the operating 
system to maintain these bindings.

In3 have made use of shell scripts performing contin-
uous monitoring of binding. To hold the MAC address 
of gateway preventing it from being poisoned Arping 
request is sent at regular interval. The commands used 
were “ip neighbour show” and “arp –a”. But this solution 
required the gateway <IP, MAC> to be known in advance, 
with only working on Linux platform. 

Cryptography-based scheme included Secure ARP 
(SARP)11 and Ticket ARP (TARP)12. In SARP concept 
of private/public key with digital signature was imple-
mented with Secure-DHCP. Each host was authenticated 
with a private/public key certificate issued by AKD 
(Authoritative Key Distributor). TARP on the other hand 
uses a ticket which served as digital attestation issued by 
LTA (Local Ticket Agent) to authenticate the host. Both 
these schemes required a large number of packets with 
single-site failure issue.

Antidote Scheme aimed at checking the aliveness of 
the host i.e. if a binding is found with a mismatch then 
the previous MAC is checked for aliveness and if found 
then new binding is not updated in cache. In13 have made 
use of a centralized technique in which a central server 
validates the binding. It also made use of probing scheme 
to check the aliveness of host. In14 proposed a scheme 
in which two queue were maintained a Request_Q and 
Response_Q. When a Request is sent; the target host’s 
IP is held in Request_Q. On receiving the response, it 
is checked whether its request is outstanding. If yes it is 
then transferred to Response_Q. If there is no entry of the 
reply in Request_Q, Response_Q is checked for that IP. If 
found and the binding is found to be same the packet is 
dropped else for case of mismatch or binding not found in 
Response_Q; the packet is dropped.
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Passive detection tool2 such as AntiARP, ARPGuard, 
ARPWatch, Antidote15 etc. but these schemes were 
dependent on the arrival time of attacker and were only 
able to detect attack and do not prevent it. The other 
issue with this approach was that it raises an alarm and 
by the time administrator could take action, the attacker 
can carry out mischief. This software was successful 
in detecting the attack but by the time it warned the 
administrator for defence action the attacker could suc-
ceed in its attempt.

In7 made use of ICMP protocol to validate the bind-
ing and check the aliveness of the host by sending ICMP 
ping packets to previous binding. But being centralized as 
it maintained a database at detection host thus faced an 
issue of single site failure. It introduced the usage of two 
ICMP probe packets depending upon the type of attacker. 
Based on the response the mapping was validated. Here 
the probe packets were sent to the new binding. In1 
proposed a concept by usage of a secondary cache and 
ICMP ping packet to check the aliveness of previous host. 
They used an entering and existing algorithm to validate 
the binding. The scheme provided an effective solution 
against IP exhaustion problem. 

In16 coined a mechanism in which a central server 
was selected using voting and were responsible of sniffing 
each reply to a host and whenever a mismatch was found; 
validates it using ICMP packet.

3.  The Proposed Solution
The proposed scheme makes an attempt to provide solu-
tion for ARP poisoning by overcoming the drawbacks 
of ARP. The solution incurs no change in the existing 
protocol infrastructure with distributed nature. No 
additional software is required or there exists any com-
plexity issue as in Cryptographic scheme. The scheme is 
implemented in a comparatively smaller space to pro-
pose its mechanism.

Here, in the scheme a concept of voting has been 
introduced where if the attacker uses the IP of a host 
unavailable in the network, is being enquired by the 
neighbouring hosts, i.e. if the hold the binding received in 
the ARP reply, if 50% of the hosts polls to hold the same 
mapping, the binding is accepted else goes for ICMP 
validation. ICMP probe packets are also adopted for any 
mismatch found in the secondary table pre-maintained 
by the hosts.

The proposed scheme was derived from the schemes 
of1,4,16 use of a secondary table to hold the <IP, MAC> 
binding the host. This entry can be stored in form of 
a text file so that it persists for longer time period. A 
voting mechanism is adopted with an assumption, if 
the entry is not found in primary as well as second-
ary cache; there might be a possibility that the entry is 
maintained at some other host in the network. The host 
broadcasts a voting request sending the IP received in 
ARP reply to attain the MAC and waits for time interval 
of 0-100 msec. The reply when received is responded 
by immediately without any delay. If the reply received 
has more than 50% (0.5N; N= no. of nodes) for that 
binding received; the binding is accepted. In case no 
host has the binding or, the reply received is <50%; 
an ICMP echo request is sent to validate the binding. 
If reply is received the binding is accepted else is dis-
carded. After validation updation is made accordingly 
in primary and secondary table.

For any case of mismatch in secondary table, 
whether be IP or MAC is found in secondary table; 
an ICMP probe packet is sent to both new as well old 
binding. On the basis of reply received, the entry is 
accepted or discarded. 

The scheme works as follows: There could be two 
possible scenarios i.e. either the host wants to send 
an ARP Request/Reply or it has received an ARP 
Request/ Reply. If it wants to make an ARP Request 
simply broadcast it to all the hosts in the network. Else 
if it wishes to send an ARP Reply places it’s MAC and 
routes it in unicast mode to the host which made the 
Request for it.

In case of receipt of packet, if the received ARP 
packet is an ARP Request, verifies if the packet destina-
tion matches to its IP. If the Request packet is intended 
to it, send a Reply providing its MAC address. Else if 
not the packet is dropped. For the received packet an 
ARP Reply can give rise to certain cases represented in 
Figure 4. It checks the primary cache for the <IP, MAC> 
association; if found the entry is updated. For case the 
entry is not present or there is any mismatch of IP or 
MAC; the entry is searches in Secondary table. If the 
binding is obtained in secondary table and is same as 
received in ARP Reply, update the primary cache with 
the binding. But for case that the entry is not found in 
secondary table or there is case of mismatch it enters 
the Validation phase.
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Figure 4.  Certain cases in case of received ARP reply packet.

If the binding is found to be different from the previous 
one, an ICMP echo packet is sent for validation to both 
the previous and the new binding. If reply is attained 
from both host means there is a poisoning attempt hence 
the new entry is blocked and packet is dropped and its 
entry is removed from primary cache. If only the previ-
ous host sends a response mean the new binding is fake 
and hence is dropped and removed from primary cache. 
For case that new binding replies to echo request and 
not the old host, means the IP is provided to some other 
host (in case of MAC mismatch) or host has been pro-
vided a new IP (in case of IP mismatch). Accordingly, 
the secondary table is updated with the new received 
binding. There could be a possibility that none of the 
host response back, for such case mean that the previous 
host has got offline and new host is trying to log on ARP 
poisoning thus the packet is dropped and removed the 
entry from primary table.

If the binding is neither found in primary table i.e. 
expired nor available in secondary table, shows the 
chance that the host is new entry entering the network. 
There is no guarantee that the new host is a genuine 
host or a malicious host using the IP of a legitimate 
entity. So, to validate the new binding voting request is 
initiated by host to all its neighbour hosts in the net-
work, with an assumption that some other host may 

hold the binding in its cache. The response is wait for 
particular time period and evaluated. If more than 50% 
hosts poll to have the binding, the new host is accepted 
and its binding is updated in primary and stored in sec-
ondary table as well. Else if the voting polls (attained by 
calculating 0.5*n, where n is the number of neighbour 
hosts in the network) is less than 50%, the binding may 
be spurious or genuine such that the host is new for all 
the others in the network. Thus an ICMP ping packets 
are used to verify the genuine of the binding. An ICMP 
echo request is sent to the host. If reply is received, 
then the binding is accepted to be true else if no reply 
received then means is a falsified packet. In case of no 
reply, the packet is dropped and entry is removed from 
primary table. Thus this scheme involves the other 
hosts in the LAN in the validation of the Reply, defend-
ing poisoning attempt of the malicious hosts.

The procedure is discussed as under:
If a frame has been received

If it is a request:
If the packet is intended to it: accept the packet and 
generate the reply
If the packet is designated to some other host: drop 
the packet

If it is a reply:
If the binding in Primary cache: update cache and 
drop the reply packet
Else if binding not found in primary cache or there 
is any case of mismatch:
Check the secondary table: 

If the binding is found: update the primary cache 
with the entry and drop the packet
Else if binding not found in secondary cache: 

Broadcast voting request to all the hosts to 
find if some other host holds that binding in 
the network:
If reply>0.5*no. Of nodes in the network:
Accept the binding

Else send ICMP probe packet to the binding: 
reply received accept the binding and update 
both primary and secondary cache 
If ICMP reply not received drop reply and remove 
entry from primary cache. 
Else if there is mismatch: Send ICMP ping packet 
to both new as well as old binding
If reply received from only old binding: drop the reply 
packet and remove its entry from primary cache
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Else If the reply received from both older and 
new binding: drop the packet and remove its 
entry from primary cache
Else if no reply received from both binding: drop 
reply and remove entry from primary as well  
secondary table
Else If reply received from only new binding 
mean the previous host has been gone offline. 
Accept the new binding update the primary and 
secondary table with new entry.

Else a frame is to be sent:
If it is a request:
Broadcast the ARP request to all
Else if it is a reply:
Send a unicast reply to the sending host providing its MAC
In Figure 5, represents the flow chart of the proposed 

scheme to provide a clear view of the scheme.

Figure 5.  Flowchart of the proposed mechanism.

4.  Implementation 
The implementation is carried out on Ubantu oper-
ating system with use of certain tools which include 
Wireshark, packEth and Ettercap. Wireshark is to anal-
yse the network traffic, packEth to generate ARP request/
reply packet, and scapy i.e. a packet manipulation tool 
in python. Coding is done to implement the scheme. It 
involved use of 3 hosts with IP and MAC as in Figure 6. 
To generate false ARP packet PackEth tool is used and 
sent over the network, which is captured by “sniff ” func-

tion of scapy. The coding is done in python using scapy. 
Packets are sent over the network using “sendp”. For 
alarm generation festival tool is used where, when the 
attack is detected or ICMP echo request is not answered 
a file is created and the message is printed which is read 
and converted to speech using festival tool package of 
scapy. The unanswered and unanswered packets are cal-
culated in order to attain the voting response in case the 
entry is new. The secondary table is in form of text file 
stored and read each time. “sniff ” function only reads 
the ARP packet using the “filter” parameter.

Figure 6.  Secondary table holding <IP, MAC> of the host.

The operation is such that when the host send a fake ARP 
reply packet using packet tool, the binding is checked 
in secondary table. If the entry is found and there is no 
mismatch is updated but in case a mismatch of IP or 
MAC, ping request is send using “srploop” command 
one designated to new host and other to previous host. 
In case of IP mismatch reads and prints both the IP’s one 
in ARP reply receives and other held in secondary table 
and generates an alarm.

Thus, the scheme successfully prevents and detects 
poisoning attempt and thus defending the host from 
other possible attacks too. The voting parameter is used 
to validate the genuinity of new host and not in choos-
ing the central detection server used previously by certain 
researchers.

Here the attacker possess the IP 192.168.10.2 and pre-
tends to be holding IP 192.168.10.4 (victim) by attaching 
its MAC to the victim as shown in Figure 7. 
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While implementation ARP table was checked, Wireshark 
was analysed periodically to identify the packets. “sendp” 
command was used in scapy to send ARP Request packet 
“who-has” for IP address “192.168.10.4” and at the same 
time fake binding was created using packEth tool and 

Figure 7.  �Attacker binding its MAC with IP 192.168.10.4 and sending in ARP 
reply to 192.168.10.3.

sent over the network. Thus the fake binding can be seen 
in Wireshark. Then Request was sent for the original IP 
“192.168.10.2”, since already found in network produce 
ARP reply providing its MAC. The captured packet is 
shown in Figure 8.

Figure 8.  Wireshark captured packet showing the poisoning attack.

Since the experiment is conducted on a small scale, 
the attacker’s IP is stored previously in secondary table, 
which later uses packEth tool to send fake binding. But 
the host has its previous binding, thus when code is run; 
its IP is found in secondary table with mismatch IP; hence 

an ICMP probe packet is sent to its previous binding. 
Since the attacker possess the binding and is in network 
replies to it. Thus, is detected and alarm is raised as shown 
in Figure 9.
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Figure 9.  Detection using ICMP probe packet.

A comparative discussion has been presented in Table 
1, to define how our scheme operates, in comparison to 
previous schemes using voting mechanism. Remark is 

provided to define the areas focussed and issues encoun-
tered. The remark could help future researchers to cover 
the area and produce an effective proposal for its solution.

Table 1. Comparative analysis of voting procedure

Scheme 
Proposed

Voting adopted Centralized or 
Distributed

Remark

In16 For choosing a centralized server 
which validates the ARP Reply 
received

Centralized Incurred single site failure where central server 
validated the binding using probing mechanism

In4 To validate new binding without use 
of ICMP probe packet

Distributed Used voting for new host validation but accepted 
the binding for both cases whether received 50% 
positive polls or not.

In8 Voting used for validation of new 
binding together with ICMP probe 
packets for mismatch case.
If 50% positive polls achieved for new 
binding accepted and updated in table 
else sent ICMP packets for validation

Distributed There is possibility that attacker can poison a 
number of hosts cache, thus causing the neighbour 
host too to hold fake binding. Thus they can poll for 
fake binding.
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5.  Conclusion and Future Scope
Here with this mechanism, the attackerscattempt to poi-
son the cache is failed by checking the entry in secondary 
table and for the case of mismatch in IP-MAC binding, 
ICMP echo packet is used. If an attacker tries to mask 
itself by making use of an IP of a host who is not present 
in the network, its attempt is failed too, as the binding 
information is sent to all other hosts in the network to 
validate the binding. This validation is made by checking 
if some other host in the network holds this binding infor-
mation or not. The voting mechanism involves the other 
hosts in the network to find if they possess the binding. 
If the binding is obtained, then neighbour hosts polls for 
it. The number of response is calculated to find the votes. 
The experimental analysis is carried out on a smaller scale 
and is found to run well. Considering the implementation 
on a wider scale, will require large number of hosts and 
experts to present the complete picture. The manipulation 
will be conducted accordingly to the present the desired 
workflow. The concentration is on further expanding the 
work by bringing about some modifications at few sites 
such as introducing certain parameters such as response 
time while receiving the response. It could help in under-
standing the behavior of legitimate and malicious host. 
Other improvements could call upon introducing a 
hybrid model or using 2 ICMP packets to provide defense 
to all types of attacker discussed by author of5. The prime 
focus would be in finding all the areas which could be 
attacked and then keeping them in mind while defining a 
new solution or improving the existing solutions.
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