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Abstract

Objective: Single Sign-On (SSO) mechanism mitigates the complexity by providing a single set of login credentials for
disparate systems. The main objective of SSO in mission critical applications is to provide a most trusted authentication
provider while ensuring the secured online service. Methods: Exploiting third party identity provider leads Open ID
connect to not fit in banking services. Since traditional banking systems refuse to disclose the user-sensitive information
to any third party, the conventional models lack in maintaining the consistent revocation model. However, the maintenance
of user details at server needs to follow the consistent revocation model at all connected banks. The conventional SSO
protocols follow different ways to develop the access control policies to recognize the user identity. However, the banking
services need role-based access control policy. Findings: In order to provide the secure SSO to banking services, this work
presents the extended Open ID connect protocol with additional security features which are more suitable to the online
banking systems. The extended Open ID connect provides the role of identity provider to RBI which is a centralized authority
to connect all the banks and their user accounts. It exploits the chaotic sequence encryption algorithm to dynamically
manage the session, which facilitates the common revocation model. This restricts the impersonation, modification, and
eavesdropping attacks while accessing the online banking services with SSO mechanism. The request identification and
validation using random user ID in every subsequent page access ensures the security of the online transaction. Moreover,
the request identification and validation using random user ID in every subsequent page access ensures the security of the
online transaction. Application/Improvements: The proposed model tightens the security of Open ID connect with the
support of Chaotic sequence encryption, common revocation model, and request identification. It successfully extends the

usage of SSO to mission critical applications.

Keywords: Banking Service, Chaotic Sequence Encryption, Open ID connect, Revocation, Identity Provider

1. Introduction

Nowadays, mission-critical applications like online bank-
ing applications are widely used among the internet users.
The proliferation of mission-critical computing copiously
increases the financial transactions by either individuals
or the business organizations. Mission-critical applica-
tions are highly sensitive in which bit-level interruption
also poses the byte-level deleterious impact on the system
performance. In addition, due to the numerous and ubig-
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uitous usage of the mission-critical applications, security
feature is the pivotal to protect the credentials of each user.
The mission-critical application permits the users with
the secured login session that needs the user ID and its
corresponding password to access their online service.
Retaining several credentials in client-side and sepa-
rately providing the authentication for these credentials in
server-side are arduous tasks when the same user has the
online account on multiple applications with a different
set of login credentials. Single Sign-On (SSO)! mechanism
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plays a prominent role in resolving the difficulties of han-
dling the credentials when the user relies on the multiple
sign-on mechanisms. It enables the users with a single set
of user ID and password to access the disparate systems,
which facilitates beneficial offers including remembrance
of asingle login credential and simple system maintenance.

Owing to the use of a centralized set of login creden-
tials for disparate systems, providing the service with
secure authentication is a major concern in mission-crit-
ical applications. Security Assertion Markup Language
(SAML), Central Authentication Service (CAS),
Lightweight Directory Access Protocol (LDAP), OAuth2,
and Open ID Connect are the existing SSO authentication
protocols?. These existing SSO protocols are inappropriate
for secure banking operations since SSO requires the sys-
tem to provide the mission-critical data to the third party
to maintain the single user ID and password for multiple
applications®. Moreover, the banking sectors are reluctant
to disclose the sensitive information to any third party.
Hence, enhancing the SSO authentication protocol with-
out disclosing the confidential information is essential for
online banking systems. The proposed system prefers the
one authentication enabled Open ID to connect protocol
rather than exploiting the computation-intensive SSO
protocols. To cope with the secured banking systems, the
proposed system enhances the traditional Open ID con-
nect with the extended authentication method.

2. An Overview of Mission Critical
Applications

Mission critical application plays a crucial role in the
survival of the business activities, including retail or
banking systems, airline reservations, border security,
and logistics. A mission-critical system widely supports
organizations front office operations while ensuring the
secure, scalable, and reliable computing environment.
Evolving mission-critical applications require middle-
ware free high-performance security requirements, and
well-defined mainframe access. If there is any interruption
or failure in the mission-critical system, it significantly
creates harmful impact, including the reputations and
financial implications on both the customers and orga-
nization point of view. For instance, when a customer
attempts to buy a robust fund or transfer money, the shut-
down state of the server system is not tolerable at that time
of such transactions. Moreover, in many IT organizations,
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process control servers and database systems are mission
critical systems. In this case, the potential loss of func-
tions such as faulty hardware or power shortages retreat
the business standards as well as considers the system to
be mission-critical to the daily operations.

2.1 Risks of Multiple Sign-on in Mission
Critical Applications

As an emerging information technology, the mission
critical applications such as banking and financial sectors
have become incredibly popular in accessing the online
services. Accordingly, more than millions of internet users
exploit the online banking services to easily perform the
commercial as well as business activities in the distrib-
uted environment. The different organizations maintain
the unique features to create the account registration for
each user in a different manner. This uniqueness of mul-
tiple organizations leads the following risks in both the
user and server side.

— A separate set of user ID and password for sign-on
to multiple accounts increase the burden of remem-
bering all the credentials of the user, which is almost
infeasible.

— The password fatigue imposes the users to write down
their credentials for future remembrance, which
reduces the security of maintaining the sensitive
information.

- To effortlessly recall their password, the user creates
the easily predictable passwords by the third party in
which predictable password is regardless of any special
characters and complex symbols with the maintenance
of separate passwords for each account.

- It is expensive in terms of global IT maintenance
cost when the authentication requires verification of
every password of the same users’ identity in different
accounts.

- While maintaining the distinct set of credentials of a
single user on different applications, each server needs
to separately manipulate the security for the same user,
which leads the system to consume more resource in
terms of processing and storage cost.

2.2 Advantages of Single Sign-On (SSO) in
Mission Critical Applications

In the digital world, users greatly access the multiple
systems to perform their day-by-day business activities.
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Due to the rapid increase in applications, each user needs
to maintain multiple credentials, which in turn has the
possibility to forget the credential information. It also
creates the inconvenience for the server systems in stor-
ing, securing, and processing the multiple credentials for
each identity from the perspective of a centralized con-
troller. For instance, Reserve Bank of India (RBI) acts
as the centralized controller for all private and public
banking sectors. To overcome this inconvenience, the
current research focuses on the SSO methods averting
the potential confusion in handling the multiple user IDs
and passwords for different applications. SSO enables the
users to access the multiple services by only exploiting a
single set of login credentials. It facilitates both the user
and the developer in terms of mitigating the burden of
remembering multiple passwords and cost of manag-
ing the multiple credentials respectively. SSO method
creates a greater impact on the mission-critical applica-
tions by managing the multiple sign-on methods. In the
case of mission-critical systems, securely authenticating
the SSO is paramount rather than merely providing the
authentication for many logins. The SSO is the central-
ized gateway for all the integrated applications rather
than providing the separate gateway for each application.
If the adversary hacks the SSO credentials, the adversary
has the feasibility to access the entire integrated applica-
tions in the centralized system. Hence, providing the high
secured authentication is essential for SSO in a mission-
critical system.

3. Common SSO Security
Features to Enterprise and
Mission Critical Applications

The security systems seek to standardize the communi-
cation of cryptographic secrets between a user and an
identity provider in enterprise and mission-critical appli-
cations using common security features.

The common security policies are as follows.

Authentication: Authentication allows each user to
login into the enterprise applications using secret
credentials such as username and password. The tra-
ditional encryption algorithms generate the encrypted
passwords of users and store them in their database.
The attackers can identify the algorithm which is used
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for encrypting the credentials if they spot any loop-
holes in the system. Consequently, the hackers get
the chances to maintain the lookup table of all pos-
sible combinations of the password using the hacked
encryption algorithm. Moreover, if the user chooses
any dictionary word as a password, the hackers can
easily crack it using a lookup table by maintaining an
encrypted password for each dictionary word. This
vulnerability can be limited by introducing a strong
password with numeric values and special characters.

Authorization: Authorization is a process that allows
authenticated clients to access a resource by determin-
ing whether the client has access rights to the system.
The authorization process specifies the access rights
to various resources regarding data security. For
instance, the security system normally authorizes a
legitimate doctor to access patient records. Moreover,
the access policy is also formalized as control rulesin a
system. During authorization, the system approves the
access requests from an authenticated user, only when
the user ID satisfies access control rules. In banking
sectors, the authorization method implements fine-
grained access control by providing role-based access.
Access manager plays the role of the centralized con-
trol center and enforces the access control policies.

Integrity: It ensures that the data does not change
during the processes of storage and retrieval. If any
change occurs in the data that is sent between the user
and relying party, it is likely to be a failure of secu-
rity. The Transport Layer Security (TLS) protocol
provides data integrity between two communicating
parties.

3.1 Additional SSO Security Features to
Support Mission-critical Applications

Due to the rapid development of mission critical appli-
cations that offers the users to access the applications
quickly at anywhere and anytime through online, the
related financial services especially banking encounter
enormous challenges in terms of security. Comparing to
other enterprise applications, the banking sectors need
enhanced security features due to the involvement of
financial aspects which create the direct impact on users.
Therefore, the core security features are required in bank-
ing services to effectively address the security issues and

Indian Journal of Science and Technology | 3 -


https://en.wikipedia.org/wiki/Data_security
https://en.wikipedia.org/wiki/Data_security

The Preliminary Investigation of SSO Protocol for the Suitability of Mission Critical Applications

offer the defense against hacking activities. Some of the
important security features that need to be more focused
on mission-critical applications are as follows:

Authentication: Even though, the security vulnerabil-
ities can be limited by introducing a strong password
with numeric values and special characters, the hack-
ers are able to create the lookup table regardless.
Thus, the traditional authentication methods are not
adequate to securely access the banking applications.
To secure the user’s credentials, most of the banking
applications employ salted password hashing method.
The salted password hashing method generates a ran-
dom number for every password and inserts it into
the actual password before it is encrypted. Thus, it cre-
ates the different encryption values and restricts the
possibility of look-up table maintenance.

Request Identification: In addition to the common
SSO security features, the financial applications need
to execute the authentication for user request also
to prevent any session hijack attacks. The request
authentication method immediately generates the
unique Request ID after validating user credentials
and maps it to the customer ID in the persistent stor-
age or server cache. The same value returned to the
portal client is appended to the Request ID for the
subsequent requests. The request filter receives and
validates the Request ID sent by the client against the
unique Request ID stored in the server cache. If both
of them matches, the request is allowed, then another
ID is generated and sent to the client. This process is
continuously repeated for every request to enhance
the security measures at every step. Due to these sub-
sequent request validations, the session hijacking is
not possible in banking applications.

Interoperability: The banking services are highly
committed to respond to the credential security of
users and to establish Interoperability than other
online enterprise applications. Exploiting SSO mech-
anism in ultra-high security environments such as
online banking applications require a highly trusted
third party as an Identity Provider (IDP) for maintain-
ing the sensitive information of all banking sectors
securely. Even though the Reserve Bank of India (RBI)
is considered as an IDP, the separate authentication
process between IDP and relying party must be con-
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sidered to ensure the interoperability. Several issues
such as repudiation and revocation affect the secure
interoperability in a banking environment.

Repudiation and Revocation: The digital signature
generated in the online banking scheme requires
authenticity, enforceability, non-repudiation, and
integrity to be valid. In banking sectors, the digital
signature provides the evidence for non-repudiation
capability of beneficial in which the bank identifies
whether the beneficiary has the possession of the
required asymmetric private key or the transaction
amount has been tampered. Moreover, the revoca-
tion supports to validate the sender and receiver using
several models such as receivers signature validation,
credential validation, validation of senders signature
on both the transaction and the Certificate Revocation
List (CRL) managed by the certificate provider. Every
bank has the chance to build own revocation models
based on their validation requirement.

4. Review of SSO Protocols

Kerberos* is the widely used key distribution protocol
in providing the centralized SSO environment, which
resolves the security threats such as information leak-
age and alteration, and hacked passwords. It is likely to
lead the adversary to impersonate the data and security
tokens via simple network related attacks. To overcome
these security breaches in Kerberos, the existing sys-
tems! employ the Lightweight Directory Access Protocol
(LDAP), Security Assertion Markup Language (SAML),
and Open ID Connect protocols. The LDAP API allows
the users to access the secured directory and SAML
provides the standard ensuring the secure authentica-
tion and authorization exchange. Open ID Connect® is a
decentralized authentication protocol for SSO, which is
built directly on top of Open Authorization (O Auth) 2.0
protocols. It allows the users to access the service after
performing the verification by an OP through authentica-
tion. Open ID Connect is the integration of both Open ID
and O Auth 2.0 in which Open ID is an earlier version of
Open ID Connect®. The OAuth2? is a web SSO improving
the security performance of O Auth 1.0, which only offers
the authorization and lacks in providing the authentica-
tion. An approach presents the new Open ID Connect
protocol and its design features includes the extension
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in the discovery and dynamic registration. Even though
recent works extend the Open ID Connect protocol with
the novel security features, still there is requirement of
the intelligent authentication method due to the vulner-
ability of malicious attacks. Moreover, these extensions
are not suitable for mission-critical applications. Hence,
the extension requires the authentication method without
disclosing the sensitive information to any third party.

SSO protocols ensure in resolving the interoperabil-
ity issues in the mission-critical systems such as online
banking by providing the federated identity credentials
regardless of the re-authentication of the disparate sys-
tems®. The work® analyzes the SAML-based security model
in terms of security flaws and feasible attacks on the pro-
tocols while maintaining the single login credentials for
e-banking account. To provide the secure e-banking sys-
tem, the work in'® presents a solution with the integration
of core banking system with SSO. An extended Central
Authentication Service (CAS) SSO solution!! resolves the
security constraints in mounting the existing applications
and providing the complex permissions assignment by
optimally integrating the enterprise systems. The work!?
exploits the chaotic signal to extract the hidden informa-
tion based on the time-delay system, which is used to
encrypt and decrypt the information in the communica-
tion systems.

4.1 Comparison of Important SSO
Protocols for Mission Critical
Applications

In recent years, research works focus on exploiting the SSO
mechanisms to facilitate the users to access all integrated
applications in a secured manner. The SSO protocols such
as Kerberos, O Auth 2.0 protocol, LDAP, and Open ID
are introduced to resolve the security threats. This sec-
tion describes the most notably preferred existing SSO
protocols such as SAML, CAS, and Open ID Connect
protocol for the mission-critical applications. The SAML
SSO protocol is a framework that enables the exchange
of security and identity information among different
organizations with different security domains such as
IDP and relying party. It has specific rules and syntax for
exchanging the information. However, it is not a solution
for granting access and enforcing identities in mission-
critical applications. The primary aspect is that the SAML
depends on assertions about identities. It is assumed that
an IDP is creating an accurate assertion and it is respon-
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sible for authenticating users, retaining user identities,
and determining privileges. The assumption of SAML is
that an IDP executes all of the security functions and does
not standardize the authentication and authorization in
mission-critical applications. Thus, the SAML does not
support to verify the quality of IDP and to assure that
the IDP is compliant with security features in banking
applications. In addition, the Open ID Connect proto-
col is a new REST full model based on SAML protocol
with the desired changes according to REST architecture.
The Open ID Connect is designed for the consumer-to-
social-network scenario, and it does not fulfill the solid
security features enforced by mission critical applications.
The extensions in its design features such as discovery
and dynamic registration are still vulnerable to attacks.
Moreover, the CAS SSO protocol provides a trusted
way to authenticate a user through centralized architec-
ture using a single server. In the CAS-based application
system integration, the CAS server maintains only one
overall user table which manages passwords to authen-
ticate users. Thus the permission assignment task for all
systems is complex. Another issue is the inflexibility of
CAS when mounting a new application into the system.
As the CAS protocol includes CAS Authentication Filter,
Validation Filter, and Http Servlet Request Filter, it results
in configuration information cumbersome and loss of
system generality. Some of the related factors of Open ID
Connect, SAML, and CAS are listed in Table 1. From the
table, it is observed that the Open ID Connect easily sup-
ports to further extension for mission-critical services,
comparing SSO protocols.

4.2 Advantages of Open ID Connect in
Mission Critical Applications

Nowadays, Open ID Connect has become a standardized
SSO protocol supporting identity management service®. It
is a decentralized authentication protocol, which is more
advantageous to alleviate the disclosure of user-sensitive
information by identity oriented attacks in mission-crit-
ical applications. Open ID Connect plays a major role in
rectifying the limitations of existing SSO authentication
protocols with the capability of authentication, interoper-
ability, authorization, and secure attribute transmission®.
The functionality of Open ID Connect in mission-critical
applications is discussed as follows using the security
features of interoperability, revocation, and request iden-
tification.
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Table 1. Comparison among SSO Protocols

Comparative Factors

Open ID Connect

SAML

CAS

Providing authentication layer

Exchanging authentication

Centralized authentication

and integrity

Purpose on O Auth and authorization data
Implemented Between Relying party and IDP Relying party/IDP Relying party and IDP
Technique URL and HTTP XML-Enc Data Encryption Standard
. Phishing, Man-in-middle, and | XML signature wrapping Phishing and steal service
Possible Threats replay attacks attacks ticket
Usability Need adaptability Complex Inflexibility
Token Type Plain text messages SAML assertions Ticket-granting cookie
Authentication, authorization,
Support on Security Features Authorization Authorization and integrity

Support on Banking Services

Interoperability, revocation,
and non-repudiation

Revocation and non-
repudiation

Revocation and non-
repudiation

To ensure the protected service to the end-users,
Open ID Connect employs three types of flows such as
authorization code flow, implicit flow, and hybrid flow.
Authorization code flow exploits two types of tokens such
as access tokens and ID tokens. By exploiting these tokens,
Open ID provider provides the authenticated service to
the end-users by generating the authorization response.
In authorization code flow, the Open ID provider gener-
ates the access and ID tokens when only recognizing the
secret information from relying party. An advantage of
authorization code flow is that there is no token available
at the user side, which restricts the illegal access of the
user agent. Even though, the use of refresh tokens reduces
the performance and management overhead; there is a
possibility to launch session hijack attack in authorization
code flow. The hybrid flow sends the tokens directly to
the relying party without using an authorization code. In
Hybrid flow, the authorization server and token endpoint
generate the authorization token and ID token respec-
tively, but it directly returns the tokens to the end-user. It
lacks in achieving better interoperability and revocation.
To tighten the digital security from disclosing the creden-
tials, Open ID Connect needs to be enhanced with the
features of request identification and interoperability to
support mission-critical applications.
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5. Technical Challenges in
Adopting Open ID Connect for
Banking Applications

Multiple sign-on mechanisms burden the users’ day-to-
day activities in terms of protecting the credentials from
the adversary when externally storing the sensitive infor-
mation and also leveraging the credential management
with high cost. Most of the organizations employ the
Open ID Connect to provide the secure authentication
and authorization service due to its simple identity layer
and adoption to the growing community. There are two
issues related to the SSO server and operation.

5.1 Challenges Related to the Server

- Traditional banking systems refuse to disclose the
user-sensitive information to any third party, hence
providing the role of IDP in SSO protocol is an ardu-
ous task in banking services'. There is only one way
to perform the role of IDP i.e. Using RBI. RBI is a cen-
tralized authority to connect all the banks and their
user accounts. Thus, the communication between
bank server and RBI must be more secure, due to the
handling of financial transactions.
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- Each bank can follow any of the revocation models'*
such as sender validation with or without evidence,
receiver validation, and sender validation with
cosigning to build its revocation model. However,
maintenance of user details at RBI needs to follow the
consistent revocation model at all connected banks.

- Inaddition to the user credential, the bank credentials
also must be managed. During user login, bank to RBI
communication needs to handle the interoperable
credentials®. The additional technical challenge is to
issue certificates to banks for avoiding liability.

5.2 Challenges Related to the Operation

— There are several operation-related issues such as
interoperability. During the communication between
relying on party and RBI, a cross-site forgery attack
often redirects the users to other sites and accesses
their bank account without the intention of the users .

- The existing SSO authentication methods for enter-
prise applications are not always consistent due to the
maintenance of unique user ID for each user’s identity.
Hence, to support online banking services in terms of
non-repudiation and revocation, global maintenance
of user profile at RBI requires the additional attributes
and token update for every session during the user
registration.

- The enterprise applications follow different ways to
develop the access control policies to recognize the
user identity. However, the banking services require
role-based access control policy. For instance, the
bank manager is only allowed to access the transac-
tion details of bank users, but the user can access the
details of balance inquiry, transaction, and statement.

6. Extended Open ID Connect for
Mission Critical Applications

The proliferation of disparate systems and the popularity
of the mission-critical applications pose the challenges for
end-users and the system administrators. The major con-
straints of multiple sign-on describe that the end-users
meet the frequent tracking of multiple electronic identities
on different applications and the system administrators
need to manage the security for those disparate systems.
To resolve these constraints, the existing works exploit
the Open ID Connect SSO authentication protocol for

Vol 10 (42) | November 2017 | www.indjst.org

mission-critical applications. However, the existing Open
ID protocol is not suitable for the banking systems as they
are not efficient in handling high-risk financial transac-
tions. Thus, extending the Open ID Connect is crucial to
strengthen the security of user-sensitive information in
banking systems through SSO authentication method.

The proposed system presents the banking system
with secured SSO authentication by dynamically encrypt-
ing the user-specific login credentials, creating a common
revocation model, and request identification which
is shown in Figure 1. It employs the chaotic sequence
encryption and decryption mechanisms to securely cre-
ate the dynamic session IDs for each user while accessing
the online banking service. It performs the authenti-
cation and authorization by establishing the SSL/TLS
communication channel between the end-user and the
RBI. The proposed approach incorporates three major
phases including Dynamic encryption based robust
authentication, common revocation model, and request
identification.

Dynamic encryption based robust authentication:
The proposed approach focuses on providing the
secured service to the end-user. When the end-user
enters into the homepage of a bank website, the RBI
creates the first level session ID for each user, which
mostly depends on the IP address and several fields
such as a random number, and session count. To avoid
the impersonation attack, the proposed model takes
into account the timestamp information to create the
dynamic register ID for each online bank user instead
of exploiting the IP address, and CAPTCHA, which
averts the malicious login of the legitimate user. RBI
validates the received information of the user with the
credential information stored in the database in which
RBI maintains the control of RBI. It redirects the end-
user to the corresponding banking site by providing
the access tokens and ID tokens.

Common revocation model: After the completion of
authentication, the end-user initiates their session to
perform the desired operation on the bank site. To
avert the modification attack, the proposed model
generates the time of website accessed by the user
within the session, and the timestamp is encrypted
using the chaotic sequence encryption method at
RBI. The relying party redirects the request with
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an encrypted timestamp to the user. The user again
encrypts the timestamp using the chaotic algorithm.
If the adversary modifies the credentials entered by
the user, the RBI identifies the attack by decrypting
the double encrypted timestamp. In the case of any
changes in the timestamp, the RBI informs the user
through either e-mail or mobile phone. Finally, the
proposed model provides the secured SSO authen-
tication service by the extended Open ID Connect
protocol.

Request Identification: In addition to authentication,
each request generated by the authenticated user must
be validated. This prevents the session hijack even
after the secure login. In extended Open ID Connect,
the user credentials are stored in a server cache during
registration. For every login, the user credentials are
authenticated, and the user is allowed to access their
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Figure 1. Dynamic SSO authentication method for mission-critical system.

pages by generating a request. In the case of accessing
the subsequent pages, the unique ID (UID) is gener-
ated and appended to the request packet along with
the request ID. The same UID is returned to the server
cache, which is appended in the subsequent request
packets. The request filter validates the UID, when
receiving the request packet using server cache. The
request is processed when the UID matches, other-
wise it is dropped. The enhanced Open ID Connect
repeats the same process for every request and secures
the high-risk financial transaction.

The flow diagram of authentication, revocation, and
request identification process is shown in Figure 2. The
enhancement of Open ID Connect with the features of
better interoperability and request identification ensures
the possibility of using the SSO protocol in secure finan-
cial transactions.
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Figure 2. Flow diagram of extended open ID connect in mission-critical applications.

7. Conclusion

This paper presents the extended Open ID Connect
protocol for the mission-critical applications. Open
ID Connect protocol is the web-based distributed SSO
protocol providing both the authentication and autho-
rization services. This paper analyzes the existing SSO
authentication protocols, and its challenges while adopt-
ing the traditional SSO model to the banking systems.
This paper discusses the additional SSO security features
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needed for banking applications. The proposed model
enhances the existing Open ID Connect by tightening the
security mechanism with the support of chaotic sequence
encryption, common revocation model, and request
identification. The proposed model prevents the imper-
sonation, modification, and eavesdropping attacks by
misleading the adversary through dynamically encrypt-
ing the predictable information such as a user ID and
password, and timestamp.
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