ISSN (Print) : 0974-6846

Indian Journal of Science and Technology, Vol 10(34), DOI: 10.17485/ijst/2017/v10i34/115507, September 2017 ISSN (Online) : 0974-5645

Effective Software Installation for Embedded
Software by Applying the Reverse Engineering

Approach

E. Naresh'? and B. P. Vijaya Kumar?

'CSE, Jain University, Bangalore - 560069, Karnataka, India; nareshkumar.e@gmail.com
’Department of ISE, RIT, Bangalore - 560054, Karnataka, India; vijaykbp@yahoo.co.in

Abstract

Background/Objectives: Reverse Engineering of Electronic Programme Resources (EPR) is the process of reading the
binary data from the files having “bin” extension and presented in a well-structured format. Method/Analysis: The
resources used with the EP resources are text, pictures, colors and UI controls, each of these are stored in XML format then
converted to .bin extension files to be flashed on an embedded device. If the developer wishes to see the contents, it is very
difficult to analyze the format as well as the data, as it is in binary format and needs an expert to interpret it. Findings: The
required concept can be shown visually by which developer will know the format readily, and this work tries to satisfy the
requirement of analyzing the binary format for heterogeneous multimedia embedded software systems. Applications/
Improvements: The research introduced can be applied to any software binaries that are to be flashed on an embedded

device obtaining the necessary binary format.
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1. Introduction

Electronic Programme Resources (EPR) is an applica-
tion running on a digital set-top-box. The EPR allows the
viewer to view programme’s transmitted by the broad-
caster, to record programs for viewing later, to pause live
programs, to navigate the programs, to buy and order
programs, view information and set preferences.

Resources for the Electronic Program (EP) are text,
pictures, colors and fonts etc. These resources are con-
verted in the form of binary data, which is to be validated
before installing into the Set-Top box.

Reverse engineering of EP Resources is necessary to
help the developer to view the contents of the binary files
and to validate the binary data that is created by using the
EPR Designer before flashing the data into the Set-Top
Box (STB). The rest of the paper is discussed as follows;
section 2 briefly describes the EPR system. The multime-
dia embedded systems and their EPRs used with respect
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to the binary format analysis and description of setting
up of EP resources are discussed in section 3. The pro-
posed model is described in section 4. The preliminary
works and prototype implementation and its results are
explained in section 5. Finally the concluding remarks are
depicted in section 6.

Alternative models like component based and aspect-
oriented software engineering techniques are used for the
said purpose and these models will be helpful in reducing
the software development cost in the other perspective.

2. EPR System

The resources used with the EPRs are strings, images and
graphics, each of these are stored in XML format then
converted to .bin files to be flashed on the set-up box.
E.g. an EPR might support strings in Hindi, French and
English, so the supported languages are three, and in turn
they could have say “fifty strings” supported. So this meta-
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data information along with the actual string content is
put in strings .bin and the associated binary file is in par-
ticular format.

If the developer wishes to see the contents, it’s very
difficult for user to analyze the format as well as the data,
as it is in binary format and needs an expert to count the
number of bytes and interpret them. There is a need for
a model that can show this information visually by which
developer know the format readily. The proposed model
meets the above-mentioned requirements and is imple-
mented using java swings.

EPR Designer is a visual drag-and-drop tool that is
used to create UI designs for EPRs and interactive appli-
cations as shown in Figure 1. The EPR Designer tool
provides WYSIWYG environment.

EPR Designer allows a broadcaster to update and re-
skin the EPR for transient and persistent changes, that is,
it provides an authoring environment that facilitates the
broadcasters to create, modify, schedule, and broadcast
dynamic updates through graphical user interface’.

EPR Designer enhances the process of authoring and

modifying EPRs?, since:

o It allows rapid (drag-and-drop) creation and/or cus-
tomization of EPR UI by a non-programmer.

o It contains a robust set of UI building blocks that make
EPR development easy.

o It provides widgets such as Grid, Banner, Marquee,
Video, and so on.

o Itallows the broadcaster to change or configure widget
properties and location.

o It allows the broadcaster to design scenes for both SD
(NTSC and PAL) and HD (1280*720) resolution.
EPR Designer internally uses the .net framework

to create the .xml files for the designed screens, fonts,

images, etc and these xml files are converted into .bin files
with the help of a generator (EPR Designer invokes inter-
nally). These bin files are then loaded into the Set-Top

Box (STB):.

The Generator is a command line tool that is used
to convert EPR UI XML files into their binary equiva-
lents. The XML files are generated by the EPR designer,
which is a visual editor, used for creating Ul screens®. The
Generator is used in conjunction with the EPR designer.
i.e, it invokes the Generator when selected through a
menu option it provides to the user. It can also be used as
a stand-alone tool. If any of the selected input files is not
present, then the generation process stops at that point.
The prior set of .bin files if any, although usable are rec-
ommended not to be used, since the end objective of the
user is not met.

3. Analysis of Binary Files

The size of the related fields in the format may vary from
requirements of the set-top box. E.g., Lang Type may
require 1 byte of data and the respective offset value may
occupy 4 bytes of data to read as shown in the Figure 2.
Manual Analysis of binary file like strings .bin using
Hex Editor is shown in Figure 3. It gives the hexadecimal
view of the binary data in the strings .bin file>. For exam-
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Figure 1. Installing EP Resources into Set-Top Box.
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Figure 2.  Strings Binary Format.
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ple, the representation of one byte binary data like 1111
1111 is represented as ff in the hexadecimal value in the
Hex Editor. The process of reading the binary file in the
hex editor is based on the format of binary file and its field
size value (in bytes). For example, In the Strings, Images
and Graphics binary format, there is a version field, which
contains two more fields called serial version and file ver-
sion, which is 4 bytes of each. Read the 4 bytes i.e., 00 00
00 01 from the hex editor shown in the figure 3 and assign
the value to first field i.e., serial version = 1. In the similar
way, read the whole binary file till the format completes.

4. Proposed Framework

The Figure 4 gives a general description of the Reverse
Engineering of EP Resources. The input data to the
Reverse Engineering of EP Resources is in the form of
binary files, generated by the EPR Designer. It processes
the binary file and displays the source data in a user inter-
face, called JTree, by using the property file where the
binary format structured is defined®.

The main purpose of using property file in this project
is used to update the field values of binary format dynam-
ically and hence reduces the future maintainability cost.
i.e., defining the field name and its size in the property
file and by accessing this property file at run time, we can
update the values at any time in the project cycle?®.

Vol 10 (34) | September 2017 | www.indjst.org

View and analysis of binary data using Hex Editor.

B oo 00 01 00 00 00 01 0D 02 02 Od 32 5 73 74 [|o..eennnn.. 2_st
72 69 6e 67 73 2e 62 69 6e 01 Od 31 S5f 73 74 72
69 6e 67 73 2e 62 69 6= 00 OO 00 01 OO 00 00 0O

Property File

Uses l
1

1
Reverse Engineering
C?enerated > of EP Resources
Binary files

Outputs the source
data from the binary

Figure 4. Framework for Reverse Engineering the EP
Resources.

User/Developer is the main part of the system that
involves in the execution of the binary files, where user
checks that the selected binary file is in its defined struc-
ture and is in valid format. Application manager helps
in executing the binary files and displaying the structure
and contents of the selected binary file. It also acts as the
Front End application for the Testing of the given Binary
Files using the component based software engineering
approach?.
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5. Experimental Results From the above results, we can say that the automa-
tion process is more efficient for reading the binary data,
Below are the paraphrasing results of binary file repre- as automation process takes much less time compare to
senting the time taken by different users in Figure 5, 6 the manual interpretation of binary data.
and 7.
1 Byte

Figure 5. Time taken by the No-Voice user to read binary data.

Figure 6. Time taken by the Expert user to read binary data.
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Figure 7. Time taken by automated process to read binary data.

6. Conclusions

Reverse Engineering of EP Resources is very helpful for
all the developers who work on the Set-Top boxes, as they
should validate their binary files before setting up into
the Set-Top boxes. This model is used as a reverse engi-
neering process tool, as it decrypts the binary data into
meaningful information and for the replacement of man-
ual interpretation of the binary code; hence increases in
efficiency of the developers and curtails the time and cost
of binary file validation. This tool can be integrated with
EPR designer, instead of using from the software reposi-
tory. So, this tool will be used as an automated tool for
validating the binary files from the EPR designer.

Creating the log files, gives the information about the
binary files after validating from the EPR designer. For
example, if there is any string id is missing, then it should
be recorded the same in the log file. The future work to
the Reverse Engineering of EP Resources is to provide the
Drag-and-Drop feature, so that we can directly execute
the binary files without using the file chooser dialogue
box.
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