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Abstract

Objectives: A technique based on optical color cryptosystem is carried out in the Fractional Wavelet Transform (FWT)
plane. Purpose of this paper is to increase the key space there by the scheme become more secured. Methods/Statistical
Analyis: The original images are segregated into three: R (red), G (green) and B (blue) color components. After that the
each part is encoding independently using 4-f system of DRPE in FWT. The input images to be encrypted are multiplied
by RPMs in spatial and frequency planes then subjected to FrFT and inverse FrFT, after that it subjected to Discrete
Wavelet Transform. Coefficients from the Discrete Wavelet Transform are further multiplied each one by additional masks
of different pixel from RPM. They are further inverse Discrete Wavelet Transform applied to get the encrypted images.
Images are recovered by using the all correct parameters of FWT. Findings: Proposed algorithm is enough secured because
combination of FrFT and DWT. The effectiveness of present technique is tested by computing MSE, Signal to Noise Ratio
(SNR) between retrieved and input images. Role of encryption keys, occlusion and noise attacks have been verified in
proposed scheme. Applications/Improvements: Security of any scheme is based on the keys used. Even a very strong or
well-designed scheme can be attack easily if the keys are used in encryption is poorly selected. In this scheme keys are used

in both the transforms so the key size is increased. Key space can be further modified for more security.
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1. Introduction

With the rapid development of communication
technologies, image sharing and exchanging across the
internet, optical security play a crucial role. Optical sys-
tems are of growing interest for image encryption of their
distinct advantages of processing two-dimensional com-
plex data in parallel and high speed. Image encryption
technology based on optical is an effective measure to
ensure the information security. Many methods are initi-
ated in optical and digital of image encodings'=*. Optical
encryption based methods on optoelectronics systems are
much secured as compared digital techniques. The wide-
ly-known DRPE for optical image encryption was first
proposed by™. It is a well-known optically symmetric-key
technique that is based on the 4-f system, which encrypts

*Author for correspondence

by two RPMs:in input and in Fourier planes. The scheme
can be demonstrated digitally and optically and has much
potential uses in many streams for example security veri-
fication, information concealing and many more image
encryptions.

Aim was to strengthen security, so DRPE again
extended in several other transforms for examples in
Fractional Fourier Transform (FrFT)>!%, Fresnel Transform
(FrT)"*=, Gyrator Transform (GT)** and Fractional
Mellin Transform (FrMT)®% and Wavelet Transform
(WT)= In all these techniques, a monochromatic light is
used to illuminate a real color image; color information of
reconstructed image is lost. However, the color image sends
out more information than the gray scale image. In** have
presented a scheme for color image concealing in Fourier
Transform (FT) by transforming the colored images into
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indexed image prior to encryption. In decryption, the color
images are retrieved by converting the decrypted indexed
images back into their color formats. In another study,
color image encryption technique was implemented wave-
length multiplexing in FrT*. In this scheme, the image is
segregated into RGB channels and then encryption process
is carried out. Propagation distances, wavelength of FrT
and RPMs are keys used for image encoding and decod-
ing process. After that Joshi et al. proposed color image
encryption and decryption in the FrFT domain*. Their
method is more secure because more fractional orders are
used. Some more number of algorithms has been proposed
for color image encryption®=**. In* also proposed a scheme
in FWT for better encryption because of combination of
two transform i.e. FrFT and WT. Optical realization of WT
for two-dimensional objects was proposed by* in 1993 and
FWT was first defined by** in 1997.

In the present communication, a scheme for colored
images encryption in FWT domain is proposed. The use
of FWT possesses an advantage over Fourier domain by
providing extra parameters such as fractional orders and
RPMs used in encoding and decoding process. Fractional
order keys are used for enlarging the key space and sys-
tem is more secured. RGB of color components images
ie f(x, y) fg (x, y) and f,(x, y,) are encoding indepen-
dently using DRPE. Collectively in this scheme requires
ten different RPMs and twelve fractional orders for the
RGB channels. In all, there are twenty three independent
parameters and they are used as encryption keys.

2. Principle
2.1 Wavelet Transform (WT)

A two-dimensional Wavelet Transform W_ y(a »
can be expressed as?'.

a,b,b)

1 o x—by x—b,g
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Where f (x, y)) is input signal for red channel.

2.2 Fractional Wavelet Transform (FWT)

Two dimensional FWT of an input image f(x, y) can be
written as**.,

LL":QI'(a, b= J:;m J:::c J:::c ‘[;mcal.az (x._\v: x'__\,’)
Foy, 50y ixdydvdy’ @)

Where the ' 1Ilglzll[x._v: :‘L'r.}'r} operator denotes frac-
tional kernel and is given by:
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Where o and o, are the Fractional Fourier orders of
ey a2 .

(FrFT), @y = ——, @, = :TT , A is the wavelength

of incident light f and f, are standard focal lengths in

x and y directions, respectively and h a"wE{Ir.}"} is

the scaled and shifted wavelet function of mother wavelet

function and is given by:

" —% x— b ¥V~ bL—"’
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2.3 Discrete Wavelet Transform (DWT)

A one dimensional DWT is performed column wise on
intermediate result to form the final DWT coeflicients
suchas LL , HL , LH , HH . Where L, H are low and high
frequencies sub bands. LL,, HH, are called low-low and
high- high frequencies respectively and other two are
the diagonal matrices. Further, it can be is decomposed
into next level, again LL  can be decomposed into four
matrices LL,, HL,, LH,, HH,. And in the third level, LL,
is further decomposed and so on. This process can be
continuing to the required number of levels, it is known
as multiple level decomposition. But the matrices with
high frequency and diagonal parts will not be decom-
posed into higher sub-bands. Figure 1 represents four
level wavelet decomposition sketches and fourth level
decomposition of the color image Lena is shown in
Figure 2.

2.4 Algorithm for Encryption Scheme

In the proposed method the FrFT and DWT is used with
different RPMs multiplied in each sub-band in FWT
domain. The original images to be encrypted are decom-
posed in RGB parts each color matrices are bonded by
phase masks (RPM , RPM,, RPM,) in the spatial domain.
The RPM,, RPM,, RPM, are defined as exp{i2nn (x, y)},
exp{i2nn,(x, y)}, expli2nn,(x, y)} where n (x, y), n,(x, y),
n,(x, y), are uniformly distributed between 0 and 1. The
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Figure 1. shows the four levels wavelet decomposition sketch.

Figure 2. 'The fourth level decomposition of the given digital image Lena.

Vol 9 S(1) | December 2016 | www.indjst.org Indian Journal of Science and Technology I 3 -



Optical Cryptosystem of Color Images based on Fractional-, Wavelet Transform Domains using Random Phase Masks

RPMs used above are statistically independent of each
other. First FrFT is performed for three R, G and B
components i.e. fractional orders («, a,) for R, (8,, )
for G and (y,, y,) for B colors respectively as displays in
Figure 3. The FrFT transformed primary color images
are then bonded with another 03 phase masks (RPM,,
RPM,, RPM,) in the fractional domain and are defined
as: exp{i2nn,(u, v)}, exp{i2nn (u, v)}, exp{i2nn (u, v)}.
Another FrFT is performed ie. (-a,, -« ) for R, (-f3,
-B,) for G and (-y,, -y,) for blue, in order to get ciphered
images for 03 RGB color components. After a single-level
DWT, the given image is segregated into four matrices
{LL,, HL, LH,, HH }, which are bonded by four addi-
tional RPMs for encryption. RPMs are independently
chosen; therefore researcher can keep them in several
desired places, and of course, it strengthens the encryp-
tion security. The process of FrFT is quite important in
encryption, because we cannot only add the encoding
keys with fractional orders to protect the information.
But it also disturbs the information of the original
image before DWT that makes the energy not be mostly
included in the LL, sub-band. Then each of images is per-
formed by IDWT. Finally, these three encrypted images
are combined to get the coloured encrypted image. In the
given technique involves 23 input security parameters in
all, including 12 different fractional orders, wavelet fam-
ily and 10 independent RPMs which can be considered
as keys for decryption. Improper selection of any of these
parameters during decryption comes negative results.
Presence of many of encryption keys helps in making the
system more secure against unauthorized attacker.

{LLy, HLy, LH, HH,}Y=IDWT [[FrFT] Pt~ %fFrpT]"i%

{1(x,3) X RPM;} % RP_-'VJ':},fa'mIE_r]

LLM, =LL x Mask1; HLM, = HL x Mask?2;
LHM, = LH x Mask3; HHM, = HH, x Mask4 ;

Lway = IDWT{LLM,, LHM,, HLM,, HHM,, family} and
Mask = exp[2Ilir | n=1, 2, 3,4

I rop are the encrypted images of red, green and blue
components of color images, LL, HL,, LH, and HH,
are low-low, high-low, low-high and high-high coeffi-
cients. LLM,, LHM , HLM, and HHM are the matrices
of LL, LH, HL and HH when multiply by RPM_FrFT
9 & FrFT-P -9 are fractional Fourier transform in two
dimensions with fractional orders p, q, = («,, &), (8,, B,)
and (7,,7,).
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2.5 Algorithm for Decryption Scheme

Flow chart for decryption method is shown in Figure
4. Then each decomposed encrypted component is
subjected with Discrete Wavelet Transform and then sub-
bands components are bonded by conjugates of mask
after then apply inverse wavelet transform. The FrFT
orders (a,a), (B,,B,) and (y,, y,) are chosen for the RGB
parts, respectively and are subsequently multiplied with
random phase masks (RPM_*, RPM.*, RPM *) in the spa-
tial domain of FrFT. Further, the FrFT orders (-« , -a,)
for R, (-f, -B,) for G, and (-y,, -y,) for B images are
applied in the final steps they are combined together to
get input images.
Mathematical expression for decryption is given by:

({LLM];, LHM», HLM >, HHM>} = DWT {ft-mas‘l, famii'_r}

LH{ = LLM, x conj(Mask1),
HL'| = LHM; x conj(Mask2),
HL, = HLM ; x conj(Mask3),
HH{ = HHM; x conj(Mask4),

G, ¥) = IFrFT 2~ % [FrFT]Pi 4{IDWT
{LH{, HL',,LH{ HH/, fﬂ’mif}"}} X conj(RPM,)]

If the DWT and FrFT parameters are same then
decrypted image is image that was input image.

3. Computational Results

In this scheme three color images of pixels 256x256 as
input is considered. The color image of Lena is shown
in Figure 5a using encryption scheme, its red, green and
blue encrypted component are shown in Figures 5 (b-d).
When the decryption process is done with correct keys
(fractional orders, wavelet family and RPMs) the origi-
nal image is recovered and is shown in Figure 5e. The
fractional orders of FrFT used for the present scheme in
combination form were 0.3, 0.4, 0.5, 0.6 and 0.7. These
fractional orders are chosen arbitrarily for simplicity.
Having seen for color image Lena, the simulation results
were performed for two more color images. Figure 5f
is input color image of baby girl and Figures 5(g-i) are
encrypted images of red, green and blue components of
baby girl. Using correct decryption scheme, the input
image is retrieved and shown in Figure 5j. Similar process
has been applied for third color image baboon shown in
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RGE
(Encrypted image)

Flow chart of the proposed scheme for encryption process.
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Figure 4. Flow chart of the proposed scheme for decryption process.
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Figure 5k. Its red, green and blue encrypted components
are shown in Figures 5(1-n). The Figure 5(0) is recovered
image of baboon. To express the quality of decrypted
image and to verify the reliability of the encryption algo-
rithm, it is to introduce the common Mean Square Error
(MSE) between the decrypted image and the original
image as:

33

— 2
M5E = Z Z |Ii'1(x’ }r) II:Iut (X, Y)l 5)

256 X 256

IfL (x,y)and I (x, y) represents respectively 256x256
pixel value of the input image and output images. The
computed error for R, G and B component of color image
Lena are 5.4382x10%, 5.5617x10?° and 1.5388x10"
respectively. In the same way for two other color images
Baby and baboon and MSE of its red, green and blue com-
ponents are 4.8648x10%°, 4.7625x10?, 4.8648x10%° and
7.1496x102%°, 8.1835x10%°, 9.758548x10* respectively.

Similarly SNR is another term calculated between origi-
nal and decrypted image by the following mathematical
formula:

(6)

Calculated SNR between the input and the recov-
ered images of red, green and blue component for the
color image Lena, baby and baboon is almost same as
537 dB.

3.1 Correlation Analysis

It is well known that the less Correlation Coeflicient (CC)
of two adjacent pixels the stronger ability of resisting sta-
tistical attack. So in order to test and verify the correlation
of original image and encrypted image, use the formula
below to calculate the related coefficient of neighbour-

hood pixels which are horizontal adjacent pixels pairs,

Figure 5. Results of validation of the proposed scheme for three color images: (a) input color image Lena of size 256x256
pixels; (b-d) are encrypted images of R, G and B components (e) decrypted image of Lena (f) input color image of baby girl ,
(g-i) are encrypted images of its color components, (j) decrypted image of baby girl. (k) is another color image of baboon, (1-n)
are the encrypted images of its color components, (o) is decrypted of baboon.

Vol 9 §(1) | December 2016 | www.indjst.org
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verticals adjacent pixels pairs and some diagonal pixels
pairs randomly selected from images. CC is another
method used in the many papers®-* to see similarity of
two images quantitatively. In given scheme randomly
chosen 10,000 pairs of adjacent pixels (horizontal, vertical
or diagonal) for computation of CC of the input and the
encrypted images. Then, the CC of each pair is calculated

by the following relations expressed as:
e (R | (U
e Bt = Do
JE o - D)EY, O - 77)

(7)

_ 1 N _ 1 N
Where xzﬁziﬂxi and y:ﬁzzﬂ yi,the mean

values of x, and y,

Calculated correlation coefficients of horizontal,
vertical and diagonal of input and their encrypted
images are given in Table 1. It is obvious from input
images; correlation coefficients values are large as it is
seen from cipher images. It demonstrates that nearby
pixels in input images are strongly matched. However,
for the encrypted images, correlation coefficient are low
and approximate zero, this means that nearby pixels in
the horizontal, vertical or diagonal directions are weakly
matched.

3.2 Statistical Analysis
3.2.1 Histograms

Image histograms are other criteria in image analysis.
Figure 6(a) represents the color image Lena and Figures
6(b-d) are histograms of R, G and B parts of Lena. It looks
that they are much differ in each other. On the other
hand, it is observed that the histograms of their ciphered
images are nearly matched after a many simulations done,

it can be concluded that the cipher-text of original images
have similar histograms. So, it is difficult to an attacker to
obtain meaningful info as the statistical point of view.

3.2.2 Entropy

Statistical measurement of randomness of pixels can be
used to characterize the texture of the input and retrieved
images in terms of entropy. Image entropy tells the dis-
tribution of pixel value color image. If image pixels are
more, then its entropy is more.

The entropy E(n) of image can be computed by follow-

ing relation*>* as:

L
E(n)=—Y P(n, o, p(n;) (8)
i=0
Where n. is the ith color value for L level color image, P(n,)
displays the probability symbol #n. The known entropy
for cipher-text image is 8. Entropy of cipher-image Lena,
Baby girl and baboon images is calculated by scheme and
shown in Table 2. It is clear form Table 2 that the entropy
is near to slandered entropy, so proposed algorithm is
very effective by entropy point of view.

3.3 Robustness

Supposed that intruder knows the cryptosystem and
encryption process. As the Kerckhoff’s principle state
that, only security of the used keys is required. Even a
very strong or well-designed scheme can be attacked eas-
ily if the keys are used in encryption is poorly selected.
It is also examined the scheme’s sensitivity of encryption
parameters by taken wrong parameters. The retrieved
color images for incorrect values are displays in Figure
7. The correct discrete wavelet family used in the algo-
rithm is sym4 and the incorrect family discrete wavelet

Table 1. CC value of horizontal, vertical and diagonal three images of RGB components
Image (color) | RGB parts CC of Input image HV D CC of Encrypted image HV D

Red 0.9553 9836 9439 .0138 .0123 .0129

Lena Green 9499 9808 9489 .0070 .0094 .0063
Blue 9333 9733 9553 .0133 .0252 .0113

Red .9845 9911 9876 .0018 .0377 .0067

Baby Green .9845 9874 9822 .0189 .0576 .0110
Blue 9862 .9890 9842 .0327 .0388 .0044

Red 9422 .8034 .7594 .0248 .0192 .0049

Baboon Green 9124 .8041 7581 .0070 .0179 .0106
Blue 9512 .8640 .8350 .0156 .0303 .0050
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Figure 6.

encrypted R, G and B components of image Lena.

L m 13 m u

(a) is input image Lena, (b-d) are the histograms of input image R, G and B components of Lena and (e-g) are its

Table 2. Represents the entropy value of three image of RGB components

Image (color)| RGB parts Type/size | Entropy of input image | Entropy of encrypted image | Entropy of decrypted image

Red PNG/256%256 7.0748 8.1412 7.0506

Lena Green PNG/256%256 6.5261 7.5462 3.8229

Blue PNG/256x256 5.8815 7.5107 3.1944

Red JPEG/256%256 2.9335 7.7440 4.6342

Baby Green PNG/256x256 2.4247 7.4607 4.0317

Blue JPEG/256%256 2.1808 7.3575 3.5174

Red JPEG/256%256 7.1140 7.9263 7.1140

baboon Green JPEG/256%256 6.9944 7.8662 6.9944

Blue JPEG/256%256 6.6833 7.6701 6.6833

Vol 9 §(1) | December 2016 | www.indjst.org
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are dmey, sym3, db4 and correct fractional Fourier order
used in the present scheme is in combination of («, «,),
By B)s (¥ v = 0.4, (a, ), (B> B,)s (¥ ) = 0.4, 0.5,
0.6 and (a, a), (B, B,)> (y,» ¥,) = 0.3, 0.5, 0.7 respectively.
Figure 7(a) represents input color Lena, Figure 7(b) is
decrypted image of Lena with first wrong RPM used in
DWT domain. Figure 7(c) is corresponded to another
recovered image with first 02 wrong RPM used in DWT
domain, Figures 7 (d-e) are recovered images with 03 and
first 04 wrong RPM used in scheme. Similarly, it has been
tested the incorrect family of DWT. Figures 7(f-i) are
the recovered images with wrong discrete wavelet value

Figure 7. Results with incorrect parameters of FWT: (a)
is input image Lena; (b-e) are decrypted images with
incorrectmasks of used in the wavelet domain; (f-i)
decrypted images with incorrect parameters of DWT family,
(j-k) decrypted images with incorrect parameter of FrFT; (1)
is recovered image with all correct parameters of DW'T.

B 0 | Voo S(1) | December 2016 | www.indjst.org

(sym3, haar, db4). Figures 7(j), 7(k) are decrypted images
with incorrect FrFT orders. It clearly explains scheme is
highly sensitive.

It is shown that the MSE and SNR graphs of FrFT
orders in Figure 8. Figures 8(a,b) are MSE and SNR
plots of color image Lena with fractional Fourier is
0.4. Figures 8(c,d) are also MSE and SNR plots of sec-
ond image baby with change fractional Fourier orders
(0.4, 0.5 and 0.6). Figures 8(e-f) are also MSE and SNR
plots of third color image baboon with change frac-
tional Fourier orders (0.3, 0.5 and 0.7). It is clearly seen
from the graphs that the proposed algorithm is highly
sensitive to the FrFT.

3.4 Occlusion and Noise Attacks

The robustness against the occlusion attacks on the
encrypted image is examined. The occluded images are
shown in Figures 9(a-d) for 6.25%, 25%, 50% and 75%
occlusion in encrypted image of Lena. Figures 9(e-h) show
the corresponding decrypted images which are recovered
fairly well even for occlusion up to 75%. Additionally,
we have plotted MSE and Correlation Coefficient (CC)
against varying degrees of occlusion of the encrypted
images Figures 10(a,b). The variation of MSE and CC
curves clearly indicates the scheme’s robustness to occlu-
sion attack.

It is inevitable that the noise impacts directly the
quality of the decrypted image. It is also tested the strength
of the present algorithm scheme against noise attack*~**
by taking multiplicative Gaussian noise in the encrypted
images. The noise interferes with the ciphered images by
relation™.

A =A(1 +kG) ©)]
Where A and A’ are the ciphered and the noise-affected
ciphered images, k is noise strength, and G is a Gaussian
noise with 0 and 1 standard deviation. Figures 11(a-i) are
indicates the retrieved images when k is set to 0, 0.5, 1.5,
2,2.5, 3, 3.5 and 4. From the retrieved images, it has been
observed that the scheme is secure and robust to noise
attack. The drop in quality of the retrieved images is indi-
cating the effect of noise about the robustness of scheme.
Figures 12 shows plots of MSE curves against noise factor
(k) for the component of color image Lena. It is seen that
there is a certain increase in MSE curves of red, green and
blue components due to noise factor. It clearly established
the fact about present scheme is robustness on noise
attack and occlusion attacks.
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Figure 8. Sensitivity plots of MSE & SNR as a function of deviation from the correct value of various parameters of FrFT and
DWT: (a) is MSE plot with (a, a)), (8, f)), (7,7) =04, (b) is SNR with (a, a ), (B, B), (7, v,) =0.4, (c) is MSE plot with (a, a ),
BB (7, 7,)=0.3,0.5,0.6 (d) is SNR plot with (a, a,), (B ), (7, 7,) =0.3,0.5, 0.6, (e) is MSE plot with (a, ), (8 ), (7, 7))
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Vol 9 S(1) | December 2016 | www.indjst.org Indian Journal of Science and Technology I I -



Optical Cryptosystem of Color Images based on Fractional-, Wavelet Transform Domains using Random Phase Masks

Figure 9. Occlusion results for the grayscale and the binary image for varying degrees of occlusion: Figs. 9(a-d) for (1/16)",
(1/4)™ (1/2)™ and (3/4)™ occlusion of the encrypted image of Lena. Figs. 9(e-h) show the corresponding decrypted images.
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Figure 10. Plots of (a) Correlation coefficient with varying occluded area, and (b) MSE for color image Lena with varying
occluded area
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Figure 11. (a) Input image Lena; (b-i) recovered images
corresponding to Gaussian noise factor k = 0.5, 1, 1.5, 2, 2.5,
3, 3.5 and 4 respectively.
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Figure 12. MSE plot of R, G & B components for color
image Lena with varying noise factor k.
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4. Conclusions

A study for color images has been proposed by using
RPMin FWT planes. The RPMs are also used in the wave-
let region that creates additional encryption keys and
also enlarges keys. Present approach not only solves the
difficulty of key management and makes the proposed
algorithm is most secured. The entropy values and histo-
grams show the validity of proposed scheme. Numerical
results are presented to demonstrate the feasibility and
security of the proposed system. The effectiveness of the
proposed algorithm is seen from the calculated values of
MSE and SNR. The sensitivity plots have also been stud-
ied for many parameters of FrFT and DWT. Results also
demonstrates robustness of scheme against noise and
occlusion attacks.
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