
Abstract 
Extracting hidden useful knowledge from large collection of data is the definitive goal of data mining. But it may create 
serious threat to business and individual privacy. In this paper, a new method for preserving privacy of sensitive interval 
based quantitative association rule is proposed. Genetic Algorithm is employed to find the optimal intervals for quantitative 
rules without relying on support and confidence framework. Then, a mechanism is used to find the number of transactions 
to be perturbed based on the impact of sensitive rules and non sensitive rules each transaction supports. The proposed 
algorithm repeatedly modifies selected transactions thereby reducing number of modifications to the database. The main 
purpose of this method is to fully support the security of the database and to maintain the utility and certainty of mined 
rules at highest level. Experimental results show that the generation of is reduced by14% and Ghost Rules has increased 
by 17% than the previous work.
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1.  Introduction
Association rule mining is a technique employed to find 
frequent patterns, associations and correlations among 
sets of items in large information repositories. A rule 
characterize an inference of the form X→Y where X, Y ⊆ 
I where I is the item set and X⊂Y = Ø. The sets of items 
X and Y are called antecedent and consequent of the rule 
respectively. The two measures used to find the rule’s 
interestingness are support and confidence.

The confidence is calculated as X∪Y/X , where  
X is the number of transactions containing X and 

  X∪Y is the number of transactions that contains both 
X and Y. The support of the rule is the percentage of trans-
actions that contain both X and Y, which is calculated as,  
X∪Y/N where N is the number of transactions in D, 
the dataset.
Relational tables in most business and scientific domains 
have richer item types. The items can be quantitative or 

categorical. One way of mining quantitative rules is to 
generate rules for all possible combination of values. If the 
database contains large number of items and if the domain 
of each item is large, it may lead to combinatorial explo-
sion of number of rules. So the domain of each quantitative 
item is divided into intervals and rules are formulated. 
This is called discretization1. It was shown that equispaced 
intervals lead to more information loss and rules mined 
are different from that of original data. Choosing inter-
vals for numeric attributes is sensitive to the support and 
the confidence measures. Genetic Algorithm (GA) can be 
used to dynamically discover “good” intervals in associa-
tion rules independent of support and confidence2. The 
work proposed by us utilises GA algorithm2 for finding 
intervals for the quantitative rules.
A rule is characterized as sensitive if its disclosure risk is 
above a certain confidence value. When a rule with sensi-
tive information can be mined from the released dataset, 
it may provide advantage for the business competitors 
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resulting in loss for database owner. The aim of privacy 
preserving data mining is the extraction of relevant knowl-
edge from large amount of data, while protecting sensitive 
information simultaneously. Many approaches to privacy 
preserving rule mining have emerged in recent years.

The techniques for hiding association rules can be 
distortion based and blocking based technique3. The 
techniques in which the data is altered in such a way that 
the support and confidence of sensitive association rules 
is reduced below threshold are called distortion based. 
This technique has the disadvantage of ‘Lost Rules’ and 
‘Ghost Rules’. The non sensitive interesting rule that were 
hidden as a result of distortion are called Lost Rules and 
non interesting association rules which become part of 
interesting association rule set are called Ghost Rules. 
The main restriction for this technique is it may lead to 
wrong inference in some specific situations like medical 
database.

Blocking based technique introduces uncertainty 
without distorting the database. It also bears the side 
effects of lost item, Lost Rule and Ghost Rule. All those 
methods based on support and confidence framework 
has the limitation of generating too many rules, finding 
fine Value for Threshold, asymmetric property of confi-
dence and misleading association rules. A new measure 
based on the concept of interest called lift was intro-
duced3. Using lift as a measure for mining association 
rule avoided the rare item problem and it does not display 
down-ward closed closure property. Parameter for check-
ing the relevance of data called completeness and the 
parameter for consistency evaluation of the structure of 
database were proposed4. A distortion based support and 
confidence framework was introduced5 and showed that 
it is possible to reduce the privacy breach risk by main-
taining a high threshold while setting a small threshold 
give way for higher side effects. A Frequent Pattern (FP)-
tree based method was proposed for inverse frequent set 
mining using reconstruction technique6. The vigour of 
this technique is that it is possible to generate more than 
one modified database. As this technique concentrates 
on hiding sensitive items only it has the inadequacy of 
producing large number of Lost Rules. 

ID3 algorithm with decision tree learning was 
proposed7 and is considered efficient as it requires few 
communication rounds and lesser bandwidth than 
Genetic Algorithm. 

There are two common methods for hiding sensitive 
association rules8. The first approach hides sensitive rules 

by increasing the support of the items on the Left Hand 
Side of the rule which in turn decreases the confidence 
of the rule. This method is called ISL (Increasing the 
Support of LHS (Left Hand Side)), the second approach, 
achieves privacy by decreasing the support of the itemset 
in its RHS and it is called DSR (Decreasing the Support of 
RHS (Right Hand Side)). Although both algorithms alter 
the database to reduce the confidence of association rule, 
the DSR algorithm outperforms ISL for sensitive items 
with higher support.

A new architecture based on statistical measure called 
central tendency to generate association rules was pro-
posed9. A Genetic Algorithm for automated mining of 
both positive and negative quantitative association rules 
was proposed10. A multi-objective Genetic Algorithm for 
association rule mining without taking minimum support 
and minimum confidence into account was proposed11. 
A multi-objective numeric association rule mining 
algorithm using simulated annealing was proposed 12.

For privacy preservation of the data in distributed 
databases, the concept of trusted third party with two 
offsets has been used13. The data was first anonymized 
at local party end and then, the aggregation and global 
association is done by the trusted third party. The algo-
rithms provided address various types of partitions such 
as horizontal, vertical and arbitrary. The concept of using 
intersection lattice and impact factor to conceal several 
rules by modifying less significant number transactions 
was introduced14.

In order to improve the privacy preservation of 
association rule mining, a Hybrid Partial Hiding algo-
rithm (HPH) was proposed15. The original data set is 
transformed by different random parameters. Then, the 
algorithm for generating frequent items based on HPH is 
used to extract the rules.

A widespread research was done on hiding sensitive 
association rule but most of the algorithms proposed in this 
field hides only binary association rules. The research on 
hiding fuzzy association rule in quantitative data is inad-
equate. Hiding quantitative rule can also be implemented 
using ISL approach16. A hiding technique for quantitative 
sensitive rules based on fuzzification of support and con-
fidence framework was proposed17 in which, either the 
support count of (A) in the rule A→ B was increased with-
out affecting the support count of (AUB) and vice versa 
for decreasing the confidence of an association rule.

A semi-honest model with negligible collision 
probability was proposed for preserving privacy in 
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distributed homogenous database18. The proposed method 
has the flexibility to extend to any number of sites with-
out any change in implementation. And also any increase 
in number of sites doesn’t add more time to algorithm 
because all client sites perform the mining simultane-
ously. So this method has only communication overhead. 
Normalization was applied to ensure data privacy19. 
Methods were also proposed to warrant data privacy in 
online analytical processing20. A detail review of methods 
for privacy protection in patient information in medical 
databases was provided21.

A novel method for hiding sensitive association rule 
using Genetic Algorithm was introduced22. This approach 
finds the generation of population with lesser modification 
and side effects by introducing a variable called modifi-
cation factor which in turn increases the number of non 
sensitive rules that can be mined from the released dataset.

As Genetic Algorithms23 thrives well in large scale 
optimization problems, we used Genetic Algorithm to 
find the optimal interval for quantitative association rule. 
The main benefit of this approach is it does not rely on 
minimum support and minimum confidence which is 
difficult to compute and varies depending on the data-
base. A fitness function that equally supports the items on 
the antecedent and consequent is used to find the inter-
estingness of the rule and to choose the transactions for 
data perturbation. The rest of this paper is organized as 
follows. Related literature is reviewed in Section 2. The 
existing work is described in Section 3. Section 4 defines 
the problem. GA based solution for finding the quantita-
tive rule and the algorithm to hide sensitive association 
rules using weighing mechanism is described in Section 
5. Experimental results are given in Section 6. Section 7 
includes the conclusion.

2.  Existing Work
A Genetic Algorithm is employed in order to optimize 
the support of intervals of numeric attributes24. The fit-
ness function of each individual (k-itemset) used by Mata 
et al.24 is given in Equation (1). It depends on each indi-
vidual’s absolute support and 3 factors: 1) Amplitude is 
used to avoid getting the whole domains of the attributes, 
2) Marked: To avoid overlapping between itemsets and 3) 
Number of attributes: To favour specific rules with many 
attributes:

Fitness ampl mark nArt= - *( )- *( )+ *( )cov y w m � (1)

This function is limited to the optimization of only 
the support, which does not guarantee to get rules with 
high confidences. So a new measure called rule cover is 
used in the fitness function of proposed work which gives 
importance to the item set both on the antecedent and 
consequent of the rule based on the confidence. There is 
not much work in literature which hides the interval based 
quantitative sensitive rule. Almost all the work in litera-
ture for hiding quantitative sensitive rule first fuzzifies 
the quantitative data and hides the fuzzy association rule. 
The proposed work hides the interval based quantitative 
association rule.

3.  Problem Statement
The association rules for quantitative data are different 
from that of the rules mined from binary dataset. The 
quantitative rules are specified as intervals for each of 
the items in the rule. Example, status (X, married), age 
(X, 40 -50), salary (X, 30,000 – 40,000) → owns (X, Cars) 
support = 60%, confidence = 40%. In the above example, 
items age and salary are given as intervals. Finding a good 
interval for attributes occurring in the quantitative rule 
is an optimization problem as shorter intervals results in 
large number of rules and larger intervals will result in 
lesser number of rules. So in order to find optimal inter-
val Genetic Algorithm is used which is applied on a set of 
rule templates. 

A rule template24 is a preset format of a quantitative 
association rule. It defines the set of items that occurs on 
the left hand side and the right hand side of the rule. An 
item is an expression V l uŒÈÎ ˘̊,  where V represents the 
quantity of the attribute l and u are the lower bound and 
upper bound of the interval for a given attribute. Creating 
the rule template is the first step in the algorithm. Once 
a set of rule templates is formulated then for each item 
in the rule template set, the algorithm applies GA to find 
the optimal interval. So the interval for each quantita-
tive item was generated dynamically during the mining 
process depending on the domain of the item. The pro-
posed algorithm does not rely on support and confidence 
for evaluating the interestingness of a rule but uses a fit-
ness function to evaluate the interestingness of a rule. 
The newly defined fitness function evaluates the interest-
ingness of the rule with respect to both antecedent and 
consequent of the rule, whereas the confidence finds the 
interestingness with respect to items in the antecedent 
of the rule. This feature helps to reduce the number of 
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modifications. The proposed algorithm has a restriction 
that it necessitates the user to identify the rule template.

The objective of this paper is to propose an algorithm 
for hiding sensitive rules by perturbing the database 
transactions and release a modified database such that 
the sensitive rules cannot be inferred from the modified 
database under given constraints. In particular, given a 
transaction database D, a set of rule templates with cor-
responding minimum fitness value and a set of sensitive 
intervals, the objective is to mine quantitative rules and to 
minimally modify the database D such that no sensitive 
rules containing sensitive intervals can be discovered.

4.  The Proposed Algorithm
The proposed approach has two parts namely finding the 
interval for a rule template using Genetic Algorithm and 
to hide the sensitive association rules. These approaches 
are explained as follows:

4.1  Mining Quantitative Association Rule
Given the initial dataset D, set of rule templates and a 
minimum fitness function f. 

Let I i i in= { }1 2, , ....  be a set of items, and R is the set of 
quantitative numbers,
Each is denoted by

	
I a m n a I m R n R m a nK = ( ) Œ Œ Œ £ £{ }, , | , , ,

The triple (a, m, n) Œ Ik symbolizes a quantitative item 
a with its value falling between the interval [m, n]. Let 
D denotes a database that consist of set of transactions. 
Every transaction T is a set of values for the set of items 
in itemset.

	 A I if a m n X a v T m v nKÃ "( )Œ "( )Œ £ £, , , , , ,

, then it implies the transaction T supports A. A 
quantitative association rule is an allegation written 
in the form X Æ Y, where X, Y are itemsets Œ Ik and
item X item Y( )« ( ) = j . 

4.1.1  Algorithm optinterval
Step 1: Cleaning of the database D Æ C. In this step any 
inconsistent, redundant data is removed and “?” symbols 
if any is filled with 0 in order to get better quality data.
Step 2: Clustering for Initial population generation.

To generate initial intervals of each attribute domain, 
K-means clustering is used. Euclidean distance is used 
as the distance metric and the distance between two 
transactions is defined as given in Equation (2):

d I I I Ii j
k

n

IK JK, ( )( ) = -
=
Â

1

� (2)

A Cluster C = {I1, I2, …Im} is a set of transactions and 

the centre of the cluster is defined as C
m

Ig i
i

m

=
=
Â1

1

 .Step 

3: Genetic Algorithm is applied to find the good interval 
for each cluster9.

Algorithm GAR
CurGen = 0
Generate first population P (CurGen)
While (f(CurGen- 1) ≠ f (CurGen)) do
	 Evaluate P (CurGen)
	� P (CurGen + 1) = select individuals of P 

(CurGen)
	 Generate p (CurGen+1) by crossover
	 Mutate p (CurGen +1)
	 CurGen++;
End While
Choose the best of P (CurGen)

4 2 � Chromosome Representation and 
Fitness Evaluation

Chromosomes are generated using the clusters formed. 
A gene contains the name of the attribute of the cluster, 
lower bound of the cluster and the upper bound of the 
cluster. Based on the rule templates generated randomly, 
the genes corresponding to that particular rule template 
are combined to form a chromosome. Since many genes 
are generated for a single attribute, combinations of all 
possible genes of the attributes in the rule template leads 
to the generation of a large number of chromosomes. 
If the number of clusters for each attribute is k and the 
number of attributes in a rule template is n, then the total 
number of chromosomes generated for that rule template 
is kn. Thus, the initial population is formed using the 
chromosomes generated from various rule templates. A 
chromosome typically looks like:

In Figure 1, A1 represents the attribute and L1 and U1 

represents the lower and upper limit of an interval for that 
attribute. A1, L1, U1 together constitutes a gene. Fitness 
function is used to evaluate the fitness of the individuals 
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and to decide which chromosomes have to be included in 
the following generation. 

Fitness Function: The fitness function is rule oriented 
and is given by the Equation (3),

f i ruleover Int nArt( ) = + ( )+ ( )∗ψ ∗m � (3)

Where rule er
er A C

er A
er A C

er c
cov

cov
cov

cov
cov

=
«( )

( ) +
«( )
( ) . 

Rule cover measure supports the items both on the 
antecedent and consequent of the rule. Cover is the num-
ber of transactions that cover the particular interval. A and 
C represent the itemset on the antecedent and consequent 
of the rule. If the items in antecedent and consequent are 
independent then:

	
p A C

P A
P A P C

P A
P A

«( )
=

( )
( ) = ( )

( )
. ( )

.

Then the Rule Cover = cover (A) + cover (C).
The fitness function consists of three parts. Equations 

(4) and (5) justifies the first part and Equations (6) and (7) 
justifies the second and third part of the fitness function 
respectively. Let SR denote the sensitive rule and RS is the 
set of rules.

" Œ Ÿ -( )Œ ( ) =
=
ÂS RS RS S RS count A inT AR R
i

n

i, :
1

1

iff V l uA a aŒÈÎ ˘̊ . � (4)

" Œ Ÿ -( )Œ «( )
=
ÂS RS RS S RS count A B inTR R
i

n

,
1

1

: A B iff V l u V l uA a a B b b« = ŒÈÎ ˘̊ Ÿ ŒÈÎ ˘̊1 � (5)

Int
U L

Maxbound Minbound
i i

i

k

=
-
-=

Â
1 �

(6)

K is the number of items in the rule, Maxbound and 
Minbound are the upper and lower bound of the inter-
val of an item. Ui and Li are the maximum and minimum 
value of the item i in given interval. 

 nArt = Number of attributes in the individuals.

nArt d I R d di
i

k

i i i
i

k

= " Œ ≥
= =
Â Â

1 1

1, , : � (7)

The penalization factor ψ is used to avoid getting the 
whole domains of the attributes and the other factor µ is 
used to favour the rules with many attributes. The fitness 
value is calculated for all the chromosomes present in the 
initial population.

Step 3.1: �Selection. Individuals with fitness greater 
than quarter of the largest fitness is selected.

Step 3.2: Crossover and mutation.

The crossover rate is set as 0.8 and mutation rate is 
set as 0.2%. Single point crossover is performed. Mutation 
alters one or more gene of the individuals, that is, it modi-
fies the values of some of the intervals of a dataset. This 
is done by either increasing or decreasing the interval or 
shifting the whole interval to left or right. The steady state 
strategy is used to send the chromosomes to the second 
generation. 

Step 3.3: Termination
The algorithm terminates when the fitness value 

becomes constant after some generations and the inter-
val corresponding to the last generation is taken as the 
optimal interval.

4.3 � Hiding Sensitive Rule using Transaction 
Impact

Two variables, Impact_sensitive and Impact _non_
sensitive are associated with each transaction. If the 
transaction supports the sensitive rule its Impact_sensi-
tive value is incremented and for each non sensitive rule 
it supports, Impact_non_sensitive is incremented. The 
transactions are reordered in ascending order based on 
the Impact_non_sensitive and then in descending order 
based on Impact _sensitive. To hide each sensitive rule, 
the number of transactions to be perturbed is calculated. 
In each transaction, choose the attribute that occurs 
more frequently in the sensitive rule and perturb it and 
set the index_of_rule_affecting for the transaction to the 
index of the current rule that perturbed the transaction. 
To avoid skewed updation, transactions that support the 
sensitive rule are alternately updated to a value above and 
below the upper and lower bound of the interval in the 
sensitive rule. This is repeated until all the sensitive rules 
are hided.

Figure 1.  Representation of chromosome.
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4.3.1  Algorithm Hidesen
Input: Dataset D = { T1, T2, T3,...Tn}, T = {I1, I2, .. Im} m 
- number of items in each transaction, min_fitness - min-
imum fitness.

Output: Transformed database D’ so that sensitive 
association rules are hidden, hence cannot be mined.

Step 1: �Generating rules RS = { r1, r2, r3, ... rk} where K 
is the number of quantitative rules by applying 
the genetic algorithm. 

Step 2: �Obtain sensitive rule set Rh from a set of inter-
esting rule obtained from the previous step. Rh 
= RS - NSK where NSK is the set of K non sensi-
tive association rules.

Step3: �For every transaction Ti associate and initialize 
three vectors as follows:

	 Impact_sensitive [Ti] = 0; 
	 Impact _non_sensitive [Ti] = 0;
	 Index_of_rule_affecting [Ti] = -1 
Step 4: For every sensitive rule Sj mark and repeat. 
	 For every transaction Ti in the dataset . 
	 if (Sj in Ti) then
	 Impact _sensitive [Ti]+= 1; 
	 end if 
	 end For 
	 end For 
Step 5: For every non-sensitive rule NSj marked. 
	 For every transaction Ti in the dataset .
	 if ( NSj in Ti) then
	 Impact_non_sensitive.[Ti]+.=.1; 
	 end if 
	 end for 
	 end for 
Step 6: Initialize value = 1. 
Step 7: �Sort Impact_sensitive [T] in descending 

order.
Step 8: �Sort Impact_non_sensitive [T] in ascending 

order.
Step 9: �Group sensitive rules in a set of groups GP such 

that ∀ G ∈ GP, Si, Sj G, Si, and Sj share the same 
itemset I in LHS || RHS respectively.

Step 10: �Order the groups in GP by the size in number 
of sensitive rules in group.

	
" Œ «S G G doi i j

	  if size(Gi) ≠size(Gj) then
	  remove Si from smallest (Gi, Gj)
Step 11: For each Group G repeat 

	 For each Sj repeat 
	 Covered = Sj. Rule cover; 
	 DF = Covered-(min_fitness) 
	 //DF specifies no of transaction to be changed 
	 Transaction_count = 0; 
	 Choose item LHS RHSk Õ  of Rh

	 For i =1 to n do
	 Choose transaction Ti: V l uitemK IkRn IkRnŒÈÎ ˘̊  
	 Value = value*(–1); 
	� newvalue = currentvalue + value * random 

value; 
	 Vitemk = newvalue;
	 Set index_of_rule_affecting[Ti] = j 
	 //index of Sensitive rule 
	 Transaction_count += 1; 
	 If (Transaction_count > DF)
break;
End For
End For
Step 12: Calculate min fitness of Sj;
Step 13: If min fitness of Sj> Threshold
	 For i = 1 to n do	
	� Choose transaction Ti: V l uitemK IkRn IkRnŒÈÎ ˘̊   and 

index_of_rule_affecting [Ti] != -1
	 Update itemK value as in step 11.
	 End if 
	 End for 
	 End For
	� Calculate the covered and fitness of the sensitive 

rules. 
	 End for
Step 14: Output the modified database D’.

Genetic Algorithm is applied to obtain interval based 
quantitative association rules as described in Section 4.1. 
The sensitive rules from the set of rules mined are obtained 
from the database owner. The algorithm Hidesen finds 
the impact of sensitive and non sensitive rules on each 
transaction as in Equations (8) and (9).

" Œ " Œ
=
Â ( )Ti D I j RH count WS in Tii

n
, :

1

Ik in Ti Uij LijŒÈ
ÎÍ

˘
˚̇

, � (8)

" Œ " Œ
=
Â ( )Ti D I j RH count WS in Tii

n
, :

1

Ik in Ti Uij LijœÈ
ÎÍ

˘
˚̇, � (9)



K. Sathiyapriya and G. Sudha Sadasivam

Indian Journal of Science and Technology 7Vol 9 (9) | March 2016 | www.indjst.org

The transactions are sorted so that the transaction 
that supports more sensitive rules and less non sensitive 
rules is chosen for perturbation. The sensitive rules are 
grouped, so that the rules with same items either in the 
antecedent or consequent are placed in the same group. 
If an item occurs in the antecedent of one rule and conse-
quent of other rule it is not chosen for perturbation. The 
attribute that occurs in more number of sensitive rules is 
found as in Equation (10). 

" Œ ( ) Œ
== ÂÂI SR count I in SR I SRi i rr

q

i

p
i r11

: � (10)

The algorithm then finds the number of transactions 
that needs to be perturbated (DF) and modifies their val-
ues for the attribute. The above steps are repeated until all 
the sensitive rules are hidden.

5.  Performance Evaluation
Experimental results were obtained using datasets from 
UCI Machine Learning Repository. The first dataset is 
breast cancer dataset which consists of one id attribute, 
nine quantitative attributes and one categorical attribute. 
This algorithm was implemented using the nine quan-
titative attributes. Other dataset is Wine Quality dataset 
which has twelve continuous attributes. Initial population 
was set as 80 for three rule template. The cross over prob-
ability is 0.6 and the mutation probability is 0.4 and the 
total number of rules generated was shown in Figure 2. 
The experiments were conducted to measure the side effect 
in terms of lost rules and ghost rules when hiding a set 
of three sensitive rules. Figure 3 shows the experimental 
result for hiding three rules with varying number of trans-
actions in terms of new rules or ghost rules generated as a 
side effect. The number of ghost rules generated for breast 

cancer and wine quality dataset is compared with ghost 
generated for breast cancer dataset in previous work19.

Figure 4 shows the number of lost rules for different 
number of transactions. The performance of the algorithm 

Table 1.  Number of entries modified

No. of 
Transactions

Breast Cancer 
Dataset

Wine Quality 
Dataset

Total 
entries

Modified 
entries

Total 
entries

Modified 
entries

100 700 70 800 68
200 1400 246 1600 243
300 2100 298 2400 365
400 3600 364 3200 374
500 4500 391 4000 396
600 5400 402 4800 379
700 6300 503 5600 509

Figure 3.  Number of Rules Lost.

Figure 4.  Number of Ghost Rules generated.

Figure 2.  Number of rules for different transactions.
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is almost consistent for both the dataset. It can also be seen 
that the number of Rules Lost is less when compared with 
previous work19 for the breast cancer dataset. Table 1 gives 
the number of entries modified out of the total number of 
entries for a given number of transactions. 

6.  Conclusion
In this paper, we proposed a Genetic Algorithm based 
method for finding quantitative rules in the dataset. 
Unlike most of the previous algorithms that deals with 
hiding association rules in binary database, the proposed 
algorithm hides the association rules in quantitative 
database. Most of the privacy preserving quantitative 
association rule mining uses fuzzy concept. This work 
hides interval based quantitative rules. Impact of sensitive 
and non sensitive rules on each transaction is calculated 
in order to identify transactions for perturbation, there 
by preserving the non sensitive rules. In existing algo-
rithms minimum support and minimum confidence 
should be provided by the user while generating quan-
titative association rules and also many Lost and Ghost 
Rules are generated while hiding sensitive association 
rules. The advantage of our architecture is that it over-
comes the minimum support and minimum confidence 
problem and also minimizes the number of Lost Rules 
with complete avoidance of failure in hiding sensitive 
association rules.

It is evident from the results that this algorithm 
minimizes the number of modifications to the data which 
in turn increases the number of non sensitive rules that 
can be mined from the released dataset. But the drawback 
of this algorithm is that it generates some Ghost Rules and 
therefore further enhancements are to be made in this 
direction in order to reduce the number of Ghost Rules.
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