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Abstract
Objective: The purpose of this paper is to rectify the aspects that leads the acceptance of cloud based E-learning services 
and why it is plagued by security issues despite its numerous advantages and find out the possible solutions to the problems. 
So this study highlights the security threats with cloud based e-learning and the precaution acquired recently on those 
problems. Method: This paper used both theoretical and empirical studies. Empirical study is done by the information 
congregated using numerous cloud based e-learning solution vendors websites. On the other hand, theoretical study is 
made by examining several research  articles linked to our theme areas. Based on this analysis it identify different security 
threats in cloud service delivery model through the object to recommend a solution in the procedure of security measures 
related to the cloud based e-learning. Projected practice certifies data availability and offers solution to secure essential 
data from the invaders. Findings: The project edupshot of this study is to highlight the vital security threats and concerns 
occupied on when executing the cloud computing for e-learning systems. We do attempt to exploit the security concerns 
that e-learners and the end-users of cloud based e-learning solutions desire to acquire it from the cloud based e-learning 
solution vendors. This study finds diverse security issues in cloud service by an object to advocate a resolution in the 
form of security dealings linked to the cloud based e-learning. Traditional E-Learning approaches are merged with cloud 
computing technology to give enormous benefits to the academic users but it compromises on security facets. This study of 
E-Learning advocate’s users to acquire the data in the cloud via a secured layer using the internet. Cloud based E-Learning 
is a way to lessen cost and density of data retrieving, which are handled by third party services. Improvements: The study 
does not explore negative aspects that may deject acceptance of cloud-based services. However, we have just discussed 
cloud computing and its service and have presented ways by which the present security issues in cloud computing can be 
resolved.

1. Introduction
E-learning is one of the widespread technologies, which 
recompense the scarcity of well-informed teachers in uni-
versities and several institutes, so cloud computing makes 
its fortune by giving cloud strength to the functionality 
of E-learning solutions1. It is a vital pattern, with note 
worthy potential for dipping charges via optimization 
and growing economic efficiency, which can meaning-

fully, increase collaboration, agility and scalability2. 
Cloud computing enables expedient access to networks 
and applications, common set of configurable computing 
resources such as networks, servers and applications that 
can be provided and unconfined straight away by slight 
effort or involvement3,4.

The portable cloud computing is helpful in finding 
e-learning solutions for cells and other alike node such as 
Tablet PCs, smart phones, PDAs. Cloud based E-learning 
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solutions lessen the cost in the traditional E- learning 
technology by its widespread cloud source. Due to infi-
nite vulnerabilities related to web sources, people are very 
conscious about the security features of the technology 
and cloud based E-Learning technology is no way an 
exception from such security vulnerabilities. The software 
of E-learning that is provided by the educational services 
is accessible through the Internet and Website. It provides 
network system and the result is a cloud-based service 
that is obtained through computing and the Internet. 
However, in order to maintain an effective and success-
ful E-learning, we need to identify and resolve security 
cloud-based E-learning products. Through this work, 
an effort is made to explore the merits of this emerging 
technology, with a focus on security concerns, and with 
possible outcome to ensure the safety of the cloud-based 
E-learning products and the safety of handlers and infor-
mation stored on the server.

2. Cloud Systems
The basic theme of this technology is to make virtual pool 
with its main concern on large-scale computing resources 
link to the network resources, plus allowing Consumers 
can share hardware resources, software dynamic and data, 
and based on actual usage, pay. Therefore, we can easily 
purchase and vend this technology through the network 
in order to lower prices of commodities, such as water, 
sale of natural gas and electricity5. Now, you acknowl-
edge and admit the key features of it, we have to aware the 
development model, and what is right way to enjoy the 
service, plus how protection6. There is five main charac-
teristics of it Calculated7,8 and the Figure 1 illustrates the 
key models and key characteristic. 

Figure 1. Cloud system.

2.1 Self-Service Needs
Through this, customers do directly and automatically 
access online learning cloud computing and more in any 
computer emphasizes safety facilities, such as servers, 
network storage supplier in no time. 

2.2 Pervasive Network Entrance
It means the device accessible on the network, and do 
follow the standard approaches. This approach is useful 
for both professional and non-professional client, such as 
laptops plus cell phones. 

2.3 Location-Independent Resource Pool
The value Resource pools for the need of various custom-
ers in dynamic place provider. Such resources indulged 
memory, storage, network bandwidth, and virtual 
machines.

2.4 Rapid Elasticity
With this function, the facility does set quickly and 
through great flexibility, it must Enlarge or quickly dis-
charge. Similarly, the service may be continuously being 
updated and improved by visiting users.

2.5 Measurement Services
This feature allows the monitor, Monitoring and report 
age of such resources, and can obviously, regulate plus 
echo on the number and amount of Resources and cus-
tomer use infrastructure providers.

Similarly, all of these feature, including consistency 
and Presence cloud7.

There are some models of cloud: public, private and 
group and hybrid cloud6,7. Public cloud providers public 
can by different tenants, including access resources, net-
work applications and services by providing the Internet 
can provide the necessary infrastructure, its implemen-
tation, by organizing help9. Although the second type of 
cloud is just an Institute, so that each person do inter-
act inside the institute, Services and applications, on the 
other side no one from outside can interact with it. Cloud 
Infrastructure Organizations10. Therefore, private cloud 
Management organizations maintain user protection 
entirely by tissue7. Similarly, the group clouded signed for 
customers of a particular set of6 some organizations shar-
ing infrastructure, Group support specific security needs, 
but share among multiple organizations involved in atten-
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tion10. The latest model hybrid cloud must be a mixture of 
two or more clouds. This is the reality that its Atmosphere 
through inner and outer cloud services several vendors 
using9.

There are three models of several cloud computing 
services this is6,7: Software as a Service (SaaS), Platform 
as a service (PaaS) and Infrastructure as a Service (IaaS).

3. E-Learning Environment
Through this, students over and done with online learn-
ing applications and by related tools Study. Virtualization 
and personal learning environments, learning environ-
ment is the most important environmental, this presents 
a variety of E-learning environment through E-learning 
applications allow students the opportunity to Study10. 
Key benefit of Virtual Learning Environment (VLE) is 
stored parallel a plurality of threads, it offers a very con-
venient environ for teachers plus Students who want to 
shift from one area to another also VLE offer many other 
opportunities Such as11

•	 Notice of the latest information about the courses 
page Problems. 

•	 Students in any course required in your account 
Time plus it do interact from anywhere.

•	 Allow students which have any distinct demand 
plus constraints for such of e-learning systems. 

•	 Provide preparation in a great geographical 
range. 

•	 Through Internet (due to flexibility and cost 
Effective in helping students) to facilitate learn-
ing. 

•	 There is no big choice to use of virtual learning 
environments curricular more selective provided 
to students for tiny schools.

•	 For contact among students and Teachers.
PLE is a user-network learning System that give the 

permission to students to handle and progress their 
learning process. PLE supports many features, for most 
users10,12.

The Figure 2 highlights the overall pros and cons of 
cloud based E-learning environment.

4. Cloud-based E-learning 
Advantages
It is a part of cloud computing, through which It involves 
the education system and E-learning fields. Traditional 

cloud-based e-learning resources include all the neces-
sary hardware and software infrastructure to improve 
network learning10.

Figure 2. Pros and cons of cloud based e-learning.

4.1 Virtualization 
It rapidly replaces the server in the cloud guilty, no signif-
icant costs or losses. Lower cloud greatly anticipated time 
the reason is that it is simple creating a virtual machine13,14 

clones.

4.2 Centralized Data Storage
This is the most vital aspect of the application, while its 
information is saved in cloud, lose serious incidents cus-
tomer cloud is not a cloud in the Calculations. Therefore, 
newcomer will link to that system13,14. 

4.3 The Benefits to Students
cloud is become a helping hand for a no of students. It 
provide platform for student to take participate in online 
course, testing and get feedback in Teacher training plus 
send their project and works online to relevant teachers15.

4.4 Benefit of Teachers
Teachers specially get more and more E-learning based 
on the benefits of cloud computing. Teachers have best 
facility to Online test for students to prepare; they can 
prepare Students from the best content resources CMS 
can assess plus reply to their work, project and queries in 
timely manner because they communicate their students 
to online forums10,15.

4.5 Facilitate Watching
There should be one central place of monitoring Instead 
of a computer monitor is one hundred thousand a univer-
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sity to control data access Easier. In addition, security can 
be changed testing and implementation deprived of any 
trouble Cloud computing represents a single point for all 
Customers entering13.

4.6 Lower Costs
User E-learning is not need a PC hardware specification of 
powerful electronic learning application. You can deploy 
the application running Cloud from your PC, Cell phone, 
tablet PCs and Internet connectivity through least con-
figuration. User no need to pay any extra charge if they 
want to saved more date on cloud then local machine. So 
companies will rent an empty Cloud-based demand16.

4.7 Enhance Performance
The application E-learning is based on cloud comput-
ing and there are plans applicator in cloud computing in 
many processes, so any problems can be Occurs, the cli-
ent17 is activated.

4.8 Fast Software Update
Since the application of cloud-based E-learning imple-
mented, their software will be routinely upgrades cloud 
sources. Then, the user will always be updated online 
learning Software10,17.

4.9 Improved Compatibility
Due Format and source files make the appropriate 
computer/phone, so all sizes cloud network learning 
Applications, so there is nothing to worry. Since e-learn-
ing applications, cloud-based, open files through cloud 
environment10,17.

5. Concerns in Term of Security 
in Cloud based E-Learning
In the security issues due to latest technology, it is vital 
to sort out issues if you your users will want it as a surety 
of security. Since when this technology through web-
based resources are not safe, so that many threats in 
cloud computing is mostly Internet-based which is faced 
by E-learning users. Although the cloud E-learning still 
has carried a lot of benefits, though uncertainty in cloud 
computing security has not been fully met, there is still 
security challenges plus problems in the digital world17.

5.1 Threats for Cloud Computing

5.1.1 Major Safety Precautions
Required Including knowledge or control of the standard 
Resource utility, as they are being shared Third-party cli-
ent system. Therefore, encountered some difficulties in 
the spell when it transfers of utility services Cloud com-
puting system, altered13 systems. In Cloud service it has 
to keep encryption/decryption Keys through official per-
son17.

5.1.2 Availability
As we know cloud has a no of application and data which 
is accessed through different method and provide such 
services to its clients without any disturbance is a critical. 
Both DOS attacks and DDOS attacks are the most famous 
attacks which compromise the availability of the service 
24/710. 

5.1.3 Lock Information
Today, cloud service providers provide a lot of tools, 
applications, and standard data pattern to your clients. 
Then again the problem faced by these services when 
the service client tries to use other suppliers10,17. There is 
a compatible with the cloud providers. Therefore, client 
easily shifts from one side to another service. This issue 
has difficulty to obtain cloud service providers18.

5.1.4 Browser Security 
Remote server task is related to cloud computing. The cli-
ent machine is simply used by the device access to any 
application. In such scenario, through browser any user 
uses the gateway to access the cloud server10. Therefore, 
the whole browser security if the attack criminal’s gateway 
software is very important, because Global cloud security 
will become a problem. It’s required both security cer-
tificate and authentication policy for secure browser. XM 
Signature and XML Encryption also help to ensure that 
security issues19.

5.1.5 Disposal of Unsafe Imperfect Data
In most operations System, there is a chance to not fully 
remove the data, even if it is removed from physically. 
Clients have no idea, if your data is completely eliminated 
from after a delete command from all virtual machines 
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Applications. This problem leads to unsafe cloud data. And 
the risk of the ft is possible to use the data Unauthorized 
persons or hacker cloud10,18.

5.1.6 Certified Growing Demand
The providers have a no of advantages for its clients; first 
of all it is providing software and access to applications in 
line. There is no need for a client to install all software to 
get fully utilized it every aspects. No worry for the cus-
tomers to care about the privacy of software, because they 
are monitored by a centralized server through the cloud. 
The service providers should be cautious to give verifies 
its customer’s access through certified personnel People. 
If the cloud operators cannot provide these the authenti-
cation process, which may result in increased Phishing or 
other vulnerabilities by threatening unauthorized access 
to these cloud applications10,16.

5.2 E-Learning Security Threats
Online learning technology concerns in general, basic 
safety when we use it in traditional teaching applications 
Equipment. These problems give the following10,20:

5.2.1 User Authentication plus License
User enter into e-learning environment is a main 
Necessary permit. In overall, e-learning clients have vari-
ous places, away from the user ID and password should be 
provided. Apprentice or student according to Permissions 
define the account can be accessed Installation. Billing on 
the way he/she can make the foundation under the rules 
of access to the level of Learning (learning regulations), 
or not21.

5.2.2 Sub-items
Tickets, a lot of terminals mean that there is a chance of 
security breach can happen in passive mode the case of 
e-learning. Because the number of clients, Use of e-learn-
ing servers in remote areas, makes Enter the two inputs 
will lead to security threats.

5.2.3 Operation Protection 
Protection Processing is the most important tasks neces-
sary Applied on e-learning environment. Prevent other 
users through the use of such technology Digital signa-
tures, firewalls and other several similar measures should 
be taken to prevent tampering registered users.

5.2.4 Non-repudiation
At this level, information security, the pattern of data is 
damaged, or destroyed by a virus. The system should pro-
vide multi-Capacity change data is not attacked. 

5.2.5 Security Regarding Social Aspect
Online E-learning varied from traditional learning envi-
ronment. The main differ in the event of Assigned to the 
student teachers raised. In Traditional learning environ-
ment, students Teachers directly in the print job in the 
classroom. The online e-learning Environment, students 
must upload a soft copy of their task22.

6. Proposed Solution
Figure 3illustrates, the solution provides a cloud-based 
system, in order to secure E-learning environment. 
Security awareness, mechanisms, methods and Hacker 
techniques were discussed to strengthen this model.

Figure 3. Secure model of cloud based e-learning.

6.1 The Security and Safety Awareness
With the formation of the Organization for Security 
Committee Provide guidance and care for safety purposes, 
the company’s development strategy. The Commission 
will clearly define the roles and responsibilities safety 
Function. Safety cognizance is a key Work to be done23. 

6.2 Education plus Training
This portion indulged some basic training of security 
issues and crisis management capabilities (Risk), these 
issues for security teams and local partners. Yes Definition 
have basic introduction or safety Providing skills training 
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and mentoring team members Can be used as the basis of 
a certificate (Home Basic security) security, it is also refer 
to Data and Knowledge Management confidentiality.

6.3 Methods and Criteria
Do check the source Patterns and develop methods 
and standards cloud the computer system is an upright 
method. Firstly and the most importantly safety device 
should be considered is Data security and business 
needs24,25.

6.4 Hacker
Hackers who represent the failure observed computer 
or computer network authorized/unauthorized access. 
There are a number of reasons, not the computer, such as 
benefits, protest or challenge pirates. The hackers differ-
ent classification is white hat, black hat, gray hat, hackers 
elite Kiddi writing, Neophyt, blue lids.

6.5 E-Learning
Usually it means using computers to provide part or 
entirely, of course, whether at school, part of the manda-
tory business training or complete the course distance 
education. As it is already discussed.

6.6 Flooding Attack
In the system approach cloud computing all servers is ser-
vice-oriented. If the server is overloaded or the maximum 
load, which shares some of his works to the nearby com-
puter servers. This allocation method produces a cloud 
of skillful and fast execution. When the server receives 
an unauthorized request for a huge number, the ser-
vice26 will not be able to use a legitimate user. This attack 
is called a denial-of-service attack, which was requested 
by the floods. No legitimate application can be identified 
by examining the use of CPU, memory and hardware. 
In order to prevent server floods, organize all servers in 
the cloud, and assign specific tasks to each server, for 
example: one for the file system, the other is the memory 
management as well.

6.7 Backdoor Channel Attack
Backdoor Attack channel is a passive attack, to prevent 
the traditional authentication methods to get to the detri-
ment of legitimate users to access confidential. Resources 
and possibly intrusion control needs of the target system, 

trying to DDoS attacks, when the attacks were happened 
in back door channels.

6.8 VM Attack
Virtualization is a key infrastructure is a cloud technology 
services. This is a very difficult task for cloud service pro-
viders to ensure their customers virtual machine. In this 
typical platform, available to users of the resource is vir-
tual and physical. These resources are limited, related to 
real needs. In cloud system, multi-tenant shared resources, 
so that various virtual resources can be attached to the 
same physical resources. If there is a cloud security vul-
nerability virtualization software platform, user data can 
be accessed by other users.

6.9 Insider Attacks
have been, because they been allowed access to the 
system, you may be familiar with the structure of the net-
work and system policy/external attackers program has 
obvious advantages.

6.10 3rd Party Provider
Third party service provider is responsible for transac-
tions cloud security services, because some cloud service 
providers from outside sources. Prior to the adoption of 
cloud services, we must be aware of the roles of provider 
cloud third and clearly addressed in the contract respon-
sibilities. Data owners should know if you outsource to 
cloud vendors another cloud provider or not. For exam-
ple, data stored in the storage box (SaaS) Amazon Web 
Services (IaaS) data center. At this stage, the customer can 
be detrimental to your privacy in the cloud, poverty con-
tract27. To avoid this risk, cloud providers should consider 
the following recommendations:

It is clear that third parties mentioned names and 
identify their function.

Other suppliers to follow security policies and proce-
dures • this is followed by the cloud provider. If there is 
any fault, cloud providers need only responsible • direct 
support in all aspects of customer data.

6.11 Enhance Security Mechanisms 
The listed below methods should be improved and make 
it more user friendly.

•	 SMS security mechanism
•	 Biometric mechanism
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•	 Security Check
•	 Mechanisms: ACL Access Control List or 

Process is used to access the server or user-spe-
cific resources you can customize elements of the 
access mechanism.

•	 Digital Signatures
•	 Security due to passive attacks
•	 SaaS Security

7. Conclusions
The main theme of E-learning is to facilitate and enhance 
the educational services using latest techniques and novel 
methods such as cloud-based technology. However, 
issues and challenges ongoing process in the field of secu-
rity. Any kind of threat is noted immediately and effort is 
made to resolve it as soon as possible. The reason of which 
is the security issue of cloud applications as all the data 
can be transmitted over the Internet.

Due to security concerns and slow resolutions of 
problems, the customers are doubtful about new technol-
ogy. The customers access all their data through internet 
in cloud. These issues served as barrier and to some extent 
stopped the rapid growth of such technologies, especially 
in the field of cloud-based E-learning. In research views, 
questions, suggestions, service providers and the govern-
ment should strive for the new protocol and data transfer 
mechanism. Technical data of who is the user of insur-
ance is the most important Benefit from cloud-based 
online learning users. In addition, one needs to consider 
the security infrastructure, such as Servers and firewalls 
that can play an important role in it. Because the main 
concern this model is in the technical consumer server 
security the data server based on the server security than 
it looks Necessary. To reduce these threats to the security 
of the server, disaster recovery, safety and management 
standards of personal safety, you can use Security mea-
sures. A listed security challenge/proposed solution is a 
valuable new management and future design methods 
of the Security of cloud-based e-learning. This work 
contributes to cloud computing data centers around the 
clock data availability and development of e-learning and 
e-learning methodology.
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