
Abstract 
Objective: The main objective of the paper is to provide security and proof of ownership to the watermarked image. 
Methods: Watermark is a transparent or an undetectable signature implanted inside an image to show uniqueness or 
proof of ownership. The illegally used images can undergo different kind of attacks namely signal processing attacks 
and geometric attacks. We have used Tree Based Parity Check (TBPC) algorithm to deal with these common attacks. We 
preprocess the host image using Gaussian filter. And using Fast Walsh-Hadamard method, we embed watermark inside 
an Image. Findings: We choose the Gray levels of the image by the means of secret key. Later we construct the histogram 
based on the gray level that is chosen. In these chosen pixels group’s watermarks are embedded. Then a secret text or code 
is inserted into this filtered image. To encrypt this text we use Tree Based Parity Check algorithm. Based on the secret key 
that is available, in the decoding phase we identify watermark pixel group and then we extract the watermarks from them. 
Application: The proposed system can achieve strong robustness of the image and detailed view of Bone structure in X-ray 
images. It can also be used to find the duplicate currency notes.
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1.  Introduction
In the modern communication networks data are 
transmitted at a very high speed. Simultaneously ille-
gally altered copies of digital media files are replicated 
and distributed over the network. Due to this copyright 
protection has become a big issue in today’s modern 
digital world. In order to avoid this problem digital water 
marking is introduced. Such digital marking is used 
in audio, video and images. This paper deals mainly on 
image watermarking. The watermarks are supposed to 
be self-effacing. Robustness specifies the capability of 
appropriately extracting watermarks from image after 
going through the diverse kinds of attacks. There are two 
types of common attacks; signal processing attacks and 
geometric attacked are a great threat to the authenticity 

of the information. Signal processing attacks refers to 
filtering, noise addition, compression and geometric 
attacks refer to scaling, random bending, cropping and 
rotation. Protection refers to the confrontation to illegal 
watermark decoding by not identifying the secret key.

 In the recent years, many image-watermarking 
techniques are implemented. All these techniques are 
vigorous to signal processing threats but they could not 
manage well with geometric attacks. All these techniques 
are vigorous to signal processing threats but they could 
not manage well with geometric attacks. The techniques 
are insolent to the JPEG compression however it is very 
receptive to rotation1,2. In order to manage geometric 
attacks, many procedures are exploited in image water 
marking. These methods could be generally segregated 
into non-blind and blind water marking methods, 
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respectively. Non-blind watermarking methods3-10 will 
need the actual image to extract watermarks at the decod-
ing phase. This limits the practical usage. However the 
blind watermarking procedures don’t need the details of 
the actual image at the decoding end. By predicting the 
probable attacking parameters11,12, thorough exploration 
is conceded out during the extraction process in order 
to find the implanted watermarks from the image that is 
received. Complete explore -based techniques are very 
costly at the other end. Additionally, the probability of 
false detection is high. The province or the domain that is 
generated by Fourier–Mellin transform is used to embed 
watermarks13,14. These are invariant to scaling and rotation. 
However this method is naturally helpless to cropping 
attack. The method15 uses the combination of discrete 
Fourier transforms and discrete wavelet for image water-
marking, however the major drawback is that it could 
not resist with Random Bending Attacks (RBA’s). In16 
they developed uniform log-polar mapping to withstand 
geometric attacks, but the same is vulnerable to random 
bending attacks. The combination of decomposition of 
singular value and discrete cosine transform is used to 
deal cropping attacks; however the same is cannot cope 
up well with filtering, noise addition, compression and 
few geometric attacks17.

While decoding, this template will provide details 
about the various geometric attacks that the image that is 
watermarked has underwent. In18 25 point templates are 
embedded in DFT domain by means of log-log-map to 
defend against scaling and rotation. However, this tech-
nique is helpless to the mixture of scaling and rotation. A 
common line structure can be implied to the template so 
that the general affine transformations can be resisted19. In 
order to get more precise and quicker template matching 
they used chirp-Z transform20. The main drawback is the 
attackers can easily predict the template and can remove 
the same, moreover for template-based techniques21 it is 
difficult to guess the RBA’s parameters used, thus it will 
degrade the robustness to a higher extent22. It cannot 
assure to extract the inserted watermarks due to cropping 
attacks as a result information of the image could be lost.

Moment invariant can betaken from an image using 
the properties of spatial statistics23,24. Affine attacks can be 
easily handled by this method; however cropping attacks 
are still highly vulnerable. The watermarks are implanted 
into some attribute areas in the spatial province25-28, this 
technique is helpful in resisting cropping and affine 
attacks. In29 a method is used in order to optimally select 

the attribute regions so that it could resist as many attacks. 
Thus, as a result the decoding method will be affected due 
to the shifting of pixel position, which could be caused 
by Random bending attacks. As a result, all the aforesaid 
watermarking methods could not cope up with Random 
bending attacks and few geometric attacks such as crop-
ping. Some part of image can be cut in order to destroy the 
sync in-between the transmitter and receiver. This is auto-
matically reduces the perceptual quality of an image. Such 
RBA can be determined by using high-quality printer30, 
so that the watermarked image is filtered and after which 
high-quality scanner is used to scan the same. When a 
watermarked image is randomly modified, a resynchro-
nization problem is caused due to the displacement of 
sample grid locations. Furthermore, with few image pro-
cessing tools, the random bending and cropping attacks 
can be handled by the person who doesn’t have much 
knowledge about the image watermarking.

They applied fractal coding in order to withstand 
random bending and cropping attacks however this 
method is helpless towards global transforms31. In recent 
times, they showed that histogram shape of water marked 
image is not variant to displacement of pixel location and 
the same is not sensitive towards cropping, which increases 
the stamina to resist cropping attacks and Random 
Bending attacks. But, the techniques implemented from 
do not clearly utilize the histogram shape of the image. 
As an alternative, they used signify of the histogram in 
order to select the gray values in a particular range or pix-
els with respect to these gray levels is used to figure out 
pixel groups while embedding watermark. A universal 
disadvantage of this32 technique is that numerous proba-
ble pixel groups which enclose more pixels are not created 
and used while embedding watermark, which reduces the 
robustness of the watermarked image. Furthermore, the 
performance of histogram-based method is affected by 
interpolation errors and signal processing attacks that are 
caused by geometric attacks. The techniques do not con-
sider these kinds of impacts; as a result it is insensitive 
to most of the attacks33. Low-pass pre-filtering process 
is applied in order to handle this difficulty however the 
depressing bang on decryption of watermark caused by 
pre-filtering is not efficiently handled.

The histogram and the spatial feature regions and 
combined in34, however this combination brings many other 
problems. Firstly, the non-stable volatility is persuaded 
due to lack of robustness. Secondly, the inadequate pix-
els in one particular feature region make the system more 
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vulnerable towards the attacks. In35,36 they used histogram 
in reversible watermarking. In37 they introduced many 
approaches for the software watermarking methods that 
are technical approaches to identify software copyright 
details. In38 they used fragile watermarking method in 
order to deal with image tampers. The main offerings 
of our paper are that the proposal of a new histogram 
based shape related index to select the pixel group using 
secret key. The side effects of Gaussian filtering are con-
trolled by the usage of Fast Walsh-Hadamard and Tree 
Based Parity Check techniques. Using the simulation 
example we illustrated the performance of the proposed 
image-watermarking technique.

This paper is composed in such a way that sections 2, 
3 and 4 demonstrate the proposed image-water marking 
technique. Section 5 concludes this paper. 

2.  Watermark Embedding Process
The Figure 1 shows the architecture diagram of the 
watermark embedding process. Before inserting the 
watermark into the original image, it is necessary to 
preprocess the image.

Hence we use low pass filtering method to preprocess 
the image.

2.1  Gaussian Low Pass Filtering
Gaussian filtering g is used for the purpose of blurring the 
images and to remove its noise and detail. This method 
acts as a softening operator.

H(U,V) = e–D²(u,v)/2 D
²
²

Two dimensional Gaussian distribution function is 
mostly used while working with images. The robustness of 
the water marked image shall be attained by the process of 
embedding the watermarks into a low frequency module 
of an image. Thus the image is initially preprocessed by 
Gaussian low pass filtering method.

2.2  Fast Walsh–Hadamard Transform
The Fast Walsh–Hadamard transform is a proficient 
method in order to compute Walsh-Hadamard transform. 
The attribute values provide complete information for one 
particular grouping of input variables. The details regard-
ing the other combinations are not available. Also some 
information regarding the behavior of function is provided 
at multiple points. However complete information about 
any single point is not provided.

Hadamard matrices 

H0 = +1

H1 = 1/√2 

H1 indicates precisely the size-2 of DFT.
To embed the watermark, we need to determine the 

largest square block which encircles the image. For an 
image with size (p; q) we select a block size c = max (p; 
q) and then we need to pad this image with 0’s in order 
to create a square image during the watermark process. 
Then that particular padded portion is removed once the 
watermark is embedded. Thus the watermark is inserted 
into the DFT domain in between the radii r1 and r2. 
Later r1 and r2 are chosen to reside in a particular mid-
frequency range. We see that the well-built components 
of DFT are in the core which holds the low frequencies. 
Although in the recovery stage the image signifies noise, 
these kinds of low frequencies are supposed to be avoided. 
We must also avoid high frequencies as these are the ones 
which are more significantly modified during lossy com-
pression like JPEG. The frequencies r1 and r2 must be set 
since the process of decoding (in insensible watermark-
ing) the block size c is unknown as the image might have 
been distorted by cropping or other geometric attacks. In 
order to embed the watermark among the chosen radii, 
we need to produce a series of spots pseudo-randomly 
as established by means of a secret key. The message we 
need to embed is inserted into the particular points of the 
DFT domain. The message is then inverted to get a spatial 
domain watermark that is straightly supplemented to the Figure 1.  Block diagram of the proposed system.
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image. The image fraction is well maintained as this leads 
to smaller amount of artifacts. 

2.3 � Histogram Construction and Pixel 
Group Selection

Consider that the image IL has K gray levels. A histogram 
of an image shows the number of pixels against the 
gray level values. Obviously, the figure of the histogram 
is directly associated to the image content. Once the 
histogram is constructed we consider each neighboring 
gray levels to form a bin.

We need to select the appropriate pixel groups that are 
suitable to hide watermarks

3. � Template Embedding 
Algorithm

The template is a tool used in order to pull through 
probable alterations in the image, it usually contains no 
information. The template could be the employee ID or 
any unique information about the employee which is later 
used to detect the person through which the image was 
attacked. 

Step 1: Finding the location•	
�Edge regions of an image are more suitable for Hiding 
Secret data. As it is more secure, edge regions are pre-
ferred to hide secret data. The Edge Region represented 
as ER contains a pair of pixels like an embedding unit 
(xi, x i+1). The difference between these two pixels will 
be larger or equal to threshold T value which is known 
by the sender and receiver. The number of pixel pairs 
is determined based on the number of nodes existing 
in the master tree.
Step 2: Tree Based Parity Check (TBPC) Method•	
�The TBPC technique is termed as the least significant 
bit stenography technique. This technique is used to 
generates ego code using the least significant bit of the 
selected pixels which has the below three steps.
Step2.1: Master tree construction and generating •	
master string and toggle string: 
�This technique constructs a complete binary tree 
which is known to be master tree. The message length 
will be equal to the total number of leaf nodes of the 
tree. The master tree is filled with LSB’s of the selected 
pixel level, from top to bottom and left to right. Aneven 
parity check is performed on master tree from its root 

to leaves in order to create master string. Exclusive-OR 
bit wise (XOR) function is applied between message 
and master string to get the toggle string. 
Step2.2: Toggle tree construction: Toggle tree is formed •	
by loading the leaf nodes with toggle string and all the 
supplementary on-leaf nodes with Zero 0. Then, navi-
gate through each level, starting from bottom towards 
the root. The non-leaf node and its resultant leaf nodes 
are spanned if both its children have bits as one. 
Step 2.3: Stego tree construction: This algorithm •	
attains the stego tree by means of carrying out XOR 
among the master tree and the toggle tree. From the 
stego tree the stego code is obtained. The construc-
tion of the stego tree is shown n the Figure 2. The 
attained stego image hides secret bits in an extremely 
secure way.
Step 3: The Least Significant Bit Matching Revisited •	
(LSBMR) Algorithm: We apply the LSBMR algorithm 
to the stego code. Two consecutive bits of the stego 
code is embedded for each embedding region. 

4.  Template Extraction Algorithm

Step 1: Finding the Location: Find the pixel pairs in •	
the stego image where the template is embedded by 
the location finding technique used in step 1 of data 
embedding algorithm.
Step 2: Extracting Stego code: Two stego code bits are •	
extracted for each competent pixel pairs.
Step 3: Stego tree construction: Complete binary tree •	
can be constructed by filling its nodes by the stego 
codes. Later the original message can be extracted by 
performing parity check method.

Using the extracted template the owner of the image can 
identify the employee ID or the unique information that 
he provided to protect the water marked image. 

Figure 2.  Stego tree construction.
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5.  Results
The original image and the preprocessed image are shown 
in Figure 3. The gray levels are randomly selected by 
means of secret key and in the randomly chosen pixels 
group watermarks are embedded.

6.  Conclusion
In this paper, we have proposed a new image water marking 
method which is robust to signal processing attacks and 
geometric attacks. The host image is first processed by 
Gaussian filter in order to tackle the common geometric 
attacks i.e. cropping attacks and Random Bending Attacks. 
We choose the Gray levels of the image by the means of 
secret key. Later we construct the histogram based on 
the gray level that is chosen. In these chosen pixels group 
watermarks are embedded. Using Fast Walsh-Hadamard 
method, we embed watermark inside an Image. This 
Walsh-Hadamard method helps in compensating the 
side effects that is caused due to Gaussian filtering, which 
enhances more robustness. Due to the usage of secret key 
by means of tree based parity check algorithm, the pro-
posed watermarking method will be more secure and the 
image can resist to the common geometric attacks. 

This is will ensure to have proof of ownership of the 
water marked image and to determine the hackers who 
hacked the image. Thus, the proposed system can achieve 
a detailed view of Bone structure in X-ray images and 
better perspectives of photographs that are over or under 
exposed.
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