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1.  Introduction

In general, wireless sensor networks consist of abundant 
number of small-size, energy limited nodes stationed 
in a particular area, which is a self-organizing network 
formed by means of wireless communication1. Each 
sensor node in the network is responsible for aggregating 
the data from that particular area and transmitting the 
sensed data to the base station. With the fast growth in 
Information and Communication Technology (ICT), 
WSNs have been widely used2. The sensor network 
nodes are often stationed in forsaken and abandoned 
environment for a long time, which makes them prone to 
attack or invaded by an attacker, as a result, proposing a 
secured and simple intrusion detection system will be an 
essential and crucial step during the practical application 

of WSNs3,4. According to5 types of intrusion in a network 
can be classified as masquerader, a person who is not 
allowed to access a network but tries to get access into the 
legitimate users account. Misfeasor, an authorized user 
who accesses the data which is not intended for them or 
the user who misuses his or her liberty. Clandestine user, 
a user who snatches supervisory control of the system and 
uses this control to dodge access controls. There are four 
main categories of intrusion detection techniques are 
available. They are rule based intrusion detection, 
Data mining and computational intelligence based 
intrusion detection, Game theoretical based intrusion 
detection, and Statistical based intrusion detection. In 
this paper, rule based detection methodology is used. 
In rule based IDS, the signatures of the previously 
known attacks are generated and are used as a reference 
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to detect future attacks6. Few rules were defined in case 
of any deviation from the rule an attack in the network 
is detected. Rule based detection is suitable for WSN 
because they are easily put into practice and fit the 
demands of WSN resource curtailment. The various 
attacks that are detected in this paper are black hole 
attack, selective forwarding attack, hello flood attack 
and replay attack. These attacks occur in the network 
layer and they aim to affect the data transmission 
process.  WSN have limited power resources so that 
having IDS in all nodes brings down the function 
period of the network. In order to deal with this, a 
clustered topology is used in this paper; in clustered 
topology, each cluster has a Cluster Head (CH) and 
Sensor Nodes (SN) as members. The cluster formation 
process finally leads to a two-level hierarchy where 
the CH nodes form the higher level and the cluster-
member nodes form the lower level. The sensor nodes 
transmit their data to the corresponding CH nodes. 
The CH nodes aggregate the data and transmit them 
to the Base Station (BS) either directly or through the 
intermediate communication with other CH nodes. 
One node in each cluster has IDS, it monitors the 
other nodes in the cluster including the cluster head 
before communication starts and checks for any 
deviation in the rules, and in case of any deviation in 
the rules the node is marked as an intruder. Once all 
the intruders in the network are detected, the routing 
protocol is changed accordingly such that the affected 
node is in the path of data transmission. The paper 
is organized as follows, section 2 gives overview of 
the related works, and section 3 gives the description 
about the rules and attacks used in this paper. Section 
4 gives the proposed work and the simulation results 
are discussed in section 5. Section 6 presents the 
conclusion.

2.  Related Works

In the past few years many researchers have been working 
on intrusion detection system in wireless sensor networks. 

In7 the authors provide detailed information about 
IDS. A compendious survey of IDS for Mobile Ad-Hoc 
Networks (MANETs) is presented and applicability of 
those systems to WSNs is also discussed. Thirdly, IDSs 
proposed for WSNs are presented. The analysis and 
comparison of each scheme along with their advantages 

and disadvantages is also mentioned. A survey on 
various threats to WSN in different layers, the various 
advancements in securing a network and the challenges 
in implementing the advancements into the system are 
presented8. The attacks in the network layer are addressed 
in8 are considered in our work.

In9, a structural approach to the IDS is presented. 
It presents the essential features, advantages and 
disadvantages of each detection approach and the 
corresponding detection techniques. Withal, the authors 
also introduce the wireless intrusion protection systems. 
In10, the authors have defined some rules for the detection 
of intrusion and these rules are used to identify any 
intrusion in the network.  The authors also show that the 
attacks are detected accurately. The authors proposed IDS 
with intrusion prevention system.

The authors of11 presents, a detection system for 
detecting black hole attacks using multiple base stations 
deployed in network by using mobile agents. Their 
proposed system is compared with the previous works.  
Probability of detection ratio of the black hole attacks 
is given graphically. In12 the authors give the important 
limitations and damages of physical attacks at the 
network layer. The survey includes a comparison of 
various existing approaches for managing the security of 
WSNs on the network layer and their challenges for the 
implementation. Various approaches that are used for 
the detection of selective forwarding attacks in WSN are 
studied.

A mechanism in which sinkhole attack is detected 
using hop counting is proposed in13. The main advantage 
of this technique is that, a node can detect a destructive 
node only by associating with the neighboring nodes 
without requiring any connection with the base station. 
In14 the authors proposed IDS based on node location 
verification algorithm for WSNs to detect the location 
of destructive nodes. In addition, the IDS detect hello 
flood attack and report the attack to the administrator. 
The result of this work is high detection ratio and low 
misdetection ratio.

Denial of service attacks such as flooding attack 
and gray hole attack are detected based on their energy 
consumption15. The authors used a light weight learning 
based energy prediction algorithm is used for the detection 
of flooding attack and gray hole attack in clustered 
WSN. In16, the authors proposed a Multi Weight Based 
Clustering Algorithm (MWBCA) which is an extended 
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LEACH where cluster head is elected on weight given to 
each sensor node, then the collected data at cluster head 
is protected by using identity based Digital Signature. The 
authors showed that their work is more energy efficient 
when compared with LEACH.  In17, the authors used 
Network Intrusion Detection System (NIDS) along with 
signature based and anomaly based detection techniques. 
The monitoring is done at regular intervals, and by regular 
analysis, the attack is detected and the response is made 
once the attacker or intruder is detected.

The main contribution of our work is as follows. 
The internal attacks such as black hole attack, selective 
forwarding attack, hello flood attack and replay attack 
present in the network layer of a clustered WSN are 
detected using rule based detection technique. The 
detection of attacks is done before the data transmission 
takes place so that once the attacks in the network are 
detected; the affected nodes are excluded from the routing 
path.

3.  Rules and Attacks

In this paper rule based IDS is used for the detection of 
attacks in the network layer.  Because of the simplicity and 
efficiency in detecting the known attacks rule based IDS 
is used.  From [10], the following rules are used to monitor 
the network for any intruders:
•	 Interval rule: Delay between the arrivals of two 

successive messages must be within definite limits. 
•	 Retransmission rule: The transmitted messages 

should be redirected by the in between nodes. 
•	 Integrity rule: The original message from the sender 

must not slew when it arrives at the receiver.  
•	 Delay rule: The retransmission of a message must 

occur after a definite wait time.
•	 Radio transmission range: The messages should 

emerge from the neighboring nodes only.  

In case of any violation from above rules, the activity 
can me marked as an unauthorized or intrusive and the 
node is marked as an intruder.  The decision making 
can be done as combined or individually by the node or 
nodes.  In combined decision making all the nodes take 
part in decision making whereas in an individual decision 
making only a single node’s decision is considered as final. 
In this paper, we are using individual decision making.  
Based on the decision the node classifies the intruder as 

any one of the following four categories 
•	 Affected node but not marked eccentric (false-

negative): There is an intrusion in the system, but 
the IDS fail to detect it and decide the node as not 
eccentric one. 

•	 Not an affected node but marked as eccentric (false-
positive): There is no intrusion in the system, but 
the IDS mistakenly decide an unaffected node as an 
eccentric one.

•	  Not affected and not marked as eccentric (true-
negative): There is no intrusion in the system, and the 
IDS conclude the node as non-eccentric one.

•	 Affected and marked as eccentric (true-positive): 
There is an intrusion in the system, and the IDS 
conclude the node as an eccentric one.

The various internal attacks8 studied in this work are 
as follows,
•	 Black hole attack: The compromised nodes in the 

network occlude/drop the packets they receive 
instead of forwarding to them to the base station.

•	 Selective forwarding attack: The infected nodes try to 
stop the packets in network by repudiating to forward 
or simply dropping the messages passing through the 
node.

•	 Hello flood attack: The infected node broadcast the 
hello message to the whole network and attracts other 
nodes to choose this route for the data transmission.

•	 Replay attack: A valid data transmission is repeated 
or delayed by a node.  An attacker copies the packets 
and forwards it later and continuously to the victim 
in order to exhaust the nodes energy.

4.  �Proposed Rule based 
Detection and Mitigation of 
Internal Attacks in WSN

4.1 Network Model
In this work, a WSN with 50 nodes consisting of 10 clusters, 
each cluster with 5 nodes is taken. One node is elected as 
cluster head and one node is the base station. All the data 
amassed by the cluster members are transmitted to base 
station via cluster head. If the base station is far away from 
the cluster head, the cluster head chooses a nearest cluster 
head and transmits the data to the base station through 
multi hop transmission.
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4.2 Detection Technique
In the proposed detection method, a node in the cluster 
other than cluster head is selected as IDS randomly and 
before the data transmission starts, the IDS send few 
hello packets to the cluster member nodes and wait for 
certain time, based on the number of acknowledgements 
received, the type of the attack can be determined. The 
nature of the attacks and rules used to detect the attacks 
are detailed below.

4.2.1 Black Hole Attack
The affected node simply drops or blocks the packets 
they receive instead of forwarding them during black 
hole attack. The IDS sends 5 hello packets to each cluster 
member, if a node did not send any acknowledgement 
then the IDS detect it as black hole attack. The black hole 
attack can be detected using interval rule; delay between 
the arrivals of two successive messages must be within 
certain limits. The IDS wait for some after sending each 
hello packet and for receiving the acknowledgement.  

4.2.2 Selective Forwarding Attack
The affected node simply drops or selectively forwards 
the packets they receive during selective forwarding 
attack. For the 5 hello packets sent, if the node send 
acknowledgements for 2nd and 3rd packet and doesn’t send 
acknowledgements for the remaining packets, then the 
IDS detects the attack as a selective forwarding attack. 
The selective forwarding attack can be detected using 
interval rule; delay between the arrivals of two successive 
messages must be within certain limits.

4.2.3 Hello Flood Attack
The affected node sends many hello packets to the nodes 
in the network to attract the other nodes to send packets 
through them. For the 5 hello packets, if the node sends 
more than 5 acknowledgements then the IDS detects it as 
a hello flood attack. The hello flood attack can be detected 
using delay rule, the retransmission of a message must 
occur within a certain wait time.

4.2.4 Replay Attack
The packet transmitted is repeated or delayed by the 
infected node, the attacker copies a packet and forwards 
it later and continuously to a node to exhaust the nodes 
energy. For the 5 hello packets, if the node sends the same 
acknowledgement many times or the acknowledgement 
is delayed then the IDS detect it as a replay attack. The 
replay attack can be detected using integrity rule, delay 
between the arrivals of two successive messages must be 
within definite limits and delay rule, the retransmission of 
a message must occur within a definite wait time.

The various attacks and the rules used for detecting 
them are summarized in Table 1. 

5.  Simulation Results

5.1 Simulation Parameters 
The scenario is implemented in network simulator 2; 
the following table shows the parameters used for the 
simulation.

Table 1.    Attacks and the rules for detecting intrusion
Attack name Description Rule violation 
Black hole attack The compromised nodes in the network block/drop the 

packets they receive instead of forwarding to them to 
the base station.

Interval rule: delay between the arrivals of 
two consecutive messages must be within 
certain limits. 

Selective forward-
ing attack 

The infected nodes try to stop the packets in network 
by refusing to forward or simply dropping the messages 
passing through the node.

Interval rule: delay between the arrivals of 
two consecutive messages must be within 
certain limits.

Hello flood attack The infected node broadcast the hello message to the 
whole network and attracts other nodes to choose this 
route for the data transmission.

Delay rule: the retransmission of a message 
must occur within a certain wait time. 

Replay attack A valid data transmission is repeated or delayed by a 
node.  An attacker copies the packets and forwards it 
later and continuously to the victim in order to exhaust 
the nodes energy.

Delay rule: the retransmission of a mes-
sage must occur within a certain wait time. 
Integrity rule: the original message from the 
sender must not deviate when it arrives at 
receiver. 
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Table 2.    Simulation parameters
Parameters Values
No. of nodes 50
No. of sink 1
No. of cluster heads 10
Routing protocol AODV
Initial energy 10 J
Simulation time 100seconds
Delay rule waiting time 1 second
Interval rule waiting time 1 second

The above Figure shows the detection of black hole 
attack in the network, in the above Figure node 26 is the 
infected node, the routing protocol is changed such that 
the affected node doesn’t involve in data communication 
process.

5.2 Simulation Results
Packet Delivery Ratio (PDR) is the ratio between the 
numbers of packets obtained at the receiver to the number 
of packets dispatched. The ideal PDR should be 100%. 
The following graph shows the PDR of various attacks 
with and without IDS in the network. The PDR of black 

hole attack is less because most of the packets are dropped 
by the infected node.  In selective forwarding attack some 
packets are dropped and some are delivered.  Hello flood 
attack and replay attack have similar PDR characteristics 
because the target of these attacks is to increase the delay 
of the transmission.

Figure 2.    Comparison of PDR for various attacks in the 
WSN.

Residual energy is the energy that is left in the network 
after the process ends. The initial energy of the network is 
considered to be 10J; the energy left in the network after 

Figure 1.    Detection of black hole attack in NAM file.
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transmitting 12 packets is given in the graph shown below. 
For various attacks the residual energy is shown.  Few 
joules of energy are spent in transmission of data, when 
the network is free of attacks the data packets reach the 
destination quickly. In black hole attack more energy is 
drained because most of the packets were dropped during 
this attack. During replay attack and hello flood attack 
the residual energy remains the same because they have 
similar characteristics in terms of action .When using IDS 
in the network the energy is reduced because the routing 
path is changed.

Figure 3.    Comparison of residual energy for various 
attacks in the WSN.

Throughput is the rate of successful data that has 
been transferred to a destination or base station. The 
following graph shows the throughput of various attacks 
with and without IDS. Out of the 18000 bytes sent, in 
a network without any attacks all the bytes will reach 
the destination without any loss, when the network is 
affected by black hole attacks the throughput is decreased 
drastically. When the network is affected by selective 
forwarding the throughput is reduced by half. When the 
network is affected by hello flood attack or replay attack, 
the throughput is similar because the main target of this 
attack is to increase the delay of the data transmission.

Figure 4.    Comparison of throughput for various attacks 
in the WSN.

Delay is the time taken by the data packets from 
source to reach the destination. The delay for transmitting 
the packets in a network without any attack is less because 
the AODV routing protocol selects the shortest path to 
the destination from the source. In case of hello flood 
attack and replay attack the delay is increased because 
the infected node will be away from the routing path and 
it tries to attract the traffic to pass through them so the 
delay is high during these attacks. The delay is more when 
using IDS also because the routing protocol is changed 
accordingly such that the affected nodes doesn’t involve 
in the communication process.

Figure 5.    Comparison of delay for various attacks in the 
WSN.

6.  Conclusion

In this paper, for a cluster based WSN we proposed a new 
acknowledgement based IDS using rule based detection 
technique for attacks like black hole attack, selective 
forwarding attack, hello flood attack and replay attack.  
The IDS detects the attacks before the data transmission 
takes place, once the attacks are detected the routing 
protocol is changed in such a way that the affected nodes 
will not receive any data. Only the unaffected nodes will 
participate in communication process. Therefore our 
proposed work not only detects the intrusion but also 
mitigates it before the actual data transmission. The 
performance of the IDS is studied using parameters such 
as throughput, packet delivery ratio, residual energy and 
delay.
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