
Abstract
Background/Objectives: Web applications face variety of new extortions related to injections. Securing the web applications 
becomes paramount and an intricate process with the current technologies. The objective of this paper is to protect the 
web application form injection attacks. Methods/Statistical Analysis: Web publishers frequently integrate third-party 
advertisements into web pages that also contain sensitive end-user personal data. This may expose sensitive page content 
to confidentiality and integrity attacks launched by advertisements. Thus web browser needs some simple security policy 
and enforcement which can alleviate basic attacks in order to guard the applications and user that resides on the web. 
Findings: The policy enforcement framework for addressing security threats and to protect against cross-site request 
forgery, cross-site scripting, and content stealing has been proposed. To do so, the framework observes all outgoing web 
requests within the browser and offers authorization and approval checks before the contents are embedded into a page. 
Additionally, the advertisements are restricted to the access the user data. Thus, the paper delivers better understanding 
about web application security policy enforcement which protects user data from interactive ads. The proposed framework 
is compared with existing methods like SOMA and RequestPolicy and the result shows that the proposed method improves 
better security against attacks. The proposed framework decreases the false positive rate and false negative rate when 
compared to the existing framework. The accuracy of the proposed method is above 90%. Applications/Improvements: 
The proposed framework can be used to protect the web against cross-site request forgery, cross-site scripting, and content 
stealing. The future work focuses on providing security against web site defacement and other attacks.
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1.  Introduction
With the rise of the Internet, web applications such as 
online banking, online shopping, social networking and 
web-based email, becomes most predominant part of 
our daily lives. Web pages contain dynamic content from 
diverse sources that may be reliable or unreliable, increase 
the complexity of web. Web applications are usually vulner-
able to attack than traditional applications due to opening 
of business on the web. In recent years, Web applications 
have subscribed to some new classes of security breaches, 
such as code or content injection and content stealing. In 
this new class of attacks, a rival is able to place malevolent 
content on a page to emulate as developer. These assaults 
are named as cross-site scripting attacks, phishing, or 

cross-site request forgery that depends on the procedure of 
an attack. According to HP1 and Whitehat2 security reports, 
nearly 71% of web applications agonize from a command 
execution, SQL Injection, or Cross-Site Scripting vulner-
ability. Extensively exposed hacker groups nudge holes 
in large corporations and government organizations for 
their personal profit or as a challenge and by thinking the 
lack of security as funny3. According to Imperva’s techni-
cal report on average, websites are attacked 27 times per 
hour or about once every two minutes, but this can go 
up to 25,000 attacks per hour4. These security threats and 
attacks are the biggest concern towards the improvement 
of a more secure cloud infrastructure5.

Another type of security threat is posed by the third-
party advertisements. Online advertising is currently a 
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profitable market. For many publishers, online advertising 
is a financial inevitability. They have only few resources 
allowing them to impose integrity and confidentiality pol-
icies on advertisements. Recently, malicious advertisers 
have sought to exploit these delegated trust relationships 
to inject malicious advertisements into honest web sites6,7. 
To enforce compliance, publishers must use out-of-band 
mechanisms (e.g., legal agreements), which leave the pub-
lisher vulnerable. Scamp ads may slip through and cause 
harm the high profile web pages. Thus providing a good 
security for the web and its user becomes hard, expen-
sive, time consuming and quite confusing, however it is 
very essential and one of the primary liability of the web 
developers and the researchers8.

The paper presents the following contributions. First 
it describes the simple architecture of web application and 
vulnerabilities. Next Section describes the related works 
that are identified in literature survey. Next it gives a short 
overview of the Simple Security policies. Then it describes 
the proposed Policy Approval Engine and its framework. 
It also discusses about the experimental results and 
comparison with the existing method. Finally the paper 
concludes with the future work.

2.  Web and Vulnerability
The web can be better understood in terms of simple client-
server model, where the browser sends the request and the 
server response with the web pages. However, web pages 
are actually more complex, since a single page may need 
to access many different servers in order to display all the 
information embedded within the page. Figure 1 shows 
typical three-tier system architecture of a web application. 
Tier 1: a web browser (an application to display the HTML 
page); Tier 2: a web application server (store web pages 
and manages business logic); Tier 3: a database server 

and content provider server (provide content and data to 
the web pages). The web application server receives input 
from the user and collects the relevant content and data 
from content provider and database server. Finally pro-
vides the contents to the browser. However, in reality, 
persistently the web browser also embeds the data to the 
received web page.

Unfortunately, there are dreadful ways in which con-
tent and code may be inserted into a web page. Once 
code or content has been inserted into a page, it can do 
a variety of things, including many malicious activities9. 
These malicious activities include Defacement, Content 
Injection, Cross-Site Request Forgery, Click jacking. In a 
typical advertising scenario, a publisher rents a portion 
of his or her web page to an advertising network, who, 
in turn, sublets the advertising space to another adver-
tising network until, eventually, an advertiser purchases 
the impression. The advertiser then provides content (an 
advertisement) that the browser displays on the user’s 
screen10. The attacks in this aspect are particularly worry-
ing because they undermine confidence in the core of the 
web economy.

In order to address these types of attacks, developers 
implement web application security policies that defines 
allowed and disallowed behavior of content on a web 
page. Traditionally, these policies have been implicitly 
defined by the use of sanitization functions and content 
filters, which modify distrusted data to conform to a 
well-understood and safe set of behaviors. However, this 
approach is notoriously brittle and sometimes impos-
sible, depending on what type of behavior is enforced. 
At the very least, this approach requires deep under-
standing of application semantics and the browser model 
for the developers. Also, to protect publishers and end 
users, advertising networks have been experimenting 
with various approaches to defending against malicious 
advertisements. 

Within the web space, organizations such as OWASP 
offer extensive guides for developers, consultants and 
other professionals who wish to design, develop and 
deploy secure systems11. Many more security technolo-
gies exist, while these can be deployed outside of web 
application, they still require experts who are famil-
iar with the application. However, there are two major 
security features within JavaScript: The sandbox and the 
same origin policy. The sandbox protects the computer 
on which the code is running. But in practice there have 
been implementation flaws that allow attackers to use 

Figure 1.  A typical three-tier system architecture for web 
applications.
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JavaScript to break out of the sandbox. Same origin policy 
protects other sites from JavaScript running on a given 
machine12. The restrictions can be relaxed in the case of 
sub-domains of the same domain. There are many pro-
posals for improved isolation and other improvements to 
the same origin policy13–19. 

A number of server-side mitigation techniques exist 
as well. The most popular class of server-side CSRF 
protection is the use of secret tokens20–22. Another class 
of server-side countermeasure relies on the HTTP ref-
erer header to determine the origin of the request. 
Unfortunately, quite often browsers or proxies block this 
header for privacy reasons23. Furthermore, an attacker 
can spoof HTTP headers, e.g., via Flash or request 
smuggling24,25. In26 proposed Request Policy, a concep-
tual approach and it has lower protection coverage. 
In27 introduced secure web application proxy for server 
side solution to detect and prevent cross site scripting 
attacks27. There are a variety of other techniques attackers 
may use to disguise injected code, such as use of HTML 
encodings28. Buffer overflow attacks were the most com-
mon type of security vulnerability attack until 2005, at 
which point they were supplanted by cross site scripting29. 
Rather than trying to fix all potential input and output, 
tainting focuses upon data which is more sensitive that 
can be used in traditional applications30,31 as well as spe-
cifically for web applications32–34.

A security policy is a formalized way of stating the 
intended behavior of a system. It provides constraints 
upon this behaviour with the goal of providing better 
security by restricting the actions that can be taken by 
a rogue or unauthorized entity. For more dynamic and 
context specific content, such as advertisements, verifiers 
and dynamic enforcement mechanisms like Caja35 and 
ADsafe36 have been proposed. For secured transaction for 
distributed system, a secured system web service which 
generate dynamic key and support parallel encryption and 
decryption37. A technique to detect Distributed Denial of 
Service attack by using window matrix and optimized 
HCF filtering technique has been proposed38. 

Also, to protect publishers and end users, advertis-
ing networks have been experimenting with various 
approaches to defending against malicious advertise-
ments. However, none of these approaches addresses the 
need to analyze what the security policies of web applica-
tions actually are. Furthermore, many of these solutions 
have a variety of problems that prevent developers from 
fully embracing them.

3.  Simple Web Security Policies
There are a great many issues in web security, but the 
biggest problem is that the attacks are often relatively easy 
while the solutions are unexpectedly difficult. Accordingly 
it is necessary to make attacks more difficult and to pro-
vide solutions that are easier to implement. Security 
policy is one way that we can define divisions to enhance 
the existing structures of the web39. Web security policy 
has challenges that differ from traditional security policy 
also simpler solutions are also available to enable simpler 
production. Solutions that are simple to implement are 
needed because of the defenders. Much web program-
mers concentrate on doing things and not on the security 
for the user40. While the web users assume that security 
will be the concern of programmers, unfortunately most 
of the web programming experts are unaware of these 
security breaches41. To make security implementation 
simpler, one of the classical way which isolates security 
from an application implementation can be employed. 

Thus the main goal is to reduce the amount of time 
needed to create and maintain the policy. Also these poli-
cies must be simple, more usable and makes the attack 
harder. Thus a security policy that provides additional 
security while retaining their simple natures has been 
proposed. The next section explains the proposed frame-
work termed Policy Approval Engine that protects web 
pages from unrestricted communications outside the 
page and protects the user data from malicious adver-
tisement attacks by providing fine-grained control of the 
advertisement’s privileges.

4. � Policy Approval Engine – 
Proposed Framework

This work focuses on the framework to restrict inclusion 
within the browser and to restrict ad’s privileges over 
user data exploiting the idea of isolating applications. 
This forbids the capricious communications from a web 
page to other sites. Additionally, access controls protect 
indiscriminate use of the content to other sites. The pol-
icy approval engine monitors all outgoing web requests 
within the browser and enforces a security policy and 
affords additional restrictions on inclusions, communica-
tions and access to user data by checking the White List 
before content can be embedded into a page.

The policy approval engine has a variety of options 
to handle captured cross-domain requests, i.e.,: allow the 
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created by the web application developer. The White file 
may contain a list of site that is allowed to load content 
from this content web server into their pages. 

The sequence diagram of the proposed framework is 
given in the Figure 3. All requests from the web server 
are redirected to the policy engine that resides in the cli-
ent side. The engine verifies the request and either it may 
accept, block or modify the request. If it accepts, it will 
forward the safe request to the Application Server (App_
Server) along with the request to Access Control List. 
App_Server returns webpage and ACL. Policy Approval 
Engine checks to ensure that the Content Server is on the 
Access Control List. If App_Server does not allow inclu-
sions from Content_Server, then the content is not loaded. 
If the Content_Server is included in the ACL, then the 
Policy Engine sends request to Content Server for White 
List. If Content_Server does not allow App_Server to use 
its content, then the engine again refuses to load the con-
tent. If Content_Server approves, the Policy Engine sends 
the request for the content to the Content_Server. The 
content provider provides the content which is then for-
warded to the browser. Again if the content includes some 
online ads, it blocks a script from accessing any global 
variables and elements which is similar to ADsafe.

The Access Control List42 and White Listare created 
and maintained by the system administrators as well 

request - requests originating from the same origin and only 
GET requests from cross-domain; block the request- POST 
request from cross-domain; modify the request -  
remove data from the request, such as cookies, cached 
credentials, and extra headers. Only safe request are sent 
to the Application Web Server (AWS). If the browser tries 
to embed the content into the web page, it checks the 
white list and Access Control List (ACL). The overview 
of the proposed framework is shown in the Figure 2. The 
processes depicted in the Figure 2 are as follows:

Web browser sends a request1.	
Policy Engine may allow, block or modify the request 2.	
based on the captured request. Assuming that the 
request is safe, it forwards the request to the Web 
Application Server along with the request to ACL.
The application server processes the request and 3.	
sends the web page and ACL as response to the Policy 
Approval Engine. 
The Defender Engine then gets the ACL and checks to 4.	
ensure that the content provider is on the ACL.
Assuming that the content’s server is on the ACL, 5.	
the engine then checks the White List that resides in 
Content Server to confirm the approval of content 
provider.
If the Content provider approves, the content is then 6.	
obtained from the content provider and embedded in 
the page.
Similar to ADsafe, if the web page contains any adver-7.	
tisements, it blocks a script from accessing any global 
variables and elements. 

The Access Control List file is a text file which contains a 
list of domains which are considered as risk-free places 
from which code and content can be obtained. It is a 
static file that resides in the web application server and is 

Figure 2.  Overview of the proposed framework.
Figure 3.  The sequence diagram of the proposed 
framework.
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6.  Conclusion and Future Work
The policy enforcement framework to protect the web 
against cross-site request forgery, cross-site scripting, 
and content stealing is presented. The results and com-
parison of accuracy shows that this framework provides 
more security against various attacks. The framework 
observes all outgoing web requests within the browser 
and offers authorization, approval checks before the con-
tents are embedded into a page and restricts the access 
to the advertisements by malicious codes. However, the 
data can be modified in transit and it does not stop attacks 
from trusted content providers/trusted origins. Also, the 
attack may compromise the pre-approved sites. Thus the 
future work focuses on providing security against web site 
defacement and other attacks.
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