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Abstract

Background/Objectives: Various types of web services are offered on the internet, which led to increasing the interest
in the area of web service composition by utilizing many available web services. Web services will be acting like as inter-
face for providing cross-organizational collaborations on the internet. Methods: To ensure the privacy of consumer data
in cross-organizational composition services where, no proper collection, maintenance and delivery of the sensitive data
is available. A framework has been proposed in this paper that addresses consumer privacy concerns in composite web
services. This framework provides a technique for privacy policy checking between a user and a service provider for com-
patible privacy policies. Findings: Web services composition environment are highly computerized, vibrant, and diverse
in nature. These attributes provide the high level of risk on the communication entities on the internet. Applications: The
structure applies to the Hospital Management System, Which involves three entities called a patient, consultant and service
providers. The encryption and multi-level of authentication ensure the Privacy of the sensitive data.
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1. Introduction

The Internet can access the Web service, through an
Application Programming Interface, which offers various
functionalities. Web services are self-explanatory, modu-
lar applications, which can be registered, published and
invoked by end users across internet?. Web services are
designed to perform tasks, which ranges from simple to
complex tasks. Web services are used to expose the func-
tions onto the network. It provides low communication
cost, loosely coupled applications and used to connect
different applications. Web services use XML language for
structuring the data and SOAP protocol for data trans-
fer over the internet. It uses Web Services Description
Language (WSDL)?, Universal Description, Discovery
and Integration (UDDI), and SPARQL.A large number of
Web services are developed and delivered on the internet.
Consumer needs can be satisfied by single web service or
combination of various web services despite their devel-
opment environment and implementation technologies*=.
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In Transferring our sensitive information without the
administrator control may increase the danger of allow-
ing potential attackers to collect, disclose sensitive data
in detrimental ways. In proposed A QoS model4 which
calculates a seclusion risk of published sensitive data.
The major hand-outs of this paper includes calculating
a privacy threat of disclosed sensitive data, delivering
Web service composition with privacy defend and QoS
assertion. In proposed A framework® to handle security
in web services compositions and using WS-Security
and WS-Policy’”. The main parts of this framework are
the aspect-based process container, the security service,
and the deployment descriptor. In the Existing System,
a Model was developed to unfold Data providing (DP)
Services and service oriented queries. DP Services have
mapped as RDF views over Mediated Ontology. Semantic
relationship between input and output parameters are
assigned using this RDF view. Query rewriting algorithm
was developed to process the queries. Query Mediator
converts input query into the composition of web services.
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Composing new web services from already available web
services to provide new functionality to satisfy customer
ad business needs has introduced privacy issues. To over-
come privacy breaches, a newly developed framework is
addressing consumer privacy concerns in composite web
services.

2. Proposed Framework

In proposed framework provides a technique for privacy
policy checking between an end user and a service pro-
vider for compatible privacy policies. It is used to enhance
the privacy when the user is requesting for the services.
Privacy of the user is checked before they are seeking for
some service. Various levels of preferences can test the
privacy. When the user satisfies the privacy policies, he
is allowed to give their request in natural language. Those
requirements convert into SQL queries. The Composition
of various web services will answer these service requests.
The following Figure 1 shows overall architecture of the
proposed framework. The concept applies to the Hospital
Management System, which involves three entities called
Patient, Consultant, and Service Provider. Privacy of
the Patient, Consultant and Service Provider data are
enhanced using encryption, multi-level authentication
and randomly generated security questions. The pro-
posed framework involves following four phases called
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Figure 1. Architecture of the Proposed System.

B 2 | oo (37) | October 2016 | www.indjst.org

Registration Module, Patient Module, Consultant Module
and Service Provider Module.

2.1 The Registration Module

This module allows the new user to register for accessing
the application and allow the existing user to login inside
the application. To login in the application, The Main
page is created. It includes two options 1) new user, 2)
Existing user as shown in Figure 2. Whenever clicking
on the new user it provides the following options like
Patient Registration, Consultant Registration and Service
Provider Registration where each entity has to enter the
required details along with they has to answer the secret
questions listed on the page. To enhance the privacy
sensitive information are stored in an encrypted format
using SSL encryption algorithm. In case of existing user
Patient, Consultant and Service Provider has to enter the
username, Password, Secret Question and Answer for the
secret question correctly. If the above entities are giving
wrong details after the second time also, then they are
blocked from accessing his page.

2.2 The Patient Module

The patient module allows the patient to perform fol-
lowing functionalities. 1. Updating the Patient Details, 2.
The Addition of Medical History, 3. Viewing the Analysis
Report, 4. Viewing Consultant details, 5. Generation of
Bill as shown in Figure 3.
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Figure 2. Registration Module.
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Figure 3. 'The Patient Module.

2.2.1 Second Level of Authentication

Authorized access to the patient is checked again by the
administrator by answering the second tier of secret ques-
tions, which provides the flexibility to answer one set of
questions. Once the patient is authorized he can access
this page which includes the functionalities as mentioned
above like the patient is allowed to update his details,
he can add the following details like Type of disease,
Consultant name, Consultant Id, Date of consultation and
Medicine prescribed in his medical history. The patient is
authorized to access the Consultant details by specifying
the specialization of the Consultant; he is allowed to see
the analysis report provided by the consultant and the bill
generated.

2.3 The Consultant Module

The Consultant module allows the consultant to perform
following functionalities. 1. Updating the Consultant
Details, 2. Viewing Appointment Details, 3. Updating
Diagnosis Result and 4. Preparing Analysis Report as
shown in Figure 4. Once the consultant is authorized he
is allowed to update his profile, Consultant can view the
Patient details by specifying the Date of Appointment.
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Figure 4. Consultant Module.
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Figure 5. Service Provider Module.

The Consultant can select particular Patient and see his
medical history and he can prepare the analysis report
based on the diagnosis result.
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2.4 Service Provider Module

This Module allows the Service Provider to perform
following functionalities. 1. Updating the Service provider
details, 2. Analysis Report as shown in Figure 5. Once the
Service Provider is authorized he is allowed to update his
profile, generate Analysis Report based on IN and OUT
Patients.
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Figure 8. Diagnosis Result.
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Figure 9. Analysis Report.

3. Result Pages

The proposed framework is implemented using C#,
ASPNet technologies. Asp.Net web services are created
for each functionality done in the registration module,
patient module, consultant module and service provider
modules. The snapshots of various feature shown in the
Following Figure 6 to Figure 9.

4. Conclusion

The proposed framework enables the privacy of patient,
consultant, and service provider data by encrypting sen-
sitive data of the patient, consultant and service provider
in the Hospital Management system. Each user has to
answer for a set of secret questions Apart from username
and password. The secret questions generated randomly
each time the user is logging into the application. If the
user is answering wrong after second time also means he
cannot access the particular page. Multi-level authentica-
tion avoids unauthorized access to sensitive information.
As a future work Quality of Service (QoS) will be consid-
ered while processing queries and composing the services.
The Service Provider module can be extended to perform
various types of analysis like Consultant based analysis
and Diseases based analysis. The Patient Module can be
extended to send mail to the service provider when the
patient cannot access.
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