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Abstract

Objective: The present study deals with a dual authentication of a human being from simultaneous analysis of iris pattern
and single side of the palm of same person which is expected to form some basis in the dual biometric based authentication
to avoid fraudulent activities. Methods/Statistical Analysis: For iris pattern matching, a thorough denoising by LOG Gabor
filter of 7X7 dimension is used. Subsequently edge linking and iris boundary detection is carried out by local processing.
For palm detection, in the current study the features of front portion of the palm are considered. The tool that will be used
for the development purpose is MATLABR2016a, and emphasis will only be on the software for performing recognition.
Findings: In the front side, the various mounts, creases, some deep uneven spaces and wrinkles in the human wrist are
evaluated. The recognition rate for the human iris pattern has been observed to be around 95.5% while that of palm
has yielded 91.99%. Application/Improvement: The aim of the study is to provide better social security and proper
identification i.e. authentication of a particular person especially when one biometric is lost due to some severe accident.
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1. Introduction

Security has never been so crucial, but ironically, thanks to
the computing power at everyone’s fingertips - never been
so effortless to breach. In most of the cases, security has
an essential imperfection because with the right key even
the wrong individual can gain authorization. Biometric
authentication strikes at these root problems because it is
distinct for each individual. Biometric alludes to advances
that quantify and breakdown human body traits, for e.g.
DNA, ﬁngerprints, retinas and irises, voice signatures,
facial structures etc. for justifying authentication'.

The palmprint and iris pattern matching are amongst
the most important biometrics?> when authentication is
done based on physiological attributes of human. The
palm area of a human hand generally contains some
creases and ridges which are formed during pregnancy
and other lines after birth. Indeed, even the indistinguish-
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able twins have distinctive palmprints’. So the highly
randomized appearance of the palm creases and lines
makes its use as a biometric notable.

Similarly, iris scans are also a very reliable way of iden-
tifying someone, simply by taking quick photo of their
eyes. The iris is a shaded ring of muscle that opens and
closes the pupil of the eye like a camera shutter. The col-
ored pattern of our irises is determined genetically when
a baby is the womb but not fully matured until two years
of age. It originates from a pigment called melanin. More
melanin results in brownish eyes whereas less melanin
results in blue colored eyes. In reality, the shades and pat-
tern of peoples’ eyes are extremely complex and unique.
Even mono-zygotic twins have different iris patterns®. Iris
pattern matching has a big advantage over other biomet-
rics because of its accuracy and reliability. It is evaluated
to be 10 times more precise than fingerprinting (claimed
to produce around 1 in 1-2 million false matches).
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On our present paper, we are implementing a system
in which a person is identified for biometric authenti-
cation by dual recognition of a person’s physiological
characteristics or biometric both by palm and iris rec-
ognition so as to make an efficient and effective way of
biometric signature for authentication.

Although lot of works has been done on irises and
palm recognition, no such works on both irises and palm
together identified for a person for biometric authentica-
tion has been found on any published journal or literature
so far.

Previous study on palm recognition was based on fea-
ture extraction of the Region Of Interest (ROI). They used
low pass filter and matching was done based on the basis
of line based approach and statistical approach**. Some of
them used a similar approach for palmprint recognition
by extracting feature vectors comparing to palm images
and performing match taking into account some distance
metrics. Some of the previous works on palm pattern rec-
ognition composed of two veils to figure out the vertical
first and 2" order derivative of palmprints. They utilized
zero-intersections of the main request subordinates to
recognize the edge focuses and compare headings. The
size of relating 2™ order derivative is considered as the
extent of lines. The weighted total of the local directional
size is viewed as a component in the element vector**.
Some of them provided a survey of palmprint recognition
depicting specifically the capturing devices, preprocess-
ing, palmprint related combinations and algorithms
particularly intended for real time palmprint authenti-
cation in large databases. Furthermore, they proposed
measures to ensure palmprint frameworks and clients’
privacy °. Previous works of some scientists was based on
utilization of complex wavelets for measuring the local
comparability of two pictures. They decomposed palm-
prints pictures and proposed adjusted complex wavelet
structure comparability for assessing image quality. They
estimated the general similitude of two palmprints as the
mean of all local adjusted complex wavelets °.

Previous study on iris acknowledgement frame-
work was contingent on a custom division system that
depended on Hough change. It could restrict the circu-
lar iris and reflections by blocking eyelids and eyelashes.
The removed iris area was then standardized into a rect-
angular segment with unfaltering estimations to exhibit
imaging asymmetries.

The apparent arrangement of a human iris in a pro-
gressing video picture was encoded into little progression
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of multi scale quadrature 2-D Gabor wavelet coeffi-
cients, whose most extreme bits incorporate a 256 byte
iris code. Statistical decision speculation makes recog-
nizing verification decisions of complete iris codes and
point out decision assurance level. Their work rested
upon a pyramid Laplace to perform 2-D band pass decay
taking into account the final objective to address iris
snapshots. A mapping limit gave the right correspon-
dence amongst them and Fischer’s discriminant surveyed
their comparable qualities. One of the teams worked on
iris recognition fixating on an effective approach for iris
acknowledgement, not withstanding when the pictures
have hindrances, visual clamor and distinctive levels of
radiance. They utilized CASIA iris database and gained
proficiency when execution assessment was exact.

2. Proposed Methodology

The present paper is based on dual authentication of
human biometrics by recognizing both iris as well as
palm of any particular human being which makes effi-
cient and effective signature for authentication which is
more reliable than any single biometric recognition. The
flow diagram of the recognition process by dual authenti-
cation of a human being from simultaneous study of iris
pattern and both side palm recognition is shown in the
Figure 1_De.

3. Stages of Palm Feature
Selection Process

3.1 Image Acquisition

Clear image of the palm has been captured by a high-def-
inition DSLR camera so as to get a better quality picture
which is very much helpful for analysis of the palm image
for better feature selection process and recognition rate.

3.2 Preprocessing

Preprocessing of the palm image is done as to get a
noiseless image so that all the palm features of any human
being are distinct and clear by aligning the palmprints
and cropping the ROI. So, overall preprocessing decreases
overhead. The cropped ROI is then utilized for feature
extraction. It is done in following stages:

a. The image of the palm is binarized in MATLAB using
the function ‘im2bw.
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Figure 1_De. Flow diagram for dual authentication by iris
and palm recognition

b. Then the boundary of the image is traced by the
function ‘bwtraceboundary’. The ‘bwtraceboundary’
function returns the column & row coordinates of all
the pixels on the border of an object in an image.

c. Next the detection of key points is done. From each
point between two fingers, the distance upto the cen-
tral position is measured which can be determined
using Euclidean distance. The distance of all the five
reference points is measured from the central point.

d. A coordination system is established by orienting an
ellipse to the image of the palm and applying tangent
approach.

e. The central portion of the palm is segmented after
establishing a coordinate system and different features
are taken. The principal lines of the central part of the
palm are shown in the diagram along with ridges and
wrinkles marked in the diagram shown in Figure 2_
De.

3.3. Methods of Feature Selections

3.3.1 Line Based Approach Using Histogram
Analysis

Line based approach develops detection of edge or
boundary® and is used to analyze the extent of the palm
lines. Then histograms equalization® of the size of palm
lines are framed by anticipating the x & y coordinates
so as to figure out the first and second order derivatives
of the palm pictures. Histogram equalization is done to
boost the contrast of the picture. The primary order deri-
vate is utilized to recognize the edge focuses and compare
orientations whereas second  order derivate is utilized
to distinguish the extent of lines. For coordinating and
matching, Euclidean distance is used.
The formula for histogram is:

k(n

k
S, =T(rn)=XPr(r)=2|" (M
j=1 A

where - 7,: input intensity, S : processed intensity, k:
intensity range, n: frequency of intensity j, n: sum of all
frequencies.

3.3.2 Extraction of Local Phase Information
Using 2D LOG Gabor Filter

For extracting local phase information, 2D LOG Gabor
filter®” is employed to allocate line content scores to vari-
ous palmprint segments. This segregated phase data is
utilized by the palmprint recognition frameworks to
decrease the enrolled information size and manage vary-
ing deformations between palmprint pictures. Due to low
memory prerequisite and quick coordinating pace, this
approach is quite convenient.

The Gabor transform of a signal p(t) with a Gaussian
function g(t) is defined by this formula:

Principal lines

Wirirklen Fiiges

Figure 2_De. Binarized palm image and central portion of the palm
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G,(w,7)= jp (t)g(t—7)e ™ dt

= (2)

The 2D-Gabor filter basis function has the following
general form:

v, (%) =a0"’exp[a§‘:p) [4[xcas (q]zz ) -+-ysin@)~ (Iw)+(—xsin(q]f7)+ysin@] ]}

gXp[[WJP [XCOS@+ysin(qk—n)]] (3)

4, Stages of IRIS Feature Selection
Process

4.1 Image Acquisition of IRIS

A person’s eye image has been captured with a high-def-
inition DSLR camera by a close eye camera distance to
obtain a better quality image for recognition analysis.

4.2 Preprocessing of IRIS Image

In preprocessing, there are two subordinates- localization
and segmentation®. First of all the eye image captured
is passed through canny edge detector®!® as to sharpen
the image by reducing various noises like reflection,
occlusions etc. After then, localization is followed by seg-
mentation.

Localization - In localization process, only the inner
and outer circle boundary are taken into account. This is
done by circular half transform to identify the bound-
ary between pupil/iris®'® and iris/sclera. This is shown in
Figure 3a_De.

Segmentation — The segmentation process is done to
get the iris portion as a ROI by removing the eyelashes
and eyebrows'* and also to remove certain reflections of
lights as shown in Figure 3b_De.

Figure 3a_De. Localization of iris
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4.3 Feature Extraction of IRIS

For simple correlations of iris, simply the key points of the
iris need to be encoded. The component representation
ought to have enough data to arrange different irises and
it should be less delicate to noises. Figure 4_De indicates
how the correlate area'! of the iris has been extricated.

Figure 4_De. Correlate region of iris extracted from the
segmented portion of the iris

A relatively easier and efficient way of utilizing the
Gabor filter is by fragmenting the 2D normalized pattern
into a number of 1D wavelets, and then these signals are
combined with 1D Gabor wavelets. Gabor filters are actu-
ally used to extract localized frequency information and
Logarithm Of Gausian (LOG) is used to reduce DC com-
ponent to zero.

The frequency response of a Log-Gabor filter'>'? is
given as:

(~log(f1 1))
2(log (o /fo))2

where f” represents the frequency of center and f *
gives the filter bandwidth.

G(f)zex (4)

5. Matching of Palm and IRISES

The matching of two irises once stored in database and
the other for verification as to have a clean match for

Figure 3b_De. Segmented iris
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authentication is done by the method of Euclidean dis-
tance®’. A distance of zero signifies a perfect matching
output whereas the level of distance directly measures the
amount of dissimilarity of two irises. With dimension of
feature vectors'®", this Euclidean distance performs best
giving almost accurate results.

If x values are x, x, till x_and values of y are y, y, till
y, are the two points in Euclidean space, then the distance
from x to y is given by:

D(x,y) = \/((yl -X, )2 +(y2 -X, )2 +....(yn -X, )2) (5)

(6)

Similarly, the palm is also matched with the samples
stored in the database by the method of Euclidean dis-
tance.

Now if there is a match between the stored iris and
palmprint data and the present person’s data who wants
to gain access® with his iris and palmprint, then the per-
son’s authentication is accepted otherwise authentication
is rejected.

6. Conclusion

This study is an effective and efficient biometric recogni-
tion for dual recognition system of both irises and palm
together for an individual. Previous works are based on
single biometric recognition but no studies have been
found so far in any journals and literatures based on dual
biometric authentication system. This work will mea-
sure a better output for recognition rate as two biometric
matching are working simultaneously making the system
more reliable and robust.
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