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Abstract

Objective: Millions of people use wireless devices in their day to day diligences without knowing the security fac-
ets of Wireless Technology. The aim of our research is to enhance the execution of widely used wireless devices’s
protocols by examining their behavior with Feed Forward Neural Network. Fundamentally, Neural Network is a mul-
tilayer perceptron network. It processes the records one at a time and “learn” by comparing the obtained output with
the actual output. Hidden layer neurons play a cardinal role in the performance of Back Propagation. The process of de-
termining the number of hidden layer neurons is still obscure. The work is focused on performance evaluation of the
hidden layer neurons for WEP (Wired Equivalent Privacy) and WPA (Wi-Fi Protected Access) protocols. Methods/
Statistical Analysis: For this work, three network architectures have been picked out to perform the analysis. The re-
search work is carried out by using Back Propagation Algorithm in Neural Network Toolbox on the data captured by
using Wireshark tool. Findings: The behavior of various unlike hidden neurons is evaluated through simulation tech-
nique. Network performance is also diagnosed with the help of epochs and Mean Square Error (MSE). The performance
of Neural Network is evaluated and outcomes indicate that hidden layer neurons affect the functioning of the network.
Improvement: We would like to work with the parameter and learning of the Neural Network to achieve best results.

Keywords: Back Propagation, Feed Forward Neural Network, Hidden Layer, Mean Square Error, Wi-Fi Protected Access,
Wired Equivalent Privacy

1. Introduction

Artificial Intelligence technologies like Neural Network
are vastly used technology in pattern recognition. Pattern
recognition is an approach which recognizes patterns
and categorize data based on preliminary information or
deduced numerical data from the patterns'. It is all about
learning the behavior of machines in observing envi-
ronments, discriminating patterns and building rational
conclusion of the class of the patterns. This technique will
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be very useful for business goals, in engineering fields
or in analyzing the data etc?*. Pattern recognition is the
more applicable answer to all the worries related to the
acknowledgement and classification of patterns like look
recognition, medical examinations, speech recognition
and codification of handwritten letters, figures, symbols
etc. This new approach provides excess benefit or extra
help in solving “real world” problems in many fields*.
Due to the rapid advancement in the world of elec-
tronics, the wireless devices are used by millions of people
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daily. Widely adaptation of Wireless Technology depends
on the standards, security levels and the flexibility of the
Wireless Technology. In WLANS privacy is accomplished
by protection of data contents with encryption. In current
scenario WEP and WPA are used for the security of wire-
less network environment. When security measures are
enabled in Wi-Fi devices, an encryption protocol is usu-
ally used called WEDP, it is the default encryption process
introduced in the first IEEE 802.11 standard. It is based
on RC4 stream cipher encryption algorithm and devel-
oped with the aim of to offer security through 802.11
wireless network®. WPA is a standard based, interoper-
able security specification introduced in 2003 by Wi-Fi
Alliance and its purpose is to enhance the level of secu-
rity for wireless LANs and overcome the lapse that’s in
WEP. WPA has some good security features such as WPA
encryption process and WPA authentication mechanism.

Wireless networks are becoming more and more pop-
ular today. Therefore, the protection of wireless networks
is essential means protection of confidentiality, integ-
rity and availability®. Neural Networks caters the simple
mechanism of approaching problems.

Generally Artificial Neural Network made up of pro-
cessing units which are interconnected by weights and
here the output of one layer acts as an input to the next
layer. MLP a network consists of neurons called percep-
trons. Artificial Neural Network (ANN) commonly relates
as Multilayer Perceptron Network’. In 1958, Rosenblatt
presented the idea of single perceptrons to the world.
Mainly, the Neural Network has three layers such as input,
hidden and output layers. Initially in the development
phase, hidden layer was not added in the problems hav-
ing linearly separable domain. But when a function uses
uninterrupted mapping between limited intervals, one
has to make use of single hidden layer directly which does
not involve in the network but it affects the final output®.
Therefore, training the network one has to choose care-
fully the number of hidden layers and the neurons in that
hidden layer. Adoption of excessive neurons in the pro-
cessing units may conclude in overfitting of the network
and using the fewest number of neurons in the processing
units leads to underfitting®'.

The proposed experiments,analyze the behavior of
Feed Forward Neural Network for the wireless security
protocols by increasing the amount of neurons in hidden
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layer for the given set of problems. Section 2 gives the
overview of the supervised Feed Forward Network used
in the problem. Section 3 describes the various topologies
used for designing the network. Section 4 shows the out-
come and discussion of the proposed work while the last
section concludes the paper.

2. Supervised Feed Forward
Network

Artificial Neural Network consists of many nodes
and each node has a node function associated with it.
Artificial Neural Network contains neurons called pro-
cessing elements which are large in numbers in the
network. Neurons are connected by communication links
with associated weights w, w,, w,...... w_The weight
associated with links increases as the approaching signal
reaches out to the Neural Network. Neural Network uses
weights as a key information to solve a problem and ini-
tialization of weights acts as an important aspect for the
Neural Network''. Weights may be fired or randomized at
the beginning of the network. An equation for computing

the weighted sum as below:
n

Net input = z X w;

1

From the input, applying the activation function the
output signal may be obtained. The output of any node
will be calculated by utilizing the binary sigmoid func-
tion:

1
f(x)= 14+ 7%

Artificial Neural Network comes in many different
patterns. The Neural Network is a layered architecture
having three forms of layer. A network which organized
the neurons in the simplest form of structured network
where every node of each layer is connected to the each
other node of the forwarding layer. In Feed Forward
Network architecture single layer of input neurons is
directly linked with the output units and sometimes many
hidden layers are inserted in between these two main
layers. The multilayer Feed Forward Network is advanta-
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geous over single layer because many statistical problems
can be solved by using these types of networks. In this
type of network, hidden layer plays beneficial part of the
network where computational process is done in the layer.
The sum is calculated by considering every node in the
hidden layer as an input from the previous layer other-
wise sigmoid function can lead to a feasible change in the
range’.

The Feed Forward Neural Network is based on
supervised learning algorithm: This type of learning is
performed with the help of a teacher or an advisor and
he/she trained or supervised the learner. Similarly, a tar-

Summing function

Neural Network Architecture.

get set which represents the desired output is required by
each input node in the Artificial Neural Network. During
training the neurons are fed into the network, which
results in an output vector.This is the actual output vec-
tor which is compared with the result that the user wants.
After computation if the network found any difference,
then an error signal is produced by the network'. Then,
this error signal is propagated back from the output layer
to the input layer and used for adjustments of weights. For
this type of studies, we take for granted that the correct
“target” values are known for each input vector.

MNeural
X ! Network >y
(Input) (Actual Output)
Error
(0-Ypsignal Error signal
Eenerator ¢ o
[Desired Output)
Figure 2. Supervised Learning.
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3. Implementation and
Simulation Designing

For this experiment, we have taken three types of architec-
ture by taking a different volume of neurons in the hidden
layer of the Feed Forward Network. The first implemen-
tation was a two layer MLP (10 neurons in the hidden
layer). This structure is referred to as 32-10-32. The sec-
ond implementation was on the structure 32-20-32. The
third implementation was on the structure 32-30-32.

3.1 Neural Network Architecture

A fully linked multilayer perceptron Feed Forward
Architecture is used in the Neural Network concept. In
a multilayer Feed Forward Back Propagation Network,
different layers are interconnected by links called weights
such as a first layer (called as input layer) is connected to
the second layer (called as hidden layer) and hidden layer
is in contact with output layer and so on. Each node of the
input layer collects the input signal x; and broadcasts the
signals to each and every node of the hidden layer. The
purpose of each hidden nodes z s to first calculate the
sum of weighted input signals and applying the activation
function on the computed result and then send this signal
to further connected layers. This process continues upto
the output with y, of the network.

The objective of the Back Propagation algorithm is that
the network can be trained to determine the mapping of

an input-output pattern pair. Method follows a Gradient
Descent approach to achieve the optimum weights. The
weights are adjusted in such a way that the squared dif-
ference between the desired and actual output obtained
is minimized at the output layer. In this algorithm, the
change in weight was based on the error calculated after
every train process. Following equation shows the weight
updation and change in error in the network.
Weight updation for output unit is:

Awy, =< G, z;

Weight updation for the hidden unit is:

Av;; = Sj-x!-

1 2
E= sz[tk_}’k]

A gradient descent method is used in the Back
Propagation network during training of the network to
minimize the total squared error of net result concluded
by the network'®"”.

3.2 Experimental Setup

The IP addresses of three wireless devices are used for the
experiment. The addresses are converted into binary for
input data. Here we have used Back Propagation learn-
ing algorithm for experiments. Neural Network training

Table 1. The parameters used for experimentation 1

Parameter Value
Training Algorithm Back Propagation
No. of input neurons 32
No. of hidden layer 1

No. of hidden neurons 10

No. of output neurons 32

Learning Rate 0.1
Mlnlmumne;r‘l(;f) reliusts in the 0.0001

Initial Weights and Biased term between 0 and 1
values
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Figure 3. Neural network architecture for network topology 32-10-32.
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Figure 4. Performance plot of feed-forward network with topology 32-10-32.
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0.1925 -0.1312 0.0682;
-0.1031 -1.0005 0.2155;
0.0058 -1.0007 0.0437;
0.0711 -0.3332 0.8273;
0.8550 0.4498 0.6903;
0.0675 -0.0323 0.0813;
0.6433 -0.0749 -1.0006;
-1.0079 0.0062 0.9412;
0.0291 0.0373 -1.0409;
0.0462 1.0002 0.0110

Weights in layer 1 to hidden layer.

-0.6114 -0.6722 0.1373 0.1714 0.3602 0.2642 -0.2325 -0.8605 -0.4275 -0.5064

-0.2334 0.2313 0.4725 -0.1005 0.1645 -1.094 -0.5651 -0.1366 0.5212 0.8832

-0.2449 0.9806 -0.1546 0.7441 -0.2935 0.0404 0.1326 -0.2037 -0.2526 0.6757

Weights in hidden layer to output layer.

is done through 5 trials in each experiment. Here in the
paper we show only one. Neural Network architecture
with 32 input neurons with 10 hidden neurons is dia-
grammatically described in Figure 3. Figure 4 shows a
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performance plot of feed-forward network with topology
32-10-32.

The second implementation was on the structure
{32-20-32}. Figure 5 shows a performance plot of Feed
Forward Network with topology 32-20-32.
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Table 2. The parameters used for experimentation 2

Parameter Value
Training Algorithm Back Propagation
No. of input neurons 32
No. of hidden layer 1
No. of hidden neurons 20
No. of output neurons 32
Learning Rate 0.1
Mlmmumneer;s(r) relinsts in the 0.0001
Initial \?zilih\t,z 1al.lr;csl Biased between 0 and 1

Rl Performance (plotperform) (e ——
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Figure 5. Performance plot of feed-forward network with topology 32-20-32.
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0.0230 -1.1187 0.9793;
-0.0012 0.7008 0.3902;
-0.3057 -0.0211 0.6612;
0.4103 0.7931 0.4705;
0.0880 0.4054 0.0027;
0.2692 1.0046 -1.0352;
-0.6154 0.0553 0.1804;
0.6399 -1.0005 0.6405;
0.0273 0.6881 0.0092;
0.9035 0.2057 0.0732;
0.0204 0.7542 0.0881;
-0.4701 0.7609 0.2123;
0.0405 0.0748 -1.0902;
-1.0866 0.1115 0.3913;
0.0014 0.1404 0.6236;
-0.1235 0.0356 -1.0508;
0.0553 0.0546 0.0393;
0.6505 0.3011 0.1002;
0.3183 0.2868 -1.0030;
0.0268 -0.8365 0.0222

Weights from layer 1 to hidden layer.

-0.2080 -0.1322 -0.672 0.4264 0.3325 0.6572 -0.2725 -0.2211 0.5955 -0.2202

-0.0230 0.4525 -0.323 0.2344 -0.3042 -0.0331 -0.0515 0.8036 0.1305 0.0805;

-0.3632 -0.5502 -0.3527 0.0135 0.5573 0.6001 0.0511 0.0332 0.3249 0.0326

0.1940 0.7244 -0.4044 0.6536 -0.5498 0.5036 0.3558 1.000 0.0621 -0.6681;

-0.6103 0.2203 -0.0685 0.5527 -0.6477 -0.9809 0.4121 0.2687 -0.4376 -0.8221

0.3332 0.7786 0.2252 0.0410 0.6068 -0.0478 -0.0976 0.1343 0.0113 0.7166;

Weights in hidden layer to output layer.
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The third implementation was on the structure Forward Network with topology 32-30-32.
{32-30-32}. Figure 6 shows a performance plot of Feed

Table 3. The parameters used for experimentation 3

Parameter Value
Training Algorithm Back Propagation
No. of input neurons 32
No. of hidden layer 1
No. of hidden neurons 30
No. of output neurons 32
Learning Rate 0.1
Minimum error exits in the 0.0001
network
Initial Weights and Biased term between 0 and 1
values
H Fertormance (plotpertonm) Lo e - —
Best Vabdaton Pedformance s 1. 19650031 a2 epoch 4
10° Tron -
W alhdatson
w* | Tuat :
Best
E Y et .
L 4
5""“ |
T .
wr}
o 05 1 15 2 25 3 as 4
4 Epochs

Figure 6. Performance plot of feed-forward network with topology 32-30-32.
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-0.0697 -0.3934 0.0424;
-0.0379 -0.3164 0.0726;
-1.0009 -1.0437 0.0037;
-1.0074 0.7919 0.0216;
0.7202 0.2264 0.2418

0.5491 0.0606 0.3424;
-0.0488 -0.4512 1.0076;
1.0009 0.0043 0.4774;
0.0272 0.0656 0.6511;
0.2121 0.0368 -0.4211;
0.7909 -1.0365 -1.0605;
0.2755 0.8254 0.4247;
0.6427 0.0221 0.0072;
0.3649 0.5216 -0.9327;
0.6237 0.7206 0.6491;
0.0551 -0.8739 -0.3287;
0.3222 -0.4489 0.8839;
0.8183 -0.0358 0.0295;
0.1199 -1.0048 -0.4022;
-0.4659 0.1373 0.2308;
-1.0356 0.7916 -1.0096;
1.0007 -1.0414 -0.0062;
0.0866 1.0001 0.2608;
-0.9339 -1.0053 0.5745;
0.4243 0.5063 0.1053;
0.2304 1.0009 0.0993;
0.0721 -1.0059 0.2166;
-1.0068 0.6828 0.0778

0.3536 0.2244 0.1555;
0.4346 0.1961 -1.0003

Weights in layer 1 to hidden layer.
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0.0595 -0.8082 -0.0485 0.6735 -0.5361 0.7926 0.8064 0.5266 -0.11610.6942
0.1852 -0.0111 -0.0598 -0.5115 0.5271 -0.2522 0.4763 0.3531 -0.4812 -0.8861

0.0312 0.3779 0.6132-0.5597 0.3602 -0.2347 0.7811 -1.0010 0.6071 0.6237;

0.1423 -0.1412 0.0465 0.6377 -0.2364 0.0275 0.2143 -0.3227 -0.8427 -0.4445
0.4134 -0.6347 0.1527 0.7668 0.0124 0.4621 0.7121-0.1794 -0.6451 0.7611

0.4704 -0.2730 -0.818 0.2084 -0.5533 -0.5620 -1.0062 -0.2455 0.2023 0.5048;

-0.6364 0.7014 -0.6460 -0.0087 0.6552 -0.0335 0.6013 -0.3466 -0.7358 -0.0262
0.5125 0.0551 0.4932 0.6337 0.2263 0.3430 0.5245 0.4141 0.0234 -0.2257

0.5260 -0.0124 -0.2782 -0.3044 -0.5305 0.8776 0.0025 -0.2143 -0.3214 -0.1713;

Weights in hidden layer to output layer.

3.3 Analyze the Behavior of Hidden
Neurons

3.3.1 Based on Mean Square Error (MSE)

In Table 4, results are arrived from the hidden neurons.

The Mean Square Error (MSE) is calculated for each trail
and it varies as the volume of hidden neurons varies.
On the basis of table data, a graphis plotted between the
average MSE and different volume of hidden neurons as

shown in Figure 7.

Table 4. MSE for hidden neurons (10, 20, 30)

No. of hidden neurons
Simulation
10 20 30
1 0.000910 0.000942 0.000101
2 0.000918 0.000113 0.000020
3 0.000905 0.000900 0.000136
4 0.000923 0.000980 0.000150
5 0.000917 0.000143 0.000018
Average 0.000914 0.000615 0.000085
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PSE Results with different number of hidden neurons
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0.0009
0.0008

0.0007
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0.0001

\ +—Average

10 20

[ 30

NMumber of hidden neurons

Figure 7.  MSE with different number of hidden neurons.

3.3.2 Based on Epochs

Table 5 Shows the different epochs from the network
for training the hidden neurons (10, 20, 30) and a graph
between the average number of epochs and different
number of hidden neurons shown in Figure 8.

that as we increase the hidden neurons as the number
of epochs come down. Experimental value shows that 3
epochs (lowest among all the epochs) were used to train
the network by implementing 30 hidden neurons.

No.ofEpochs with different number of hidden neurons

== Average

10 20

MNumber of hidden neurons

30

Figure 8. Number of Epochs with different number of hidden neurons.
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Table 5. Number of epochs for hidden neurons (10, 20, 30)
No. of hidden neurons
Simulation

10 20 30

1 5 4 4

2 5 3 3

3 6 3 3

4 5 4 3

5 4 4 2

Average 5 3.6 3

4. Result and Discussion

The simulated results of experiments that shows in graphs
(Figures 4-6) depicts the analysis of the performance of
the three networks. The above brought up outcome indi-
cates that the performance of each network varies depend
upon weights. For network topology (32- 10-32) the best
result was attained in a training session that was stopped
at 5th epoch. For network topology (32-20-32), the vali-
dation and training dataset do not overlap each other. For
network topology (32-30-32), the two curves validation
and training overlap each other. The simulation result
depicts that the network topology {32-30-32} has given
the best training and performance validation.

The comparison of the performance of the networks
on the basis of MSE and number of epochs shows in
graphs (Figure 7-8). Table 4 consists of MSE of three net-
works for five different trials. Computed result shows that
the differences of Mean Square Error for different topol-
ogies was small. Further, we calculate the average MSE
result which depicts that the obtained output value is very
much similar to the target value i.e. below 0.0001. Using
30 hidden neurons in hidden layer has given the best per-
formance and the result was 0.000085.

Table 5 consists of number of epochs carried out by
three networks for five different trials. We come to an end

Vol 9 (31) | August 2016 | www.indjst.org

5. Conclusion

In this work, The network is trained through a Back
Propagation algorithm by constructing a Feed Forward
Neural Network. Network performance totally depends
upon the neurons volume used in the hidden layers. It
also perceives that the flexibility of the network is directly
proportional to the neurons volume used in the hidden
layer, but on the other hand it demands more storage
capacity and requires a lower implementation period to
converge iterations.
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