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Abstract

Background/Objectives: At the present_where services are provided using devices, the importance of mobile device
authentication is increasing. We propose secure authentication method from auto-login function. Methods: Mobile carriers
remotely prevent using the device after the process getting the report of missing cellphone, but that can’t be a complete
solution when the USIM is removed or connection is made via wifi. This paper suggests a method with which when the
service is requested by an app from mobile device, Service Provider decides to provide services after checking whether
the device is lost through a trusted authority. Findings: A user, the owner of a cellphone, registers serial information of
Phone, pSN, and reports when the cellphone is lost, and carries out a process to withdraw services. The service provider,
whenever a service is requested, decides whether to provide the service through lost device checking process. In this
way, the vulnerability of auto-login function of a lost phone can be fixed. Proposed method with the process to check the
loss added authentication time compared to existing methods, but in terms of security and privacy protection, proposed
method is superior because it provides services only when the device is not lost. Application/Improvements: With
regard to solution to BYOD vulnerability and secure SSO, which have been recent issues, proposed method can be utilized

as an effective method.
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1. Introduction

With the development of ICT, the life forms are rapidly
changing. Especially, the specification of the mobile
device has been highly improved and the era has come, in
which the device replaces PC. Since the main components
like CPU and RAM of the mobile device are comparable
to those of PC, the second PC is used without limit of
time and space. At the point where services are provided
by the authentication through the device, the importance
of mobile device authentication is increasing. Especially,
the mobile device equipped with camera and GPS stores
a lot of personal and account information. In addition,
the occasion to use mobile device in workplace has been
increased. Therefore, the researches on the weakness of
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BYOD have been conducted"?.

Despite of the convenient aspect of mobility, there are
risks of being stolen and lost because mobile device itself
is expensive. Mobile device users have become concerned
about sensitive information that can be leaked from being
stolen and lost of the device and many studies have been
in the process™®.

At present, when the mobile device is lost and the
report is made, the moving route can be found and remote
control to stop the device usage and initialization can
also be possible. However, if the third party who found
the device removed USIM or tried to access Internet or
used the device abroad, it is not easy for the mobile car-
riers to remotely control the device. This paper suggests
the method with which the vulnerability of the auto-login
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function can be fixed regardless of the cases with wifi or
3G. Proposed method, by interworking with TA through
Secure App, restricts services after checking whether
mobile device is lost or not. The sequence of this paper is
as follows; Chapter 2 introduces the related technologies
that have been used; Chapter 3 introduces a safe authen-
tication method using Secure App; Chapter 4 compares
and analyzes the security with existing method; Chapter
5 concludes.

2. Related Works

2.1 Existing Model

Apps downloaded from Google Play or app store provides
services after ID and PW are given when they access the
server. However, to input the ID and PW with mobile
devices is not easy so most of accounts are stored in the
auto-login function so that they are to be given the ser-
vices. Figure 1 describes the process from the request of
the device to the service provided.

SP(Web Server)
MD(Smart Phone)
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-ID/h(PW) | s— |
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@ Authentication

Figure 1. Existing Model.

2.2 CA(Certificate Authority)

As an alternative to the problem of symmetric key trans-
mission and management, public key code algorithm
is proposed. However, because the public key can be
obtained by anyone, the falsification of the key is possible.
Thus, to verify the subject of the public key has diffi-
culty. With this weakness, there can be always Man in the
middle attack in the system that adopts the public key.
In order to solve the problem, subjects have trustworthy
organization, CA, and CA sends a signature that proves
the subjects are the owners of the key so that the problem
can be solved. For secure message transmission, subjects
send and receive the public key in the form of certificate
one another (Figure 2).

The below describes the step to make a secure channel
to transmit messages safely.

Stepl. Receiver > CA: Receiver sends his public key
to CA

Step2. CA: CA signs the receiver’s key into a public
key, that is he generates the certificate.
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Step3. CA > Sender: He obtains the certificate from
CA or Receiver.

Step4. Receiver > Sender: Sender obtains the pub-
lic key from the certificate, and using the key, makes the
secure channel and safely transmits the message.

o @ public
key

Recciver

Sender

Figure 2. Secure Channel using certificate made by CA.

Once Sender obtains Receivers public key, secure
channel forms between Sender and Receiver. Certificate
trusts the other’s public key as much as CA does. However,
there is a confirmation process to verify the certificate
before using it. That is called CRL check. After checking if
there is any certificate lost or expired, it utilizes the public
key in a certificate to transmit secure messages’.

3. Secure Authentication Method
using Secure APP

The authentication app that applies the proposed method
is defined as Secure APP. In Secure APP, the telecom-
munication subjects need to check the loss through CA.
As CA manages CRL in PKI, proposed method suggests
the structure in which TA manages the list of lost mobile
devices®. In the case of smartphone, mobile carriers can
be CA. Search engine sites called portal sites can be the
object of Secure APP. A lot of information and data of the
user are stored in portals and email account, and lots of
services provided by apps begin with the account of por-
tal sites and authentication in apps and PW losses occur
in e-mail based portals.

In order for the apps like portals to apply the pro-
posed method, firstly, one has to register his phone Serial
Number (pSN), for Service Provider (SP) such as portals.
The registration process is described as follows.

3.1 The Process to Register pSN for Service
Provider

Figure 3 shows the stored information in SP when reg-
istering phone Serial Number (pSN) information, which
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is the distinct identity number of Mobile Device (MD), in
an invisible form into Service Provider (SP). ID,, regis-
tered MD, ID,, joined the website but didn’t register MD.

no ID h(PW) phoneSerialNumber

11 IDy; | h(PW;9)
12 1Dy, | h(PWyy) h(ID;,@pSN;y)
24 1Dy | h(PW,,) h(ID,4@pSN,y)
25 IDys | h(PWy)

Figure 3. member table in the DB of Service Provider.

Below is the descriptions of steps to register pSN of
MD into SP

Step 1. Joins membership after access to the website of
Service Provider

Step2. Installs Secure APP that is provided by Service
Provider through a market like “Google Play” in the
mobile device; Allows permission to access of pSN in the
process of installation; User accesses Service Provider(SP)
through Secure APP installed in the device.

Step 3. Service Provider authenticates with given ID
and PW. MD-SP : ID/PW || h(ID@pSN). Provides hash
value as seen in Figure 4a; Provides ID and the result of
hash value for Service Provider; At this point, the infor-
mation of h(ID@pSN) is stored in the table of SP.

MD(Smart Phone)

oW

SP(Web Server)

phoneSN

Figure 4. The process in which pSN information is stored in
Web Server of SP.

Step 4. After authentication, Service Provider stores
h(ID@pSN) into pSerialNumber field of member’s table
like the Figure 4b.

3.2 The Process to Report MD Loss of user

As a user reports his loss of smartphone to a mobile car-
rier’s agent, when MD is lost, he needs to report that to
TA. Because TA trusts the mobile carrier like Figure 5,
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it registers the pSN information provided by the mobile
carrier on the revocation list. User doesn't go through the
mobile carrier, but reports the loss to SP after log-in. At
this point, after an additional authentication with I-PIN
and accredited certificate is made, TA registers the loss
into CRL after finding ID in the table of SP.

Trusted Authority

S0 ok [0 | Hash |
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synchronization
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Figure 5. Registration at CRL in case of losses.

(WS) of 5P,

Mobile Carrier

Through the system, although there are different SPs
in MD, once SP registers the loss, TA automatically per-
forms synchronization, which secures the safety from all
the auto-login functions with only one report of the loss.

3.3 Checking Process of the Loss when
Service Request is made after pSN
Registration

Figure 6 describes the method by which after checking
authentication process through the mobile device and
confirming the loss from TA, it provides services with no
problem found; if not, it stops providing services.

TA(Trust Authority)
MD(Smart Phone) SP(Web Server)
m
ID/PW

I
=]

—
phone SN @ response or reject —
@ Authentication

Figure 6. Proposed Method.

The below describes the step by step process to con-
firm the loss in the process of request.

Step 1. MD->WS : service request || ID/auto-login(PS).
To request services, log-in is made by using auto-login
function in the mobile device.

Step 2. WS : Authentication. Server tries to authen-
ticate after checking the loss of the device to find out
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whether it is MD or not; If not, the server doesn't check
the loss and provides services. If it is MD, next step begins.

Step 3. WS>MD : pSN request. It requests pSN (phone
serial number) to check the loss.

Step 4. MD->WS : h(ID@pSN). MD calculates the
hash values about the information of ID@pSN and send
them to the server. The reason to transmit them with hash
values is to secure the pSN information from service pro-
vider.

Step 5. WS ->TA: h(ID@pSN). WS provides
h(ID@pSN) that is hash value for TA.

Step 6. TA : pSN_RL (revocation list in TA) searching.
TA checks the loss after investigating h(ID@pSN) in the
table of WS.

Step 7. TA >WS: checking the loss. TA notifies either
the loss when the is Lost value is “yes” in the revocation
list or that the loss hasn’t occurred when the value is “no”
to WS.

Step 8. WS >MD : service response or service reject.
It rejects to provide services if it is a lost device, if not, it
provides services.

3.4 Withdrawal Process

Withdrawal from the service implies two meanings. They
are divided into the withdrawal from SP service, stop
using Secure APP. First, the withdrawal from SP service
proceeds by the request to withdraw from SP’s website. At
this point, SP removes not only given information but the
information of TA. Second, regarding how to stop using
Secure APP, it requires application for withdrawal, which
is similar to the registration process. After that, it is neces-
sary to delete Secure APP in the smart phone. In case it is
not the withdrawal from the service provider but to stop
using in certain device, the application for withdrawal
should be made in the device, after that, it is necessary
to register MD to be provided with services in another
device. In case of the change in user, registered user stops
using services and the other user should register. If the
registered user didn't stop using services, the new user
could not register.

4. Analysis and Discussion

Due to the electronic device which is portable and con-
venient, it is often lost and it is rare to retrieve the device.
For this, in order to control a lost device the USIM of
which is removed, the user needs to change passwords in
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the websites that he joined before and to log-out in other
devices by using PC or other terminals, which are incon-
venient actions.

With this proposed method, however, because the app
checks the loss when authentication is requested, the user
needs to simply register the loss. It can be an alternative
to BYOD that has vulnerability caused by frequent use of
mobile devices. Especially, the proposed method using
auto-login function makes secure authentication possible.

Table 1. Existing Method VS Proposed Method

Existing Proposed
Method Method
Authentication Time short time long time
Authentication Safety | poor good
Privacy protection - good
BYOD vulnerability high low
SSO security weak strong

Table 1 compared and analyzed both of existing method
and proposed method. Proposed method with the process
to check the loss added authentication time, but in terms of
security and privacy protection, proposed method is supe-
rior because it provides services only when the device is not
lost. In addition, proposed method is more efficient in terms
of BYOD vulnerability and SSO security which has been an issue

nowadays.

5. Conclusions

Atthis point where services are provided using devices, the
importance of mobile device authentication is increasing.
At present, to convert existing app into secure APP takes
additional expense. However, as for companies, because
of the frequency to use mobile devices in the workplace
increasing, BYOD vulnerability is always exposed. In this
situation, the proposed method can be an alternative. In
case the leakage of photos or videos taken with cameras
in MD occurs, necessity to encode is raised. Regarding
access to personal sensitive information or data, corre-
sponding access control methods have been studied®*.
In this paper, the alternative for secure authentication
in Secure APP using auto-login function is proposed.
Proposed method works in MD applied with auto-login
in Secure APP no matter what Internet method is used,
for example wifi, 3G, LTE. A follow-up study would deal
with either a method by which operation system in MD
checks the loss, or a method to prevent illegal data leakage
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by using SD memory card and cable. Especially, to design
a system which blocks access to files in SD card with the
security module not working after Android system rec-

ognizes any change when SD memory card is attached or
detached is necessary.
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