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Abstract

Wireless Sensor Network (WSN) assures to revolutionize sensing in a spatially dispersed and dedicated manner in various
applications. It requires adopting a security mechanism for critical applications. Though many cryptographic algorithms
are available it strength depends upon the key used for encrypting and decrypting the collected data. Key Management
Scheme (KMS), a technique for establishing and maintaining the key relation, play a vital role in any security mechanism. The
proposed work was focused on pairwise key establishment using QR based matrix Decomposition method. Though many
metrics are available the prime factor for any WSN is key connectivity. The proposed KMS focuses on 100% key connectivity
compared to probabilistic approach. For each communications different symmetric matrices are generated and are decom-
posed into Q and R matrix. This scheme is implemented in LPC2148 with Xbee to check its feasibility in real time applications.
Performance analysis shows that the proposed method achieves 100% key connectivity, better resilience and scalability.
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1. Introduction

Wireless sensor network is a kind of ad hoc network that
consists of sensor node commonly referred as motes, with
limited power source, communication and computational
capabilities. It is appropriate for performing a variety of
tasks in ecological monitoring, industrialized automa-
tion system, Military application, Health monitoring etc.,
Sensor nodes are deployed in any (attended/unattended)
environment and can establish a wireless connection
among them. Since many cases WSN are deployed in
hostile and abandoned areas, the collected data has to
be secured in an appropriate manner. To ensure secure
communication among the sensor nodes, all the data
must be encrypted and equally node must also be authen-
ticated'. This results in adopting a security mechanism.
Though many cryptographic algorithms are available the
strength depends upon the key used for encryption and
decryption. Thus KMS plays an essential role in WSN to
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establish a keying relation among the nodes. Many KMS
are available but not every method is suitable for WSN
because of sensor node constraints.

KMS can be implemented in two ways: Symmetric or
Asymmetric technique®. As WSN is resource constrained
asymmetric key management may not be suitable for
WSN because of its keying nature (private and public
key). Hence symmetric based key management schemes
are preferred for WSN. Security requirements for key
management® schemes are integrity, confidentiality,
authentication and time synchronization. The metrics to
beevaluated against KMSare: Key connectivity, Resilience,
Scalability, Efficiency (Storage, Communication and
computation).

1.1 Key Connectivity

Each node communicates with every node in a region by
sharing a key either directly or indirectly.
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1.2 Resilience

When a node gets compromised, the remaining node
links have to be secured. The need for network resilience
increases with the chance of a node being subverted by an
adversary.

1.3 Scalability

Capability to support when additional node is added to
the network. In WSN thousands of nodes are connected.
If the network wants to be expanded KMS should be
scalable.

1.4 Efficiency

Network nodes have the limited capabilities like memory,
communication and computation. Memory efliciency
evaluated against Storage of keys, Computation based
processor cycle required to set the key, Communication
based on number of messages required to establish a key
among the nodes.

2. Related Works

During the deployment stage in WSN, the sensor nodes
have to be distributed with keys for implementing key
management schemes. Various key managements have
been proposed. These key management schemes can
be implemented in two ways: Random approach and
Deterministic approach.

Various Random Keys Pre-distribution schemes are
used. The basic scheme is an E-G scheme* in which large
pool P of key of size 2% is constructed. Random m keys
are chosen from the pool and are stored in sensor nodes.
The Key ID’s of each node is exchanged with neighbor-
ing nodes to obtain a common key. This key is used as
secret key in the communication links. The Q-Composite
method is an enhancement to the method which uses
q keys for communication. The major advantage of this
method is higher resilience.

Matrix key distribution scheme’ uses a cluster struc-
ture to reduce the communication and computation
overhead. Blom’s method is used to improve the con-
nectivity between the clusters. It involves two phases: key
agreement and pre distribution phase. A cluster of size
m with n cluster heads is formed in the key pre distribu-
tion scheme. A common key is shared among the nodes
in the cluster with which an inter and intra clustering key
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mechanism is established. Although this method proves
to be eflicient, it fails for large number of nodes.

As an improvement to Blom’s scheme, a pairwise key
distribution method which uses multiple keys is used. A
LU composition technique® is one of the technique that
integrates with Elliptic curve for key path establishment.
It is used for group key agreement and management using
tree based LU matrix. Elliptic curve Hellman protocol is
used for key agreement to share the key in unsecure areas.
This method is mainly used for securing communication
link between cluster head and nodes in it. The disadvan-
tage of this scheme is that it provides poor scalability and
requires high storage.

ID based Pairwise key pre distribution scheme* using
matrix based hierarchical model is proposed. It uses a
pairwise key for matrix method; this scheme provides
high resilience compared to the above schemes. On a
hierarchical basis, the network is sub-divided into parts.
Blom’s scheme is used for constructing symmetric matrix.
The key is exchanged between the nodes for secured
communication.

Deterministic method uses elements with certain
characteristics. The Exclusion Basis’ System is used for
group communication. A tree based approach can also
be used. The cluster key becomes open on node compro-
mises, whereas in group communication the cluster key
changes periodically. However, the energy consumption
is high for frequently updating the key.

3. The Proposed Scheme
3.1 The Network model

There are two types of architecture where in sensor
nodes are deployed, Hierarchical model and Distributed
model. In Distributed model there is no fixed infrastruc-
ture which implies that the topology of the network is
not prior. In this type of network architecture, keying
information loaded will be more this leads to storage
inefficiency. In the hierarchical network® ordering among
the nodes are established i.e., hierarchical levels constitute
a network. Many cases the levels will be as three layers
with base station, cluster head and sensor nodes. Base
stations have many orders of magnitude when compared
to cluster head and sensor node. The resources’ are more
for cluster heads when compared to sensor nodes as they
involve in long distance transmission. Hierarchical WSN
Architecture is shown in Figure 1.
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Figure 1. Hierarchical WSN Architecture.

This proposed work mainly focuses on three-level
hierarchical modeling. The clusters can be framed in
view of different criteria, for example, capacities, area,
and signal quality. Every cluster has a cluster head and an
arrangement of sensor nodes. Communications are made
only with i) sensor nodes within the cluster and ii) Cluster
to Base station to reduce the communication overhead
and traffic.

3.2 Keying Requirements

The keying requirements are classified as Key Pre
distribution and Dynamic keying requirements. In the
Key-Pre distribution scheme as it name implies the keys
are preloaded into the sensor node. With that keying
information, keys are established and nodes in the net-
work will communicate. In dynamic keying, code or some
information is loaded into motes to generate the keys.
The Computation cost to generate the key will be more
and equally code memory size is large. To avoid these
complexities, many KMS is based on Key Pre distribution
method. The proposed work is based on matrix based
Key Pre distribution scheme where symmetric matrix is
decomposed using the QR decomposition technique. The
symmetric matrix is decomposed using below Figure 2.

3.3 Background of QR Matrix
Decomposition

Definition: The symmetric matrix K is decomposed'

into Q matrix and R matrix using below procedure.

Decomposition is performed in base station (High end
configuration device).
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i D:\project\project in key magt\QR decomposition.exe
Enter
5

Symmetric Matrix
35

Q Matrix

-0.595952
0.189667
0.795496

—-0.483447
0.815637
-0.414689

R Matrix
188.186722

50.533489
0.800000

118.833356
67.546471
16.681234

Product of Q and R leads to Symmetric Matrix K:
55 .0608000

45 . 000000
35 . 0006000

45 . 9860000
67.000000
88 .000000

35 .60660006

88 .000000

99 .000000

Assume Row 1 from Q and Col 1 from R to Node 1

Assume Row 2 from Q and Col 2 from R to Node 2

After exchanging the Column the KEY K12 and K21 as......

Ki2 = 8570.000000 and K21 = 8570.0060000

Figure 2. Base station generates Q and R matrix.

kll k12 k13 Qll Q12 Q13 Rll RlZ R
k21 k22 k23 = Q21 Q22 Q23 *1 0 R22 R23 (1)
k k32 k33 Q31 Q32 Q33 0 0 R33

31

The Q and R matrix are constructed as,

VW, VW, VW,
Q=(W,|&W,| WyjR=| 0 ... .. VW,
0 0 V Wy
\
Q, Qi Q5
Wi=|Qy [W,=|Qy [[Ws=[Qy (i)
Qs Qs Q)

Each column of symmetric matrix K is denoted as vV,
V,and V,

11_V1 1’ 12_V2 1’ 13_V3W1;
2= Vzwz; R23 = V2W2; R33 = V3 Wz; (iii)
1 1 .
Wi=—=V;W,= - (V, — projVv2);
V]| (A1 V2 = projV2 i)
B 1
> (O[] V3 - projV3 —projV2 [V, (iv)

For each cluster different symmetric matrices are
generated and then decomposed into Q and R matrix
to improve network resilience. Many schemes are based
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on threshold® say A, secret sharing scheme i.e., when A
nodes captured the entire network will get revealed. Once
matrices are decomposed each cluster’s sensor node are
preloaded with row of Q matrix and column of R matrix
of its symmetric matrix.

3.3.1 Example: QR Matrix Decomposition

In this scheme symmetric matrix is generated from a pool
of random numbers. Using Equations (ii), (iii) and (iv)
Q and R matrix are constructed. Steps to compute two
matrices are as follows:

Step 1: Assume Symmetric matrix K is generated for
pool of random numbers.

K= (v)

[ R S R

2
1
1

N = O

Step 2: The Q matrix can be acquired from the
Equation (iii and iv)

(vi)

= v -

Jw ) S
SES RS
r—-w.—-;—n._.|
SRR

Step 3: The R matrix can be acquired from the
Equation (iii)

(vii)

= v -

J)w L S
SERS RS
>—aw>—1»—l>—a|
S =5

Each K element can be calculated by using below
equation

Q,*R, =K Q,*R,=K; Q *R,=K_;
Q,*R, =K ;Q, *R, =K ;Q *R,+Q,*R =K,
Q,*R, +Q,*R,+Q;Q, *R,+Q,* R K ;
Q, *R,+Q,*R, +Q,*R =K
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Since K is symmetric, K, = K. So,

KIZ = K K13 = K K23 = K32 C’

217 31

3.3.2 Key Establishment

Two phases to establish pairwise key between sensor
nodes:

Phase 1: Key Pre distribution: Row eri_j from Q
matrix and Column ¢ R, from the R matrix
are preloaded into sensor nodes of its clus-
ter’s symmetric matrix. x-denotes row and
column identifiers for example first row and
first column.

Phase 2: Key establishment: Each sensor node trans-
mits its column ¢ R, The reason to transfer
its column is that the R matrix is an upper
triangular matrix and some elements are
zero, which takes less number of bits mes-
sage to communicate. While evaluating
energy consumption, computation (64 bit
ALU operation) performed on a sensor node
is equivalent to transmitting a single bit.
Concentration should be given for trans-
mission message also. Figure 3 shows the
interaction between two nodes to establish
the pairwise key.

It is thus possible to use the basic QR matrix based
scheme to ensure a pairwise key between any two nodes
for communicating in wireless sensor networks'’. The
same procedure is followed for communicating between
cluster head and base station by preloading with its Q and
R matrix rows and columns. In general different matri-
ces are generated for each clusters and a single matrix
between cluster head and base station.

Node 1 Node 2
Row 1 (0, 1, -1), column 1 (2, 0, 0) Row 2 (1, 0, 0), column 2 (2, 2, 0)

Send column 1

Send column 2

After receiving the column

After receiving the column compute the Key, 2

compute the Key, 2 Send Hash of the KEY

Send Hash of the KEY

If same start communication

Figure 3. Handshake between two nodes.
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4. Hardware Implementation

The proposed key management scheme is implemented
in LPC2148 with Xbee to check its feasibility in real time
applications. LPC2148 is a 32bit ARM7TDMA with
128 bit memory interface. For communication x bee is
used as a transceiver. Experimental setup with coordina-
tor (cluster head) and end device (sensor node) is shown
in Figure 4.

Experimental setup shows that each device loaded
with its rows and column as shown in Figure 5 and 6.

The pairwise key is established between coordinator
and end devices as shown in Figure 7 and 8.

Figure 4. Hardware setup.
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Waiting for Column TxLine
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Figure 5. Node ltransmitting to node 2.

Vol 8 (S9) | May 2015 | www.indjst.org

Fle Yew Tak Langusge Utilties Window Help

sl Olleal Qv 5| B
R
Node 2 : Store Row 2 Tx Chaachar
T
Waiting for Column 1 U
Sending Column 2 to node 1 TxLra
0o 4100
Receiving Column 1 from node 1
TxFle
S
Optons
™ Clex
¥ Yaidue Rx
Close
Ready Il

Figure 6. Node 2 transmitting to node 1.
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Node 1 : Store Row 1= (0,1,-1),Column 1= (2,0,0)

Sending Column 1 to node 2.

Waiting for Column 2........

Receiving Column 2 from node 2..........
Compute HASH KEY =2;

Sending HASH KEY to node 2.

Waiting for HASH KEY from node 2.....

Receiving HASH KEY from node 2.......

AUTHENTICATED

|Ready il

Figure 7. Key computed at node 1.
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Node 2 : Store Row 2= (0,1,-1),Column 2=

Waiting for Column 1
Sending Column 2 to node 1.

Receiving Column 1 from node 1.
Compute HASHKEY =2;
Sending HASH KEY to node 1

Waiting for HASH KEY from node 1

Receiving HASH KEY from node 1

AUTHETICATED

Ready I

Figure 8. Key computed at node 2.
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5. Performance Analysis

The proposed method achieves 100% key connectivity.
In probabilistic based approach'? if the keys loaded into
nodes are enormous, probability of key connectivity
will be high. By sacrificing memory constraint key
connectivity can be obtained. In many cases the keys are
directly loaded. So by capturing a minimum number of
nodes the entire network will get revealed. But in this
proposed work 100% connectivity is obtained without
revealing any information as shown in Figure 9.

The proposed method provides good scalability
because symmetric matrix decomposition is done at the
base station (high end configuration) and there is no
restriction on matrix size also. So if any new nodes are
added to the sensor field unused row and its correspond-
ing column of R matrix are preloaded.

In terms of resilience the proposed method works
better. In most of the matrix based schemes rows and
column are randomly selected and preloaded, so there
is a chance of selecting the same row and column. But
in this scheme none of the row and column is repeated.
Rows and columns are preloaded in an orderly fashion.
By doing so network resilience will be achieved.

5.1 Storage

Other than Rows and Column no other information
related to keying is stored. Moreover, since the R matrix
is upper triangular matrix and many elements are zero
depending upon the column.

5.2 Computation

Compared to Blom’s scheme computation cost is less.
Though it is storing the seed alone to regenerate the
column, the computation to generate the column will

100% 1
90% -
80% - /
70% - /
60% -
50% -
40%
30% -1
20% -+
10% -t
0% -

Proposed scheme

Existing scheme

Maximum of keys sharing

d 2 3 - 5
No. of keys stored

Figure 9. Key connectivity.
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be more. The proposed schemes by single multiplication
keys are generated.

5.3 Communication

Communication cost is reduced by using data compression
technique. And the number of messages to establish a
pairwise key is three alone.

6. Conclusion

The key management scheme is very important for WSN,
because to secure the information in the network. In
this scheme hierarchical network model with QR matrix
based key pre distribution scheme is proposed and also
analysis shows that the proposed schemes work better in
terms of node connectivity, scalability and resilience and
efficiency. Several security analysis can be performed on
the proposed scheme to test the efficiency of the generated
key for wireless sensor networks as a future work.
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