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Abstract
A wireless network consists of nodes which cooperate with each other for transmission. In adhoc network the nodes
are mobile forming temporary network dynamically. These networks don’t provide special security mechanics where
­attacks­are­highly­possible­through­malicious­nodes.­Malicious­nodes­don’t­cooperate­with­other­nodes­and­acts­selfishly
by  reserving the resources for its own use. This decreases the performance of the routing protocol in the network. In order
to increase the performance of the routing the malicious nodes has to be detected and that route has to be prevented from
routing. In the previous paper the malicious nodes are just simulated and analyzed. In this paper the malicious nodes are
detected in prior to the routing using consensus based algorithm and then that route is prevented for transmitting data
between nodes in mobile adhoc networks.
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1. Introduction
Wireless sensor network is a large network which  consists
of nodes that has sensor functions. The change in  topology,
broadcast network, resources make the wireless network
different from the adhoc network. Whenever a node wants
to send the data to another node, in between nodes called
as co-operator node act as an intermediate for receiving
or sending the packet to destination. AODV is the most
efficient communication protocol in MANET’s4,12. In
AODV routing, data packets are sent to the destination
node by checking the current route from the route table,
as the position of the nodes always changes. The route in
between the source node and destination is maintained
until the source node requires it13,19. As the topology in
mobile adhoc network always changes the route is redis-
covered until the source node is active10. When destination
or intermediate node moves, it propagates the error mes-
sage generated by node and passed until it is reached to
the source node6,10,19. To secure the mobile adhoc net-
works, malicious nodes has to be removed since the data 

packets accepted by the malicious nodes are dropped7.
Due to this message dropping attack, the communication
between the source and the destination cannot be done16.
This malicious node reduces the performance of the rout-
ing and reduces the security to the data17. In this paper
the consensus based algorithm is used for the detection
and prevention of malicious nodes so that the route where
malicious nodes are present can be avoided. This increases
the efficiency and security in data transfer and also the
performance of routing is increased.

2. Related Works

2.1 Reputation Based Technique
In this method a central authority network is maintained
where it keeps on updating the reputation values of the
particular node10. A positive feedback and negative feed-
back is created for the nodes. A request may be sent by
the other nodes to the central authority for the reputation
values of a node29,30. It keeps on updating every interval 
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time. But this approach fails in distributed huge  network 
because a single central authority cannot  calculate the 
entire reputation values as the network is large. Prediction 
of the future reputation values cannot be done and 
 pictorial representation is not possible.

2.2 Punishment Based Technique
The detecting and eliminating of malicious node can be 
done in four ways. The first step involves the detection 
of the malicious nodes in the network. The second step 
involves sending a message to the neighboring nodes 
about the presence of the malicious node. The third step 
involves the assigning the reputation values to the node. 
The fourth step involves detecting the best path for rout-
ing by detecting the malicious node10. The main drawback 
of this method is every time the reputation values are 
changed so it needs to update whenever there is a request 
from the other nodes.

2.3 Incentive and Eigen Trust Technique
It is a technique where a node will be charged for its 
own transmission of packets and compensated when 
it forwards the packets to the other nodes10,31. In order 
to decrease the charge of the transmission it purchases 
the packets from the other nodes to forward it to the 
 destination node.

2.4 COOPMAC with ARQ
This generally operates in the MAC layer in the wireless 
networks it is based on the Automatic Repeat Request 
protocol. Let us consider where P node wants to send a 
packet to node R through node Q, node P sends a request 
packet to node Q32. Once the node Q sends an acknowl-
edgement to node P to transfer the packet to node R then 
the node P forwards the packet to node R10. This is the 
method used to for transferring the packet with auto-
matic repeat request for re transmission if there are any 
errors or packet loss.

2.5 Consensus Based Algorithms
This method is used for detection and elimination of the 
malicious nodes from the network15. CUSUM detects 
the malicious nodes and finds whether it is a false alarm 
or malicious node activity10. The false alarm probabil-
ity is calculated using the global opinions by maximum 
 cardinality approach.

3. Proposed System

3.1 Discovery of Route using AODV
The route in between the nodes is discovered by the 
entries in routing table. It is ensured that the routing table 
is the current updated routing table, as the nodes in net-
work are not stable. The network topology always changes 
since the nodes in mobile adhoc network always moves. 
According the routing table the data packet is forwarded 
to the next destination or to the intermediate node. In the 
process of route initialization the route request (RREQ) 
and the route response (RREP) packets are created. The 
source nodes creates the RREQ packet which consists of 
IP address, sequence number, destination IP address and 
broadcast ID. This broadcast ID is incremented every time 
whenever source sends the request packet. In connection 
to the RREQ the RREP route response is sent back by 
the destination node. The RREQ is broadcasted to all the 
neighboring nodes for particular time limit. In this time 
limit the reverse route has to be created between source 
and destination nodes. If the route is not created within the 
time limit or the RREQ packet lost somewhere in the net-
work then again the source node sends the RREQ packet 
and is broadcasted in network. When the reverse route has 
been established which means the RREQ has reached the 
destination node then the RREP packet follows the reverse 
route to reach to the source node. When it reaches to the 
source node the forward route has been established. When 
the forward route has been establish now both the nodes 
can exchange the data between each other. 

3.2 Maintaining Route
After the route establishment the data is exchanged between 
the source and destination. But in this mobile adhoc net-
work nodes are always mobile. If the source nodes moves 
from the current position then the route discovery is reini-
tiated as to find the new path using RREQ packet. Or in 
converse to it if the intermediate nodes or destination 
nodes move then RERR packet is generated and propagated 
to the predecessor nodes in the network until it reaches to 
the source node. When the source node receives the RERR 
packet then it reinitializes the route or stops sending data. 

3.3 Malicious Nodes in AODV
The message passing attack is highly possible in the 
MANET’s and it is highly harmful. This attack can be 
performed using the malicious nodes. These malicious 
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nodes accept the route request, route response or data 
packets and drops it while sending it to the next node. So 
these malicious nodes have to be detected and  prevented 
in the network, as the goal of these malicious nodes is 
to stop the communication between the source and 
 destination.

3.4 Consensus Based Algorithm
This method helps in detecting and preventing the 
 malicious nodes from the wireless networks. In this 
method CUSUM and SPRT block has been used where 
CUSUM is used to find the malicious nodes and SPRT 
block is used to find whether the result sent by the CUSUM 
is false alarm or it is an activity of the malicious nodes. 
The false alarm is found by the global opinions which are 
formed using the maximum cardinality approach. This 
global opinion is the combination of all the local opinions 
in the Fusion center.

Consider a node n which acts as the malicious node to 
some nodes and acts as the honest node to other nodes. 
The em,n value is calculated at regular intervals for every 
node and this value is sent to the Fusion center. Then it 
takes the necessary action against the malicious node. 
If the em,n is 1 then that node is considered as the  honest 
node otherwise zero. The list for the honest nodes are 
made by 

HM,C = argmaxH∈C||H|| where em,n= 1 and for all n, m 
∈ H.

From HM,C repeatedly remove the nodes which are not 
trust worthy by an iterative approach. The nodes which 
have less global opinions are removed from the list. This is 
done until all the nodes in the array are honest nodes.

If the malicious nodes are found in the route then 
that route is dropped choose for another route in the 
 network.

if (malicious == true ) { drop(p, DROP_RTR_
ROUTE_LOOP);

// DROP_RTR_ROUTE_LOOP is added for no 
 reason.

}

4. Simulation Result
The performance parameters used for comparing during 
simulation are throughput, data packets delivery ratio and 
packets lost. The throughput is the data delivery per unit 
time during communication between nodes.

Throughput = (No. of data packets Received * Packet 
size * 8) /Simulation Time

The packet loss can occur in MAC layer or network 
layer but mostly the packet loss is considered in network 
layer. The packet loss can be calculated as 

Packet loss = Data Packet Sent – Data Packet 
Received

Packet delivery ratio is the ratio of data packets 
received from destination to the data packets originated 
from the source node.

PDF = (Data Packet Received/Data Packet Sent) * 100
The evaluation of the performance of the network 

is done using the ns-2.35 network simulator. In this 
simulation scenario we consider 50 nodes with random 
movement within the simulation area 1000m x 1000m. 
The simulation time for is 250 sec. Initially number of 
malicious considered are 0 then consider 1, 2, 3, 4, 5. The 
parameters that are considered for simulation are shown 
in the table 1.

The performance of AODV is found by introducing 
some malicious nodes into the network. The throughput, 
packet drop and the packet delivery ratios are calculated 
by considering different number of malicious nodes. The 
Figure 1 shows the throughput for the different no. of 

Table 1. Performance Parameters used in Simulation

PARAMETER VALUE 
ROUTING PROTOCOL AODV
NO. OF NODES 50
SPEED OF NODE MOBILITY CBR
TYPE OF COMMUNICATION 10m/sec
SIMULATION AREA 1000m x 1000m
SIMULATION TIME 250 sec
PACKET SIZSE 512 bytes
NO. OF MALICIOUS NODES 0,1,2,3,4,5

Figure 1. Throughput for different no. of malicious nodes.
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malicious nodes in the network. This graph shows that 
when the malicious nodes are increased the through put 
of the network is also increased. 

The Figure 2 shows the no. of packets sent and 
received by the mobile nodes in the network. For zero 
malicious nodes the packet drop is only one. But as the 
malicious nodes number increases the packets drop has 
been increasing but they are restricted to certain limit due 
identification of malicious nodes in prior. 

In the Figure 3 the variation in packet delivery ratio 
has shown by increasing the number of malicious nodes 
in the network. This ratio in AODV routing is mostly 
restricted to 99% to 90%. 

5. Conclusion
The techniques proposed are used to eliminate and 
identify the malicious nodes present in the particular 
network. Due to the presence of these nodes the per-
formance, throughput, packet delivery ratio is reduced 
and the impact of the AODV protocol is dropped. These 
attacks make the node malicious so that the transmis-
sion of the packets from the source to destination never 
happens. The Consensus based algorithm helps to detect 

and prevent the malicious nodes and also  provides 
the successful transmission of the packets between 
the nodes. This increases the network’s performance, 
 routing and the throughput and the results are carried 
out using ns2.
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