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Abstract
Phishing is an online criminal activity using the collection of social engineering methods such as messages and emails 
to make the users to disclose their sensitive information such as personal details, username /password4, etc. Since 2007 
Net-Banking transactions are the target of the phishers. The strong techniques are required to avoid phishing attacks. In 
our paper, we proposed Multi Factor Authentication (MFA) and secure session key generation using Gaussian distribu-
tion to reduce the attacks caused by the phishers. Multi Factor Authentication technique authenticates the users using 
user’s signature image recognition8 and secret question answer. After successful authentication of user using Multi Factor 
Authentication technique, session key generated using Gaussian distribution is sent to user’s mobile phone. User proceeds 
with the transaction only after entering the session key received1. By incorporating above mentioned techniques users can 
perform online transactions safely and securely.
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1.  Introduction

Phishing is a social engineering attack where the attacker 
looks for weakness in the users and steals their personal 
information. The term Phishing originated from two 
words Phreaking (hacking of Phone calls which are the 
earliest method of hacking) and Fishing (fishers use bait 
to fish). 

Phishing started in the year 1995 which targeted 
America On-Line (AOL) users. In the year 2001 phish-
ers targeted on users of EBay and banks and by used key 
logger programs to gather account details and credit card 
information. From 2007 phishers major targets were 
banks and PayPal.

Phishers set up phishing web server, start sending 
emails to users and make them trust that these emails are 
from the actual banks7. When users respond to the mail 
by clicking the fake links provided in the mail, users are 
redirected to the fake website and provides all the sen-
sitive information in that website. Phishers accesses the 
web server database where user’s details will be stored 
and uses their details in the original bank’s website and 
performs the transaction on behalf of the actual users6.

Phishing attacks are classified in to 2 major types. 
Malware and deceptive phishing attacks. Malware phish-
ing attack happens by installing the destructive software 
in the system of the user2. In Deceptive phishing attacks, 
false emails are sent to the user’s inbox2. There exist 2 
approaches to overcome phishing attacks. One is through 
educating users about the false emails and messages 
receiving in their inbox and other one is through making 
the software strong enough to identify such fake emails 
and websites and alerting the users.

 User authentication is done in 2 ways. First, Single 
Factor Authentication3 (SFA) which uses traditional user-
name and password4 to authenticate the users. Second, 
Multi Factor Authentication (MFA) which uses hardware, 
software or out-of-band such as email or SMS methods to 
verify the authenticity of the users5. In our paper, we have 
proposed user authenticity based on MFA such as user’s 
signature image recognition and secret question answer. 
After successfully authenticating the user, session key is 
sent to registered user’s mobile phone number. User uses 
the received session key to proceed with the transaction. 
In our paper, we have used Gaussian distribution to gen-
erate the session key which is used for single transaction.
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2.  Proposed Work
In our paper, we proposed Multi Factor Authentication 
(MFA) and secure session key generation using Gaussian 
distribution to reduce the attacks caused by the phish-
ers. MFA technique authenticates the users using user’s 
signature image recognition and secret question answer. 
The user needs to enter username in the bank’s login web 
page; if it is matched the user is provided with exact regis-
tered user’s signature image along with 3 altered signature 
images and is asked to select his correct signature image 
for authentication. If it is successfully matched, the user is 
redirected to answer the secret question which is known 

only to him. In the above 2 steps of authentication, user 
tries to attempt wrong credentials, his/her net banking 
account will be blocked. After successful authentication of 
user using MFA technique, session key is generated using 
Gaussian distribution and sent to user’s mobile phone. 
User proceeds with the transaction only after entering the 
session key received. Finally, user successfully logs out 
after performing secure and safe transaction

2.1 � Generation of Random Numbers using 
Gaussian Distribution

The session key used in our application is generated using 
Gaussian distribution. This distribution is also called 
Normal Distribution. In this distribution, the generated 
values tend to group around the average. The default shape 
of the distribution is obtained with average value of 0 and 
standard deviation of 1. This default shape can be changed 
by altering the values of average and standard deviation.

In order to change default average value, we add the 
required number to the returned value from the default 
function which is generating values with default average 
and standard deviation and to change standard deviation 
we multiply returned value from the function with the 
required number.

3.  Discussion
Screenshots of Online Bank Transactions using MFA 
Technique.

The user need to enter his/her name in the login 
authenication page and the entered name will be matched 
with the database. 

After successful match of username, the user will be 
redirected to the signature page where he has to select the 
correct signature image among the four images displayed. 
This is the first phase of authentication. 
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Figure 1.  Flow of secure bank transaction. Figure 2.  Login authentication page.
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This screen shot displays the wrong signature image 
selection by the user.

This is the second phase of authentication. The user 
will be displayed with the list of secret questions.

Figure 3.  Signature image identification page. 

Figure 4.  Signature image identification page .

Figure 5.  Secret question page.

Figure 6.  Secret question page.

After selecting the registered secret question, the user 
need to enter the correct answer and the same will be 
matched with database. If matched successfully he will 
redirected next phase of authentication.

This is the third phase of authentication in which user 
enters the password. After successful password match, 
session key is generated and sent to the user’s registered 
mobile number.

The received session key is entered by the user. If 
matched the user proceeds with the transaction. This is 
the fourth phase of authentication.

Figure 7.  Password page.

Figure 8.  Session key page.

4.  Conclusion
In this paper, Multi Factor Authentication (MFA) 
technique used has four phases of authentication as shown 
in the above section. The MFA enhanced the security 
level of online bank transactions against phishing attacks. 
Hackers are prevented successfully to a large extent from 
accessing the legitimate user’s transactions. The Gaussian 
distribution based session key generation also enhances 
the security of online bank transactions.
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