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Abstract

Cloud Computing is very flexible in nature that helps to quickly access the resources efficiently from the third party service
provider to expand the business with low capitalization cost.A cloud storage system stores large number of data in its
storage server. Since the data is stored for a long term over the internet it does not provide the data confidentiality and
make the hackers to steal the data provided in the storage system and even when data forwarded to cloud environment, it
lacks data integrity and makes the cloud user unsatisfied. In this paper, we study about different encryption technique to
protect the cloud storage environment. This paper concisely covers some of the existing cryptographic approaches that can

be used to improve the security in cloud environment
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1. Introduction

Cloud computing is the latest approach in the present
generation to minimize the cost by providing a shar-
ing environment for the cloud user, the cloud users can
remotely store and retrieve their data into the cloud. By
envisioning outsourcing of data, users can be released
from the burden of data storage and maintenance.
Preserving integrity of data is an issue that the physical
possession of the possibly outsourced data is not known
by the user makes the Cloud Computing very challenging
and potentially tasking, particularly for users with certain
constrained computing resources and capabilities.

Cloud computing, enables users to keep their infor-
mation in the cloud so as to utilise scalable on-
demand services. Mainly for small and medium-sized
organisation with limited budgets, enabling to achieve
high cost savings and enhancements of productivity by
using cloud-based services for managing projects, to
accomplish collabora-tions among each other’s, Cloud
Service Providers (CSPs), use to concentrate on sensitive
data, raise potential secu-rity and privacy bottlenecks
which are not available in the similar trusted domains
of enterprise users. In-order to protect theuser sensitive
data confidential from untrusted
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CSPs, a naive way is to use cryptographic methodologies,
by disclosing decryption keys making available to accredit
users. However, sensitive data is outsourced for sharing
on cloud servers by organisation users; the encryption
system applied will also provide increased performance,
delegation, and scalability, besides supporting fine-
grained access control. Thus, this is accomplished so as to
best serve the needs for accessing data anytime irrespec-
tive of location, negotiating within the organisation.

Data storage and processing occurred within the
secure resources of these end hosts, with the network
simply provides the transfer. Therefore it is inevitable to
discuss about data protection could largely involve pri-
vacy and security evaluations at all known end points
of a data transaction, with necessary security measures
applied to ensure production of data in movement. Cloud
data storage (Storage as a Service) is an important service
of cloud computing referred as Infrastructure as a
Service (IaaS). Data storage offers so many benefits to
users: 1. It provides unlimited data storage space for
storing user’s data. 2. Accessing the data from the
cloud provider via internet anywhere in the world not
on a single machine. 3. no necessity for buying any
storage device for storing our data and to maintain
data. Users participate in the
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CLOUD and they join or leave CLOUD at any point of
time in cloud computing environment.

The major issue in adopting cloud is the security. The
data stored in the cloud get increased every day and hence
we need some mechanisms to ensure that our data is stored
in secured manner without any unauthorized access.
Security for the data stored in the cloud environment' is a
wanted one. Providing integrity to the data that has been
distributed over cloud is a challenging one. The primary
solution to deal with this difficult situation is to use the
cryptographic methods in cloud environment. In this paper,
we describe various cryptographic techniques that can be
used to protect the data used in the cloud and prevent infor-
mation from being leak and to ensure that the privacy has
been maintained. The cryptographic methods were used to
ensure security for the data stored in the cloud.

This paper is organized as follows. Section 2 describes
about Cryptographic Cloud Storage and its strengths,
Section 3 addresses some Cryptographic Techniques
that are used in cloud environment. Section 4 shows the
description about the cloud service that uses the crypto-
graphic techniques to ensure security and Section 5 gives
the conclusion about this article.

2. Cryptographic Cloud Storage

The data may get disclosed or modified by any unauthorized
access. It is essential that a special care must be taken to
protect our sensitive data. A secure storage’ must be
achieved in cloud computing. So we adopt cryptographic
techniques for the secure storage. The data is encrypted by
the data owner before the data is uploaded to the cloud. The
major feature of a cryptographic storage is that the security
properties that are described below are accomplished

Data Owner Data

L

Cryptographic Methods

Cloud
Environment

Download the
Encrypted Data

Figure 1. Cloud Strategy.
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The above diagram represents cryptographic cloud
storage. The owner of the data applies cryptographic
methods to the sensitive data to protect the information
from unauthorized access. The data owner uploads the
encrypted data to the cloud environment. The authorized
user can decrypt the data and download the required file.

The Strength of Cryptographic Cloud Storage are
mostly depending on two factors they are Confidentiality
and Integrity.

Confidentiality ~ Cryptographic Cloud Storage™
provides Confidentiality as the main characteristics. The
information’s were encrypted with the advanced crypto-
graphic techniques and thus the secrecy is maintained.

Integrity: Cloud Storage provides Integrity to the data
and thus it prevents any unauthorized people to modify
the data.

3. Cryptographic Techniques

The main components of a cryptographic storage service
which can be implemented by using a different techniques,
out of which, some were designed specifically for cloud
storage. In the beginning of the Cloud Computing, com-
mon encryption Technique like Public Key Encryption
was applied. This traditional technique does not provide
expected result as it support one to one encryption type
communication. Public Key Encryption is not highly scal-
able. This gave rise to move forward to some advanced
encryption methods. The advanced cryptographic meth-
ods includes the below encryption methods.

o Searchable Encryption
o Symmetric searchable encryption
o Asymmetric Searchable Encryption (ASE).
o Homomorphic Encryption
o Identity Based Encryption
o Attribute-based Encryption

o KP-ABE
o CP-ABE
o MA-ABE

» Cloud DES Algorithm

3.1 Searchable Encryption

A searchable encryption scheme is applied at high level
inoder to encrypt the content that is available in search
index so that it can hidden from others except the party
that provide the authorised tokens A collection of files
which consists of full-text index otherwise keyword
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index considered to generate a search index. The index
is encrypted based on searchable encryption scheme in
such a way (i) The pointers to the encrypted files can be
retrieved based on the tokens given for the keyword. (ii)
if the token is not provided then the contents are hidden
for the index. However, with the complete understand-
ing of secret key, the tokens are generated. The retrieval
procedure does not reveal the content of the files or the
keywords apart from the files that comprise the keyword
in common. The previous statement is worth taking about
since it is difficult to understand the searchable encryp-
tion that is applicable for security. After many searches
the researchers identified the file containing the common
keyword may have a probability to deliver the informa-
tion to the third party. Based on the repeated search from
the client search pattern, the server automatically guesses
some assumption of required keywords that is being
searched. While searching, some information is leaked
and this information is similar to the appropriate file that
is being returned to the customer by the server. This infor-
mation that is leaked and based on leaked information the
server retrieved the file is learned by the provider. (i.e. file
may contain repeated keywords). We can also say the data
leaked to the provider is based on the service is being used
whereas it is not disclosed by the cryptographic primi-
tives, (i.e., Exact keyword matches is used to fetch files).
This leakage seems almost essential for both efficient and
reliable service in cloud storage, At worst case, the data
leaked from the public cloud storage service is having
very less information. Depending on different scenarios,
there exist various types of searchable encryption schemes
that can be applied. For example, Symmetric Searchable
Encryption (SSE) is implemented for data processing
in small enterprise architectures, whereas Asymmetric
Searchable Encryption (ASE) is implemented for large
enterprise architecture. In the subsequent topics, we
explain each type of encryption scheme in detail.

3.1.1 Symmetric Searchable Encryption

It is suitable for the environment where the client that
searches the data and also he is responsible for gener-
ates it. A Single Writer/Single Reader (SWSR) is derived
from cloud storage terminology. SSE schemes were pre-
sented in* and enhanced constructions and security terms
were specified in®7. SSE has two major advantages they
are efficiency and security. It also has disadvantages such
as functionality and tradeoff efficiency. SSE schemes are
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suitable for the entity who perform the encryption and
also for the entity who searches with a keyword from
the cloud storage system. Most SSE schemes are efficient
because they use the concept of pseudo-random func-
tions and also block ciphers for encryption purpose.
In’, Search technique can be efficient since SSE allows to
pre-processed the data and efficiently represent in data
structures. SSE provides security guarantees which are
discussed as (i) the information about the data are hidden
until the tokens are revealed. Since token is not revealed,
the server learns only the length information. (ii) when
the token is provided for a keyword, the server absorbs the
document containing the keyword without knowing the
keyword. When comparing with asymmetric and search-
able encryption, it is found that security guarantees is
much stronger without any limitations. Based on the vari-
ous issues which is discussed above, every construction
contains deterministic tokens. These deterministic tokens
help the service provider to identify the repeated queries
without knowing the query. Curtmola et al.” explained the
duration of search time is optimal for the server but the
index are inefficient during updates. On the other hand
Goh’ proposed the index can be updated efficiently in
the server but the search time is not optimal. The above
mentioned scheme don’t not focus on the search based on
conjunctions or disjunction of terms. SSE scheme alone
handles the concept of conjunction® by pairing with the
help of elliptic curves but it is inefficient when apply-
ing Asymmetric Searchable Encryption schemes (ASE).
Another constraint of some searchable encryption is that
they are only secure in a some situation where the queries
are produced non-adaptively (ie, Without looking at the
answer of the previous queries). In’, some queries which
need the answer for the previous query can also beref-
fered and this is known as adaptive setting in a secure
environment.

3.1.2 Asymmetric Searchable Encryption (ASE)

This scheme is suitable for the environment where the
client that searches the data is different from the one
who generates it. This scenarios is referred as Many
Writer/Single Reader (MWSR). The basic concept of
ASE schemes were discussed in® and the enhanced defi-
nitions were explained in'’. Numerous works have been
performed to show how to achieve more difficult queries
in public-key setting like conjunctive searches and range
queries'". In'*'¢ different issues that arise in various
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application of ASE has been surveyed. In'’, the complete
privacy of queries is guarantee in ASE. The main disad-
vantage of ASE is weaker security and it is not efficient
while the major advantage is its functionality. Compared
to SSE scheme, The ASE is suitable for enormous amount
of setting due to the multiple writer and reader. ASE is
ineflicient because it make use of the concept of pairings
on elliptic curves. This concept will make the operation
slow when compared to hash functions or block ciphers.
ASE allows to pre-processed the data and inefficiently
represents in data structures. ASE provides security
guarantees which are discussed as (i) the information
about the data are hidden until the tokens are revealed.
Since token is not revealed, the server learns only the
length information. (ii) when the token is provided for
a keyword, the server absorbs the document contain-
ing the keyword without knowing the keyword which is
inefficient when compared to SSE setting. Byun et al."®
depicts the server can introduced a dictionary attack
for a token and identify the proper keyword the client
is looking for. It can also identify the token and perform
a suitable search to find out which documents comprise
the (known) keyword.

3.2 Homomorphic Encryption

Ronald Rivest et al.' explain the Homomorphic
encryption concepts. This scheme is applied in the cloud
environment to protect the data. This Homomorphic
encryption scheme allows executing computations on the
encrypted data. It is only of the advanced cryptographic
technique. In* the major drawback of homomorphic
encryption is explained. It has a slow processing time
during computation

3.3 Identity based Encryption

Identity Based Encryption cryptographic scheme has
been developed by Shamir? in 1984. Major issue is the
inability to build Identity Based Encryption system which
is based on RSA. Later in 2001 an efficient Identity Based
Encryption has been developed by Boneh and Franklin®.
In Identity Based Encryption, an identity of the user
plays a vital role. The sender who sends the message only
needs to know the receiver’s identity attribute in order to
send the encrypted messages. Email Encryption is one
of the major applications for Identity Based Encryption.
However, key revocation is not achieved in Identity Based
Encryption.

B 4 | vois (36) | December 2015 | www.indjst.org

3.4 Attribute-based Encryption

Attribute-based Encryption is one of the cryptographic
techniques used in Cloud Computing Environment.
Attribute-based Encryption is first brought into use by
Sahai and Waters* in the year 2005. The main focus of
this Attribute-based Encryption scheme is to provide
security to the data stored in the cloud. The four steps in
Attribute Based Encryption are Setup, KeyGen, Encrypt,
Decrypt. The KenGen() algorithm is used to the create
private key of the user for secret sharing. The users who
are authorized can decrypt the information using their
private key. Attribute-based Encryption come up with
access control. In Attribute Based Encryption, data owner
uses a set of attributes to encrypt the data and only the
authorized users who has the predicted or certain attri-
butes can decrypt the data. This encryption scheme makes
the cloud environment more secure. The various classes
of Attribute-based Encryption are summarized.

3.4.1 Key-Policy Attribute-based Encryption

KP-ABE is introduced by VipulGoyal and Omkant
Pandey? to achieve fine-grained access control* in one-
to-many communications. In Key-Policy Attribute-based
Encryption, the encrypted data is constructed with the
set of attributes. The person is authorized to decrypt the
Ciphertext if and only if the attributes that are built with
the cipher text satisfy the access structure of their pri-
vate or secret keys. The four steps in Key-Policy Attribute
Based Encryption are Setup, KeyGen, Encrypt, Decrypt.
The KeyGen and Decrypt algorithms get differed from
the Attribute Based Encryption. In Key-Policy Attribute-
based Encryption, private key of the user is cognated with
the access structure. However unauthorized access may
occur, the people may decrypt the information. This can
be overcome in the Ciphertext Policy Attribute Based
Encryption which construct the access policy in the
encrypted data ie, ciphertext and employs a set of attri-
butes to narrate the private key of the user. Also in some
applications that uses this scheme, owner of the data must
have a firm belief with the key issuer

3.4.2 Ciphertext Policy Attribute based
Encryption

In 2007, Bethencourt et al.*** proposed a cryptographic

technique named cipher text policy attribute-based

method. The access policy is built with the data that has

been encrypted. In CP-ABE the cipher text is identified
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with access structure and the private keys with the attri-
butes. In Key-Policy Attribute Based Encryption, the major
disadvantage is that the access policies were not created by
the encryptor. This provided a route to the establishment
of Ciphertext Policy Attribute Based Encryption which
allows the access policies to be built with the encrypted
data. The owner who encrypts the data, model the access
policy. A proposal was made in* for the use of CP-AB
technique. The data owner is in charge of defining the
access policies. This prevents unauthorized access and
promotes security. In CP-ABE, revocation is not achieved
efficiently. Thus it is not so easy for the data owner to
modify the access polices whenever needed.

3.4.3 Multi_Authority Attribute based
Encryption

Multi-Authority Attribute Based Encryption is intro-
duced by Chase*®®. The Multi- Authority Attribute Based
Encryption (MA-ABE) is also a cryptographic technique
which consists of many authorities to manage the attri-
butes and the distribution of the secret keys. The user
who wish to download the information will request the
decryption keys from the attribute authority. The attri-
bute key generation is one of the algorithm in MA-ABE.
This algorithm is run by the authority and in turn the
authority will distribute the keys to the users. An autho-
rized user who has the appropriate decryption keys can
view the information. The algorithms involved in this
scheme include Set up, Attribute Key Generation, Central
Key Generation, Encryption, Decryption. This crypto-
graphic scheme handles more number of users. Data
confidentiality can be achieved on using this type of tech-
nique in cloud environment. As it is suitable for multiple
authorities scenario, this cryptographic technique is most
suitable for the applications which contains various sec-
tors. This cryptographic scheme improves security and
reduces key management complexity which are the major
advantages.

4. Cloud DES Algorithm

Neha Jain et al.* have introduced the concept of Data
security using the DES algorithm in cloud computing.
This approach is applicable for securing both the server
and the clients. DES cipher block chaining is constructed
for security architecture to eliminate the fraud that is
taken place in stealing the data. The data forwarded to
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the receiver which is hacked is replaced with no danger.
The system with encryption is adequately secure, but the
kind of encryption increases is directly proportional to
computing power. Symmetric key are used to encrypt
the model to result in better secure communication sys-
tem. The author insist that the cloud data security by
analysing the encryption based on various factors such as
the data security requirements, data security process, the
data security risk, security functions of data deployment.
The main view of their paper is the encryption of data
security solutions, which is also important and it can be
applied as reference when designing the entire security
solution.

Monikandan et al.*® have discussed an encryption
algorithm to consider the security and privacy issue in
cloud storage. It also protects the data present in secured
cloud from unauthorized access. The data that is avail-
able in secure cloud can be attacked in two ways (i)
insider attack (ii) Outsider attack. The insider attack is
the admin of an organisation who has the privilege to
access all user’s data whereas the outsider attack belong
to the third party trying to access the data of user’s. The
Author implemented a symmetric encryption algorithm
to guard the data that is stored in cloud storage from the
attackers. The technique is implemented by converting
the plain text into cipher text by using ASCII code and
key value between 1 to 256. By Combining substitution
cipher and transposition cipher the classical encryption
technique is enhanced. Symmetric encryption performs
computational efficiency and high speed to handle large
amount of data in cloud storage. Their proposed algo-
rithm does not allow the administrators or attackers to
access the data from the cloud storage since it the user
data is encrypted.

The following table depicts comparative analysis
of various cryptographic algorithms based on Access
control, Scalability, Flexibility, Efficiency

Table 1. Cryptographic Algorithm Analysis
Schemes/ | Access | Scalability | Flexibility | Efficiency
Parameters | Control
IDE Low Avg Low Low
HE Low Avg Low Low
ABE Avg High Avg Avg
KP-ABE Avg Avg High Avg
CP-ABE High Avg High Avg
MA-ABE | Better High High High
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5. Proposed Work

In our proposed work, the data owner controls the problem
of data forwarding between user and storage server. The
system architecture consists of various key servers and dis-
turbed storage servers. By storing the cryptographic keys
in different key servers in order to perform cryptographic
function to make the cloud storage data secure rather than
keeping the cipher key in single server. Therefore security
mechanisms will provide high security for the key server.

6. Conclusion

The data storage service is the main service provided by
the cloud provider. The Cryptographic techniques have
been used widely in cloud environment. Cryptography
is an essential tool that helps to assure our data accuracy.
Cryptographic methods has been effectively lead by the
development of cloud computing and also due to vast incre-
ment in the range of users of the cloud. The cloud storage
researchers also focus more on the cryptographic tech-
niques. The data is provided with security by the usage of
these above discussed cryptographic techniques. The secu-
rity properties like confidentiality, integrity, reliability can be
achieved.This paper describes various cryptographic tech-
niques that can be used in cloud computing environment.
Thus the data can be securely shared with the authorized
users by adopting the cryptographic techniques.
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