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Abstract
Software security vulnerabilities are present in many web applications and have led to many successful attacks on a daily 
basis. These attacks, including cross-site scripting, have caused damages for both web site owners and users. Cross-site 
scripting vulnerabilities are easy to exploit but difficult to eliminate. Most solutions provided only focus on preventing 
attacks or detecting the vulnerabilities. Very few research works have addressed eliminating these vulnerabilities from 
the web applications source codes. In this paper, we propose an approach to remove cross-site scripting vulnerabilities 
from the source code before an application is deployed. We make use of the OWASP cross-site scripting prevention rules 
as guideline in our approach. The proposed approach is, so far, only implemented and validated on Java-based Web 
applications, although it can be implemented in other programming languages with slight modifications. Initial evaluation 
results have indicated promising results. 

1. Introduction
As technology grows, more and more people are 
relying on Web applications to accomplish their daily 
transactions, be it business, personal or otherwise1. 
Businesses and organizations also have been relying 
heavily on Web applications to provide many of their 
services. The explosive growth of the Internet and the 
attractive services it provides have made conducting these 
daily transactions online a too good opportunity to miss 
by anyone. However, as Web applications become very 
important to the success of businesses and organizations, 
their securities have become more complex2. As a result, 
a lot of security issues have emerged over the years due 
to the increasing number of threats that plague Web 
applications1. 

Web applications security testing has, therefore, 
become a crucial issue to the software security industry 
as well as governments, businesses, and organizations. 
Study of the major security threats in web applications 
has shown that XSS vulnerabilities are among the top ten 
vulnerabilities, as reported by the Open Web Application 
Security Project (OWASP)3.

Security is lacking in most web applications that are 
in used today and the software engineering community 
is now focusing on remedying this problem by ensuring 
security is integrated as early as possible in the Software 
Development Lifecycle (SDLC) of any web application. 
However, security vulnerabilities can still remain in web 
applications despite efforts of integrating security from 
the beginning of development. That is where the practice 
of testing the security level of the product comes into play. 
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Cross-site scripting (XSS) vulnerabilities are among 
those vulnerabilities found in web applications and can 
be exploited through XSS attacks when such applications 
are deployed and running online. Injecting malicious 
scripts where these applications accept user inputs can 
result to serious security breaches such as cookie theft, 
account hijacking, manipulation of web content and theft 
of private information.

Many research activities have been conducted to ad-
dress problems related to XSS vulnerabilities since their 
discovery. According to this systematic review4, most of 
the approaches focused on preventing XSS attacks5–8 and 
a fewer number focused on detecting XSS vulnerabilities9–12

in web applications during software security testing. Few 
research activities have addressed their removal13,14. 

There are three types of XSS attacks namely reflected, 
stored and DOM (Document Object Model)-based13,15. 
Reflected XSS is executed by the victim’s browser and 
occurs when the victim provides input to the web 
site. Stored XSS attacks store the malicious script in 
databases, message forums, comments fields, etc. of 
the attacked server. The malicious script is executed 
by visiting users thereby passing their privileges to the 
attacker. Both reflected and stored XSS vulnerabilities 
can be found on either client side or server side codes. 
On the other hand, DOM-based XSS vulnerabilities are 
found on the client side. Attackers are able to collect 
sensitive or important information from the user’s 
computer. 

In this paper, we propose an approach for the removal 
of XSS vulnerabilities in web applications. This work is 
built on a previous approach14 and extends it by including 
all the three types of XSS as well as following all the 7 rules 
stated in the OWASP’s XSS prevention rules16,17. The rest 
of the paper is organized as follows: Section 2 describes 
the proposed approach, which is evaluated in Section 3. 
The concluding part is in Section 4.

2. Proposed Approach
The proposed approach can be used to secure web 
applications containing XSS vulnerabilities. Once the XSS 
vulnerabilities are detected in the source code, the removal 
process can be done. The OWASP’s Enterprise Security 
API (ESAPI) security mechanisms18 are followed to 
remove the detected XSS vulnerabilities. The lines of code 
where the XSS vulnerabilities are located are identified. 
Then, we determine which of the ESAPI escaping rules 

can be applied to replace those lines of code without 
compromising their functionality. Finally, we generate the 
secure codes of the escaping statements and put them in 
place of the vulnerable statements, using the OWASP XSS 
prevention rules discussed in the next subsection.

2.1 OWASP’s XSS Prevention Rules 
XSS attacks are carried out by injecting special characters 
such as ‘‘’, ‘“’, ‘;’, ‘<’ into user inputs. Typically, when a web 
program references user inputs in its HTML outputs, it 
expects that client-side browsers treat those inputs as 
only data. But, injected characters cause these browsers to 
interpret them as code. Therefore, an XSS exploit occurs 
by illegally changing the data context to code context. 
OWASP16,17 has established XSS prevention rules to 
follow to ensure that any user input referenced in an 
HTML output is only treated as data. 

The rules ensure that the appropriate escaping 
mechanisms are used on data inputs based on the HTML 
context the input is referenced. They help to ensure 
injected especial characters are not executed thereby 
disabling XSS vulnerabilities. In addition, using these 
rules poses no negative effects on the referenced data even 
if the HTML output is not vulnerable to XSS. The XSS 
prevention rules are summarized below, for more details 
on these rules please refer to OWASP16,17:

•	 Rule#0: Do not reference user inputs in any other 
cases except the ones defined in Rule#1 to Rule#7.

•	 Rule#1: Use HTML entity escaping for the untrusted 
data referenced in an HTML element, for example, 
<body><div>htmlEscape(untrusted_data)</div></
body>, where ‘‘htmlEscape()’’ is the HTML entity 
escaping method.

•	 Rule#2: Use HTML attribute escaping for the 
untrusted data referenced as a value of a typical HTML 
attribute such as name and value, for example, <input 
value=‘htmlAttrEscape(untrusted_data)’>, where 
‘‘htmlAttrEscape()’’ is the HTML attribute escaping 
method.

•	 Rule#3: Use JavaScript escaping for the untrusted data 
referenced as a quoted data value in a JavaScript block 
or an eventhandler, for example, <bodyonload=‘‘x=‘ja
vascriptEscape(untrusted_data)’’’>, where ‘‘javascrip-
tEscape()’’ is the JavaScript escaping method.

•	 Rule#4: Use CSS escaping for the untrusted 
data referenced as a value of a property in a 
CSS style, for example,<table style= ‘‘width: 
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cssEscape(untrusted_data)’’>, where ‘‘cssEscape()’’ is 
the CSS escaping method. 

•	 Rule#5: Use URL escaping for the untrusted data 
referenced as a HTTP GET parameter value in 
a URL, for example, <a href=‘http://www.site.
com?name=urlEscape(untrusted_data)’>, where ‘‘url-
Escape()’’ is the URL escaping method.

•	 Rule#6: Use a specific sanitizer for tainted data that 
contains HTML. Encoding such data is difficult since 
all the tags in the input can be broken. Therefore a 
library that can parse and clan HTML formatted text 
is needed. An example is the OWASP Java HTML 
Sanitizer19.

•	 Rule#7: Prevent DOM-Based XSS. The only rule 
focusing mainly on DOM-based XSS. it has five sub-
rules under it.

There is a fundamental difference between Reflected 
and Stored XSS when compared to DOM based XSS. 
Reflected and Stored XSS are server side execution issues 
while DOM based XSS is a client (browser) side execution 
issue. However, all of this code originates from the server, 
therefore it is the application developer or owner’s 
responsibility to make it secure from XSS, regardless of 
the type of XSS flaw it is17. There are five sub rules under 
this rule.
•	 RULE #7-1: HTML Escape then JavaScript Escape 

Before Inserting Untrusted Data into HTML Subcon-
text within the Execution Context.

•	 RULE #7-2: JavaScript Escape Before Inserting 
Untrusted Data into HTML Attribute Subcontext 
within the Execution Context.

•	 RULE #7-3: Be Careful when Inserting Untrusted 
Data into the Event Handler and JavaScript code Sub-
contexts within an Execution Context.

•	 RULE #7-4: JavaScript Escape Before Inserting 
Untrusted Data into the CSS Attribute Subcontext 
within the Execution Context.

•	 RULE #7-5: URL Escape then JavaScript Escape 
Before Inserting Untrusted Data into URL Attribute 
Subcontext within the Execution Context.

2.2  The ESAPI API
OWASP has released the Enterprise Security API 
(ESAPI)18 to the security community, which is a tool that 
can be used to enforce the XSS prevention rules, discussed 
in the previous section, in vulnerable web applications. 
ESAPI helps to enforce security in both developed and 

developing web applications. It is available in different 
programming languages such as Java, .NET, and PHP. In 
our approach, we make use of the ESAPI implemented 
for Java since our test subjects were developed in Java. 
ESAPI provides many security mechanisms including 
authentication, validation, encoding, encryption, security 
wrappers, filters, and access control to mitigate various 
web security issues. Hence, it is easier for developers to 
implement any of these mechanisms in their applications 
with the same API.

ESAPI needs to be installed into an application for its 
security controls to be used. Details on its installation 
and configuration procedures can be found in the 
documentation downloadable from: code.google.com/p/
owasp-esapi-java/. The ESAPI Java documentation 
for the escaping or encoding APIs can be downloaded 
from: owasp-esapijava.googlecode.com/svn/trunk_doc/
latest/org/owasp/esapi/Encoder.html. After it is properly 
installed, ESAPI could be used to secure data that was not 
validated in an application. It helps to encode the data 
before it is referenced in an HTML output. 

The XSS prevention rules to enforce and the 
corresponding HTML context determine which 
appropriate encoding API is to be used. For example, Rule 
#1 applies when the context is HTML element. Therefore, 
the following escaping API is used: <div>ESAPI.
encoder().encodeForHTML(untrusted_data)</div>14.

2.3  Removing XSS Vulnerabilities
This approach has two steps. The first step is to locate the 
lines of code vulnerable to XSS attacks and identify the 
HTML context in which the vulnerable code is referenced. 
This step also identifies which escaping mechanism to 
use according to the HTML context and the appropriate 
XSS prevention rule. The second step is the source code 
replacement for the vulnerable codes. Then, the ESAPI 
escaping rules are applied to replace those vulnerable 
lines of code without compromising their functionality. 
The details of the algorithms used in these steps are 
provided in14.

The removal of all XSS vulnerabilities detected in the 
tested programs can be done using these algorithms. 
Since only the vulnerable codes are escaped, there is not 
much modification done in the programs that are tested. 
The main contributions of this work are:

•	 The removal of detected XSS vulnerabilities of all three 
types from the source code of web applications.
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•	 The automation of the XSS vulnerabilities removal 
approach.

3.  Evaluation
The above approach was implemented in a prototype tool 
used to evaluate it for effectiveness and performance. 
Source codes of complete open-source Java-based large 
Web applications were used as experimentation data. 
They were downloaded from the Source Forge site 
(sourceforge.net), as they are freely available.

3.1  Experiment Data
Five Java-based open source Web applications were used 
as test data to evaluate the effectiveness of the proposed 
approach. These applications were also used as test 
subjects in14 with the actual number of XSS vulnerabilities 
stated for each application. Table 1 shows the description 
of the applications. Events and Classifieds have also been 
used as benchmarks in related works20,21. Roomba has 
been used in22. PersonalBlog and JGossip have been used 
in23. Library classes are not included in the LOC counts. 
The numbers of XSS vulnerabilities in each application 
are shown in Table 2. These vulnerabilities include all the 
three types of XSS vulnerabilities.

Table 1.  Test Subjects

Java 
Application

Lines of 
Code

Description

Events 3818 An event management system.
Classifieds 5745 An online system for advertising 

and shopping.
Roomba 3438 A room booking system for small 

to medium-sized hotels.
PersonalBlog 17149 An online blogging system where 

users can publish their blogs.
JGossip 79685 A large-scale forum application 

for discussing different topics.

Table 2.  Number of XSS Vulnerabilities

Java Application Lines of Code No. Actual XSS Vul.
Events 3818 20
Classifieds 5745 19
Roomba 3438 129
PersonalBlog 17149 2
JGossip 79685 31

3.2  Results and Discussion
All the XSS vulnerabilities existing in the tested 
applications were successfully removed using the 
proposed approach. The results are shown in Table 3. In 
addition, the DOM-based XSS vulnerabilities existing in 
the tested applications were also successfully removed. 
These DOM-based XSS vulnerabilities were not included 
in the previous approach we are extending and comparing 
our work with14.

Table 3.  Experiment Results

Java Application Lines of 
Code

No. 
Actual 

XSS Vul.

XSS Vul. 
Removed

Events 3818 20 All
Classifieds 5745 19 All 
Roomba 3438 129 All 
PersonalBlog 17149 2 All 
JGossip 79685 31 All 

Our approach was able to remove 100% (201/201) of 
all the identified vulnerabilities. Manual inspection has 
proved that all the actual vulnerabilities were part of the 
potential vulnerabilities reported using our approach as 
in14. The modified applications were tested again after the 
actual XSS vulnerabilities were removed, with the same 
XSS attack vectors used in the detection module. This time 
the attacks were not successful. Therefore our approach is 
effective in removing detected XSS vulnerabilities in the 
tested applications.

4.  Conclusion 
This paper presented an approach for XSS removal 
using the OWASP XSS prevention rules as well as the 
ESAPI security API. The approach can remove detected 
XSS vulnerabilities in Java-based web applications. 
Cross-site scripting is a major security problem for web 
applications. It can lead to account or web site hijacking, 
loss of private information, and denial of service, all of 
which victimize the site users. Preliminary evaluation 
results have shown that our approach is able to remove all 
the three types of XSS vulnerabilities in Java-based web 
applications. The same approach can also be extended in 
other programming languages. Further analysis will be 
conducted to test the approach on a wider range of real 
world web applications.
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