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1.  Introduction

With the development of computer technology, hospital 
information systems are rapidly changing. Information 
in hospitals consists mostly of patient information1. 
Patient information is stored in hospital information 
systems such as Electronic Medical Record (EMR), Order 
Communication System (OCS) and Picture Archiving 
and Communication System (PACS). As patient 
information includes very sensitive information such as 
diagnosis and treatment of disease, family history and 
genetic information, outside leakage of this information 
can cause more severe damage than other kinds1, 2. Since 
a huge amount of patient information is managed in 
digitalized form, the necessity of information protection 
is increasing3, 4.

U.S. legislated and has applied the Health Insurance 
Portability and Accountability Act (HIPAA) to patient 
information5. Organization for Economic Cooperation 
and Development (OECD) countries and Japan manage 
patient information with private information protection 

rules without specialized laws for patient information 
protection6. Korea is now in the process of legislating the 
“Protection and Use of Health Information Act” and has 
permission for information exchange among medical 
institutions, following patient consent, ahead. However, 
studies on information protection in medical institutions 
have left much to be desired. Thus, with the importance of 
patient information increasing and studies falling short of 
those in other industries, studies on patient information 
are highly required.

Medical institutions are workplaces where various 
tasks are performed for patients. With the development 
of medical information systems, accessibility to patient 
information is also increasing. Given this reality, it is 
very urgent to implement safe management of patient 
information7. Thus far, studies on patient information 
protection have been mainly conducted on technological 
aspects. However, with the specificity of the contents 
of patient information, administrative security is vital. 
Consequently, it is very meaningful to conduct a study on 
government operated local public hospitals immediately 
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prior to the legislation of Protection and Use of Health 
Information Act. Hence, effective policy studies for 
patient information protection in public hospitals 
established in major cities across the country are expected 
to have an enormous spillover effect. Therefore, this study 
conducted empirical analysis on the effect of security 
policies, security awareness and individual characteristics 
of medical institution employees on security effectiveness. 
By investigating whether medical institutions’ security 
policies change security awareness and personal 
characteristics and verifying if security policies and 
security awareness bring about security effectiveness, this 
study intends to utilize the results as basic material for 
the establishment of effective security policies in medical 
institutions.

2.  �Theoretical Framework and 
Study Hypotheses

Information protection refers to protecting existing 
system information from opening, altering, destructing 
and delaying, intentionally or by mistake6. In this 
information-oriented society, information security should 
start from information users’ awareness of the importance 
of information protection in all organizations.

In medical institutions, patient information is mainly 
generated during the process of diagnosing and treating 
diseases. Thus, patient information refers to information, 
generated during treatments, related to patients’ health 
condition that is used to judge the need for health care 
provision and providing health care8.

Information related to patients’ health is very sensitive 
compared to that in other fields, and should thus be 
protected as a human right. Additionally, in medical 
institutions, written patient records are disappearing 
as the result of the introduction of various hospital 
information systems including EMR and the importance 
of information management is being magnified9.

This study focused on the protection of patient 
information generated both on- and off-line. In this 
light, it discussed the factors below and sets a number 
of hypotheses. The focus is on managerial protection 
of the psychological and cognitive elements of patient 
information users.

2.1 Security Policies
To efficiently protect information, security policies are the 
most important security requirements for all entities that 

access information. Security policies do not just refer to 
one standardized type of policy, but should be optimized 
in accordance with organizational duties, goals, and 
features such as type, size, roles and information system 
management10. Because medical institutions put publicity 
before profit, this feature should be closely related to 
security policies. Users can easily trust security policies 
that are well defined and verified for patient information 
protection. Thus, this study selected security policies 
as predisposing factors that could influence security 
awareness, individual characteristics and security 
effectiveness.

H1: �Stronger security policies would have a positive 
effect on security awareness.

H2: �Stronger security policies would have a positive 
effect on individual characteristics.

H5: �Security policies would positively influence 
security effectiveness.

2.2 Security Awareness
Patient information is computerized as a result of the 
development of hospital information systems that can 
quickly deliver a large amount of information to various 
persons to increase efficiency. However, the possibility 
of large-scale exposure of patient information continues 
to increase, creating new problems in patients’ privacy 
protection11. Thus, doctors, nurses, medical technicians 
and administrative staff who deal with patient information 
need to recognize that patient information is very sensitive 
and valuable12. Therefore, only when information system 
users are aware of information security can the level of 
information system security consciousness be improved 
and information leakage minimized. In relation to this, 
the following hypothesis was set:

H3: �Higher security awareness would more positively 
influence security effectiveness.

2.3 Individual Characteristics
It is essential to be well informed of security regulations 
required by an organization in dealing with patient 
information. Stanton et al.13 considered acquisition of 
security knowledge to be an individual characteristic, 
and emphasized it as a predisposing factor for security 
effectiveness. This study specified security knowledge 
as an individual characteristic and performed a survey 
regarding understanding of security systems, password 
encouragement for patient information protection and 
solutions and responding measures for information 
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leakage. Thus, it was expected that individual 
characteristics would influence security effectiveness. 
Therefore, the following hypothesis was set:

H4: �Individual characteristics would positively 
influence security effectiveness.

2.4 Security Effectiveness
After identifying security risk and determining degree of 
risk, security effectiveness could be realized by examining 
places where security measures or security controls are 
needed. In order to maximize security effectiveness, 
security education programs and security measures 
should be devised to control information leakage. 
After consulting Kankanhalli et al.14, the current study 
measured security effectiveness by conducting a survey 
regarding experiences of exposing patient information 
violation regulations.

The main factors that influence security effectiveness 
have been based on the literature discussed above. In this 
study, a research model was developed (Figure 1) and 
used as the basis for verifying hypotheses.

Figure 1.    Research model.

3.  Methodology

3.1 Sample
This study aims to substantiate the effect of individual 

characteristics and security awareness based on medical 
institutions’ security policies for security effectiveness. 
For this purpose, employees of local government operated 
public hospitals were selected as subjects. The survey was 
conducted using structured questionnaires completed 
by administrative staff, medical technicians, nurses and 
doctors from 7 hospitals across the country. The research 
duration was 2 months, taking place between June and 
July 2014. A total of 500 questionnaires were distributed 
and 263 employees responded (response rate = 52.6%). 
After exclusion of 7 insincere questionnaires, data from a 
total of 256 questionnaires were used in the final analysis.

3.2 Construct Measures
Items in the self-administered questionnaire consisted 
of 4 questions about the medical institutions’ security 
policies, 5 questions about respondents’ security 
awareness, 4 questions about individual characteristics 
and 4 questions about the respondents’ experience of 
security effectiveness. All questions were rated on a 
7-point Likert Scale ranging from 1 point for “not at all” to 
7 points for “very much so”. Demographic characteristics 
surveyed included gender, age, career years, position and 
department.

3.3 Data Analysis
PASW Statistics version 18.0 was used for frequency 
analysis of respondents’ general characteristics and 
analysis of questionnaire question reliability. Structural 
Equation Modeling (SEM) was used for the verification 
of hypotheses. SEM enables the presumption of multiple 
and mutual subordinate relationships, inclusion of 
potential variables in the relationships, and presumption 
of measurement errors14. AMOS version 18.0 was used to 
conduct SEM analysis.

Table 1.    Construct  measures
Variable Definition Items Reference
Security  
policies

Degree of hospital’s execution of Security Regulations and Procedure 4 Wiant10 Doherty and Fulford15 Kary-
da et al.16

Security 
awareness

Degree of interest in and recognition of importance of patients’ Infor-
mation Security

5 Khan et al.11 Agrawal and Johnson12 
Drevin et al.17 Leach18

Individual 
characteristics

Degree of prior knowledge related to protection of patients’ information 
which affects the use and performance of hospital’s Information System

4 Stanton et al.13 Baldwin and Rice19 
King and Xia20

Security  
effectiveness

Degree of exposure experience of patients’ information based on real 
experience

4 KanKanhalli et al.14 Herath and Rao21
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4.  Result

4.1 Respondent Profile
The results of analysis on the general characteristics of the 
respondents are shown in Table 1. The ratio of women 
to men was comparatively higher, with 184 women 
(71.88%) and 72 men (28.13%) subjects. In order of 
frequency, age ranges included 94 persons (36.72%) aged 
30-39, 78 persons (30.47%) aged 40-49 and 58 persons 
(22.66%) aged 20-29 and 26 persons (10.16%) over the 
age of 50. Of all participants, 66 persons (25.78%) had 
been employed for less than 5 years, and 57 persons 
(22.27%) for over 20 years, respectively. In terms of 
position, the highest number of respondents was 208 for 
general employees (81.25%). Additionally, in order of 
frequency, representation of work departments included 
104 (40.63%) nurses, 93 (36.33%) medical technicians 
and 59 (23.05%) administrative personnel.

Table 2.    Demographic characteristics
Variable N %

Sex Male 72 28.13
Female 184 71.88

Age 20~29 58 22.66
30~39 94 36.72
40~49 78 30.47
50+ 26 10.16

Career 0~4 66 25.78
(year) 5~9 50 19.53

10~14 52 20.31
15~19 31 12.11
20+ 57 22.27

Position Staff 208 81.25
Assistant Manager 25 9.77
Senior Manager 23 8.98

Department Administration 59 23.05
Nurses 104 40.63
Medical technicians 93 36.33
Total 256 100.00

4.2 Reliability and Validity
SEM analysis was applied to detect relationships among 
constructs. Each measurement model was analyzed for 
respective constructs prior to analyzing the substantive 
model22. Convergent validity was achieved if the standard 
estimate of the measures to their respective constructs 
were at least 0.5023. Table 2 shows the range of loadings 
between 0.509 and 0.989, thus establishing convergent 
validity.

Further supporting convergent validity, the Composite 
Reliability (CR) of all constructs was above 0.623 and the 
Average Variance Extracted (AVE) was above 0.524. The 
inter-variable correlations (Table 3.) were examined and 
the square-root AVEs were higher than correlations, 
suggesting that the construct was more closely related to 
its own measures thus supporting discriminated validity 
(Table 4)24.

Figure 2.    Confirmatory factor analysis.

Table 4.    Correlation matrix among factors
Construct SP SA IC SE
SP 0.667
SA 0.364 0.792
IC 0.551 0.255 0.640
SE -0.097 -0.111 -0.123 0.857

4.3 Hypotheses Testing
Results of analysis using the SEM for the verification of 
hypotheses based on the study model are shown in Tables 
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Table 3.    Results of measurement model test
Construct Item Estimate Standard Estimate S.E. t-value p-value CR AVE
Security SP1 1.010 0.842 0.050 20.231 <0.001 0.889 0.667
Policies SP2 0.986 0.891 0.042 23.405 <0.001
(Sp) SP3 1.036 0.926 0.038 26.972 <0.001

SP4 1.000 0.926
Security SA1 1.131 0.888 0.059 19.032 <0.001 0.950 0.792
Awareness SA2 1.084 0.934 0.052 20.953 <0.001
(SA) SA3 1.024 0.882 0.054 18.814 <0.001

SA4 1.040 0.899 0.053 19.500 <0.001
SA5 1.000 0.833

Individual IC1 0.812 0.816 0.038 21.203 <0.001 0.875 0.640
Characteristics IC2 0.773 0.733 0.047 16.510 <0.001
(Ic) IC3 1.010 0.977 0.022 45.308 <0.001

IC4 1.000 0.979
Security SE1 0.705 0.509 0.087 8.073 <0.001 0.957 0.857
Effectiveness SE2 0.386 0.513 0.056 6.867 <0.001
(SE) SE3 1.291 0.989 0.056 23.226 <0.001

SE4 1.000 0.833
Model Fit X2=288.326(df=109, p<0.001), X2/DF=2.645 GFI=0.888, AGFI=0.843, 

NFI=0.936, CFI=0.959, RMSEA=0.080

4 and 5. Based on the goodness-of-fit standard presented 
by Bagozzi and Yi21, goodness-of-fit indexes were 
generally good with X2 = 283.296 (df = 110, p < 0.001), 
x2/DF = 2.575, GFI = 0.881, AGFI = 0.845, NFI = 0.937, 
CFI = 0.961 and RMSEA = 0.079.

The path coefficient estimate in which security 
policy affects security awareness was 0.357 (t = 5.854, 
p < 0.001). Thus, hypothesis H1 that “Higher security 
policy has a positive (+) effect on security awareness” 
was adopted. In addition, the path coefficient estimate 
in which security policy affects individual characteristics 
was 0.553 (t = 9.764, p < 0.001). Thus, hypothesis H2 
that “Higher security policy has a positive (+) effect 
on individual characteristics” was adopted. Since the 
path coefficient estimate with which security awareness 
affects security effectiveness was -0.026 (t = -0.636, p 
= 0.525) hypothesis H3 that “Security awareness has a 
positive (+) effect on security effectiveness” was rejected. 
Furthermore, the path coefficient estimate with which 
individual characteristics affects security effectiveness 
was -0.045 (t = -0.999, p = 0.318). Thus, hypothesis H4 
that “Individual characteristics have a positive (+) effect 

on security effectiveness” was rejected. Finally, the path 
coefficient estimate with which security policy affects 
security effectiveness was -0.009 (t = -0.199, p = 0.842). 
Therefore, hypothesis H5 that “Security policy has a 
positive (+) effect on security effectiveness” was rejected.

In summary, results indicated that while security 
policies have a statistically significant positive effect on 
security awareness and individual characteristics, they 
ultimately do not have effect on security effectiveness.

Table 5.    Result of SEM
Path Estimate Standard 

Estimate
S.E. t-value p-value

SP → SA 0.234 0.357 0.040 5.854 <0.001
SP → IC 0.602 0.553 0.062 9.764 <0.001
SA → SE -0.009 -0.026 0.014 -0.636 0.525
IC → SE -0.009 -0.045 0.009 -0.999 0.318
SP → SE -0.002 -0.009 0.010 -0.199 0.842
Model Fit X2=283.296(df=110, p<0.001), X2/DF=2.575 

GFI=0.881, AGFI=0.845, NFI=0.937, 
CFI=0.961, RMSEA=0.079
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Figure 3.    Result of model testing.

Table 6.    Summary of support for hypotheses
Hypotheses Result
H1: Stronger security policies would have a 
positive (+) effect on security awareness.

Supported

H2: Stronger security policies would have a 
positive (+) effect on individual characteristics.

Supported

H3: Higher security awareness would influence 
security effectiveness more positively.

Not supported

H4: Individual characteristics would influence 
security effectiveness positively.

Not supported

H5: Security policies would influence security 
effectiveness positively.

Not supported

5.  Conclusions

To suggest effective policies for patient information 
protection, this study was conducted on the employees 
of local public hospitals established in the major cities 
around the country. The effect of security policies on 
security awareness and individual characteristics and 
their effect on security effectiveness were explored 
through SEM. Implications of major study results are as 
follows.

First, security policy proved to have positive effect on 
security awareness and individual characteristics, showing 
it is the antecedent to enhancing them. Security policy is 
the highest requirement necessary for the realization of 
information protection in an organization10, 15. The results 
of this study correspond with those of preceding studies 
on information protection in various industries25.

Second, in general, sharing information about 
security policy among members of an organization 
brings security effectiveness, which can minimize the 
damage from information leakage. Moreover, it enables 
information system users to recognize the importance 
of security enhancement awareness level. Preliminary 
knowledge about information security, which is an 
individual characteristic, has a positive effect on security 

effectiveness26. In contrast to previous studies, security 
awareness, individual characteristics and security policy 
did not have positive effect on security effectiveness27. 
Medical institutions have been slower in developing 
information technology than other industries. Therefore, 
it is necessary to consider various influencing factors in 
and outside of the organization that differ from those 
of other industries. Moreover, since the study subjects 
were recruited from local public hospitals, it is necessary 
consider that they may have difficulty reflecting on the 
rapidly changing reality of information protection.

In conclusion, although security policy has an effect 
on security awareness and individual characteristics, it 
does not necessarily bring about security effectiveness. 
Therefore, this empirical analysis of the proposed study 
model can be partially accepted. On the basis of this study, 
it is supposed that the development of an expanded model 
is required. Specifically, this model should fit the subjects 
of this type of study and include research on diverse 
mediating variables that may influence the relationship 
between security policy and security effectiveness.
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