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Abstract

Attributes in macro-data have to be segregating based on their sensitivity for privacy preservation purposes. Automating
this attribute segregation becomes complicated in high dimensional datasets and data streams. In this work, information
or correlation of the attribute on the target class attribute is measured using Information Gain [IG], Gain Ratio [GR] and
Pearson Correlation [PC] ranker based feature selection methods and this values are used to segregate them as Sensitive
Attributes [SA], Quasi Identifiers [QI] and Non-Sensitive [NS] Attributes. Segregated attributes are subjected to various
levels of privacy preservation using both the proposed Double layer Perturbation [DLP] and Single Layer Perturbation
[SLP] algorithms to form the level-1 perturbed datasets. The level-1 perturbed dataset is further perturbed by applying
SLP algorithm to form level-2 and level-3 privacy preserved datasets. Thus, the multiple versions of Adult dataset created
are distributed to data seekers based on their trust levels in Multi Trust Level [MTL] environment. The privacy preserved
dataset versions created using the proposed algorithms are evaluated based on their utility, distortion and purity metrics.
The results show that the ranker methods are able to identify attributes which had sensitive content as either SA or QI
automatically and the proposed perturbed datasets have good utility on selected classification and clustering algorithms
when compared to original and L-diversified datasets. Also, the distortion values of these datasets signify that they can
prevent diversity attacks.

Keywords: Attribute Segregation, Multi-Trust Level Environment, Privacy Preserved Dataset, Ranker Based Feature Se-
lection Methods, Utility and Diversity Attack

1. Introduction attribute may be named as both SA and QI which maylead

to problems while treating them with privacy techniques.
In this work it is assumed that all the attributes that

Privacy Preserving Data Mining [PPDM] is a field of
research that does tradeoff between privacy protection
and utility of the dataset’. The new dimension of PPDM is
the Multi-Level Trust, where the data at different privacy
levels are released to users based on their trust level. The
most common attack in this scenario is diversity attack
where a miner is able to obtain more than one version of a
dataset that may be linked to reconstruct the original data
set’. A open research problem in a very high dimensional
data set is separating the attributes into QI, SA and NS
attributes’. A lot of analysis is needed on these data before
the attributes are classified as SA and QI. Sometimes an

* Author for correspondence

are strongly informative and correlated towards the class
attributes on which knowledge discovery and statistical
analysis is performed are considered to be sensitive. Hence,
these attributes are to be subjected to privacy preservation
such that they do not expose the sensitive and private
information about the individual or organization stored
in the dataset. Three attributes evaluation measures IG,
GR and PC* are used to evaluate the importance of the
attributes in the dataset. The attributes are then vertically
partitioned based on their rank value. The attributes of
very high rank value are classified as SA, the attributes
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that have mid-level rank value then the previous partition
are classified as QI attributes and the attributes with very
low or no rank value are considered as NS attributes. SA
attributes are treated with two layered perturbation using
proposed DLP algorithm and QI attributes are treated
with single layered perturbation using proposed SLP
algorithm. These perturbed attributes are combined to
form versions of layer-1 perturbed datasets. These layer-
Iperturbed dataset versions may be further perturbed
to form layer-2, layer-3 perturbed derived datasets and
distributed among various data seekers based on their
trust level.

The utility and the privacy preserving capability the
proposed privacy preserved dataset versions are tested
using accuracy, purity and distortion metrics. The
proposed privacy preserved versions are compared with
L-Diversity privacy preserved dataset.

2. Background and Related Work

Xia okui and Xiao® discussed about Multi-level
perturbation scenario in privacy preservation where
dataset with various level of perturbation is released to
the users with various levels of trust. Multi-level trust
setting where the most trusted data miner is given a least
perturbed dataset was proposed by Yaping Li et al.?

Kun Liu et al® have explored the problem in
computing statistical aggregates like the inner product
matrix, correlation co-efficient matrix and Euclidean
distance matrix for distributed privacy of sensitive data,
possibly owned by multiparty. The collaborative filtering
system algorithm based on randomization perturbation
techniques for secure multi-party computing in distributed
environment was presented by Sangyie Gong ’.

Feature selection methods are commonly used to
identify sensitive attributes and privacy preservation is
applied on them. Vidya Banu and Nagavani® proposed
a principal component analysis based feature selection
technique for preserving privacy of sensitive attributes.
The use of feature selection techniques for privacy
preservation was proposed by Peng Peng Lin’, where
Sparsified Singular value decomposition is used for data
distortion and filter based feature selection method is
used for feature selection.

K. Kisilevich, et al.’® proposed a technique where
less influence attributes are identified using decision
tree method and suppressed. This work proved that by
suppressing less influential attributes and anonymizing
more influential attributes yields high utility. Attributes
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with high entropy values, when privacy preserved can
increase the utility of the privacy preserved dataset. Ling
Guo and Xiaowei'' proved that randomization technique
preserves the correlation between the sensitive attributes
and quasi identifiers across various privacy thresholds.

Weiwei Ni and Zhihong Chang'? used information
entropy theory to differentiate attribute and apply
different obfuscation techniques to attributes based on
the entropy values. It was proved that the above process
had increased the data utility.

Lihiu et al.”® proposed a individually adaptable
perturbation model where the individuals choose their
own privacy level and random noise is added to sensitive
attributes. Likun Liu et al."* proposed two noise addition
algorithm that was applied to obtain perturbation model
that ensured privacy in health care data. Identifying quasi
attributes and sensitive attributes and performing privacy
preservation is a challenge in high dimensional dataset.
Charu C. Aggarwal®discussed that in a high dimensional
data in attribute combinations within a record have a
powerful reeling effect.

Xiao Xun Sun et al' proposed finer level
anonymization scheme where attributes are prioritized
and anonymization based on the priority level of the
attribute and have built a link between trust level and
degree of data anonymization. Islam, M. Z. and Brankovic,
L." proposed noise addition technique namely leaf
innocent attribute perturbation technique, leaf influential
attribute perturbation technique for numerical attributes
and Detective clustering perturbation technique for
categorical attributes to protect the privacy of the private
attributes of the macro data. Rajalakshmi and Anandha
Mala'® have clustered the data using k-means clustering.
The sub-clusters are formed from the clusters based on
their distance from centroid and arranged sequentially.
The equivalence class of each record in the sub-cluster
are anonymized using controlled relocation which
yields good utility to the perturbed dataset. Data mining
privacy by decomposition algorithm was proposed by
Nissim Matato et al.'® that protects sensitive data using
K-Anonymity. Attributes are projected using genetic
algorithms and each projection is anonymized such that
when rejoined they comply with K-Anonymity.

3. Methodology and Definitions

Multi Trust Level [MTL] is a scenario in privacy
preservation where versions of privacy preserved data are
distributed to the users based on their trust levels. The
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most likely attack in this scenario is the diversity attack.
This work, automatic selection and projection of SA, QI
and NS attributes are performed by using three attribute
ranking methods namely Information Gain, Gain Ratio
and Pearson Correlation. Privacy Preservation algorithms
are then applied on these projected attributes based on
their information content. DLP algorithm is applied on
numerical and categorical values of the SA projected
attributes. SLP algorithm is then applied on attributes
classified as QI. Combining the privacy preserved SA and
QI with NS attributes will produce perturbed base version
of the dataset. The various derived versions of dataset are
then generated from the base datasets by applying SLP
algorithm on the base perturbed datasets.

In the proposed framework new version of data set is
produced on every request as per the user trust level using
the following steps:

For every request

Step-1: Rank the attributes based on any one of the
following attribute ranker method: 1. Pearson Correlation,
2. Gain Ratio and 3. Information Gain.

Step-2: Based on the rank generated by the Ranker
method on the attributes, divide them into high priority
and low priority attributes.

If Attribute Rank Value >= Threshold Ranke Value
then

Project the attributes as High priority attributes and
set as SA of the dataset.

If Attribute Rank Value <= Threshold Ranke Value
then

Project the Attributes as Low priority attributes and
set as QI attribute of the dataset.

Step-3: For the high priority attributes set as SA apply
DLP Algorithm.

For the low priority attributes set QI apply SLP
Algorithm.

Step-4: Level-1perturbed datasets Adult-vl, Adult-v2,
Adult-v3, are obtained based on attribute segregation
using three ranker methods are formed using equation

(1)
B =DLP[SA] U SLP[QI] U NSA (1)

//Combine the perturbed attributes to form base version
of perturbed dataset//.

Step-5: Various levels of Derived datasets D[V ] from
the level -1 perturbed dataset B, are generated by using
equations 2&3.

DV, =SLP [B] ©)
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DV, =SLP[DVn] (3)

Step-6: Evaluate the utility and distortion for various
privacy preserved versions of dataset.

This framework aims to build sequential release of
privacy preserved dataset such that each release contains
attributes that are perturbed at various level of privacy.

3.1 Assumption and Definitions
3.1.1 Assumption-1

Let{A,A,,..A c D} be the attributes of dataset D. Let {A_,
A,.....A  c D} be the attributes with high information/
correlation value on class attribute than are projected as
privacyhighorSA.Let{A , A ....A cD}betheattributes
having mid-level information/correlation values, hence
these attributes are projected as QI. Attributes with very
low level Information/Correlation values are considered
as NS.

Attributes in the dataset can partitioned based on the
privacy content of the attributes as Sensitive Attributes,
Quasi Identifiers, and Non_Sensitive Attributes which are
defined as follows:

The attacks that are common in a Multi Trust Level
[MLT] Environment are Diversity attacks which is
defined as follows:

3.1.2 Diversity Attack

Let be the original dataset and V(D,),V(D,),..V(D,) are
privacy preserved versions of the dataset when published
these datasets should obey the following condition (1)

V(D )UV(D,_ ) #D (1)

That is two perturbed version should not combined to
detect the original dataset®.

3.1.3 Definition 1

Let {31’ a, ..., C D} where a,a,..a are the attributes
of the dataset D. If {a , a ,.....a _c D} are the attributes
which contain sensitive information about an individual
or an organization then {a_, a ,....a_ c D} are termed as
SA attributes.

3.1.4 Definition 2
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that contain information which may be linked to identify
a particular individual or organization then {a , a ,....a
c D} is termed as Quasi Identifiers.

3.1.5 Definition 3

The attributes that do not contain any information which
may expose the privacy of an individual or organization is
called Non-Sensitive Attributes.

4. Attribute Partitioning using
Ranker Methods

4.1 Information Gain [IG] Attribute Ranker
Method

Symmetric measures within the attributes of the
dataset can be identified using information gain value.
Information Gain is an information measure based on
entropy?'. Uncertainty in a system can be measured using
entropy value. If X, Y are the attributes of the dataset D,
the entropy of an attribute Y is calculated using equation

(4)

H(Y) = =X,_,p(y)log,p(y) (4)

This decrease in entropy value of Y due to the
additional information about Y provided by X is termed
as Information Gain [IG] or mutual information and is
given by equation 5, 6 and 7:

GainzH(Y)fH[§] ()
Y

HX) _H[g] (6)

H(Y) + H(X) -H(X, Y) (7)

Information Gain is also called symmetrical measure
since the amount of information gained about Y after
observing X is equal to the amount of information gained
about X after observing Y. Symmetry is a measure of
feature inter-correlation.

4.2 Gain Ratio [GR] Attribute Ranker

Method

Gain Ratio (GR) supports those attributes which have
unequal distribution of values. Hence gain ratio measures
are more attractive than Information Measures**. Since
information gain value is a symmetric measure GR is
also an symmetric measure and capable of measuring

- 4 | vols (17) | August 2015 | www.indjst.org

the linking of the attributes with its class*’. This can be
measured by calculating the ratio of the gain in information
(IM) from using the attribute to the information value of
the attribute itself. Thus Quinlan proposes a gain-ratio
measure as given in equation (8)

_ M)
IV(A) (8)

GR(A)

Where IV (A) is the information measure of A and is
calculated using the equation (9)

9
IV(A)=—Z%10g% ©)

Where the value of the attribute A and N is is the
number of values in the attribute.

4.3 Pearson Correlation [PC] Attribute
Ranker Method

The benefit of this measure is that it helps in identifying

the linear correlation of the attribute A with its class C.

The linear or Pearson Correlation (p(A,C))*is measured

using the equation (10).

Zi(ai 7;1)(6176) (10)
2 —a) ) e —a)

p(A,C)=
V

Where a is the mean value of the attribute A and c| is
the mean value of the attribute C. Value of p(A,C) will vary
from -1 to +1. If the attribute A has a linear dependency
on the class C than p(A,C) will be highly positive towards
+1. If the attribute does not have linear dependency then
p(A,C) will have either zero or negative values nearing -1.
In this work using weka (Mark Hall et al., (2009)), the
attributes in the adult dataset are ranked by decreasing
order of p(A,C). Since p(A,C) can be calculated only for
numeric values, Weka simulator considers the nominal
attributes in the dataset on value by value basis. Here
each nominal value of attributes are treated as indicators
and weighted average is used for calculating the overall
correlation of the attribute.

5. Proposed Multi-Level
Perturbation Frame Work

5.1 Double Layer Perturbation Algorithm

[DLP]
In the proposed DLP algorithm, the two layers of
independent noise is added to the numeric attributes
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of the dataset generated using an exponential equation.
For the categorical attributes, the swap function where a
percentage of values of most occurring values of SA values
are swapped with the other values of the same attribute.
The algorithm for the same is given in Figure 1:

Double layer Perturbation Algorithm [DLP]

Input: Attributes of dataset set as sensitive attributes
(SA);

Output: SA attributes with two level perturbations;

If SA(n) = Numeric; then

For (i=1; i<=n; n++)

{
SA"=SA(i) + Y//Y = independent noise of SA domain
SA™!'=SA" + Y //Y = independent noise of SA domain
}
If SA[n]=categorical ;then
for (i=1; i<=n; n++)

{
SA" = RankSwapN, % of SA
SA™!= RankSwapN, % of SA"
Where N >N,
}

Figure 1. ProposedDouble Layer Perturbation
Algorithm.

5.2 Single Layer Perturbation Algorithm
[SLP]

In SLP algorithm single layer of noise is added to the

numeric values of the dataset. Whereas a percent of values

of most occurring attributes are swapped with other

values using rank swapping method and the algorithm

for the same is given in Figure 2.

As a result of applying DLP and SLP algorithms on
the attributes partition the generated level-1 perturbed
datasets are
o Adult-info-gain-perturbed-Base-dataset [AIGBV1],
o Adult-gain-ratio-perturbed-Base-dataset [AGRBV1]
o Adult-correlation-perturbed-Base-dataset [APCBV1].

These datasets will obey the condition (1). Since
every attribute in level-1 perturbed dataset will under
goes different level of perturbation based on the ranker
method used to set the SA, QI attributes, it is difficult to
link the values of two perturbed datasets to obtain the
real values of the original dataset. Thus, diversity attack
is prevented.
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Single Layer Perturbation Algorithm [SLP]
Input: Attributes of dataset set as Quasi Identifiers (QI);
Output: QI attributes with single level perturbations;
If A = Numeric

Then
A =QI +Y// Y= independent noise of

domain A

if A = categorical
then
A = RankSwapN, %(Domain(A ))
then base version perturbed dataset
B[n] = DLP[SA] U SLP[QI] U NON_SA
End;

Figure 2. Proposed Single Level Perturbation algorithm.

The level-2 perturbed datasets derived from level-1
perturbed datasets by applying SLP algorithm are as
follows:

o Adult-info-gain-perturbed-Derived - dataset [AIG-

DV1].

o Adult-gain-ratio-perturbed-Derived-dataset

[AGRDV1].

o Adult-correlation-perturbed-Derived-dataset [APC-

DV1].

The level-3 derived datasets are than obtained by
applying SLP algorithm on the numeric and categorical
attributes on the level-2 perturbed datasets are as follows:
o Adult-info-gain-perturbed-Derived-dataset [AIGDV2].
o Adult-gain-ratio-perturbed-Derived-dataset

[AGRDV2].

o Adult-correlation-perturbed-Derived-dataset [APC-

DV2].

Based on trust level the level 1, 2 and 3 perturbed
datasets may be distributed to the users in MLT
environment.

6. Performance Metrics

The base and derived datasets are evaluated for its utility,
attribute distortion and ability to preserve privacy based
on the following metrics:

6.1 Classification Accuracy and RMSE
The utility and the amount of information lost due to the
application of privacy preservation technique is measured
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using classification accuracy, Root Mean Squared Error*
that represents the outliers in the data.

6.2 Purity Measure

Purity® is a metric used to measure the quality of
clustering solution. Purity is calculated by dividing the
correctly assigned objects to the total number of objects
in the dataset and the equation for the same is given in
equation (11):

Purity (C,P):lzjmax, |C,NP| (11)
n

Where {C, ... C]} denotes the partition built by the
clustering algorithm on objects,and P = {P, ... P,} denotes
the partition inferred by the original classification. ] and
I are respectively the number of clusters |C| and the
number of classes’” |P|. The value of n denotes the total
number of objects.

7. Change of Rank of Features
(CP)

The metric CP measures the difference in the rank of the
attributes before and after privacy preservation. If the rank
of the attribute before privacy preservation is denoted as
RAVi and after privacy preservation is denoted as the
difference in their rank is measured using the metric CP
as given in equation (12):

ZZJR{JV,. —Rav; | (12)

m

Where RAV, is the rank of the average value of attribute
i, while RAV", denotes its rank after the distortion™.

CP=

7.1 Maintenance of Rank of Features (CK)
CK is the metric that measures the percentage of
the attributes that keep their ranks after the privacy
preservation® and is calculated using equation (13 and
14).

" ok (13)
CK = &=

m
CK ={, ™ (14)

Where m is the total number of attributes in the
dataset D.
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8. Dataset Description

The dataset used in this work is Adult dataset available on
UCI Machine Learning Repository*. The dataset contains
14 attributes including class attribute, with values, “>50K”
and “<=50K”. The dataset is resampled and 8410 instance
are taken for experimentation. The dataset contains 14
attributes including class attribute, with values, “>50K”
and “<=50K".

9. Results and Discussions

9.1 Attribute Segregation using Ranker
Methods

The attributes in the dataset are vertically partitioned
based on their rank value using any one of the IG, GR
or PC attribute selection measure. From the segregated
attributes, using the three ranker methods it is known
that Education Number, Marital Status, Relationship, Age
that are set as sensitive attributes are common for all the
three ranker methods while one attribute Work class is
commonly partitioned as QI by all the ranker methods.
Also, except the attribute Race the proposed rank based
partitioning method has correctly partitioned all other
attributes as SA and QI.

9.2 Utility Measurement

The experiments were conducted using Weka software
(Mark Hall et al., (2009)). The utility of these datasets
are compared based on classification accuracy and Root
mean squared error values of Ripper Algorithm?’, C4.5%
and Naive Bayes* algorithms and shown in Figure 3.

88
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%'—-’.-—— =X N\, 82
3 80

78
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Accuracy %

st Navie Bayes
Accuracy
il 4.5 Accuracy

SZEPR S ITC R CR ZRC JEC  J
FILII LIPS :
O Y ¥ N R S yo & Q'éé Ripper Accuracy

Figure 3. Comparison of accuracies values of various
perturbed dataset versions.

From Figure 3 it is incurred that accuracy of base
and derived versions of datasets exhibit a very small
decrease in accuracy than the original dataset. On Ripper

Indian Journal of Science and Technology



R. Praveena Priyadarsini, M. L. Valarmathi and S. Sivakumari

algorithm, there is a decrease in accuracy by 2% for all the
proposed perturbed dataset. The result also indicates that
as the perturbation level increases there is small decrease
in accuracy percentage.

On C 4.5 algorithm there is a reduction of accuracy of
about 2% in all the proposed perturbed dataset except for
the APCDV2 dataset. This shows that attribute perturbed
using IG and GR attribute selection methods are able
to give good utility than PC based attribute segregation
and perturbation method. Also, the proposed perturbed
dataset accuracies are comparable with original and
L-Diversified Adult dataset.

When the accuracy of the Naive Bayes algorithm on
the proposed privacy preserved datasets are compared
with original and L-Diversified Adult dataset, the accuracy
of the perturbed datasets decreases in the second level
and starts to increase in the next level. All the perturbed
datasets have a better accuracy than Adult L-Diversified
dataset on all the three classification algorithms.

The Root Mean Squared Error [RMSE] of the
perturbed datasets are compared on Ripper Naive Bayes
and C4.5 classification algorithms and shown in Figure 4.

R S B R U\ TR I R (SR
& &S S
SV E TS

o> 2
¥ ¥

Accuracy %

g Navie Bayes
Accuracy
76 4.5 Accuracy

Ripper Accuracy

Figure 4. Comparison of RMSE values on various
perturbed dataset versions.

From Figure 4 it is incurred that RMSE for Naive
Bayes algorithm for all the perturbed versions increases
from 0.35 to 0.39 at level one perturbation and remains
almost the same for second level perturbation versions.
On the third level perturbed datasets the error rate
decreases except for APCDV2 dataset. On Ripper
algorithm, RMSE values increases from 0.35 to 0.39 for
level-1 perturbed dataset and remains at 0.39 for all level-2
perturbed datasets and decreases in level-3 perturbed
dataset except for APCDV2. Also, for The RMSE values
of all the proposed perturbed dataset are comparable with
RMSE value of L-Diversified adult dataset on the both
classification algorithms.
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9.3 Privacy Preservation Measurements

The purity values of the various perturbed datasets are
compared on K-Means and EM clustering algorithms*
and given in Figure5.

0.41

0:37
RMSE Values 1 v 0.36
p— S — -]

032 g Navie Bayes RMSE

g RIPPER  RMSE

03 C4.5 RMSE

Figure 5. Purity value comparisons of the perturbed
datasets with L-diversity dataset.

From Figure 5 it is incurred that perturbed dataset
AGRBV1 has the lowest purity values of the all proposed
perturbed datasets. While all the other proposed perturbed
datasets have the same or higher purity values than the
original dataset. Adult L-diversified [AL-Diversified]
dataset has the lowest purity value. The accuracy and
RMSE values of the all proposed perturbed datasets on
both the classification algorithms, Ripper, C4.5 and Naive
Bayes have a decrease 2-3% from the original dataset
except for APCDV2 dataset. When the purity values of
the all proposed perturbed datasets on K-Means and EM
are observed except for the level-1 perturbed datasets
other datasets have comparable and higher purity than
original and L-Diversified datasets.

To measure the distortion within the datasets after
privacy preservation, the rank value of the attributes in
the perturbed versions are compared with the attribute
rank values of the original dataset. The CK and CP value
of Information Gain perturbed dataset versions are
calculated and shown in Table 1.

Table 1. Rank comparisons of Datasets perturbed
based on IG ranking method

Dataset  Information Gain Rank Ck CP
versions Vector Value Value
AIGBV1 [5,11,1,14,8,6,7,4,12,10,13 0.14 4.2
,2,9,3]
AIGDV1 [5,11,1,14,8,6,7,4,12,10,13 0.14 4.2
,2,9,3]
AIGDV2 [5,8,14,6,1,7,4,11,13,12,2, 0.21 2.5
9,10,3]
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Higher the CP values, more the level of distortion in the
datasets, whereas lower the Ck value indicates more
distortion®. The table shows that the versions of AIGVD
datasets are equally distorted, while AIGDV 2 version
considerably less distorted than other two versions. The
dataset where the SA and QI attributes are set using Gain
Ration ranker method is compared on the level of
distortion using CK and CP value measure and shown in
Table 2.

Table 2. Rank comparisons of datasets perturbed based
on GR ranking method
Dataset Gain Ration Rank Ck CpP

versions Vector Value Value
AGRBV1 [12,13,7,8,1,5,10,4,14,7,13, 0.14 0.35
2,9,3]
AGRDV1 [12,13,5,1,8,14,4,6,7,10,13, 0.28 3.1
2,9,3]
AGRDV2 [12,13,1,6,8,4,13,7,10,2,9,1 0.21 3.35
1,12,3]

The CK and CP values in Table 2 shows that the
first level Gain Ration based perturbed dataset has the
least amount of distortion. The second and third level
perturbed datasets have higher level of distortion.

The dataset where the SA and QI attributes are set
using Pearson Correlation ranker method is compared
on the level of distortion using CK and CP value measure
and shown in Table 3.

Table 3. Rank comparisons of datasets perturbed based

on PC ranking method
Dataset Pearson correlation Ck CP
versions Rank Vector Value Value
12,13,7,8,1,5,10,4,14,7,1 4.7
APCBV1 [ 0.071
3,2,9,3]
[12,13,5,1,8,14,4,6,7,10,1 4.7
APCDV1 0.071
3)2)9)3]
[12,13,1,6,8,4,13,7,10,2,9, 3.8
APCDV2 14
CbV 11,12,3] 0

The Ck value of the AGRBV1 and AGRDV1 show
that they are the most distorted datasets out of all the
perturbed versions.

Thus, the utility of the IG and GR perturbed datasets
remain consistent in all the level of perturbation on both
classification and clustering algorithms. Also, the utility
of the proposed datasets are better than the accuracy
of L-Diversified adult dataset. On the distortion metric

- 8 | vois (17) | August 2015 | www.indjst.org

CP and CK, Information Gain and Pearson Correlation
perturbed dataset have the highest distortion rate than
Gain Ratio perturbed datasets.

10. Conclusions

This work proposes an attribute segregation and
perturbation frame work for Multi-Trust Level scenario.
The proposed frame work uses the information or
linearity of the attributes with respect to its class attribute
to identify the sensitivity among the attributes. The
segregated attributes are privacy preserved using DLP
and SLP algorithms to form base datasets. Different
versions of derived datasets are parallel generated from
the base datasets using the proposed frame work and are
distributed to different users based on their trust level.
The results show that the ranker methods are able to
identify attributes which had sensitive content as either
SA or QI automatically. Also, when perturbed versions
of datasets are evaluated based on distortion metrics,
all the perturbed versions have good distortion values
thus preventing diversity attacks. When compared for its
utility with the original dataset and L-Diversified Adult
dataset there is a very small variation in accuracy in all
the proposed perturbed datasets. Thus, the experiments
show that perturbation of high ranked attributes does not
have much effect on the utility of the datasets. As future
enhancement vertical and horizontal partitioning and
perturbation can be implemented to enhance privacy of
the dataset.
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