
Abstract
Increasing population of mobile users has lead to the demand of higher mobility support. Many protocols have been
standardized for mobility management such as Mobile Internet Protocol version 6, hierarchical mobile IPv6 and proxy
mobile IPv6 and so on. The predominantly used approach in the existing mobile networks is the centralized mobility
management. In this, the messages transferred between mobile node and correspondent node must pass through each
level due to the hierarchical architecture. When a mobile network is implemented with the centralized architecture, the
messages are routed to the MN irrespective of its location using mobile IP for continuing services during the handover.
But this approach is susceptible to issues such as single point of failure, non-optimized routes, latency issues, wastage
of resources and security threats which affect the performance and scalability, demanding a flatter architecture with an
efficient mechanism to face the traffic overload from the mobile users. Hence, the paper proposes a new scheme to form a
flatter architecture by distributing the mobility management functionalities as distributed access point at the access level.
The resistance against security threat such as man-in-the-middle attack, replay attack and false binding update attack has
been achieved. Finally, numerical results show that the proposed scheme provides significant reduction in signaling cost
and improves efficiency in route optimization.
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1. Introduction

The congregation of the mobile devices with the Internet
usage is enlarged at a rapid rate increasing the demand
to the service providers to supply advanced network
functionalities. The available mobility protocols are not
sufficient to meet the challenges of advancements in
the mobile internet. The extensions have been made to
the base protocols but it faces deployment issues1,11. In
order to ease the deployment, further approaches have
been proposed. The Distributed Mobility Management
(DMM) allows the distribution of the mobility functions 

which provides flattened network architecture3. It incor-
porates additional extensions required to yield efficiency
and provide better performance.

Currently the flat architecture is the obligatory devel-
opment of mobile Internet for reducing the cost and
improving performance. At the same time mobile usage
traffic capacity is mounting greater than the revenue.
Offloading the traffic selectively poses to be an issue to the
service providers which in turn is solved by the dynamic
mobility management. The main idea of Dynamic mobil-
ity management is to distribute the mobility functions
with dynamic user traffic anchoring in access level2,4.
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In the existing mobility protocols, the MIPv6 allows 
the Mobile Node (MN) to be reachable and maintains 
ongoing connections while moving in the topology. It 
uses the redirection function in which the HA redirects 
packets addressed to an MN’s home address to its current 
location after MN notifies their current location to HA13. 
Mobile IPv6 allows an MN to communicate with another 
node through the optimized path by using IP routing. 

 
Mobility management functionalities are distributed 

at different locations in a network so that the MN can 
communicate with CN using the nearest access point 
in the network. The functionalities of the entities in the 
network can be copied to multiple locations as Mobility 
Anchor Point (MAP) so the packet can be sent to the CN 
through the nearest MAP in the network and avoid the 
security threats14. The pictorial view of the DMM envi-
ronment is shown in Figure 1.

Figure 1.  Generalized distributed architecture of IPv6 mobility.

Even though the distribution is done in different lev-
els, it forms a centralized and hierarchical architecture. 
Thus it demands a flattened architecture in which the 
mobility functionalities are distributed and they can be 
used from the nearest access point5.

 Hence, this paper proposes a mechanism to combine 
DMM with dynamic user’s traffic anchoring in access 

level provides a simple flat architecture. The proposed 
architecture avoids the different levels in the DMM and 
allows the traffic to provide optimal mobility support to 
the MN.

The rest of the paper is organized as follows. Section 
2 describes about the previous works carried out in the 
DMM domain. Section 3 discusses the proposed architec-
ture with the scheme. The security analysis is discussed in 
Section 4. Section 5 emphasizes on performance evalua-
tion. Section 6 concludes the paper.

2.  Related Works
Chan et al. investigates various possible approaches to 
implement DMM by topologically distributing the mobil-
ity anchors in different levels like distribution in mobile 
core network, access network and distribution in host. It 

also emphasizes on the needs and the issues faced in inte-
grating the dynamic mechanism with DMM architecture.

In the DMM environment, the MAPs are distributed 
at different levels in a tree structure2. The MAPs at the 
higher level of the hierarchy is the Root MAP (RMAP) 
and the MAPs at lowest level of hierarchy are the Leaf 
MAPs (LMAP). When MN switches from one network to 
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the other, it updates its LCOA to the LMAP. The LMAP in 
turn checks for MN’s entry in binding list and the packet 
gets transferred to the higher level MAP. This proce-
dure has to be executed every time when a packet passes 
through each level since it is carried by all level’s MAPs. 
But this approach results in higher costs since the packet 
has to go through more intermediate MAPs. If one node 
fails it affects the entire tree structure. The overall struc-
ture of the system is shown in Figure 2.

3.  Proposed Scheme
The proposed system introduces a new scheme in which 
all the mobility functionalities and the HA functional-
ities are integrated as a single unit as Distributed Access 
Point (DAP) in the access level itself. By this, the route is 
optimized since the number of levels is reduced and the 
DAP is distributed. The proposed architecture is shown 
in Figure 3.

In the proposed system, whenever the MN enters 
into a network it communicates with the CN through 
the DAP1. When the MN moves from one network to 

Figure 2.  Message flow in HMIPv6.

To overcome this issue, a method has been formulated 
in4 that have two levels of MAP dynamically where each 
acts as both the root MAP and leaf MAP. Depending on 
the user mobility, the types of MAP changes dynami-
cally which reduces the bottleneck of the traffic load at 
the MAP. Thus, the functionalities are evenly distributed 
that enhances the efficiency of the scheme. Due to the 
dynamicity of the system, the MN has no boundary limi-
tations within the network.

Though this scheme creates levels dynamically among 
the MAPs, the levels may be prone to the single point of 
failure attack. The packets that are routed from the MN 
to the CN must pass through the logical levels of the net-
work architecture. But it also faces the issue of centralized 
architecture at some level5.

Figure 3.  Message flow of the proposed architecture.

the other network, the AR sends Router Advertisement 
(RA) message to all the DAP in the network. When any 
of the DAP, say DAP2 accepts the RA message, it for-
wards the RA message to the DAP1 notifying it that the 
MN is now connected to the DAP2. The DAP1 notifies 
the CN that the connection between the MN and DAP1 
is ended. MN sends a BU to the DAP2. It accepts the BU 
and stores the message in the BC returns BA message to 
the MN. This process registers MN in the new network. 
Subsequently, MN sends a connection request to CN. The 
bidirectional tunnel is established between MN and CN 
and the communication starts. But when a large number 
of MN switches from one network to the other constantly, 
handling the BU poses an issue and the BC overflows. To 
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Notations Description

HDAP, VDAP DAPs in home and visitor network respectively.

IDPrefixMN Address prefix of MN

RADAP Router advertisement to DAP

KU-MN Public key of MN

EKU-MN Encryption using public key of MN

CTMN Cipher Text of MN

LT Lifetime

NonceMN, NonceCN, NonceHDAP Nonce of MN, CN and HDAP respectively

Nonce’
MN, Nonce’

HDAP New Nonce of MN, CN and HDAP respectively

solve this issue, an alternate dynamic buffer is added to 
the DAP so whenever the BC overflows the BU with LLT 
is chosen and inserted into the dynamic buffer to store it 
temporarily6. Once when the BC entry is free and the LT 
of the BU is not expired, the BU is again send back to the 
BC for further processing. This mechanism solves the sig-
naling overhead issue in distributed environment.

3.1  Scheme Description
The notations that are used in the proposed scheme are 
mentioned in Table 1. The nonce values and the public 
keys are pre-shared values during the initial registration 
without any trusted third party.

•	 Initial Registration of MN
When the MN enters into a network, it connects with 

the nearest DAP and becomes its HDAP. It sends the IPv6 
subnet prefix of that network to MN. The process is shown 
in Figure 4. MN receives the message from HDAP and it 
authenticates using NonceHDAP. Thus, when HDAP com-
municates with MN, it should send the new nonce value 
to avoid security attacks. Then the bidirectional connec-
tion is established between MN and CN and the packet 
transfer starts.

Step1.	 HDAP → MN: IDPrefixMN, NonceHDAP

•	 MN Registration in Different Network
Step2.	 DAP → AR: RADAP

Table 1.  Notations used in the proposed scheme

Figure 4.  Initial registration of MN in the home network.
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where 	 CTMN = EKU-MN [BU, IDPrefixMN, 
NonceMN]

	 BU= IDPrefixMN, IDVDAP, LT.
When RA is received from AR, MN sends a BU and 

it is encrypted using public key of MN (EKU-MN [BU, 
IDPrefixMN, NonceMN]). Then the hash function is applied 
on the encrypted message and sent to HDAP. HDAP 
receives the message and authenticates MN using the new 
nonce value. It validates the message with the received 

where	 RADAP = IDPrefixMN, NonceMN, LT.
When MN moves from one network to the other, it 

has to register in the new network. All the DAPs in the 
network send Router Advertisement (RA) message to the 
AR periodically. Upon receiving RA message from the 
DAPs, the AR accepts any one of them and forwards it 
to MN. The overall process of MN in different network is 
shown in Figure 5. 

Step3.	 MN→HDAP: CTMN, Hash[CTMN]

Figure 5.  Router advertisement in the visitor network.

Figure 6.  BU transfer from BC to buffer.
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Step7.	 CN→MN: BA
The MN and CN authenticate each other using the 

ID and the nonces. The location update of MN is sent to 
CN through which the MN and CN can communicate 
directly.

4.  Security Analysis
In this section, the analysis of security attributes such as 
confidentiality, integrity and authentication are discussed 
and the attack prevention of the existing and the proposed 
schemes are also addressed

4.1  Confidentiality
The messages transferred over a communication link 
needs to be secured from gaining unauthorized access of 
the unknown entity9. Confidentiality ensures the privacy 
of the messages from the interception by the attackers. 
When the MN sends the BU to HDAP in step 3 of the pro-
posed scheme, it is enciphered (EKU-MN[BU, IDPrefixMN, 
NonceMN, NonceHDAP]) using the public key of the MN 
(KU-MN) and HDAP decrypts the message using private 
key of HDAP. Thus, the intruder cannot obtain the con-
tent when the message is intercepted because the message 
can be opened only by the private key of HDAP which 
ensures confidentiality. The confidentiality of various 
existing schemes with the proposed scheme is tabulated 
in Table 2.

Hash value and decrypts it using private key of HDAP. 
The BU is retrieved from the decrypted message. In order 
to avoid the intruder attacks, a new nonce Nonce’MN is 
generated by MN and updates it to HDAP. The working 
of this module is shown in Figure 6. 

•	 Message Transfer from Bc to Buffer
Step4.	 HDAP: Upon receipt of BU from MN
HDAP enters BU to the BC and it stores the message. 

When many MN send BUs at the same time, BC overflows 
and discards the messages that incur the loss of packets. 
MN has to resend a new BU message to HDAP which 
causes extra signaling cost. Thus an alternate dynamic 
buffer is embedded into the DAPs in the network. It sends 
the BU with LLT to the alternate dynamic buffer present 
in the DAP and store them temporarily till BC has space 
for new entry. The insertion process is depicted in Figure 
7. The procedure for transferring the BU from binding 
cache to dynamic buffer at DAP6 is shown in Figure 8.

•	 Binding Acknowledgement
Step5.	 HDAP→MN: BA, Nonce’MN 
where BA= IDPrefixMN, IDVDAP, LT
when HDAP validates BU it accepts the message and 

updates the location of the MN. Then it sends BA message 
to MN. Upon receiving the message from HDAP, MN 
authenticates HDAP using the new nonce value Nonce’MN.

•	 Location Update between MN and CN
Step6.	 MN→ CN: CTMN, Hash[CTMN] 
where CTMN = EKU-MN [BU, IDPrefixMN, Nonce’MN]

Figure 7.  Insertion of BU into the buffer.
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Figure 8.  Insertion of the binding update into the buffer at DAP.

Table 2.  Comparative analysis of confidentiality.

Scheme

Confidentiality

MN-CN MN-MAP/
DAP MN-HA

Taleb et al. 
2005 Yes Yes Not 

supported
Wakikawa et 

al. 2006 Yes No No

Hasan et al. 
2012 No Not 

supported No

Chen et al. 
2014 No Yes No

Proposed Yes Yes Yes

4.2  Integrity
Integrity assures the receiver that any message sent over a 
communication channel remains unaffected9. In the pro-
posed scheme, the integrity of the messages is achieved by 
using hash function. In step 6, when the cipher text CTMN 
transferred from MN to CN, the hash function is applied 
on the message Hash[CTMN]. If the message from the MN 
is intercepted, the intruder will not be aware of the type of 
hash function used since it is pre-shared and agreed upon 
the two communicating parties only. But, if the intruder 
tries to open the message then the computed hash value 
on the receiver side alters. Thus, the recalculated hash 
value becomes different and the modified message can be 
identified at CN. From Table 3, it shows that the integrity 
is provided between all the correspondent pairs MN-CN, 
MN-DAP and MN- HA in the proposed scheme
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Scheme
Integrity

MN-CN MN-MAP/
DAP MN- HA

Taleb et al. 
2005 No Yes Not 

supported

Wakikawa et 
al. 2006 Yes Not 

supported Yes

Hasan et al. 
2012 No Not 

supported No

Chen et al. 
2014 Yes No Yes

Proposed Yes Yes Yes

Table 3.  Comparison of integrity

4.3  Authentication
Authentication is the process of claiming an entity’s iden-
tity and ensuring its validity through any proof such as 
user credentials. The mutual authentication between the 
communicants MN, CN, VDAP and HDAP is achieved 
by using the cryptographic hash function. In step 3, when 
MN exchanges BU message with HDAP, the type of the 
hash function used is agreed upon both the communicat-
ing parties. Thus, the information is known only to MN 
and HDAP. The use of same hash function at the sender 
and receiver should remain the same. Consequently, the 
proposed scheme authenticates MN and HDAP. The 
mutual authentication analysis is shown in Table 4.

Scheme
Mutual Authentication

MN-CN MN-MAP/
DAP MN-HA

Taleb et al. 
2005 Yes Yes Not 

supported 
Wakikawa et 

al. 2006 No Not 
supported Yes

Hasan et al. 
2012 No Not 

supported 
Not 

supported 
Chen et al. 

2014 Yes No Yes

Proposed Yes Yes Yes

Table 4.  Comparative analysis of mutual 
authentication

4.4  Man-in-the-middle Attack Prevention
In the man-in-the-middle (MITM) attack, the attacker 
seizes the communication link and performs malicious 
activity in the link. In the steps 3 and 6 as mentioned 
in section 5, the MITM attack between MN and HDAP 
is prevented in the proposed scheme by using hash 
function for the exchange of messages between the 
communicating parities. If the attacker intercepts and 
modifies the message transferred, the hash value differs 
from the received value at HDAP. Thus, the message is 
discarded and the attack is prevented. The message is 
also encrypted with the public key of MN (KU-MN) 
which can be decrypted only by using the private key 
of HDAP. As a result, it is impossible for the intruder to 
alter the contents of the message.

4.5  Replay Attack Prevention
Replay attack happens when an unauthorized entity poses 
as an authorized entity by using any user credentials and 
gain access over the system for replaying the message. It 
is avoided in the proposed scheme by attaching nonce 
to each of the messages between the two nodes such as 
MN and CN (NonceCN, NonceMN) and HDAP and MN 
(NonceMN, NonceHDAP). In the step 3 MN renews the 
nonce value as Nonce’MN and sends it to HDAP which 
then replaces the older nonce value (NonceMN) with the 
new nonce value (Nonce’MN). When HDAP does further 
communication with MN, it authenticates HDAP with 
Nonce’MN. If the intruder tries to send a bogus message 
then it is rejected since the nonce does not match. As a 
result, the replaying of the message is prevented in the 
proposed scheme.

4.6  False BU Attack Prevention
The BU messages are vulnerable to the false BU attack 
in which an attacker resides in the channel between the 
communicants and changes the content such as ID Prefix 
of the subnet, LT of the BU message. When the attacker 
intercept the BU message sent between the MN and CN, it 
is possible that the intruder can modify the content of BU 
message and send a false BU message to CN. But in the 
proposed scheme, it is prevented since the BU message 
is encrypted using the KU-MN (EKU-MN[BU, IDPrefixMN, 
Nonce’MN, NonceCN]) which in turn requires the private 
key of CN to decrypt the message as mentioned in step 6. 
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The analysis of attack prevention in existing and proposed 
scheme is tabulated in Table 5.

Scheme
Prevention against

MITM Replay 
attack

False BU 
attack

Taleb et al. 2005 Yes Yes No

Wakikawa et al. 
2006 No No No

Hasan et al. 2012 No No No

Chen et al. 2014 Yes No No

Proposed Yes Yes Yes

Table 5.  Attack prevention analysis

5.  Performance Evaluation

In this section, the performance analysis of the proposed 
scheme with existing schemes is discussed based upon the 
total signaling cost. When MN moves from one network 
to other network, the following are taken into consid-
eration for computing signaling cost; binding update, 
binding refresh and packet delivery. The total signaling 
cost is denoted as follows, 

 =  +  +
where , and   are the total costs 

for binding update, binding refresh and packet deliver 
respectively. The notations and the system parameters 
used for the performance analysis are listed in Table 6 and 
7 respectively. Some of the distinctive parameters are set 
based upon the assumptions found in8,10.

Nc number of subnets crossing during intra-AN/MAP handoffs

Nd number of AN/MAP domain crossing during inter-AN/MAP handoffs

Cg global binding update cost to HA/CNs

Cl local binding update cost to MAP

NCN number of CNs having a binding cache entry for an MN

Dx,y average number of hops between nodes X and Y

Cx,y transmission cost of control packets between nodes X and Y

PCx processing cost of control packet at node X

TD binding update lifetime of MN at DAP

Table 6.  Notations used in the performance analysis

5.1  Binding Update Cost
The location of MN is updated to DAP and CN each time 
it moves into a different network and hence it involves the 
binding update cost for MN. In the analytical model of10 
for MIPv6, the location information of MN is achieved 
by updating the address at HA and CN irrespective of the 
MN’s mobility. In HMIPv6, the MN performs the local 
and global binding update when it moves within the 
MAP domain and vice versa respectively. Due to the high 
mobility nature of MN, it is essential to measure binding 
update cost which is estimated as per the formulations7 

as follows, 

(1)

where  and  is the ratio of the packet 
arrival rate to the number of subnets that MN crosses but 
still remains within the access level for intra domain and 
inter domain respectively. The eqn. (2) can be rewritten 
as, 

(2)

(3)

Here,  is the difference of the rate at which the 
packets move within the subnet (µc) and DAP domain µd 
respectively. 

In the proposed scheme, the binding update cost is 
estimated based on the processing cost at DAP, since all 
the mobility functions including the functionalities of 
HA is integrated within the DAP.  Initially, the MN sends 
solicitation among the DAPs in the network through AR 
.Thus, the processing cost of AR for initial registration is 

. The HDAP generates a subnet prefix and forwards 
it to MN. Upon receiving the prefix, the MN sends the 



Integrating Dynamic Architecture with Distributed Mobility Management to Optimize Route in Next Generation Internet 
Protocol Mobility

Indian Journal of Science and TechnologyVol 8 (9) | May 2015 | www.indjst.org 972

BU message to the HDAP. The HDAP creates an entry 
for BU message into the alternate dynamic buffer with the 
processing cost ( ).

(4)

The transmission cost of packets transferred between 
two nodes is termed as,  where  is the dis-
tance between nodes X and Y.  is the unit transmission 
cost over wired link. The transmission cost between MN 
and AR is  =  where  is the weighing factor 
of the wireless link. 

Figure 9.  Effect of SMR on binding update cost.

Figure 9 depicts the efficiency in terms of Session to 
Mobility Ratio (SMR) with the binding update cost. In 
the proposed scheme, there is no transmission cost at HA 
and thus the processing and the transmission cost of the 
DAP is considered which is relatively lower than the cost 
at HA. Comparing the cost variation of analytical models 
in10, MIPv6 has lower binding update cost as it does not 
follow any hierarchies.

5.2  Binding Refresh Cost
The binding refresh cost is added up when the lifetime 
of the binding update gets expired and the lifetime is 
refreshed. Each time when BU message is transferred 
from BC to buffer, the process of updating the lifetime 
of BU consumes certain amount of cost in terms of time. 
The binding refresh cost in the proposed scheme is for-
mulated as 

(5)

As per equation (5), TD and TC which denotes the 
lifetime of the binding update of MN at DAP and CN 
respectively.  is the BU message lifetime refresh 
cost at the DAP. The average rate of sending BU mes-
sage from BC to buffer is the inversely proportional to 
the product of µd and TD. Hence, the transmission cost 

 is proportional to the number of CNs  to 
which the MN is connected.

The variation of the binding refresh cost depends on 
the binding lifetime parameters namely TD and TC whose 
values range from 0.4 to 0.7 hours. The cost remains 
stable between the series because the time is optimized 
to execute the refresh process when the lifetime expires. 
If the binding lifetime deviates from the range, it leads 
to frequent or infrequent refresh of the BU message 
which results in increase of cost10. From the Figure 10. 
the proposed system shows consistent outcome in terms 
of binding refresh cost when compared to the existing 
works.

5.3  Packet Delivery
Once when the binding of MN is done, the packets are 
delivered to the destination through the IP channel which 
includes transmission cost for the delivery of packets 
when it is moved from one location to another. The total 
delivery cost is represented as,

Figure 10.  Binding refresh cost vs binding lifetime.
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(6)

where  and  are the weighing factors and 
.  and  are the costs of a successful 

and failed connection respectively. The value of the suc-
cessful tunneling cost becomes zero ( ) since 
the forwarding of packets during handover in MIPv6 and 
HMIPv6 occurs. Upon the failure of the connection, the 
scheme incurs a packet loss. Hence, the packet loss for the 
proposed scheme can be written as,

(7)

where  is the rate at which the packets arrive at a 
node and  is the transmission cost for transferring 
data packets from MN to AR in the previous network and 
from that AR to CN. The link switching delay (TLS) is the 
time taken for MN to move from one link to the other15. 
When the link switching is finished, the IP connectivity 
takes place and TIP is the duration rate of sending the 
IP packets. The location update delay (TLU) is the time to 
forward the packets to the MN’s new IP address.

The delivery of packets in the proposed model need 
not pass through the levels as in HMIPv6 or MIPv6. As 
a result, the delay components as in the equation (7), TLS, 
TIP and TLU are low when compared to the existing mod-
els. Figure 11 illustrates that the packet delivery cost of 

Figure 11.  Packet delivery cost on varying packet arrival 
rate.

the existing and the proposed schemes, which increases 
proportionally with packet arrival rate and there is a delay 
in the delivery of packets before MN receives directly 
through previous AR. The packet delivery cost in the pro-
posed model sustains during the IP forwarding session.

From Figure 12, the proposed scheme shows a signifi-
cant reduction in the total signaling cost compared to the 
existing schemes. The MIPv6 involves more BU cost since 
the transmission cost of the HA is higher than HMIPv6. 
The proposed scheme shows lower BU cost but the packet 
delivery cost and the binding refresh cost shows mar-
ginal variation when compared to MIPv6 and HMIPv6. 
The efficiency of the system gets deteriorated mainly 
due to more signaling consumption for BU. Thus in the 
proposed scheme, this issue is resolved by reducing BU 
update cost which improves the overall performance. The 
comparative investigation on cost assessment of the exist-
ing and the proposed model depicts that the proposed 
scheme enhances the optimization of the total signaling 
cost as shown in Figure 12.

Figure 12.  Comparison of total signaling cost on different 
parameters.

6.  Conclusion
The expansion of high end mobile users requires mobil-
ity support which is efficient in terms of cost, security 
and performance. It is achieved in this paper by dynami-
cally switching the mobility functions wherever the MN 
moves. This paper highlights the reduction of signaling 
overhead of the system by using alternative dynamic buf-
fer thus optimizing the route, reducing the packet loss 
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and generating a secured binding update scheme. The 
numerical results of binding update, binding refresh and 
the packet delivery costs shows that the signaling cost 
of the proposed scheme comparatively reduces the total 
cost. The DMM paradigm proposes to relocate the nodes 
closer to the users thus flattening the network providing 
optimized route. The distribution of the functionalities 
eliminates the levels in the mobile network. In addition, 
the security threats are handled by the appropriate pre-
ventive measures in the proposed scheme.
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